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NIST Q  =CSRCMENU

Cryptographic competitions

Information Technology Laboratory

COMPUTER SECURITY

i i RESOURCE CENTER
R CAESAR submisslons COMPUTER SECURITY RESOURCE CENTER &R0
Secret-key cryptography
See cryp.to/supercop.html for software and https:/ i=CAESAR source codes for VHDL ir
Disasters
ST Final pertfolio
Focused competiiens; The final CAESAR portfolio is organized into three use cases: A=
AES
T + 1: Lightweight applications (resource constrained environments)
Tra = 2 High-parformance applications . -
¥ « 3 Defense in depth
o Lightweight Cryptography
Final portfolio for use case 1 (first choice followed by second choice):
e
e candidate designers f ¥v in &
CRYPTREC |Ascon. first choice for use case 1: home 1 v1.1 v1.2||Christoph Dobraunig. Maria Eichiseder, Florian Mendel, Martin Schiaffer|
NESSIE [ACORN. second choice for use case 1:y1 y2 y3 [Hongiun Wu o .
verview
CAESAR details: Final portfolio for use case 2 (alphabetical order, without a preferance): % PROJECT LINKS
‘Submissions. candidate ‘dosigners NIST began i igating cr hy for c ined envi 1ts in 2013. After two workshops and di ions with stakeholdk Overview

Call for submissions.

[AEGIS-128 for use case 2: 1 y1.1[Hongjun Wu, Bart Preneel in industry, government, and academia, NIST initiated a process to solicit, evaluate, and standardize schemes providing

News & Updates
z’:: :"S (0GB for use case 2 vl w1 |[fed Krovers, Philip Rogeviay authenticated encryption with associated data (AEAD) and optional hashing functionalities for constrained environments where the P
all ara
hi dards i bl hed i Events
BT Final portfoiio for use case 3 (first choice followed by sscond choice): performance of current NIST cr is not In2018, NIST acall for algorithms to describe the
Gall draft 2 requirements, selection process and the evaluation criteria. Presentations
ot a1 candidata designers. |
R [Deoxys-1, first choice for use case 3: home v1 ordering addendum v1.3 v1.4 v1.41 [Jérémy Jean, Ivica Nikolié, Thomas Peyrin, Yannick Seurin \ * Round 1. In March 2019, NIST received 57 submissions to be i for ization. The first round of the NIST ADDITIONAL PAGES
e [COLM, second chaice for use case 3 v1pre v1 addendum: superseding AES-COPA: v1 vZ; and superseding ELmD: v1 Clarification v2.0|(Elena Andreeva, Andrey Bogdanov, Nilanjan Datta, Atul Luyiox, Bart Mennink, Mridul Nandi, Eimar Tischhauser, Kan lightweight cr ! dardization pracess began with the announcement of 56 Round 1 in April 2019 and ended in
el asuda August 2019, NISTIR 8268 explains the evaluation of the first-round candidates and names 32 candidate algorithms advancing Round 1
to the second round of the evaluation process. Round 2
« Round 2. The second round of the NIST lightweight cryptography standardization process began when NIST announced the 32 Finalists

Round 2in August 2019 and concluded when the finalists were announced in March 2021. NISTIR 8363 explains the evaluation N
. —— Related Publications
of the second-round candidates and names 10 finalists.

https ://Com petitions. Cr. yp. tO /Caesa r-su bmissions. html + Final Round. The final round of the process began with the announcement of the 10 finalists and ended when NIST announced Performance Benchmarking
the selection of the Ascon family in February 2023. NISTIR 8454 describes the evaluation of the finalists and explains the Timeline
selection of the Ascon family. Email List {wc-forum}

The timeline of the standardization process is provided here.

Standardization Phase & CONTACTS

NIST hosted the Li it Cr Workshop 2023 to receive public feedback regarding standardization of the Ascon family. Lightweight Crypto Technical Inquiries
NIST is working with the Ascon team to draft the lightweight cryptography standards. lightweight-crypto@nist.gov
Acknowledgments Donghoon Chang

NIST thanks the submission teams, who developed and designed the candidates; the c i ity, who analyzed the Jinkeon Kang
didates, shared their through the lwc-forum, and published papers on various technical aspects of the candidates; the John Kelsey

developers who provided optimized impl ions of the candidates; and organizers of hardware and software benchmarking

initiatives, for their contributions in understanding th istics of the algorithms on various target platforms. KemyMcKay

Meltem Sénmez Turan

Noah Waller

https://csrc.nist.gov/projects/lightweight-cryptography
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- NIST IR 8114 Report on Lightweight Cryptography (#hk: 2018488)
https://csrc.nist.gov/pubs/ir/8114/final
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« NIST IR 8268 “Status Report on the First Round of the NIST Lightweight
Cryptography Standardization Process”
« https://csrc.nist.gov/pubs/ir/8268/final
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NIST IR 8369 “Status Report on the Second Round of the NIST Lightweight Cryptography
Standardization Process” / https://csrc.nist.gov/pubs/ir/8369/final
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Final Round

Final Round {E#7)LTUX L 108 (2021438 ~2023%27) MDD

- ASCON - Elephant - GIFT-COFB - Grain-128AEAD - ISAP

[
il

NIST ESERESI>NFT1>3>

- Photon-Beetle - Romulus - Sparkle - TinyJambu - Xoodyak
5[] B¥sliF=STJ—2U>3vT (2022F5HA9H~11H) RfE

JUT

. 3
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o« FHEEEDEHAMIOR U S PHRBOTF 2 VT 0 LANILDOKFIEDER
o EEFFHEVOARFY—TCETTZEVY—XFIR / 2REHRORED

R4
« NIST IR 8454 “Status Report on the Final Round of the NIST Lightweight Cryptography
Standardization Process” (202386H) / https://csrc.nist.gov/pubs/ir/8454/final
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NIST(320234F28(C [ASCON] ZBE & L TREETF IR | Addal
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s HiT= 7— \5—'% ==
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Lightweight Cryptography Standardization Process: NIST Selects Ascon

« 20 14’ ODE’R"ETL)GE\

f ¥ in &

= — y 3

5 j n % y y- The D{IST L\‘ght‘{ve'\ght Cry_pﬂggp_hy_ Team r.\as reviewed the ﬁnAaLists based on their submission packages, StatL-IS updates, third-party PARENT PROJECT
security analysis papers, and implementation and benchmarking results, as well as the feedback received during workshops and

through the lwc-forum. The decision was challenging since most of the finalists exhibited performance advantages over NIST See: Lightweight Cryptography

° C E S E Rj //\t O)% standards on various target platforms without introducing security concerns. - o
‘ * A ) , ) ) . icati i ¥ RELATED TOPICS

The team has decided to standardize the Ascon family for lightweight cryptography applications as it meets the needs of most use

\\ cases where lightweight cryptography is required. Congratulations to the Ascon team! NIST thanks all of the finalist teams and the B B . R
", . . . . Security and Privacy: lightweight cryptography.
[ ’ community members who provided feedback that contributed to the selection.
DR n . Activities and Products: standards development

NIST’s next steps will be to:
—
—a o ~ « Publish NIST IR 8454, which describes the details of the selection and the evaluation process RELATED PAGES
® I [=] I 7 | / » Work with the Ascon designers to draft the new lightweight cryptography standard for public comments
= Host a virtual public workshop to further explain the selection process and to discuss various aspects of standardization (e.g., News Item: Lightweight Cryptography Finalists Announced
'E : e — \ A b additional variants, functionalities, and parameter selections) as well as possible extensions to the scope of the lightweight Event: Lightweight Cryptography Workshop 2023
[ N I S I 7 b— l D S W/ H W 2 L — , H cryptography project. The tentative dates for the workshop are June 21-22, 2023. More information will be provided in the
/J ~\ I I:I] b upcoming weeks.
\ NIST Lightweight Cryptography Team
« SCAII JERMZE V5
Also see the related NIST news article, NIST Selects 'Lightweight Cryptography' Algorithms to Protect Small Devices.
N
VA
° 1= AE N

« XOFPMACRR ESUVVATE

~
\

https://csrc.nist.gov/news/2023/lightweight-cryptography-nist-selects-ascon

\
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« AEAD B KU Hash (EE / sIZEEHE)
« ASCON Permutation

o 320bitDOBIRZEIRDTERET IS RELTH 2 XY > 1L
- AEAD : $2(C KD¥HAL/#2BAEZ= 1T D MonkeyDuplexE— K
« Hash : Zik>ZtEiE

https://ascon.iaik.tugraz.at/specification.html
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ASCONT®DAEAD (MonkeyDuplex®— R)
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ASCONDmif R LEIRFIBAL CWDZELGET (BE) HRGENMREISEIE
« AEAD& UCASCON-128 or 128a B UL (IS
« ASCON-80pq (IR EITER & LR
o J\w 2B TIFRSXOFZIZRE(EDIEHRE U TEIR
« BIMRET & U CENMHEEE (PRF. MAC. KDF/RE) {2 KDFEU\Tag (64/96bit) F

- mmx G-y
AEAD ASCON-128 128-bit key/nonce/tag
ASCON-128a 128-bit key/nonce/tag
ASCON-80pq 160-bit key/128-bit nonce/tag
J\w = 1B ASCON-Hash 256 bit /7
ASCON-Hasha 256 bit /3
LR OE8ER (XOF)  ASCON-XOF ERE DS
ASCON-XOFa R DS
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Lightweight Cryptography Workshop 2023

ASCONZEER (C5E6[0 BERFST—2
>3y’ (20235565215'\/225) 7 e

f ¥ in &

NIST hosted the Sixth Lightweight Cryptography Workshop (virtual) on June 21-22, 2023 to explain the selection process and to
discuss various aspects of lightweight cryptography standardization.

Agenda
Call for Papers

On-Demand Videos - June 21, 2023 (Day 1)

« J—O23T7DHYY —
e BE O RDOEHSIAREIC DT
ﬁﬁ@ﬁﬁﬁ 5HE & SE it

Opening Remarks / Evaluation of the Finalists and the Selection of Ascon

SCA Evaluation and Benchmarking of Finalists in the NIST Lightweight Cryptography Standardization Process
Invited talk: The Ascon Family: Lightweight Authenticated Encryption, Hashing, and More

Hardware Implementation of ASCON

EPGA Implementations of Message Authentication Codes based on Ascon-p

A New Leakage Exploitation Framework and Its Application to Authenticated Encryption

.

Efficient Second-Order Masked Software Implementations of Ascon in Theory and Practice
Root-cause Analysis of the Side Channel Leakage from ASCON implementations
= Quantum Implementation of ASCON Linear Layer (was not presented)

On-Demand Videos - June 22, 2023 (Day 2)

.

Invited talk: Security of Permutation-Based Modes and its Application to Ascon

Exact Security Analysis of ASCON

Differential-Linear Cryptanalysis of ASCON: Theory vs. Practice

ACloser Look at the S-box: Deeper Analysis of Round-Reduced ASCON-HASH

Cryptanalysis of Ascon — An Information Theoretic Perspective - A Position Paper
Lightweight Usable Cryptography - A usability evaluation of the Ascon 1.2 family,

Efficient Implementation of Permutation-Based Hash Functions for the RISC-V Architecture
Proposals for Standardization of the Ascon Family

Additional modes for Ascon

Open Discussion

https://csrc.nist.gov/events/2023/lightweight-cryptography-workshop-2023

\
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+ IH1E. ASCONICE Y DIRFELEREDFH SN TR VIR
SYIDFECTIE [2023FRFICARTFE] LHDIDOTHML TLDEFE

c UTIRDBDXEERIE?
- IRFEDOEBENLREE LT, FIPSTIEiR< Special Publication (SP)
=X EUTRHEFE
« CNSA 2.0TCIl& ASCON(FIEIR=NIWATT TEESTNTULSD (FAQEER)

https://media.defense.gov/2022/Sep/07/2003071836/-1/-1/0/CSI_CNSA_2.0_FAQ_.PDF

Q: Will NSA be adopting the standards from NIST's Lightweight Cryptography

e effort?

A NSA does not intend to add the ciphers resulting from NIST's Lightweight

J__E :_L-_t fd:,fj:*% %,’f\é}j O) aj. o Cryptography effort to CNSA. The Lightweight Cryptography effort resulted in the
selection of symmelric primitives based on the Ascon family. Their targeted security is
substantially less than AES-256, rendering them generally unsuitable for NS5 use
cases. If CNSA 2.0 algorithms do not meel mission system performance requirements,
early consultation with NSA is required.

CNSA Suite 2.0 and Quantum Computing FAQ

\\\ Copyright © GMO Cybersecurity by Ierae, Inc. All Rights Reserved.
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¢ ASCON?_A(: J:j _CHYEEE_‘TTI_C(/ \55541:5"%*& AscoN
« UD 7L AERZSOBHRNEE
« https://github.com/ascon/ascon_collection Chnstoph Dy i e
« ZE5DWebY 1 hOIEHIEHRMNFTE ©

« https://ascon.iaik.tugraz.at/implementations.html

=SS UXNIP corefd ERERIEIFE
v hetpas/ameon. dat suenz. at
ASCON v1.2#E§h 73> THD
[IEN/MfEBRTCHBREE NS AEEESGD | CVWOSEEICEFE !

https://csrc.nist.gov/CSRC/media/Projects/lightweight-cryptography/documents/round-2/spec-doc-rnd2/ascon-spec-round?2.pdf
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. IETFICEF BASCONICEI T BARTHIA R 4 2er ‘V\/\/\V\:

« ASCON (CBEd9d BInternet Draft¥°RFCIZ{F1EE 9

- ASCONICEEE T BftiEimy»ZEim s cuLVz hEW IR I E T F
« Properties of AEAD Algorithms (Internet-Draft)
- FEEZEUUVAEADICRT 2 T70/\F+ =18
« https://datatracker.ietf.org/doc/draft-irtf-cfrg-aead-properties/
« Secure UAS Network RID and C2 Transport

« Uncrewed Aircraft System (UAS) Network Remote IDiB{EA7+&
https://datatracker.ietf.org/doc/draft-moskowitz-drip-secure-nrid-c2/
« COSE Hash Envelope
o SOFYUITRDEF ULCOSENYS —)\S A —SERE
https://datatracker.ietf.org/doc/draft-ietf-cose-hash-envelope/
o SCAM4 DD BDASCONZFHUVZEd25519 variant (CRA 9 Bixim 78 E

% IETF (Internet Engineering Task Force) 1> 45 —>xw MNCE 9 DD EFEEZRTE I D HH
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Workgroup: IOTOPS Working Group C. Bormann " *E%g
Internet-Draft: draft-ietf-iotops-7228bis-00 Universitat Bremen TZI
Published: 8 July 2024 M. Ersue

S ek e b b Cerer + B AT, SIWEUY — 7\
Ericsson (g LWL DY D /N B g s R
e L. 0 — Ky ho— O
Terminology for Constrained-Node Networks 'ﬂ:"ﬂzﬁ C‘ﬁ’: -T@j EEZIKEI,\] 7- d:j -EE
pbstract ZEIE 9 SH

o
~
The Internet Protocol Suite is increasingly used on small devices L4 /l\/r / I\

B P N + 2014858 (CRATSHUZRFC7228%
constrained-node networks. EHI_‘E D :@ D - ’JT g==] 72 E%FI'
https://datatracker.ietf.org/doc/draft-ietf-iotops- *&%ﬁd)ngﬁ*ﬁj&i}r EE
7228015/ . 19ERRETHINNC R
- EBIEEDFEHE
« RV ND—=DOTOSX5HB5E IRE
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Workgroup: IOTOPS B. Moran

Internet-Draft: Arm Limited
draft-ietf-iotops-security-summary-02 g *E%g
Published: 8 July 2024

Copires, 8 Jamuasy 058 » [ETFlcLDTEFIT YT 1 Bh, bl
L WDHDFRY ND—TWP5F)\ A X%
e (RET BI2DICEDEKS [TRII DN

The IETF has developed security technologies that help to secure the E% EH

Internet of Things even over constrained networks and when targetting o ~

constrained nodes. These technologies can be used independenly or can ot /l\/r S I\

be composed into larger systems to mitigate a variety of threats. 4l% OO | L‘bj—\
This documents illustrates an overview over these technologies and ° *}_&z%ﬁ/ ?\ A\ I\l ’_ gf\\$J O
highlights their relationships. Ultimately, a threat model is IOT J - J Ht‘ d\
presented as a basis to derive requirements that interconnect j:ilf_%;ﬁ&fi

existing and emerging solution technologies. 1’ \]

» IoTERETBEDEVEVZAERT DD
https://datatracker.ietf.org/doc/draft-ietf-iotops-security-summary/ —/rb_l_j%[l%%%%T % 5 ( ? )

« BRIETIVREERSINTND 17 E
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- IEEE 802.15.4 LR-WPAN (Low Rate Personal Area Network /{KiREELR
BALZUZZY ND—20) EWVWDIRIBHET
o )\ U —BRENR5 )\ A8 CH T DRIEFHBEZEIR I DIHDIHE

2024F78KICIEEE 802.15.4ae “Ascon cryptographic algorithms” &
WDIEEMTHONIZ |
« IERBOFRKNA> S
« 802.15.4 (FAES-CCMZIETE L TL\DN. ES5(CXIZRNTHDR
« ASCON-128 or 128a O EBE 5 =ZETE
o J\—RIOTTEECHUVTAESEND ITwY hTU> MHVIELN
- NISTEE=ES 12 /R TODEED KUMEHRDERENMFT
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| - I I —_ _ . .
. BRBESORSHICE T 2RERCEHE (GIFT- CRYPTREC EX- ||
[ _ . . ) CMOYA/A=t | ovprRECEX- | 1292 orB Xoodyak) AT #70 3202-2022 I
| 2023 B®REBESAscon/EICBb2EEBEFAE FalUTa by 3302-2023 i
I ISTHhRan o2 | 202p EEESORLECHT SHERVIE o CRYPTREC EX- |
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« E-mail
« satoru.kanno@gmo-cybersecurity.com
« kanno@satokan.tech

* SNS
« X (IHTwitter)
 https://twitter.com/satorukanno

« Facebook
* https://www.facebook.com/satoru.kanno
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