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ETSITS 102 176-1 V2.1.1 (2011-07)

Table 7: Recommended parameters for RSA and rsageni for a resistance during X years

B ashs BL%E e~

ScCOM

Parameter 1 year 3 years 6 years 10 years
{speculative)
MinModLen 1 536 2 048 2 048 ?
ErrProb 5-80 5-100 5-100 2-100
SeedEntropy/EntropyBits B0 100 100 ?
HE ¢ https)//wwwietsiorg/deliver/etsi ts/102100_102199/10217601/02.01.01_60/ts_10217601v020101 p.pdf

ETSITS 119312 V1.1.1 (2014-11)

Table 7: Recommended parameters for RSA and rsagen1 for a resistance during X years

| 2014FND S5REEBD
CASIBAS DR 1THME

X0

Parameter 1 year 3 years 6 years 10 years
(speculative)
MinModLen 1 536 2048 3072 4 086
ErrProb 2-80 2-100 2-100 2120
SeedEntropy/EntropyBits 80 100 100 ?
HE8 :  https://www.etsi.org/deliver/etsi ts/119300 119399/119312/01.01.01 60/ts 119312v010101p.pdf

ETSITS 119312 V121 (2017-05

Table 6: Recommended parameters for RSA for a resistance during X years

Parameter

1 year

3 years

6 years

Key size (log,(n)

=1 800

=1 800

=3 000

Hes . https://www.etsi.org

deliver/etsi ts/119300 119399/119312/01.02.01 60/ts 119312v010201p.pdf

RSAICBILCIE. ETSITS
119 312 V1.4.2 (2022-02)
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Cryptographic Suites®zouh
Table 4: List of signature suites

Entry name of the signature suite Entry name for the Entry name for S50GIS-recommended/
hash function the signature legacy ([14], p. 28)
algorithm

sha224-with-rsa SHA-224 RSA-PKCSv1_5
sha256-with-rsa SHA-256 RSA-PKCSv1_5
sha384-with-rsa SHA-384 RSA-PKCSv1_5
sha512-with-rsa SHA-512 RSA-PKCSv1_5
rsa-pss with mgf1SHA-256ldentifier |SHA-256 RSA-PSS

rsa-pss with mgf1SHA-384ldentifier |SHA-384 RSA-PSS

rsa-pss with mgf15HA-512ldentifier |SHA-512 RSA-PS5

SHA3-512

rsa-pss with mgf1SHA3-Identifier SHA3-256, SHA3-384 or |[RSA-PSS
SHA3-512

sha224-with-ecdsa SHA-224 EC-DSA

sha2-with-ecdsa SHA-256, SHA-384 or EC-DSA
SHA-512

sha2-with-ecsdsa SHA-256, SHA-384 or  |EC-SDSA-opt
SHA-512

sha3-with-ecdsa SHA3-256, SHA3-384 or |[EC-DSA
SHA3-512

sha3-with-ecsdsa SHA3-256, SHA3-384 or [EC-SDSA-opt

I I o) Dr DIDIDIIDCrrr
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Table 9: Recommended signature suites for algorithm resistance during X years Table 10: Recommended signature suites for a resistance up to year X

(was table 12 in version 1.1.1)

Entry name of the signature suite 2023 2024 2025 after 2025

Entry name of the signature suite 1 year 3 years 6 years sha256-with-rsa =1 900 =1 900 =1900 =3 000
sha256-with-rsa =1900 =1 900 not recommended sha384-with-rsa =1 900 =1 900 21900 =3 000
sha384-with-rsa =1900 21900 not recommended shab512-with-rsa 21900 21900 =1900 =3 000
sha512-with-rsa = 1900 = 1900 not recommended rsa-pss with mgf1SHA-256Identifier =1900 = 1900 21900 =3 000
rsa-pss with mgf1 SHA-256ldentifier = 1900 21900 23000 rsa-pss with mgf1 SHA-384Identifier =1 900 =1900 = 1900 =3 000
rsa-pss with mgf1SHA-384Identifier 21900 21900 23000 rsa-pss with mgf1SHA-512Identifier = 1900 =1900 =1 900 >3 000
rsa-pss with mgf1 SHA-512Identifier 21900 2 1900 23 000 rsa-pss with mgf1 SHA3-Identifier 21900 21900 21900 23000
rsa-pss with mgf1SHA3-Identifier =1900 21900 =3 000 sha256-with-dsa 2048 2048 2048 3072
shagss with-dea 20 208 3 072 shas12-with-dsa 2048 2048 2048 3072
sha224-with-ecdsa legacy not recommended sna§24_- ":Ith;(:dsa legacy dezm recommended
sha2-with-ecdsa recommended Sha -w!t -ecasa recommen

- sha2-with-ecsdsa recommended

sha2-with-ecsdsa recommended -
sha3-with-ecdsa recommended shaS-w!th-ecdsa recommended
sha3-with-ecsdsa recommended sha3-with-ecsdsa recommended

Table 8: Recommended parameters for EC-DSA and EC-SDSA-opt for a resistance during X years

Parameter

1 year

3 years

6 years

plen =qglen

256, 384 or 512

256, 384 or 512

256, 384 or 512
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