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« 20114 3F

— RFC 6176 Prohibiting Secure Sockets Layer
(SSL) Version 2.0

« 20155%6F

— RFC 7568 Deprecating Secure Sockets
_ayer Version 3.0

— http://disablessl|3.com/ by Michele Spagnuolo
How to disable SSLv3

This web page aims to become a one-stop resource on how to effectively disable SSLv3 in major web ol
browsers as well as in web, mail and other servers that may still be using it.
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» SSL3.0%E LFEIHRD die-die-die FZT7RHE1T
— https://tools.ietf.org/html/draft-ietf-tls-
oldversions-deprecate

— “Deprecating TLSv1.0 and TLSv1.1”

- BITIRRICEA T ARERENLIT I TSN TULNVS
(-00 draft: WebHY—/\O X I RIELLTD®EY)
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+ ____________________________________________________________
| Mame/Ref | Date | 88Lv3|TLSv D|TL8v |TLSv 2|TL8v |
_|_ ____________________________________________________________
| Alexa [1] 20180228 = 2.0 0] 97.9 =
Cloudflare [2] | 20180518 0.0 9.3 0.2 84.9 5.5
Firefox [3] 20180709 = 1.0 = 94.0 5.0
Chrome [4] 20180711 0.4 <0.1 = 5
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June 2019

14.8 % of sites surveyed
support the TLS v1.3 protocol

20,661 sites + 0.6 %
May 2019
14.2 % (19,821 sites)

Protocol Support

https://www.ssllabs.com/ssl-pulse/
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2% K. UrushimaZ A http://blog.livedoor.jp/k_urushima/archives/1786599.html
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— Chrome, Edge/IE, Firefox, Safari

2020 &£ IE, Edge T TLS 1.0, 1.1 T
Difc . Rz |
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<20V T RTIE Transport Layer Security (TLS) 1.0, 1.1 OFIR=FEIEL. EDESRTO
RJLTHS TLS 1.2 PEAORTERHEL CWET. (B BEJ0OY [IT EEE@IT] TLS
1.2 "NOBITEHELTVET)

2020 £ Ai¥. Internet Explorer 11, Microsoft Edge (CT. TLS 1.0 & TLS 1.1 =X
ETEMLT SEBERITSFETT.

https://blogs.technet.microsoft.com/jpsecurity/2018/10/16/tlsdeprecation/
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aft-ietf-tls-rfc3246-bis L1
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s FSOMEFOREZS R AIEE
— https://tools.ietf.org/html/draft-ietf-tls-tls13

» IETFEIFELZD RN THREICES
— https://tlswg.github.io/tls13-spec/
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— https://github.com/tlswg/tls13-spec/issues

* IETF meeting
— https://tools.ietf.org/agenda/105/
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2016

— https://www.cryptrec.go.jp/symposium/201606
27 _invited1.pdf

- LE4A LBlog, #iRFC ! Transport Layer

Security (TLS) 1.3 E{TDELHF ~ AN
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— https://lepidum.co.jp/blog/2018-10-
01/tls1_3security/
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» BT xER A A CBCTEHALY
—Lucky13(2A5R) D& E:
_ucky Thirteen: Breaking the TLS and DTLS

Record Protocols

RCAFEFD !

nttp://www.isg.rhul.ac.uk/tls/Lucky13.html

« LALRC443ET(3A138)
» Breaking the TLS and DTLS Record Protocols
 http://www.isg.rhul.ac.uk/tls
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https://www.usenix.org/conference/usenixsecurity19/presentation-21
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SECURITY oYMPOSIUM

Scalable Scanning and Automatic Classification of TLS Padding
Oracle Vulnerabilities

Authors:
Robert Merget and Juraj Somorovsky, Ruhr University Bochum, Nimrod Aviram, Tel Aviv University; Craig Young, Tripwire VERT; Janis Fliegenschmidt and Jorg
Schwenk, Ruhr University Bochum; Yuval Shavitt, Tel Aviv University

Abstract:
This paper r‘slunder embargo Imd will be released to the public on the first day of the symposium, August 14, 2079,

The TLS protocol provides encryption, data integrity, and authentication on the modern Internet. Despite the protocol's importance, currently-deployed TLS
versions use obsolete cryptographic algorithms which have been broken using various attacks. One prominent class of such attacks is CBC padding oracle
attacks. These attacks allow an adversary to decrypt TLS traffic by observing different server behaviors which depend on the validity of CBC padding.

We present the first large-scale scan for CBC padding oracle vulnerabilities in TLS implementations on the modern Internet. Our scan revealed vulnerabilities
in 1.83% of the Alexa Top Million websites, detecting nearly 100 different vulnerabilities. Our scanner observes subtle differences in server behavior, such as
responding with different TLS alerts, or with different TCP header flags.

J@“ " “Ill.a'-ilh !
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L] RUB-NDS / TLS-Padding-Oracles @ Watch~ 14 % Star | 95 YFork 8

£» Code Issues 0 Pull requests D Projects 0 Wiki Security Insights
Branch: master v | TLS-Padding-Oracles / TIsPaddingOracleScanning.pdf Find file = Copy path
ﬁ_jurajsumomusky Add files via upload efddd9c 21 days ago

1 contnbutor

886 KB Download = History [ m

Scalable Scanning and Automatic Classification of TLS Padding Oracle
Vulnerabilities

Robert Merget', Juraj Somorovsky', Nimrod Aviram?, Craig Young®, Janis Fliegenschmidt', Jorg
Schwenk!, and Yuval Shavitt”

'Ruhr University Bochum
*Department of Electrical Engineering, Tel Aviv University
ITripwire VERT

https://github.com/RUB-NDS/TLS-Padding-Oracles/blob/master/TIsPaddingOracleScanning.pdf

© 2019 Internet Initiative Japan Inc.
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TLS Padding Oracles

The TLS protocol provides encryption, data integrity, and authentication on the modern Internet. Despite the protocol's
importance, currently-deployed TLS versions use obsolete cryptographic algorithms which have been broken using various
attacks. One prominent class of such attacks is CBC padding oracle attacks. These attacks allow an adversary to decrypt TLS
traffic by observing different server behaviors which depend on the validity of CBC padding.

We evaluated the Alexa Top Million Websites for CBC padding oracle vulnerabilities in TLS implementations and revealed
vulnerabilities if 1.83% of them, detecting nearly 100 different vulnerabilities] These padding oracles stem from subtle

differences in server behavior, such as responding with different TLS alerts, or with different TCP header flags. We suspect the
subtlety of different server responses is the reason these padding oracles were not detected previously.

The currently identified and fixed vulnerabilities are:

s OpenSSL. CVE-2019-1559. OpenSSL Security Advisory: 0-byte record padding oracle

e Citrix. CVE-2019-6485. TLS Padding Oracle Vulnerability in Citrix Application Delivery Controller (ADC) and NetScaler
Gateway.

s F5. CVE-2019-6593. TMM TLS virtual server vulnerability CVE-2019-6593.
* SonicWall SonicOs. CVE-2019-7477. SonicOS & SonicOSv CBC Cipher TLS Padding Vulnerability.

T e

The disclosure process is still running |Nith a handful of vendors. Some of them consider to disable or even completely

remove CBC cipher suites from their products.

https://github.com/RUB-NDS/TLS-Padding-Oracles

© 2019 Internet Initiative Japan Inc.




ChHdntA (CVE-2019-1559)

* OpenSSL Security Advisory [26 February 2019]
0-byte record padding oracle (CVE-2019-1559)

« Severity: Moderate

« |f an application encounters a fatal protocol error and then calls
SSL_shutdown() twice (once to send a close_notify, and once to
receive one) then OpenSSL can respond differently to the calling
application if a O byte record is received with invalid padding
compared to if a 0 byte record is received with an invalid MAC. If the
application then behaves differently based on that in a way that is
detectable to the remote peer, then this amounts to a padding oracle
that could be used to decrypt data.

* In order for this to be exploitable "non-stitched" ciphersuites must be
in use. Stitched ciphersuites are optimised implementations of
certain commonly used ciphersuites. Also the application must call
SSL_shutdown() twice even if a protocol error has occurred
(applications should not do this but some do anyway).

AEAD ciphersuites are not impacted.

=
B
o
—
-

https://www.openssl.org/news/secadv/20190226.txt
© 2019 Internet Initiative Japan Inc. 26
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draft-02

— Remove custom DHE groups.
— Remove support for compression.

— Remove support for static RSA and DH key
exchange.

— Remove support for non-AEAD ciphers.

draft-03

— Remove the unnecessary length field from the AD
input to AEAD ciphers.

draft-06

© 2019 Internet Initiative Japan Inc.

— Prohibit RC4 negotiation for backwards compatibility.

https://tlswg.org/tls13-spec/draft-ietf-tls-tls13.html

Db IR |

N

i I



| Internet Initiative Japan Inc. .

draft-ietf-tls-rfc52456-his L]
draft-ietf-tls-tls13 s 107 D& 010

h CH T IE S5 & Saies R E  BER .
 draft-0
— Integration of semi-ephemeral DH proposal.
— Remove resumption and replace with PSK + tickets.
— Move to HKDF. -
« draft-08 .
— Remove support for weak and lesser used named E
curves. =
— Remove support for MDS and SHA-224 hashes with %

signatures.

© 2019 Internet Initiative Japan Inc.
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draft-ietf-tls-rfc5246-bis il
draft-ietf-tls-tls13 01 02 03 |04 05 to7 08 010 11 12 13 |14 15 |16 (18
I I

rfc3446
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 draft-09

— Change to RSA-PSS signatures for
handshake messages.

— Remove support for DSA.

— Deprecate SHA-1 with signatures.

o draft-11

— Port the CFRG curves & signatures work from
RFC4492bis.

—
-
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201641 A DB A DT

» https://tlswg.qgithub.io/tls13-spec/#rfc.appendix.A.4

Cipher Suite Name

TLS DHE_RSA WITH_AES 128 GCM_SHA256

TLS DHE_RSA WITH_AES 256 GCM_SHA384

TLS ECDHE_ECDSA WITH _AES 128 GCM_SHA256
TLS ECDHE_ECDSA WITH _AES 256 GCM_SHA384
TLS _ECDHE_RSA WITH_AES 128 GCM_SHA256
TLS_ECDHE_RSA _WITH_AES 25 GCM_SHA384
TLS_DHE_RSA WITH_AES 128 CCM
TLS_DHE_RSA WITH_AES 256 CCM

TLS DHE_RSA WITH_AES 128 CCM 8

TLS DHE_RSA WITH _AES 256 CCM 8

TLS ECDHE_RSA WITH _CHACHA20 POLY1305 SHA256

Value Specification
{0x00,0x9E} [RFC5238]
{0x00,0x9F} [RFC5238]
[0xC0,0x2B} [RFC5289]
[0xCO0,0x2C} [RFC5289]
[OxCO0,0x2F} [RFC5239]
[0xC0,0x30} [RFC5239]
{0xCO0,0x9E} [RFCB655]
{0xCO0,0x9F} [RFCB655]
[0xC0,0xA2} [RFCB655]
[0xCO0,0xA3} [RFCB655]

{TBD,TED} [I-D.ietf-tls-chacha20-
poly1305]

TLS_ECDHE_ECDSA_WITH CHACHA20 POLY1305_SHA256 {TBD,TBD} [I-D.ietf-tls-chacha20-

TLS DHE RSA_ WITH _CHACHA20 POLY1305_SHA256

TLS_(##H) (FHR) _(AEADDTILIUXL) (v aBEH) poly1305]

© ZU1Y Internet iniuatve Japan inc.

poly1305]
{TBD, TBD} [I-D.ietf-tls-chacha20-
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draft-ietf-tls-rfc52456-his L]
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 draft-1
— Require DH public keys and secrets to be
zero-padded to the size of the group.

» draft-14
— Define ecdsa _sha1 (%).

e draft-15
— Remove old PRNG text.
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draft-ietf-tls-rfc52456-his L]
draft-ietf-tls-tls13 01 02 03 04 05 107 D& 010 11 12 13 |14 (15 16.!13'
fc844a

I I L] I L L L I 1 I I
il Ld ) g e ) = ° oo By i N - - S
o~ o g - o o et - o, Lo B x - o o
§ § § § § § §8 § § §FFSSFS §§ § R &
o o b A L
& § ¥ F S & F g T8 ¥ F < £ & g &

. réft-g1 6

— Change RSASSA-PSS and EADSA
SignhatureScheme codepoints for better
backwards compatibility (*)

e draft-23

— Add some text on the security of static RSA.
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CBCRE=E—FEEBR. XB#EEFSELTIE
AEAD (Authenticated Encryptlon with
Associated Data) D& D FI A IZ#fi—

— ChaCha20-Poly1305A'AES-GCM& il Ay TEE
&£ Wh 728 (Mandatory Algorithms)
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« MD5, SHA-224 Z#Fx (MUST NOT)

« SHA-1 [X SHOULD NOT
- BABBRMED=HDSHA-1HR—k
* $FICSHA-1Z & TOEAZREE T Y R—F

3T



CipherSuites D &1L

« 5DMCipherSuitesDHEFRE

r-ﬂﬂlﬂll'l'l"“l LLUa

— (N ETHOCipherSuites&RILCH

LTUATLLDMN?)

NFETOREDLEREIZHGYERSE

e et fom - +
Hescriplion Yalue

e it et fom -
TLe AES 128 GCM SHAZLEG 10x13,0x01}
TLo AES Zb6 GCM SHAZE4 T0x13,0x02}
TLs CHACHAZO POLY1305 SHAZDEG 10x13,0x03}
TLs AES 128 CCM SHAZLE 10x13,0x04}
TLe AES 1728 CCM 8 SHAZLE 10x13,0x06}

S fomm e +

TLS_(AEADD 7 ILITYRX L) (/v aB#)

© 2019 Internet Initiative Japan Inc.
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Transport Layer Security (TLS) Parameters

I

= Created

| 2005-08-23
= Last Updated

E 2019-04-22

Available Formats

5 @

XML HTML Plain text

Registries included below

TLS ClientCertificate Type Identifiers

TLS Cipher Suites

TLS ContentType

TLS Alerts

TLS HandshakeType

TLS Supported Groups

TLS EC Point Formats

TLS EC Curve Types

TLS Supplemental Data Formats (SupplementalDataType)

TLS SignatureAlgorithm

TLS HashAlgorithm

TLS Exporter Labels

TLS Authorization Data Formats
TLS Heartbeat Message Types
TLS Heartbeat Modes

TLS SignatureScheme

TLS PskKeyExchangeMode

L EARREA LA

https://www.iana.org/assignments/tls-parameters/tls-parameters.xhtml
© 2019 Internet Initiative Japan Inc.




CCM 8 SHA256 HEEZED 1L

DTLS- Recommended

Value Description 0K [z Reference
013, 0x01 TLS _AES 128 GCM_SHAZ256 Y Y [RECE446]
0x13,0x02 TLS _AES 256 GCM_SHA3G64 Y Y [RECE446]
0x13,0x03 TLS CHACHAZ20 POLY1305_SHAZ256 Y b i [RECE446]
0x13,0x04 TLS AES 128 CCM_SHA256 Y b i [RECE8446]

O: 13,005 TLS AES 128 CCM_8 SHAZ256 Y N [RECE446][IES

B.3 TLS registry updates (Benjamin Kaduk)

The management issue was discussed. The IESG agreed to use IESG fct ion
to effect a "Y"->"N" change in the value of the "Recommended™ calumn for
the fol lowing TLS registry entries:

o TLS &ES 128 CCM B GHAZERE in the TLs Cipher Suites registry
o truncated hmac in the TLS ExtensionTvpe Yalues registry

(L LU B

ARG |

https://wwwé6.ietf.org/iesg/minutes/2018/minutes-2018-08-16.txt =
© 2019 Internet Initiative Japan Inc. 37__-_-!
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B.3.1.53. Signature Algorithm Extension

enum {
/* RSASSA-PKCS1-vl 5 algorithms */
rsa_pkcsl_shal36(@x0401), MUST for certificates
rsa_pkcsl sha384({8x8501),
rsa_pkcsl shabl12(Bx0681),

/* ECDSA algorithms */
ecdsa_secpZ56rl_shal56(@x6483).MUST
ecdsa_secp384rl sha384({0x8583),
ecdsa_secp52lrl shab512({©x8683),

/¥ R3ASSA-PSS algorithms with public key 0ID rsaEncryption */

rsa_pss_rsae_sha256(@x8884 )MUST for CertificateVerify and certificates
rsa_pss_rsae sha384(@x8885),

rsa_pss_rsae shabll(@xB886),

.hdhn,L

/¥ EADSA algorithms */

Egii;giggggfj’ Edwards#i$f £ ® Schnorr & 5497 EdDSA

/* RSASSA-P35 algorithms with public key OID RSASSA-PSS */
rsa _pss_pss_shalb6(0xB89),
rsa _pss_pss_sha3B4(0xB8@a),
rsa_pss_pss_shabl2({@x886b),

—
—
]
—
=y
—
— i
g

/* Legacy algorithms */
rsa_pkcsl shal(@x8201),
ecdsa_shal(@xe2gs3),

5#3'.3‘." AT R A
"

} Siénatureﬂcheme;
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4.2.7. Supported Groups
When sent by the client, the "supported groups" extension indicates

the named groups which the client supports for key exchange, ordered
from most preferred to least preferred.

enum {

L1

/* Elliptic Curve Groups (ECDHE) */
MUST secp256r1(@x0017), secp384ri1(0x0@18), secp521rl(@xee19),
SHOULD *25519(@x0e1D), x448(@xeelt),

.lh;i i

/* Finite Field Groups (DHE) */
ffdhe?848(8xB81068), ffdhe3872(0x0101), ffdhed4dS6(ExB182),
ffdhe6144(8xB103), ffdhe8192(0x0104),

TN e

/* Reserved Code Points */
ffdhe private use(®x01FC..0x01FF),
ecdhe private use(®xFEB@..0OxFEFF),
(OxFFFF)

+ NamedGroup:

secp256r1, secp384r1, secp521r1: Standards for Efficient Cryptography Group,
SEC 2: "Recommended Elliptic Curve Domain Parameters® http://www.secg.org/sec2-v2.pdf

x25519, x448:"Elliptic Curves for Security”, https://datatracker.ietf.org/doc/rfc7748/

© 2019 Internet Initiative Japan Inc.




R (AB3EH)

_NEFE-S>STLNIDE—D LA
BitcoinZE & B DPRNGZERBDIEET /X
FONEDLTEREE. ZhAREDNDUVED.

Deterministic Usage of the Digital Signature Algorithm (DSA)
and Elliptic Curve Digital Signature Algorithm (ECDSA)

RFC 6979

! T

AT T

Status = IESGevaluationrecord  IESGwriteups  Email expansions  History

Versions 00 o1

draft-pornin-deterministic-dsa _ m
rfce979 fc6S
I I
= v ) Iy
oy S L
: S
= 5 SR
=~ v F o
Document Type RFC - Informational (August 2013; Errata)

Was draft-pornin-deterministic-dsa (individual)
Last updated 2015-10-14
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* Microsoft Research, Open Quantum Safe library
— https://github.com/open-quantum-safe/
— https://qtesla.org/

« Google, Post-quantum confidentiality for TLS

E — https://www.imperialviolet.org/2018/04/11/pgcontftls.ht
ml

* CloudFlare, Introducing CIRCL: An Advanced
Cryptographic Library

— https://blog.cloudflare.com/introducing-circl/

=
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' PQC Standardization Process: Second Round Candidate

January 30, 2019
f G+ ¥
After over a year of evaluation, NIST would like to announce the candidates that will be moving on to the 2nd round of the NIST PQC
Standardization Process.
The 17 Second-Round Candidate public-key encryption and key-establishment algorithms are:
BIKE
Classic McEliece
CRYSTALS-KYBER The 9 Second Round Candidates for digital signatures are:
FodaREs e CRYSTALS-DILITHIUM
HQC + FALCON
o » GeM55
LEDAcrypt (merger of LEDAkem/LEDApKCc) . LUOV
NewHope . MQDSS
NTRU {merger of NTRUENncrypt/NTRU-HRSS-KEM) . Picnic
NTRU Prime e [qTESLA
NTS-KEM =
« Rainbow
ROLLO (merger of LAKE/LOCKER/Ouroboros-R) . SPHINCS+
Round5 (merger of Hila5/Round2)
RQC
SABER
SIKE
Three Bears https://csrc.nist.gov/news/2019/pgc-standardization-process-2nd-round-candidates
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 Light-Weight Implementation Guidance

=

L (LWIG)

M _r wr it

E RFCs (4 hits)

: RFC 7228 (was draft-ietf-lwig-terminology) 2014-05 Informational RFC

Terminology for Constrained-Node Networks 17 pages
REC 7815 ¢wgs draft-feff-lwig-ikev2-minimal) 2016-03 Informational RFC
Minimal Internet Key Exchange Version 2 (IKEv2) Initiator 41 pages
Implementation
RFC 8352 (was draft-ietf-lwig-energy-efficient) 2018-04 Informational RFC
Energy-Efficient Features of Internet of Things Protocols 24 pages
RFC 8387 (was draft-ietf~-lwig-crypto-sensors) 2018-05 Informational RFC
Practical Considerations and Implementation Experiences in Securing 33 pages

Smart Object Networks

© 2019 Internet Initiative Japan Inc.
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HEIZRFC8387 L5 M h

Practical Considerations and Implementation Experiences in Securing Smart Object Networks
RFC 8387

Status | TESG evaluation record | [ESGwr | Light-Weight Implementation Guidance M. Sethi
Internet-Dratt J. Arkko
Intended status: Informational A. Keranen
il i Rl B s B 05Iﬁl Expires: March 8, 2017 Ericsson
draft-aks-crvpto-sensors H. Back
draft-aks-lwig-crypto-sensors Cﬂmpt el

draft-ietf-lwig-crvpto-sensors SEDtEI‘I‘Ib er 4 B 2816 !
rfc8387

é Practical Considerations and Implementation Experiences in Securing
) Smart Object Networks
i draft-ietf-lwig-crypto-sensors-66

%
&
]

|

The implementation difficulties are important, but they should not be
overemphasized. It is important to select the right security
mechanisms and avoid duplicated or umnmecessary functionality. But at
the end of the day, if strong cryptographic security is needed, the
impLementations have to support that. Also, the use of the most
Lightweight algorithms and cryptographic primitives is useful s
should not be the only consideration in the design. Interoperability
is also important, and often other parts of the system, such as key
management protocols or certificate formats are heavier to implement
than the algorithms themselves.
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PRISM

= Y e st aldL T T q A -
[OP SECRET/SI/ORCON/NOFORIN "'IL'. Hotmail :l’..".'l" jglL

@B facebook Yﬂﬂg(_jl ‘

——
o
E
| —
e
=
[
|

asssune) PRISM Collection D:

=——

| PRINTAUI

FBI DITU 93532

Provider
(Yahoo,
Google, ete.) SCISSOR
1132

Protoco
- Exploitatic

Procaccing 0212

il

TR T

http://en.wikipedia.org/wiki/Global_surveillance_disclosures (2013%E2%80%93present)
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IETF 88 Technical Plenary: Hardening The Internet

. IETF - Internet Engineering Task Force

http://www.youtube.com/watch?v=0V71hhEpQ20
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For example, Japan is an outlier

USENIX Security 17 - Measuring HTTPS Adoption on the Web
358 B35S https://www.youtube.com/watch?v=toaROuSabK38

52



(P R) B LZZLTLNE

suga(@iij.ad.jp
IWENDTIESSUTLSETASZ EEZI TV BERBDELE.

B EE*E L TVAENIEHOSEEaNEI 0 TEEATEVWTEZNS ..
THELWNEZZF S THWAONE SHESISRNTT.

BiERNEOBENEFVWEBNET. SymantecsIBASHIERE L SPRKIO T L1 P —BEid A E<F L TLEWIZoH
Ao —HRANERFE DESICO R ERLEYT. oA AS—BOWS D EEMLI S aEIRVLOQIESHI LVLA
Gl ? & 6.

 SEIMBITEHEZ T20FEEEF > TRBAHMI> TR EEEI LWL (ER/RE)

» HTTPS{L L& (CHTTPO oW BR o e EFE0 U MMIRIGIT20EET LY (Mixed Contents TS —HHETEHER
HMTAELY)

EEEEDC DD BAZEEIIBREEALTVAREAN < ZAHNED, LWHS

207 = ~ES. VDU REIRSE (-SH0ERTHSEEEE L TWLAINRE) 9. CnJ S
JHTESLIED LV, BOEESATHTTPSOHRERI TLESUAIFEFLTWARESEIERZ 20,
SnakeQiEEERE (U JILTRBESNToREREFA) EoTLRECSEEEFTITSS.

L1

.lh;i i

—
el
==
-
|
=
e

ISR LA TUOLEES UL

FICHFREPODECETFSNTS (SSUTLSHILHEZEAHRNCETEV) ORERAEMLEVIRFSESDSTE,
BACTVWWEERITLEz>TEY. A LEENRERTI ML

EE - 85 - gl - VN - A8 EHLLI LTWET - 201807131

© 2019 Internet Initiative Japan Inc.



B5LZAIE. ..

« BARBIGZITLIZRNSITHIG TEELD
— IWBRECATZIFEITVS YA ZBLY

¢ ZOLVOEKRTIEHMEEEREZRLTLEWL

« DFEYTLTIT

r“lmlll”l'l”“ B LIl

e MIERE TCIXYTSAF—2UIMERATEALY

DTHNILT

xE

ﬁfaaé_a%%k}%x [Z?

ilLLI

g
155 1



|_Internet Initiative Japan Inc.

TLS * anon WITH *

« F551EONLY CipherSuitesD1E;E (L ?
_ TLS_DH_anon_WITH_CAMELLIA 256_CBC_SHA

| ]
E
=
=)
=
=

« EBROLRILIEEZZTHERET-(1E)

TLS 1.3 Authentication and Integrity only Ciphersuites

draft-camwinget-tls-ts13-macciphersuites-04

Status = IESGevaluationrecord  IESGwriteups  Email expansions  History

Versions |00 01 | 02 @ O3 n

draft-camwinget-tls-ts13-macciphersuites gl

TR

Document Type Active Internet-Draft (individual)

Last updated 2019-07-08 nhyynq-//datatracker.ietf.org/doc/draft-camwinget-tls-ts 13- macciphersuites
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Subject Alternative Name

o BIGONAMZMSANIZHFLTULNSEEAE

Subject DN OU=Domain Control Validated, OU=PositiveSSL Multi-Domain,
CN=gni178105.cloudflaress|.com

Ll
|TEH

Issuer DN C=GB, ST=Greater Manchester, L=5alford, 0=COMODO CA Limited, CN=COMODO ECC Domain
Validation Secure Server CA 2

Serial 37496200757866105856235991347100563408

Validity 2018-02-22 00:00:00 te 2018-08-31 23:59:59 (190 days, 23:59:59)
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https://censys.io/certificates/2843400699468ff9439c3ec89c3ee475d8d6ae9d1ca4107cad94d54b112c5e8f
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N‘Ceft'ificate Transparency® kel

« CTOEHEAICKYGIRAERT1TT H&
FQDNAY/\L %
— JANOGA40T#A9rL71= Censys FTREI(C

w

E — https //censys.io/certificates =TI
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2019 -07-01 BOLHE T
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POSITIVE

« Decentralized PKIO & &

— https://github.com/WebOfTrustinfo/rwot1-
sf/blob/master/draft-documents/

Decentralized-Public-Key-Infrastructure-
= CURRENT.md

« Self-sovereign Identity (Management) HM 5
Self-sovereign Key Management ~

B AEOREEEI—FESOFIS

0 AL AR

r

75|



NEGATIVE
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i ]
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TLS1.33E%E4K;

name languag
fizz C++ C/S
NSS G C/S
Mint Go C/S
ngsb OCaml C/S
ProtoTL JavaScri c/S
S pt
miTLS F* C/S
Tris Go C/S
BoringS c C/S
SL
\éVwesharC other
_QiCOﬂS C C/S
rustls Rust C/S
W Haskell C/S
leto  CH S
—p—f SLEENG c/s
wolfSSL C C/S
GnuTLS C C/S
tlslite-ng Python C/S
C

I R R p T B PR

role(s) version

-28
RFC 8446
-18

-11

-13

RFC 8446

RFC 8446

-23, -28, RFC
8446

-18 to -28, RFC
8446
-18,-21,-23,-26
-28 (final on
branch)

-28
-18
RFC 8446

-18/-22/-23/-26/-
28
-28

RFC 8446

DS OA A

https://github.com/tlswg/tls13-spec/wiki/Implementations

features/limitations

Based on libsodium, includes secure design abstractions. Zero-copy for advanced pe
Almost everything, except post-handshake auth and X448

PSK resumption, 0-RTT, HRR

PSK/DHE-PSK, no EC*, no client auth, no ORTT -- live server at tls13test.ngsb.io por
ping @hannesm, contains a static PSK/DHE_PSK token: id: 0x0000secret:

EC/DHE/PSK, no HelloRetryRequest

EC/DHE/PSK/0-RTT, no RSA-PSS, no post-HS-auth, no ESNI
ECDHE/PSK/0-RTT, no HelloRetryRequest

P-256, X25519, HelloRetryRequest, resumption, 0-RTT, KeyUpdate

Full decryption and dissection support for drafts 19-21 since 2.4.0 (keylog format). St
since 2.4.3, -23 since 2.4.5, -24 to -28 (+ORTT trial decryption) since 2.6.0. Tracking |
P-256, X25519, HelloRetryRequest, resumption, 0-RTT

P-256/P-384/curve25519, HRR, resumption, 0-RTT client

ECDHE w/ P* and X*, full, HRR, PSK, ORTT

DHE, X25519, AES, no PSK no ORTT. Tested against NSS

P-256, P-384, P-521, X25519, X448, Ed25519, Ed448, HelloRetryRequest, resumptit
stateless server, Post-handshake auth, KeyUpdate, RSA-PSS certs, no FFDHE
P-256, P-384, X25519, Ed25519, HelloRetryRequest, resumption, PSK, 0-RTT, CCS
Post-Handshake Auth, KeyUpdate

P-256, P-384, X25519, FFDHE, RSA-PSS (keys and certs), HelloRetryRequest, Key!
ECDHE (all), EADHE (X25519, X448), FFDHE (all), AES-GCM, Chacha20, HelloRetr
and certificate signatures, cookie extension, CCS, PSK, resumption, no ECDSA certi
ECDHE (all), EADHE (x25519, X448), FFDHE (all), AES-GCM, Chacha20, RSA, Hell



RERHEBEDRA

« DATUMUN(TI0Y) DEEKRICIKFLT:

H—/\DEIRNVE

« ISP TIELL T D &LSIZ0penSSL, BoringSSL,
NSS I EDEFT S4TSR TIIRAEIA TS

r-'lﬂ’l‘llﬂlﬂl LR LU

— Microsoft IE/Edge
— Chrome

— Firefox

— Opera

Windows CNG (CAPI)
BoringSSL

NSS

ChromeX—X THEEIZF1T



InternetDraft (1% ) IR & FE

ﬁl:ﬁé(ff*ilfji')ﬁli‘#ﬁﬁiﬁ@%@b“" LAAY,
REZDHEE-TILOVXLEHOIDTIEE

93 28 P-256, X25519,
BoringSSL RF&: 84;16 HelloRetryRequest, resumption,
0-RTT, KeyUpdate

P-256, P-384, P-521,

X25519, X448, Ed25519,

Ed448, HelloRetryRequest,
resumption, PSK, 0-RTT, CCS,
cookies, stateless server,
Post-handshake auth, KeyUpdate,
RSA-PSS certs, no FFDHE

Open RFC
SSL 8446

Z
0p)

RFC 8446 Almost everything, except post-handshake auth and X448

r_llﬂllﬂ”l!l LA l
Jﬂn T
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https://httpd.apache.org/docs/current/mod/mod_ssl.html#logformats
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Example

Variable Name:

When med s=1 i built into Apache or at least loaded (under D3SO situation) additional functions exist for the Custom Log Format
[varname} x" exXtension format function which can be used to expand any variables provided by any module, especially those pro

For backward compatibility there is additionally a special "% {name <" cryptography format function provided. Information about tt

Environment Variables

- This module can be configured to provide several iter
' default for performance reasons. (See 35Loptions .
available under different names, too. Look in the Corr

HTTPS
- — o SSL_P?\CTOCOL
ZDMFRRIGIERETR T CEMNTTRE— | oo

S5L_SECURE RENEG
55L_CIPEER

55L CIPHER EXPORT
555 CIPHER USEREYSIZE

55L. CIPHER ALGCREYSIZE
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Value

Type:

|flag

string

|string

string

string
string
string
number
number
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