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Internet Engineering Task Force (IETF) S. Kanno
Request for Comments: 6367 NTT Software Corporation
Category: Informational M. Kanda
ISSN: 2070-1721 NTT

September 2011

Addition of the Camellia Cipher Suites to
Transport Layer Security (TLS)

Abstract

This document specifies forty-two cipher suites for the Transport
Security Layer (TLS) protocol to support the Camellia encryption
algorithm as a block cipher.

Status of This Memo

This document is not an Internet Standards Track specification; it is
published for informational purposes.
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ZZ18%R : Qualys SSL Labs
s RABMRZZAINT DB ETSSL/TLSODESTE =itz

Home Projects Qualys.com Contact
@ Qualys. ssL Labs

You are here: Home > Projects > SSL Server Test

SSL Server Test

This free online service performs a deep analysis of the configuration of any SSL web server on the public Internet. Please note that the
information you submit here is used only to provide you the service. We don't use the domain names or the test results, and we never

will.
Hostname: Submit
Do not show the results on the boards
Hostname: beta.ietf.org Submit
¢! Do not show the results on the boards
——
l login.microsoftonline.com l l asp1.cloudgate.jp A l l apiwaap.mockuai.com F l
control03.engagecloud.com A www.fetnet.net food.bizmeka.com E

SSL Report v1.29.7
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You are here: Home > Projects > SSL Server Test > beta.ietf.org > 104.20.1.85

' SSL Report: beta.ietf.org (104.20.1.85)

Summary

Overall Rating

Certificate

A I Protocol Support
Key Exchange

Cipher Strength

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

Certificate #1: RSA 2048 bits (SHA256withRSA)

———| Server Key and Certificate #1
o 9| )
— *.ieff.org

Subject Fingerprint SHA256: e6a2d2a358a96964968c04f1644aedc435cc368a776403274dfc27921787b347
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ZZ\5% : Qualys SSL Labs 1B

Configuration

@ Protocols

TLS 1.3 Yes
TLS 1.2 Yes
TLS 1.1 Yes
TLS 1.0 Yes
SSL3 No
SSL2 No

For TLS 1.3 tests, we currently support draft version 18.

[@ Cipher Suites
(=]

# TLS 1.3 (server has no preference)

TLS_AES_128_GCM_SHA256 (0x1301) ECDH x25519 (eq. 3072 bits RSA) FS 128
TLS_AES_256_GCM_SHA384 (0x1302) ECDH x25519 (eq. 3072 bits RSA) FS 256
TLS_CHACHA20_POLY1305_SHA256 (0x1303) ECDH x25519 (eq. 3072 bits RSA) FS 256
# TLS 1.2 (suites in server-preferred order) (=]
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (Oxc02f) ECDH x25519 (eq. 3072 bits RSA) FS 128
OLD_TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (Oxcc13) ECDH x25519 (eq. 3072 bits RSA) FS 256
TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (Oxcca8) ECDH x25519 (eq. 3072 bits RSA) FS 256
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA (0xc013) ECDH x25519 (eq. 3072 bits RSA) FS 128

TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256 (0xc027) ECDH x25519 (eq. 3072 bits RSA) FS 128




&R : J5SOY (1/3)
» Chrome 62.0.3202.94

Protocol Features

ChaCha20-Poly13053d/i&
o AEAD(C(ZZF X

e - (F(FECDHEICR4T

= 2 SRR x255193% it

Cipher Suites (in order of preference)

TLS_GREASE_CA (Oxcaca) B % * (& (&‘ * I ET FO)}E LIT\\_ E}'L, =
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (0xcO2b) Forward Secrecy 128 HRE
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02f) Forward Secrecy 128

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (0xc02¢) Forward Secrecy 256

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030) Foward Secrecy 256

TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256 (OXccad) Forward Secrecy 256 ‘

TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (Oxcca8) Forward Secrecy Protocol Details

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013) Fonward Secrecy

Server Name Indication (SNI) Yes
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014) Forward Secrecy

Secure Renegotiation Yes
TLS_RSA_WITH_AES_128_GCM_SHA256 (0x9c)
TLS_RSA_WITH_AES_256_GCM_SHA384 (0x9d) TLS compression No
TLS_RSA_WITH_AES_128_CBC_SHA (0x2f) Session tickets Yes
TLS_RSA_WITH_AES_256_CBC_SHA (0x35) OCSP stapling Yes

TLS_RSA_WITH_SDES_EDE_CBC_SHA (Oxa) WEAK _ ) SHA256/ECDSA, RSA_PSS_SHA256, SHA256/RSA, SHA384/ECDSA, RSA_PSS_SHA384,
Signature algorithms

(1) When a browser supports SSL 2, its SSL 2-only suites are shown only on the very first connec SHA384/RSA, RSA PSS SHA512, SHA512/RSA, SHA1/RSA
windows, then open this exact page directly. Don't refresh. — -

—y Named Groups tls_grease_aaaa, x25519, secp256r1, secp384r1
Next Protocol Negotiation No
Application Layer Protocol Negotiation Yes h2 http/1.1
SSL 2 handshake compatibility No
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WEILE : 3508 (2/3)

s Firefox 57.0 (64-bit)

Protocol Features

ChaCha20-Poly 13053/t
it - (Z(ZECDHE/DHE(CF1T
o - AEAD (C(FIFFTE

e . FEFIHHR x25519%F ity

Cipher Suites (in order of preference)

| nva AN
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (@xc02b) Forward Secrecy 128 E I ET Ft\\ d) d_ 1 N
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02f) Forward Secrecy 128 =0 /,

TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256 (@xccad) Forward Secrecy 256
TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (@xcca8) Forward Secrecy 256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (@xc@2c) Forward Secrecy 256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (@xc030) Forward Secrecy 256 ‘

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a) Fomward Secrecy Protocol Details

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (@xc009) Forward Secrecy

Server Name Indication (SNI) Yes
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013) Forward Secrecy

Secure Renegotiation Yes
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014) Forward Secrecy

TLS compression No
TLS_DHE_RSA_WITH_AES_128_CBC_SHA (0x33) Forward Secrecy

Session tickets Yes
TLS_DHE_RSA_WITH_AES_256_CBC_SHA (0x39) Forward Secrecy

OCSP stapling Yes

TLS_RSA_WITH_AES_128_CBC_SHA (ox2f)
TLS_RSA_WITH_AES_256_CBC_SHA (ex35) SHA256/ECDSA, SHA384/ECDSA, SHA512/ECDSA, RSA_PSS_SHA256, RSA_PSS_SHA384, RSA_

Signature algorithms PSS_SHA512, SHA256/RSA, SHA384/RSA, SHA512/RSA, SHA1/ECDSA, SHA1/RS,
TLS_RSA_WITH_3DES_EDE_CBC_SHA (0xa) WEAK _SHAS12, z Sl LRI A ' e

(1) When a browser supports SSL 2, its SSL 2-only suites are shown only on the very Named Groups x25519, secp256r1, secp384r1, secp521r1
windows, then open this exact page directly. Don't refresh. Next Protocol Negotiation No
- Application Layer Protocol Negotiation Yes h2 http/1.1
SSL 2 handshake compatibility No
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EIRE : D 50Y (3/3)
= Microsoft Edge 40.15063.674.0

Protocol Features

ChaCha20-Poly 130574/

s - (F(ZECDHE(CF84T
—— - AEAD (C(Z ([

- SRR x25519%F /S

Cipher Suites (in order of preference)

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (oxc@2c) Fowars Secrecy 256
) xw 2Ry AN

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (@xc@2b) Forward Secrecy 128 % IE I F Z\‘O) ﬁ- ;

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (8xc838) Forward Secrecy 256 <

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (6xc02f) Forward Secrecy 128

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (8xc024) Forward Secrecy 256

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (0xc@23) Forward Secrecy Protocol Details

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (8xc@828) Forward Secrecy

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (8xc027) Forward Secrecy gesveyName lndicationl(SNI) W=
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (9xc0@a) Forward Secrecy Secure Renegotiation Yes
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (9xc009) Forward Secrecy TLS compression No
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (8xc814) Forward Secrecy Session tickets Yes
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (8xc813) Forward Secrecy

OCSP stapling Yes

TLS_RSA_WITH_AES_256_GCM_SHA384 (2x9d)
SHA256/RSA, SHA384/RSA, SHA1/RSA, SHA256/ECDSA, SHA384/ECDSA, SHA1/ECDSA, SHA1/D

SA, SHA512/RSA, SHA512/ECDSA

TLS_RSA_WITH_AES_128_GCM_SHA256 (@x9c) Signature algorithms

TLS_RSA_WITH_AES_256_CBC_SHA256 (@x3d)

TLS_RSA_WITH_AES_128_CBC_SHA256 (@x3c) Named Groups %25519, secp256r1, secp384r1
TLS_RSA_WITH_AES_256_CBC_SHA (@x35) Next Protocol Negotiation No
TLS_RSA_WITH_AES_128_CBC_SHA (ex2f) L L

Application Layer Protocol Negotiation Yes h2http/1.1
LS _WITH_3D WEAK
(1) When a browser supports SSL 2, its SSL 2-only suites are shown only on the ve SSL 2 handshake compatibility No

windows, then open this exact page directly. Don't refresh
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22ERE - —)\ (1/2)

s OpenSSL 1.1.0f
$ ./openssl ciphers -V . ChaChaZO-PolleOSi\j},‘E\

0XC0,0%2C - ECDHE-ECDSA-AES256-GCM-SHA384 TLSv1.2 Kx=ECDH  Au (R EYEY=OD]z]= /DHE (CF1T
0xC0,0x30 - ECDHE-RSA-AES256-GCM-SHA384 TLSv1.2 Kx=ECDH ~ Au=R

0x00,0x9F - DHE-RSA-AES256-GCM-SHA384 TLSVL.2 Kx=DH  Au=rsA |IRA\=1\\DIIEIES S
OXCC,0XA9 - ECDHE-ECDSA-CHACHA20-POLY1305 TLSv1.2 Kx=ECDH  Au

OXCC,0xA8 - ECDHE-RSA-CHACHA20-POLY1305 TLSv1.2 KXx=ECDH  Au=R

OXCC,0XAA - DHE-RSA-CHACHA20-POLY1305 TLSv1.2 Kx=DH  Au=RSA i, Nz IS
0XC0.0x2B - ECDHE-ECDSA-AES128-GCM-SHA256 Tisvi.2 kx=ECDH  Au dB i =l A S QD) (i 352 o)
OXCO,0x2F - ECDHE-RSA-AES128-GCM-SHA256 TLSv1.2 Kx=ECDH ~ Au=R

0X00,0x9E - DHE-RSA-AES128-GCM-SHA256 TLSV1.2 Kx=DH  Au=RSA

OXCO,0x24 - ECDHE-ECDSA-AES256-SHA384 TLSv1.2 KX=ECDH ~ Au=ECD

OXCO,0x28 - ECDHE-RSA-AES256-SHA384 TLSV1.2 KX=ECDH  Au=RSA EiE—

0X00,0x6B - DHE-RSA-AES256-SHA256 TLSv1.2 Kx=DH  Au=RSA Enc=AES(256) Mac=SHA256

OxC0,0x23 - ECDHE-ECDSA-AES128-SHA256 TLSv1.2 Kx=ECDH  Au=ECDSA Enc=AES(128) Mac=SHA256

OXCO,0x27 - ECDHE-RSA-AES128-SHA256 TLSv1.2 Kx=ECDH ~ Au=RSA Enc=AES(128) Mac=SHA256

0X00,0x67 - DHE-RSA-AES128-SHA256 TLSv1.2 Kx=DH  Au=RSA Enc=AES(128) Mac=SHA256

OXCO,0x0A - ECDHE-ECDSA-AES256-SHA TLSv Kx=ECDH  Au=ECDSA Enc=AES(256) Mac=SHA1

OXCO,0x14 - ECDHE-RSA-AES256-SHA  TLSv1 KX=ECDH ~ Au=RSA Enc=AES(256) Mac=SHA1

0X00,0x39 - DHE-RSA-AES256-SHA ~ SSLv3 Kx=DH  Au=RSA Enc=AES(256) Mac=SHA1

0xCO,0x09 - ECDHE-ECDSA-AES128-SHA TLSv1 Kx=ECDH  Au=ECDSA Enc=AES(128) Mac=SHA1

OXCO,0x13 - ECDHE-RSA-AES128-SHA  TLSv1 KX=ECDH  Au=RSA Enc=AES(128) Mac=SHA1

0x00,0x33 - DHE-RSA-AES128-SHA ~ SSLv3 Kx=DH  Au=RSA Enc=AES(128) Mac=SHA1

0X00,0xAD - RSA-PSK-AES256-GCM-SHA384 TLSv1.2 Kx=RSAPSK Au=RSA Enc=AESGCM(256) Mac=AEAD

0X00,0xAB - DHE-PSK-AES256-GCM-SHA384 TLSv1.2 Kx=DHEPSK Au=PSK Enc=AESGCM(256) Mac=AEAD

OXCC,0XAE - RSA-PSK-CHACHA20-POLY1305 TLSv1.2 Kx=RSAPSK Au=RSA Enc=CHACHA20/POLY1305(256) Mac=AEAD
OXCC, OXAD - DHE-PSK-CHACHA20-POLY1305 TLSv1.2 Kx=DHEPSK Au=PSK Enc=CHACHA20/POLY1305(256) Mac=AEAD
OXCC,0XAC - ECDHE-PSK-CHACHA20-POLY1305 TLSv1.2 Kx=ECDHEPSK Au=PSK Enc=CHACHA20/POLY1305(256) Mac=AEAD
0X00,0x9D - AES256-GCM-SHA384  TLSv1.2 Kx=RSA  Au=RSA Enc=AESGCM(256) Mac=AEAD

0X00,0xAQ - PSK-AES256-GCM-SHA384 TLSv1.2 Kx=PSK  Au=PSK Enc=AESGCM(256) Mac=AEAD

OXCC,0XAB - PSK-CHACHA20-POLY1305 TLSv1.2 Kx=PSK  Au=PSK Enc=CHACHA20/POLY1305(256) Mac=AEAD
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SR - U—)\ (2/2) [2&E153R, Google]
s HRT—F 5IOHDIRY— ) GEE

o . Chrome & #EHL

TLS 1.2 Yes
- I - ChaCha20-Poly13053d/is
TLS 1.0 Yes ( \ _ 9 ,—
. Z(FECDHE/DHE(CH84T
SSL2 No L- 9
For TLS 1.3 tests, we currently support draft version 18. - " ~N
AEADI(C (F(FH i
Cipher Suites E H E %? 2 5 5 1 9&\1-}_.\_
A K X 1Ly
# TLS 1.2 (suites in server-preferred order) =
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (0xc02b) ECDH x25519 (eq. 3072 bits RSA) FS 128
TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256 (0xccad) ECDH x25519 (eq. 3072 bits RSA) FS 256P lI‘_‘_ NN
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (0xc@2c) ECDH x25519 (eq. 3072 bits RSA) FS 256 % I ET Ft\\ d)j:& *& 'lk}
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (@xc@09) ECDH x25519 (eq. 3072 bits RSA) FS 128
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (@xc@0a) ECDH x25519 (eq. 3072 bits RSA) FS 256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (@xc@2f) ECDH x25519 (eq. 3072 bits RSA) FS 128
TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 (@xcca8) ECDH x25519 (eq. 3072 bits RSA) FS 256P >.< A n d r'o i d 7 t\‘ ( j:C h a C h a 2 O
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030) ECDH x25519 (eq. 3072 bits RSA) FS 256 *
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (@xc@13) ECDH x25519 (eq. 3072 bits RSA) FS 128 1“_‘\ 5'6 g— 5 _U_ } N —}'b
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (@xc@14) ECDH x25519 (eq. 3072 bits RSA) FS 256
TLS_RSA_WITH_AES_128_GCM_SHA256 (ex3c) 128
TLS_RSA_WITH_AES_256_GCM_SHA384 (@x9d) 256
TLS_RSA_WITH_AES_128_CBC_SHA (ex2f) 128
TLS_RSA_WITH_AES_256_CBC_SHA (@x35) 256
TLS_RSA_WITH_3DES_EDE_CBC_SHA (oxa) WEAK 112 k
Android 7.0 EC 256 (SHA256)  TLS 1.2> h2 TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256 ECDH x25519 FS

(P) This server prefers ChaCha20 suites with clients that don't have AES-NI (e.g., Android devices) ’
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215k : NISTOE)

s IRTF cfrg T#&5J L TLV/ZCurve255198 KT
Curved448DiaHHER N FIPS186-4 (CiENIN |

ler Search CSRC = CSRC MENU

Information Technology Laboratory
In addition, NIST guidelines on Elliptic Curve Cryptography are also being revised to propose the adoption of new elliptic

COMPUTER SECURITY RESOURCE CENTER curves specified in the Internet Engineering Task Force (IETF) RFC 7748. The upcoming draft of SP 800-186, which will specify
approved elliptic curves, will include the curves currently specified in FIPS 186-4 and two additional curves: Curve25519 and
Curve448. Their associated key agreement schemes, X25519 and X448, will be considered for inclusion in a subsequent

revision to SP 800-56A. The CMVP does not intend to enforce compliance with SP 800-56A until these revisions are complete.

Transition Plans for Key Establishment Schemes using Public Key '
Cryptography

October 31,2017
f G+ ¥

Summary: PARENT PROJECT
NIST guidelines on approved public key key-establishments schemes are specified in the NIST SP 800-56 series of

publications. While legacy key establishment schemes have been programmatically allowed for use by agencies in FIPS 140-
validated modules, NIST SP 800-131A Rev. 1, Transitioning the Use of Cryptographic Algorithms and Key Lengths, specifies that
only schemes specified in the SP 800-56 series will be allowed after 2017. However, there are widely used key-establishment

See: Cryptographic Module Validation Program
See: Key Management

schemes in protocols and applications that are not included in the current revisions of the SP 800-56 series publications. ‘ TOPICS
These publications are being revised to align with current industry standards and best practices. Compliance with the SP
800-56 series will not be required by the Cryptographic Module Validation Program (CMVP) until these revisions are complete. Security and Privacy: cryptography,

https://csrc.nist.gov/News/2017/Transition-Plans-for-Key-Establishment-Schemes
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