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"The HTTPS-Only Standard"

m "All publicly
websites an

[1] only provide service over a

accessible Federal

d W e b S e rV i C e S The HTTPS-Only Standard

secure connection.

The stronge

protection currently available

for public w
Hypertext T

st privacy

eb connections is
ransfer Protocol

Secure (HTTPS)."

= https://htt

pS.Cio.gov/

lepidum

https://lepidum.co.jp/

Copyright © 2004-2015 Lepidum Co. Ltd. All rights reserved.

The HTTPS-Only Standard

overnment websites to be secure and their interactions with those

The American people expect

websites to be private. Hypertext Transfer Protocol Secure (HTTPS) offers the strongest privacy

protection available for public web connections with today’s internet technology. The use of HTTPS

reduces the risk of interception or modification of user interactions with government online services.

This proposed initiative, “The HTTPS-Only Standar

would require the use of HTTPS on all publicly

accessible Federal websites and web services

We encourage your feed d suggestion

Goal

All publicly accessible Federal websites and web services [1] only provide service over a secure
connection. The strongest privacy protection currently available for public web connections is

Hypertext Transfer Protocol Secure (HTTPS),

Background

The unencrypted HTTP protocol does not protect data from interception ot alteration, which can

subject users to eavesdropping, tracking, and the modification of received data

ny commercial
organizations have adopted HTTPS or implemented HTTPS-only policies to protect visitors to their

otection.

websites and services. Users of Federal websites and services deserve the same

Private and secure connections are becoming the Internet’s baseline, as expressed by the policies of

the Internet’s standards bodies, popular web browsers, and the Internet community of practice. The

Federal government must adapt to this changing landscape, and benefits by beginning the conversion
now. Proactive investment at the Federal level will support faster internet-wide adoption and promote

better privacy standards for the entire browsing public

The majority of Federal websites use HTTP as the primary protocol to communicate over the public

internet. Uner ility and expose potentially

pted HTTP connections create a privacy vulnes

sensitive information about users of unencrypted Federal websites and services. Data sent aver HTTP

is susceptible to interception, manipulation, and impersonation. This data can include browser

identity, website content, search terms, and other user-submitted information.

All browsing activity should be considered private and sensitive.

An HTTPS-Only standard will eliminate inconsistent, subjective decision-m
content or browsing activity is sensitive in nature, and create a stronger privacy standard

government-wide
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( Next Internet Technology and Society Project )
= "https CiEH bR/ R (FERBE 217D 123519t T L c. L
W Ui R T2 HEEE D D B 104E8 (340412403 TS5 — 72 ETIEL S
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( https://awa.sfc.keio.ac.jp/2015/03/04/survey-of-supporting-tls-at-
japanese-governemnts-website/ )
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( http://blog.livedoor.jp/k_urushima/archives/1763144.html )
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Secure by Default (ex. Google Chrome)

s "Marking HTTP As Non-Secure"
( https://www.chromium.org/Home/chromium-
security/marking-http-as-non-secure )

= "'gradually change their UX to display non-secure
origins as affirmatively non-secure. "

o (X/TEERIR(Canary)DEE T, ESICRTEEBNE)
m "Gradually sunsetting SHA-1"

( http://googleonlinesecurity.blogspot.jp/2014/
09/gradually-sunsetting-sha-1.html )
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s FREE : miTLS Team

= "miTLS is a joint project between Inria and Microsoft Research."

= MITLS "A verified reference TLS implementation”
( https://www.mitls.org/ )

s FHICKDBTLSEER

@ F# 27.1% @ Python 4.8% Diff 3.9% ®eC 1.7% Makefile 1.6% Other 2.3%

= "The technical report gives more details on the formal verification
of miTLS and its cryptographic model."

= 'State-machine attacks [2015]
Early CCS Attack and SMACK Attack are prevented as the type-
based proof for miTLS guarantees that its state machine conforms
to its logical specification."
( https://www.mitls.org:2443/wsgi/tls-attacks )
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TLS 1.3 (IETF TLS WG)
"IP Stack Evolution Program" (IAB)
"QUIC:Quick UDP Internet Connections"

tcpcrypt (IETF TCPINC WG)
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