CRYPTREC Report 2010

23 3






................................................................................... 3
........................................................................................................ 4
........................................................................................................... 5
................................................................................... 7
1.1 CRYPTREG  ctetettetatatatate ettt e e 7
I S RO PP PP PR RRRRN 8
1.1.2 e 9
1.2 10
1.2 1 EIPS 140-2/140=3 «+ e eeeeeettntntntuauatatatatateeetttnaananaaaaaaaeaeeenans 11
1.2.2 ISO/IEC 19790  ISO/IEC 24759 - e eeeererementntnanananatanataenentneteeannes 11
1.3 e 12
1.3.1 12
1.3.2 2000 e 17
2 2000 19
21
...................................................... 19
2 L e 19
2 L 2 e 19
22 23
2.3 23
24 2009 23
2 1 TP 23
D A D 24
3 T TP TP o5
24.4 . 27
251
................................................................................................ 29
252 29
253 29
B e 29
Bl 29
3.2 30
................................................................................................................ 31
ISOZIEC 2nd WD 19790 = eeeeeeeeeeeeeeas 32
2 ISOZIEC 3rd WD 19790 = eeeeeeeereeeieieneas 1



2000

2011

2003

3

3
2
CRYPTREC
LSI

FIPS 140-3

SC27/WG3

2010

(CRYPTREC )

2009

1st WD ISO/IEC 19790



GPKI?

2009 CRYPTREC Report URL
http://www.cryptrec.go.jp/report.html

CRYPTREC

info@cryptrec.go.jp

1 GPKI Government Public Key Infrastructure

3



NICT

ISO2/IECS3

IPA

NICT, IPA

NICT, IPA

\

NICT, IPA

WG

=

/

1 2010

2 1SO International Standard Organization

CRYPTREC

3 IEC International Electrotechnical Commission

4



(2011 3 )

NTT
NTT
2010 9
2010 4
2010 7
2010 7
2010 7
2010 7
2010 7
2010 7
2010 7
2010 7
2010 7



2010
2010

7
7

2010
2010
2010
2010

AN N B



1.1 CRYPTREC

(IPA)

2000 5

(NICT)
2001

CRYPTREC(CRYPTography Research and Evaluation
Committees)
2000 2002 3 CRYPTREC

29 2003

2003

WG



WG

2006 12

FIPS4 Federal Information Processing Standard PUBS®
140-3
WG
WG INSTACs:
INSTAC-8/-327 INSTAC-8, INSTAC-32

SASEBO Side-channel
Attack Standard Evaluation BOard

2013 2008

2009 CRYPTREC

WG WG

111
2003 3

4 FIPS Federal Information Processing Standard
5 FIPS PUB:Federal Information Processing Standards Publication

6 INSTAC (Information Technology Research and
Standardization Center)
7 INSTAC-8/-32 -8  8hit -32
32bit



2003 2004
CMVP10
()
CMVP

NIST®

Federal Information Processing Standard PUB 140-2
ISO1YIEC!2 JTC131 SC1427/WG153

FIPS 140-2 FISP 140-3
2006 12 FIPS 140-3
WG
2009 7
FIPS 140-3

1.1.2

2003
2005
(AIST16)

ISO/IEC JTC1 SC27

8 NIST National Institute of Standards & Technology
9 CSE Communications Security Establishment

10
11
12
13
14
15
16
17

CMVP (Cryptographic Module Validation
ISO International Standard Organization
IEC International Electrotechnical Comm
JTC Joint Technical Committee

SC SubCommittee

WG Working Group

Program)

ission

AIST Advanced Industrial Sciens and Technology
RCIS Research Center for Information Security

9

2006

WG

2004

(RCIS17)

CSE®

FIPS

2004

ISO/IEC 19790

2006



(ISO/IEC 19790)

(JCMVP)

2006 FIPS 140-2 FIPS 140-3
2007 7 1

2009 12 FIPS
140-3 ISO/IEC JTC1 SC27 2008 5

FIPS 140-3 ISO/IEC 19790
2010 2 1st WD
FIPS 140-3
WG
INSTAC-8/-32
INSTAC-8, INSTAC-32
SASEBO18
2009
WG
WG
FIPS 140-3 ISO/IEC 19790
1.2
CMVP19
18 SASEBO: Side-channel Attack Standard Evaluation

BOard 2 Xilinx Virtex-11 Pro FPGA xc2vp7  xc2vp30

SASEBO 19
Xilinx FPGA SASEBO-G ALTERA FPGA SASEBO-B

LSI SASEBO-R 3
SASEBO

19 Cryptographic Module Validation Program
10



FIPS 140-2  FIPS 140-2

19790

1.2.1 FIPS 140-2/140-3

ISO20/|EC21

FIPS 140-2 NIST/ CSE22 CMVP
NIST
(DTR23)
(1G24) 2 DTR
IG
NIST
NIST/ICSE 5
FIPS 140-3 2007 7 FIPS 140-3
1
2009 12
2010 3 11
FIPS 140-3
1 5
FIPS 140-2 4
1.2.2 1SO/IEC 19790 ISO/IEC 24759
ISO/IEC 19790  FIPS 140-2 ISO/IEC JTC
1 SC 27/WG 3 2006 3 1
FIPS 140-2 (DTR) ISO/IEC 19790
FIPS 140-2 (DTR)
(1G) 2008 6 ISO/IEC 24759
ISO/IEC 19790 2007 3 (J1SC25) J1S26
JIS X 19790 JIS X 19790
0.1
2007 3 JIS X 5091 ISO/IEC
24759(2008 6 ) JIS X 24759  JIS X 19790
2009 10 JIS X 5091

20 International Organization for Standardization
21 International Electrotechnical Commission

22 Communication Security Establishment

23 Derived Test Requirements

24 Implementation Guidance

25 JISC Japanese Industrial Standards Committee
26 JIS Japanese Industrial Standards

11



2006 3 ISO/IEC 19790 NIST

FIPS140-2 FIPS 140-2 FIPS 140-3
FIPS 140-3
FIPS 140-3 ISO/IEC 19790
ISO/IEC 19790 (2nd ed.) 1st WD  FIPS 140-3
2010 2 3 30

1.3

1.3.1

2003 2
CMVP
CRYPTREC
2003 2
(1) 27 28
(2)
(1)
(2)
2003
(1)
ISO/IEC
0

(2)
27 2005
28 2005

12



FPGA29

2004
1)
(ISO/IEC 19790) FIPS 140-2
0 a) e)
a)
FIPS 140-2 (1st CD 19790)
b)
a)
c)ISO/IEC JTC 1/SC 27/WG 3
(ISO/IEC 19790)
d) 0
NIST ““Implementation Guidance for FIPS PUB 140-2 and the
Cryptographic Module Validation Program(Last Update: April 28,
2004)>” 4 28
e) 0.1
2003 0 NIST FIPS 140-2, DTR
CHANGE NOTICE 0.1
(2)
2003
a) ¢
a) (8 CPU)
INSTAC
8 CPU
b) (32 CPU)
INSTAC

29 Field Programmable Gate Array

13



INSTAC

32 CPU
2003
FPGA
c)
ISEC (7 ) CHES 2004(8 ) ICD
9 ) CSS 2004(10 ) ASIACRYPT 2004(12
) IACR e-Print Archives Web
2005
(1)
FIPS 140-2 ISO/IEC 19790
2006
1
FIPS 140-2
evaluation testing( test)
evaluation Common Criteria
Common Criteria FIPS 140-2

FIPS PUB 140-2 Security requirements for cryptographic modules

—

Derived Test Requirements [DTR] for FIPS PUB 140-2

-

a)ISO/IEC JTC 1/SC 27/WG 3
(FCD 19790, FDIS 19790)

b)

NIST ““Implementation Guidance for FIPS PUB 140-2 and the
Cryptographic Module Validation Program?~

©)
2004 0.1 0.1

14



FDIS 19790

(2)
2004 (32
CPU)
2006
(1)
ISO/IEC JTC 1 SC 27 ISO/IEC 19790
ISO/IEC 24759 24759
WD 1st CD SC 27
(2)
FIPS 140-2 FIPS 140-3
INSTAC-8/-32
2006
(3) JIS
2006-03-31 JIS
JIS X 19790 -
JIS X 5091 -
2007
(1)
FIPS 140-2 ISO/IEC 19790
2006 ISO/IEC JTC 1/SC 27 19790
ISO/IEC 24759
7 25 24759
SC 27

15



(2) FIPS 140-3
NIST  FIPS 140-2  FIPS 140-3 7
13 INSTAC
WG1 9 28
10 11 NIST
(3
FIPS 140-2 FIPS 140-3

INSTAC-8/-32
9
SASEBO
Side-Channel Attack Standard Evaluation Board
AES30,Camellia,DES31,Mistyl
(4) FIPS 140-2
NIST ““Implementation Guidance for FIPS PUB 140-2 and the
Cryptographic Module Validation Program?~
3 2008 24 FIPS PUB 140-2
2008
(1)
2009
(2)
(3)
INSTAC-8/-32

30 AES Advanced Encryption Standard
31 DES Data Encryption Standard

16



2009
(1)

2009

(2)

2009

3
FIPS 140-3

1.3.2 2010

2010

(1)

()

SASEBO

17

ISO/IEC 19790
ISO/IEC 19790
WG



3
FIPS 140-3
ISO/IEC 19790 8 2 2
ISO/IEC SC27/WG3

4)

CRYPTREC

18



2 2010
2.1
2.1.1
2008
2.1
EETMOEEDIT
e toi D S
) E pd s i
iy R
3R (B HHOFFE) B > '”‘H"“”)
I Il S N B S S S S S S S S S .
HROmE -
R el OHE Efm“m*@
=
::E rISrr T iww:‘rm&ﬂ@} I
n S
N—F Y FEEM [ n—F".‘.*::T!:!Eﬂ!‘I_}J
LEaL—RTONE /' LEal—9ToiE
::;nl‘n;nncn]:\'nfjh .
S [ty — ae~osann
AP TR ER ST Fd HAEHE
FAFSYATRTOY L
FAFSI LRI S L HE
‘ REE ‘ BR{EEME
2.1
2.1.2
2010 2009

19



1)

2.2 2011

AES/MUGI/CMAC-AES

2.2

2.2

MUGI

(1)

Intel x86 CPU + MS-Windows 7 32

20

AES

CMAC-AES

64

DLL



Visual Studio Visual C++ 2010 (10.0)

(V) 128
(0)

(ii)
1)

(iii)
(1) short message long message
(2)
(3)
(4) DLL

(2)

2.3

2.3 2011

21



2.3

AES
MUGI
1( )
2( ) 2
3(
3
Xilinx Virtex-5 LX30/LX50(SASEBO-G FPGA) + ISE
WebPACK
ISE WebPACK Version 11.5
(i) 128
(1)
(i)
(1)
(iii)
(1) ( ) I/F critical path
(2) I/F
(3)
(i)
128
(i) (SPA) (DPA)
(1) DPA

ISO/IEC 19790 :2006 / FIPS 140-2

22



(2)
(3)

(iii)
(1)

DPA

(2) © 10 (
2) ( 3)
2.2
FIPS 140-3
ISO/IEC 19790
2009 12 FIPS 140-3
ISO/IEC 19790 1st WD
WG
2nd WD(2010 7 ) 3rd WD(2011 1 )
ISO/IEC
JTC1 SC27/WG3
2.3
2.4 2010
2.4.1
IC

23



DPAS2 SPAs3

2.4.2
18
SASEBO Xilinx 20 FPGA
SASEBO-G Xilinx 34 ASICs3s SASEBO-R LSI
36 21 SASEBO-G FPGA  Virtex-5LX30/50
SASEBO-GII
IC
IC SASEBO-Ws37 SASEBO
ISO/IEC 19790 2nd WD 3rd WD
(1)
32 DPA Differential Power Analysis
33 SPA Simple Power Analysis
34 SASEBO-G SASEBO-G SASEBO Xilinx Virtex-11 Pro FPGA
xc2vp7  xc2vp30
35 ASIC Application Specific Integrated Circuit
36 SASEBO-R TSMC 130nm CMOS LSI
ASIC ASIC 6 AES
/ CASE
AND-XOR1 AND-XOR3
FPGA DES MISTY-1 Camellia SEED CAST128
RSA(1024bit)
37 SASEBO-W IC
IC Xilinx FPGA Spartan-6 LX150

24



(2)

2.4.3

ISO/IEC 19790

FIPS 140-3
1st WD

2nd WD(2010 7

ISO/IEC JTC1 SC27/WG3

SASEBO
2010

25

)

NTT

FIPS 140-3

2009 12
ISO/IEC 19790

3rd WD(2011 1

RCIS

(2010 3



26



24.4

RCIS
SASEBO
2010
2.7
2.7
1 Comparative Power Analysis of | IEEE 2010.06.01 | Naofumi Homma, Atsushi
Modular Exponentiation | Transactions Miyamoto, Takafumi Aoki,
Algorithms Computers Akashi Satoh, and Adi Shamir
2 2010.06.01 ,
3 Hardware Implementations of | HOST38 2010 2010.06.14 | Akashi Satoh, Ttoshihiro
Hash Function Luffa Katashita, Takeshi Sugawara,
Takafumi Aoki, and Naofumi
Homma
4 Secure Implementation of | Synthesiology3® 2010.07.01 | Akashi Satoh, Toshihiro
Cryptogpraphic Modules Katashita, and Hirofumi
-Development of Standard Sakane
Evaluation Environment for
Side Channel Attacks-
5 LSl DICOMO#“0 2010 2010.07.09 , , ,
6 Electromagnetic Information | EMC412010 2010.07.27 | Naofumi Homma, Takafumi
Leakage for Side-Channel Aoki, Akashi Satoh
Analysis of Cryptographic
Modules
7 Development of an on-chip micro | EMC2010 2010.07.27 | Yu-ichi Hayashi, Takeshi
shielded-loop probe to evaluate Sugawara, Yoshiki Kayano,
performance of magnetic film to Naofumi Homma, Takaaki
protect a cryptographic LSI from Mizuki, Akashi Satoh,
electromagnetic analysis Takafumi Aoki, Shigeki
Minegishi, Hideaki Sone,
Hiroshi Inoue
8 Information Leakage from | EMC 2010 2010.07.27 | Yu-ichi Hayashi, Takeshi
Cryptographic Hardware Vvia Sugawara, Yoshiki Kayano,
Common-Mode Current Naofumi Homma, Takaaki
Mizuki, Akashi Satoh,
Takafumi Aoki, Shigeki
Minegishi, Hideaki Sone,
Hiroshi Inoue
9 Multiple-Valued Costant-Power 2010.08.01 | Naofumi Homma, Yuichi Baba,
Adder and Its Application to D Atsushi Miyamoto, and
Cryptographic Processor Takafumi Aoki
10 Profiling Attack using | ELEX42 2010.08.19 | Takeshi Sugawara, Naofumi
Multivariate Regression Homma, Takafumi Aoki, and
Analysis Akashi Satoh
11 Fault Sensitive Analysis CHES43 2010 2010.08.25 | Li Yang, Kazuo Sakiyama,
Shigeto Gomisawa, Toshinori
Fukunaga, Junko Takahashi,
38 HOST International Symposium on Hardware-Oriented Security and Trust |EEE
39 Synthesiology
40 DICOMO Multimedia, Distributed, Cooperative, and Mobile Symposium
41 EMC International Symposium on Electromagnetic Compatibility
42 ELEX IEICE Electronics Express
43

CHES Workshop on Cryptographic Hardware and Embeded Systems

27

IACR




and Kazuo Ohta

12 Combination of SW WISA44 2010 2010.08.26 | Daisuke Nakatsu, Li Yang,
Countermeasure and CPU Kazuo Sakiyama, and Kazuo
Modification on FPGA Against Ohta
Power Analysis

13 2010.09.10 , ,

14 ISEC45 2010.09.07 , ,

( ) ,

15 AES FIT46 2010 2010.09.07 , ,

16 FIT 2010 2010.12.01 , ,

17 SLDM47 2010.12.01 ,

18 MIA SLDM 2010.12.01 , ,

19 Fault Analysis on Stream Cipher | ICISC48 2010 2010.12.03 | Junko Takahashi, Toshinori
MUGI Fukunaga, and Kazuo

Sakiyama

20 CPA ISEC 2010.12.15 , ,

21 ISEC 2010.12.15 , ,

22 Power  Analysis against a 2011.01.01 | Yang Li, Kazuo Sakiyama,
DPA-resistant S-box A Shinichi Kawamura, and
Implementation Based on the Kazuo Ohta
Fourier Transform

23 SCI1S49 2011.01.25 , , ,

24 SCIS 2011.01.26 ' ' '

( 3)
25 SCiIs 2011.01.27 : ' ,
26 _ Scis 2011.01.26 '
Access-driven

27 SCIS 2011.01.27 ,

28 An on-chip glitchy-clock | COSADES® 2011 2011.02.25 | Sho Endo, Takeshi Sugawara,
generator and its application to Naofumi Homma, Takafumi
safe-error attack Aoki, and Akashi Satoh

29 Enhancement of Simple | DATE 201151 2011.03.17
Electro-Magnetic  Attacks by ( )
Pre-characterization in (

Frequency Domain and )
Demodulation Techniques

4 WISA International Workshop on Information Security Applications

45 |SEC

46 FIT

47 SLDM LSI

48 ICICS International Conference on Information and Communications Security

49 SCIS

50 COSADE International Workshop on Constructive Side-Channel Analysis and Secure

Design

51 DATE Design, Automation and Test in Europe ACM

28




2.5

251
(1)
(2)
2.5.2
(1) 1ISO/IEC 19790 24759
2.5.3
(1)
3.1
2010 3
3.1 2010

1 22 7 23

10:00 12:30
2 22 9 28

15:30 17:30

ISO/IEC 19790 2nd WD

3 23 3 4

16:00 18:00

29




3.2

2010

19790

23

2nd WD

3rd WD

30

22 8
ISO/IEC



31



1SO/IEC 2nd WD 19790

32



CRYPTREC comments on ISO/IEC 2nd WD 19790

Date: 2010-08-25

Document: SC 27 N8776

1 2 3) 4 5 (6) @)
NB? Clause No./ Paragraph/ Type Comment (justification for change) by the NB Proposed change by the NB Resolution
Subclause Figure/Table/ of on each comment
No./ Note com-m
Annex (e.g. Table 1) ent?
(e.g.3.1)

JP1[ |71 Table 1 ed Line “Self-Tests” Please replace “functions tests” to
...and critical functions tests. “function test”

JP 2 74.1 Para 4 ed ...built in self-test (BIST) Remove the abbreviation.
“BIST” is used only in this sentence.

JP3 7.4.2 Para 3 ed (In the itemize environment) Unify the notations.
Item 2 and 4 use periods after the headings while the
others use colons.

JP 4 7.4.2 Para 3 ed (In the itemize environment) Unify the notations.
The headings of the items 3 to 5 use imperative while the
others use nominal.

JP5 7.4.3 Para 2,2nd | ed “previously authorised..” Please delete an extra period.

type, last line two periods
JP 6 7.4.3 Para 5, item | te The 3rd bullet is written as follows. Please define “the probability” clearly or
“For each attempt to use the approved ) 3
3 authentication mechanism, the probability shall describe the contents of the probability.
[04.45] meet the strength of the authentication (e.q. False Acceptance Rate)
objective. For multiple attempts to use the approved 9. P
authentication mechanism during a one-minute
period, the probability shall [04.46] meet the strength
3 Type of comment: ge = general te = technical ed = editorial

NOTE

Columns 1, 3, 4 are compulsory.
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CRYPTREC comments on ISO/IEC 2nd WD 19790

Date: 2010-08-25

Document: SC 27 N8776

1 2 (3) 4 5 (6) (7
NB? Clause No./ Paragraph/ Type Comment (justification for change) by the NB Proposed change by the NB Resolution
Subclause Figure/Table/ of on each comment
No./ Note com-m
Annex (e.g. Table 1) ent?
(e.g.3.1)
of the authentication objective.”
The definition of “the probability” is not clear.
JP7 7.4.3 Para 5, item | ed The 4th bullet: Please replace “sise” with “size”. .
4 (e.g., password sise restrictions).
JP 8 7.5 Para 1, ed The 1st bullet is written as follows. Please replace “(Clause 7.11.7)” with °
all software and firmware shall [05.03] be in a form | “(Clause 7.11.6)".
that satisfies the requirements of this international
standard without modification prior to installation
(Clause 7.11.7);
Clause 7.11.7 (End of Life) may be nothing to do
with the above description. Clause 7.11.6 is
appropriate.
JP9 7.5 SECURITY te "not easily human readable” is ambiguous. Please express more clearly. °
LEVEL 2,
Paral, 2nd
bullet
JP10 |7.61 Para4,2A |te “in a programmable device (e.g., a programmable | please replace “a programmable .
3rd line hardware module)” device” with “a programmable
hardware module” and delete (e.g).
“a programmable device” is the same meaning as
“a programmable hardware module”. The
3 Type of comment: ge = general te = technical ed = editorial

NOTE

Columns 1, 3, 4 are compulsory.
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CRYPTREC comments on ISO/IEC 2nd WD 19790

Date: 2010-08-25

Document: SC 27 N8776

1 2 (3) 4 5 (6) @
NB? Clause No./ Paragraph/ Type Comment (justification for change) by the NB Proposed change by the NB Resolution
Subclause Figure/Table/ of on each comment
No./ Note com-m
Annex (e.g. Table 1) ent?
(e.g.3.1)
description of e.g. is redundant.
JP11 (7.6.1 Para4,3.A |ed “e.[space]g.” ‘e.q9.” °
last part
P12 |7.6.1 Last te “If the operational environment is n7on-modifiable | please replace “Clause 7.6.1" with .
paragraph or a /imited operational environment, only the “Clause 7.6.2".
operating system requirements in Clause 7.6.1
shall [06.01] apply.”
There is no requirement in Clause 7.6.1 itself. Not
“Clause 7.6.1"” but “Clause 7.6.2" is appropriate.
p13 | 761 Last te “If the operational environment is a modifiable Please delete “Clause 7.6.1". and R
h operational environment, the operating system e
paragraph requirements in Clauses 7.6.1 and 7.6.2 shall replace “Clause 7.6.2” with “Clause
[06.02] apply.”
7.6.3".
“Clause 7.6.1" and “Clause 7.6.2" are nothing to do
with “a modifiable operational environment”. The
contents of “a modifiable operational environment”
are described in Clause 7.6.3.
JP14 | 771 four lines ed There are two periods at the end of the sentence. Please delete an extra period. °
above Table
3 Type of comment: ge = general te = technical ed = editorial

NOTE

Columns 1, 3, 4 are compulsory.
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CRYPTREC comments on ISO/IEC 2nd WD 19790

Date: 2010-08-25

Document: SC 27 N8776

1 2 (3) 4 5 (6) )
NB? Clause No./ Paragraph/ Type Comment (justification for change) by the NB Proposed change by the NB Resolution
Subclause Figure/Table/ of on each comment
No./ Note com-m
Annex (e.g. Table 1) ent?
(e.g.3.1)
3
JP15 | 7.71 Table 3 te It is difficult to see if protection against side-channel The contents of Clause 7.8 and Annex F, °
attacks is needed or not from the table. which describes the requirements on
side-channel attack protections, should
be included in the table.
JP 16 7.7.1 Table 3, ed “holes are slits” Please replace “holes are slits” with °
Security “holes and slits.”
Level 2,
General
Requirement
s
JP17 | 7.7.3.2 The last line | ed The period comes off. Please add a period. °
JP18 | 7.10.1 Para 6 te There is a possibility that the user of a cryptographic Add a sentence that “If the user of a °
module needs to know whether the module is in a cryptographic module needs the indicator
self-test. for self-tests, the module may output a
self-test indicator during the self-test.
JP19 | 7.103.1 Para 2, te Itis required that if a cryptographic module has two Add a bulleted requirement that “if a o
independent implementations of the same cryptographic
3 Type of comment: ge = general te = technical ed = editorial

NOTE

Columns 1, 3, 4 are compulsory.
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CRYPTREC comments on ISO/IEC 2nd WD 19790

Date: 2010-08-25

Document: SC 27 N8776

1 2 (3) 4 5 (6) (7)
NB? Clause No./ Paragraph/ Type Comment (justification for change) by the NB Proposed change by the NB Resolution
Subclause Figure/Table/ of on each comment
No./ Note com-m
Annex (e.g. Table 1) ent?
(e.g.3.1)
bullet algorithm, the outputs of the two implementations shall be cryptographic module includes three or
continuously compared. But, a cryptographic module can
have 3 or more independent implementations. more independent implementations of the
same cryptographic algorithm, then the
module shall continuously compare the
outputs of all the implementations, and, if
at least one of the outputs of the
implementations is not equal, the
cryptographic algorithm test shall fail.”
3 Type of comment: ge = general te = technical ed = editorial

NOTE

Columns 1, 3, 4 are compulsory.
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CRYPTREC comments on ISO/IEC 3rd ISO/IEC WD 19790

Date: 2011-02-16

Document: SC 27 N9052

1 2 (3) 4 5 (6) )
NB?! Clause No./ Paragraph/ Type Comment (justification for change) by the NB Proposed change by the NB Resolution
Subclause Figure/Table/ of on each comment
No./ Note com-m
Annex (e.g. Table1) | ent?
(e.g. 3.1)
JP1 7.2.3.2 Last te “enter” seems to be incoherent “leave a degraded mode operation”
paragraph,
Line 3
JP 2 7.3.2 Iltem 2, te Exception seems to include “control data output” In parentheses add “and control data
Line 1 output via the control output
interface”
JP3 7.4.2 5. of the list ed “Perform Zeroise” “Perform zeroisation”
JP 4 7422 Paragraph 1, | ed “...Approved security functions...” ...approved security functions...
Line 2 A capital is used not at line head.
JP5 7422 The first item | te No description about inactivation. Check if undesirable inactivation is a
of the list threat.
JP6 7.4.3 6" para te If the cryptographic module uses security functions to | pjease insert an article (a, the, some, or
authenticate the operator, then those security functions | something) before the last “security
shall [04.45] be approved security functions. functions”.
Is the last word “security functions” equal to the former
“those security functions”? The meaning of this passage
is not well defined.
JP7 7.6.1 Table 2 te The information about “Operational Environment” is Please indicate the examples of
lacking. Although the 2" paragraph of page 39 mentions | “Non-Modifiable”, “Limited” and
the example (firmware and software). “Modifiable” in this table.
JP 8 7.6.3 Line 14 in te modifications, accesses, deletions, and additions of Please indicate the examples of
page 41 cryptographic data and SSPs; these bullets. (e.g. What is

attempts to provide invalid input for Crypto Officer
functions;

addition or deletion of an operator to and from a Crypto
Officer role (if those roles are managed the cryptographic
module);

the “a security-relevant
Crypto Officer function” in
4" bullet?)




CRYPTREC comments on ISO/IEC 3rd ISO/IEC WD 19790

Date: 2011-02-16

Document: SC 27 N9052

1 2 ®3) 4 5 (6) @)
NB?! Clause No./ Paragraph/ Type Comment (justification for change) by the NB Proposed change by the NB Resolution
Subclause Figure/Table/ of on each comment
No./ Note com-m
Annex (e.g. Table1) | ent?
(e.g. 3.1)
the use of a security-relevant Crypto Officer function;
requests to access authentication data associated with
the cryptographic module;
the use of an authentication mechanism (e.g., login)
associated with the cryptographic module;
and
explicit requests to assume a Crypto Officer role.
What are the examples of theses bullets except for 6"
bullet (e.g., login)?
JP9 7.6.3 Last para ed “The audit record should be protected against Please coordinate the font size of this

unauthorized modification through the use of an approved
security function.”

The font size of this passage is smaller than other
sentences.

passage with other sentences.
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