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BRI 2T A T Y — & LTBIMNT 5%  BUFBBIZ2IEEI TH 0 . 2 b 2R L T,
CRYPTREC(CRYPTography Research and Evaluation Committees) & F:A TV 5,

2000 FEFENN D 2002 4R £ T 3 FEMIC & 52 CRYPTREC {FE) C, B BF v AT AT
ZLLTHHATE 2B SERET D0 OFBNRFMAEmI N, ZO/RE. G5F 29
7 OB S HAMT N2 M OFAEMERR IR 20 & S 41, 2003 4F 2 HICHRIEE L IR E
FBIZL - T [EFBIFHERRE 5 U X b RS,

2003 fEENGIE, BFBINOLZEER MEEMEZ G S &R L TV < 2o, HrLnk
FNCRAT Lo, WESHIFMESI3fAR s L, BB EITmE S0 NI TS HINEREE S )
EOQ THEEY2—NVEER] 2HE L, 3612, EHEITEHEEES) O T TRSHIF
A WG]z Lz, RO ST E B RIE, B S Eir i gl B TR R AT AR
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Rl N B 2 K O s R AN B IR S EA R A WG ISR S, WS ERE AL B
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FIPS* (Federal Information Processing Standard) PUB? 140-3 O a5k B VERR I SO X
L LxZAREELT, eV 2—NVEBR] O N TEIRITFEER WG 28 L7,

2O WG Tik, MENEAN BARBMEH S GREAmEgE it 2 — (INSTAC:)  Mit#
NP LR B EZ BRI L D, A N F ¥ RVEEBIHEFEE T » b 7 4+ — Afh
Bk INSTAC-8/-32EHLD 7' » k7 4 — 2 (INSTAC-8, INSTAC-32) eI AW
It X =V 7 e o 7 =0, BRFEEENOOEFLEZZIT THBE LA FF v x
VI EE FFEVEREA AR — K (SASEBO : Side-channel Attack Standard Evaluation BOard)
ZHWTZFEBRZIT O Z L2V BT T D BRI S i a2 FEi L T&E T\ D,

B BUFHELERE 5 U 2 NI 2013 AR £ CTILGET T2 2 LA E - TR Y |, 2008 4 (K
FEMEHREZRSICBNT, SGETROSHRR T 2R S8 7 2V — 2 RO A EIHOMGET &
ITo7z, 2009 FEITIE, WS EINATHIH Z 272912 CRYPTREC Okl 2R L, 5
BINEERZR RIS T AZERIC, 5TV 2 — NV ZREIN SREZESITSEIRL, 16k
DIFBNEZ I EAMES & & BIT, K& GRS HEIRO T, KO, ISTERE 58 o
FLAEMERERHI & YA R F ¥ RV B ORISR ATRe R A THE B RIS A 7, 72, e
2 —NVEERTOBENENTFER WG 2% A FFyxritxa V74 WG IZESFRL, E#
FricIR 67, BRIERITCFY v v a XA IV THE R S A RTF ¥ VKB RICH R %
JRTF % Z &l oTz,

1.1.1 TREORKE

a5ty 2 —VEESIE, 2003 4 3 AICKE SN B FBUFHELRER S U X~ (2
P SN SRR 2 2 RE T 572010, WSS A Rt A e Y 2 — L ~D
FAE R E DR SRR 2 F et e L CHEL MM EITH) 22 HME LT
XN ST,

2003 4, 2004 FOMWELELIZHZY . KE NIST8E 754 CSEEH L TW5

4 FIPS : Federal Information Processing Standard

5 FIPS PUB:Federal Information Processing Standards Publication

6 INSTAC : TE MM EHE(LaF 78 & > % — (Information Technology Research and Standardization
Center)

7 INSTAC-8/-32 : YA RF v R /VECRMMFEG AR DT » b7 4 — L1k (-8 X 8bit hit, -32 1% 32bit
Jis)

8 NIST : National Institute of Standards & Technology CKIE [E SLAEAERATHFSEHT)
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CMVP10 (7€ Y 2 — /LR M OFRGE) HlEDORHEZITV, BTy 2 —/MIxd 2
X2 VT B R ORBRE IR T 252 Efi L, BTV 2 — kT o EF%a
U7 ¢ BRE) R OB () ZER LT,

ZObXa )T B EEAEGTT M. KEB IO T H R EM LTz CMVP il
EIZBITOIK Y 2a— NI T28x2U 7 03 THD FIPS (Federal
Information Processing Standard) PUB 140-2 % [E AR UK & 9 5 FiE N
ISOWIEC2 JTC181 SC127/WG153 THAG I /=72, 2004 FED DL, HECED
BRIZHT 5 2 A 2 MERREEOIEB)S 2006 4L 15T 23 Bl 4E S 7z FIPS 140-2 DG
il T d> % FISP 140-3 (ZXf§ DMaHERZIT-> T& T,

2006 4 12 HiZi%, FIPS 140-3 ORBRENFERUIC RS2 Z L 2 HEEE LT, THf
FEYa—VERBE] OTIC BT ER WG 28k Lz, 20 WG Tk, Bt
Va— L ~OEEOBE LIV D0 DA RTF ¥ XNKED—DTh 5 E IR E
FZONWT, EREBEZ CEBERERF T2 LICEY, BEEEY 22— /D
MR T D EEHIBL TS,

2009 £ 7 AICiE, EFBUFHESERT S U A hOSGETICANT, [HFSEY 2 — L EBR)
T TSRS ICYR L, IERDISEN 25 k< L & bio, B BEIFOASEEIE
VERL, ROV, MRS DG 2 TEE H ISz 72, 72, (BT ERY —% 0 77
N—T1 1 A RF Lt xF 2 T4 V=% 77 —T | (L, RESS%
BT A RTF v FVBE—RIILRT 5 & & B2, FIPS 140-3 X O AU ki
T2 [EEEBLEE ISOMEC 19790 OWETDFRIZHT 5 2 A > MEIEEZMA L T\ 5,

1.1.2 BEEYV2—NLVEER /WEEEZESZRV B REOE/L

2003 FFTHE €Y 2 —/VEBRMEE 2 BIG L7o %, 2004 FE121%, JNATEBOEN 1§
W eSS 2 L, 2005 F121E, MNATEOEN PEEHINRAIFERT(AIST6) O
HREX =2V 7 ot —RCISMHE L, BT Y 2 —/LORRMEFHEI T
HWFFRARHI O TR TN B NI, X HIT, 2006 A1, ISO/MEC JTC1 SC27 TOH; &
TV 2 —/WIKHT 2 F 2 U T o B0 ERMEAEISOMEC 19790) DL 52 (), AL
ITECEN 5 SRALERHE RS PN IS 58 ¥ o — L ERBR M ONREE O SR BR A B & SRFEHERE %
AlRE L, AARIZET DH5E Y 2 — VOB & OFRRER EE(JCMVP) 2 AIRE S vz,

2006 “EEE 2 FIPS 140-2 Ok, A— 3 > FIPS 140-3 OEMFIAHEE W . 2007

9 CSE : Communications Security Establishment

10 CMVP : (Cryptographic Module Validation Program)

11 JSO : International Standard Organization ([EFSEE#E(LIHE)

12 JEC : International Electrotechnical Commission ([ERSE AR ESH)
13 JTC : Joint Technical Committee (A RIFIHNTEES

14 SC : SubCommittee (EIEES

15 WG : Working Group (V—%> 7 71—

16 AIST : Advanced Industrial Sciens and Technology

17 RCIS : Research Center for Information Security
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7 HIZE 1 RERPAR, Zhicxtd b3 A &KL -BETESE DY 2009 4 12
Al STz, ZOEZIIRTHa Ay F&EKBL T, FIPS 140-3 B lE S5 TE
THDH, —J5. ISOMEC JTC1 SC27 TiE, 2008 4 5 A2 FIPS 140-3 #X—A L LT
ISO/IEC 19790 #7195 Z L 3 RE D | 2010 - 2 AT 1st WD A FEK I L7z,

DX RBEOEICAE DY, BT Y 2 —/VEBS T FIPS 140-3 BE~D =
AL MERRZIT) & & BIT, BT Y 2 — L OREMEOHR: & RBREIVER~D R %
HAEIZE AT R WG 24k L, VA N F v XOVIBMMAHIEE 7 v b7 4 — A
ik INSTAC-8/-32 #EHL 77 » & 7 +— 2 (INSTAC-8, INSTAC-32) <°% D&k
ThH DA FF v RVBREERIEEF A — F (SASEBO8) % H\T., EHMEHTIZ
XD BT 2 B RS & e L C & 7,

2009 FEIZIEL, BT Y 2 — LV EBRILE FBUFHELRERS 5 U X NG, 1S
FRET BRI LTz, AR, BN B WG TR EXI G 2 I A R
¥ RNVKERIIEL, A FFry X2 U7 ¢ WG TR L., FIPS 140-3 &
ISO/IEC 19790 DUGFTEZRITKkIT 5 2 A o MERUIESEZ 5] {72,

1.2 BHEY 22— /VORBRKORGECET 5 EBRE R LE) A

LZLTELFEMNREREX 2V T 4 VAT AOBEITIBN T, ZaTIIEMRED @O
TN TY ZLDBEREARTAROEKETH D, L, TG TEAHITHY, LT
VT Y X NEWGRIETRET D T EBRARTHD, T VT XLk T by =T
KON=FD =7 L LTERELIZLOZETEY 2 —/LE L BSEY 2 — /IR LT,
EEOEHEMESCLZ M E BE L2 X2 V7 0 B LIRS, ZORSE Y 2 — /it
THEX2 VT 8L LT, EEMREENZRFOLOIE, KEKOSFZ TEHASH
TV 5 CMVPYHIETHW LTV D FIPS 140-2 & FIPS 140-2 % X— & & L CTEBEHH &
72572 ISO/IEC2! 19790 N FAET 5,

1.2.1 FIPS 140-2/140-3
FIPS 140-2 i, k[E NIST/% + % CSE2AIL[EEH LT\ 5 CMVP #IE TFIH ST
WHEX 2 VT 4 BT AR THY , KENISTIZL > TRITSNTWD, ZOMH

18 SASEBO: ¥ 18 ~20 FFIERFIEEE LAt E N 5E Y 2 — VOSBRI BT HDRRAERIE] Tk
SRR EIIZTT & BB 2A To 72, A R R/VBEESER ISR — K (Side-channelAttack Standard
Evaluation BOard) .

Xilinx ##4 FPGA %524 L7-#X SASEBO & %0tk EhD SASEBO-G 35 TNSASEBO-GII, ALTERA ##4
FPGA %5324 L7- SASEBO-B, % L THh A% Al 1SI 25984 L7 SASEBO-R O 5 FiES, /TRy —%
TIN—TOEENIET DA U TikEh, kY, 7% TV F vy oAb~ Ry =T |k
TOVA RF v XNVKBEEBRPTZ DBRENE ST, T T, KRU—F 7 I A—FIZB W THERFO
THEROLE, BEENINLO SASEBO A — REIFH LI HHEFERZITH & & LT,

19 Cryptographic Module Validation Program

20 International Organization for Standardization
21 International Electrotechnical Commission

22 Communication Security Establishment
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FE OB CE L LTk, SBREE(DTR2) LEH W A 4 AAGH) D 2 FifENH 5, DTR
S EY 2— AR’ EX 2 V7 ¢ BEZERICHE TN 5720 ORI E 2 ED
bDThbd, £z, IG ITITRBRE EhE T 2E0EMELZ EDTZH O T, B & Zhic
®FTHEE LN A TR S TVWD, NIST (L2 6 BE S CELEZ LG U ClE W
T 5 2 & T, BT Y 2 — /LB M OVRGERFE 2 R ICIEH LT b,

NIST/CSE 152 L OEMAE LICHEW, £F =2V 7 ¢ B A2 K N\— 2 FIPS
140-3 ICHGT T AIE¥E 21T > T 5, 2007 45 7 H1Zi&, FIPS 140-3 D% 1 IRER AR
AL, ZHUCHT a3 A P EKBLCEGETRERZEIITE LY b RIBIZENLTZH DD, 2009
12 Al S, BGETHEZICRT 2 3 A Ffhid, 2010 4 3 A 11 HICHEDEI 5
iz,

FIPS 140-3 Tix, ¥4 RF ¥ FNVEBE~DOEX =2 VT 4 BHEREVIATNTND Z &
N CH D, FHIRERTIIEX 2V T 4 LU b BT L TV ey, iTEE
TI& FIPS 140-2 & Ak, 4 BFEIZR > T\ 5,

1.2.2 ISO/IEC 19790 & ISO/IEC 24759

ISO/TEC 19790 i, FIPS 140-2 ZEIZ/Eb - [EHEEHM TH 5, ISO/IEC JTC 1 SC
2TIWG 3 D7 my=z b LTHE#EI, 20064 3 H 1 BIZHEITINLI,

F 72, FIPS 140-2 1ZxHitnd 2B E A (D TR 5t L 7= ISO/EC 19790 (Zxfd % iR
FAEOFEHEGIT, FIPS 140-2 133 2R BRE/E(DTR) L EH I A X AAQ) & X— A &
LT, 2008 % 6 HIZ ISO/IEC 24759 & L CTHIEIL iz,

ISO/IEC 19790 1%, 2007 4 3 A2 H A L HEEAER A (JISC25)IZ K » T JISZ{r S 41,
JIS X 19790 & L CHITSNTZ, F£72, JIS X 19790 (2T 2B IL, BEEY o
—NVEEETHHN L CEE KTy a— ViRBRAEMER 0.1 il 2X—2 L LT, 2007
3 Alz, JIS X 5091 & LCHITaiz, Ln L., ISO/MEC 24759(2008 4= 6 H%11) %
AR—2 L L7 JIS X 24759 78 JIS X 19790 (2513 2 BRIk & LT 2009 4 10 A IZFAT
SN DI, JIS X 5091 (X IE & Tz,

2006 4= 3 HIZ31T & 7= ISOAEC 19790 1%, k[E NIST T 51 Cu5 FIPS140-2
DOEETIZHEG L, FIPS 140-2 O%AKEENE L 72 % FIPS 140-3 % ~N— A [ ZkGT 5~ < FH
BET 2B LTz, ZD%. FIPS 140-3 OUGETEEIER RIEICEN 7272, FIPS 140-3
& ISO/IEC 19790 OSGETZ#WAT L TITH T &Nk E o7, ZHITHEV, ISOMEC 19790
SETH(2nd ed.)? 1st WD (% FIPS 140-3 OekiT B ICH T2 2010 4F 2 HITRE S
A, 93 A 30 HIZ=m Ay FEZMADBFEDEI b, T b OREEL, MEECHEOH#
FKIDENZ M U CHRSE EOZERITE TR 200, HNEFIXFR L Th 5,

23 Derived Test Requirements
24 Implementation Guidance
25 JISC : Japanese Industrial Standards Committee (H A T ZEEAETIA L)

26 JIS : Japanese Industrial Standards (H AR T2H1#%)
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1.3 M5 REZQOEENIRI

1.3.1 STV a—LVEELHROES

55 & AL A A A TE RS D2 Ve 2 FEBLT 5 121E, ZRMED R S VoK 5 ORI H AR A]
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PEFXFIRR AT HltE X =Y 7 05t % — (RCIS) & WAL KRFERFEPE 15

WRZEERHNC & D

5Ty o2 — b ~DY A FF ¥ fVHEBEERZHE LTRR% L
7oA T v ROVBUE R R VERE N AR — N (SASEBO) %
NEXa VT4 9—F L T N—TDEEIZL D,

LEREA L, VA FF v 3
2009 FEEDFEFIZHOWTE L DT,

(F#2.7)
# 2.7 BEER@WXY AR
2 A NV TR - Bt FREH A ELE R — RFEEH
1 SASESBO-R k@ AES [EI¥&IZxf3 2 | & 1 F @il {5 72 | 2009.3.20 JIUAT Fodl, 53 &, BJI 48— | SASEBO-R
2 > CPA O kb ma R (B R0
2 SCAPE A— R TOESBE ML 2 | B EHRBERE TS | 2009.3.20 EEOPIRER, AdF K, BJ)IJS— | SCAPE
53 BRI AT D EL i wa ks (B R A52)
3 Fault Analysis Attack against an | CT-RSA3° 2009 2009.4.24 Wyl —5%, AR sk, KH fik | SASEBO
AES Prototype Chip using RSL (BRHEEKRT)
4 AES [kt % CPAKE DY I = L— | ISEC® 2009.5.22 gk v, iR BEEAERE | vIab—var
DRl Rtk EA) (FPGA+RTL)
5 Evaluation of Simple/ | ISCAS4 2009 2009.5.25 AR EE, KM WX, HA FL | SASEBO-R
Comparative ~ Power  Analysis CGRIEKRZ), Lk FEGEERITRE
against an RSA ASIC FFZERT)
Implementation
6 An Analysis of Information Leakage | EMC#2009 2009.7.21 MO, R OEE,, KR M3, K | SASEBO
from a Cryptographic Hardware via A WIAGKIEKRE), ik FEGEERK
Common-Mode Current HHABTFZERT), A 30, s 7%
B OB FHE, IR SRR
7 Spectrum Analysis of Cryptographic | EMC2009 2009.7.21 IR G, Ak, KR M3, Kk | SASEBO
Modules to Counteract KB, FAR F3X, B HEGE
Side-Channel Attacks b RkZ), Vel FEGE BN R AR
1)
8 Differential Power Analysis of AES | ECCTD% 2009 2009.8.25 EE G, KRR WS, HAK #X0E | SASEBO-R
ASIC Implementations with Various Jb R, efi FEGE LR EIIE
S-box Circuits A7)
9 Complementary Logics vs Masked | ECCTD 2009 2009.8.25 A fh, =4 FEfh(BRiRENZ K, | SASEBO
Logics: which Countermeasure is a R Kl BV [ 52K = 28 b
better selection? eatt)
10 Development of  Side-Channel | ECCTD 2009 2009.8.25 FF BECGARRT), Vg fE(EZE | SASEBO GII
Attack Standard Evaluation Hfra B AFZER), IR @, AR W
Environment 3, HAR FEXCRIEKR)
11 Mechanism behind Information | WISA# 2009 2009.8.25 BIE M, A E—, KM W3, K | SASEBO
Leakage in Electromagnetic KW, FAR FX, HIR HECE
Analysis of Cryptographic Modules K=, el FFGEERTR AR
1)
12 AESH; = [B] ¥~ CPAT 5 i A 4 B 5 K S22 B 4% | 2009.9 PR KA, HFHEE, B)IFR—E5 | SASEBO
PRI B9 2 MRk BiER S BRFHR)
13 | SASEBO-R %/ L7 BREKMRIT & | FIT+ 2009 2009.9.2 EEPRRR ., R, B)IA%— @5 | SASEBO

B IIEHT O g

TREEAR)

39 CT-RSA : Cryptographers’ Track at the RSA Conference

40 ISEC : fFifte*¥=V7+

41 ISCAS : International Symposmm on Circuits and Systems (IEEE)

= (FETIFHEETR)

42 EMC : International Symposium on Electromagnetic Compatibility (771 #i#H{5 F2)

43 European Conference on Circuit Theory and Design (IEEE)

44 WISA : International Workshop on Information Security Applications
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14 Practical fault attack on a | FDTC4# 2009 2009.9.6 K R, B JEF-(NT THE#® | SASEBO-R
cryptographic LSI with ISO/IEC W77 v 74— LSRR
18033-3 block ciphers
15 A Design Methodology for a | CHES* 2009 2009.9.8 1l Fe, #AK K, iEK #—(= | SASEBO-R
DPA-Resistant Cryptographic LSI ZE BRI S, iR SEGESEHIR
with RSL Techniques BABFZERD
16 Side Channel Attack to Magnetic | MCC*19 2009.9.9 W IERE, B SR, /MK i, | SASEBO-R
Near Field of Cryptographic LSI IR O AR EotGRIERT), 75
and Its Protection by Magnetic Thin B EEGEE TR AR,
Film 2GR
17 | RSA WS 7 ut v 0 FPGA F#iC B (E ¥4 | 2009.12.1 HARE, AHEMIC, HA %%jc(ﬁ SASEBO
K95 SR SPA OFEAf iRCEE bR, Vel FEGEE BN A B SASEBO-R
77)
18 Security Evaluation of a | ICICS* 2009 2009.12.15 A B, WL —BESEE KRS, SASEBO
DPA-resistant S-box Based on the JUk 12—, EnEp ffE— ket 3t
Fourier Transform %), KH }ujg(ﬂ;/* B KF)
19 | BEA— U =7 ORFTEH & ER: | ISEC 2009.12.16 | FEEF—, |EH R, A& B, I | SASEBO
W FRHT 5 N =] (R[] N2 K 5)
20 On Clock-based Fault Analysis 1HHiEIE %% | 2010.1.1 B —5%, KH faR(ES@EEAN | SASEBO
Attack for an AES Hardware Using 9%1 3k =)
RSL
21 | SASEBO 28 % BHEAFHT K IRIC | SCIS% 2010.1.19 e MR, AR K, OHE #—, | SASEBO
*t9 % FPGA J&30 R 0> 5228 ®_ip EZ, BJE ERR, NE K,
AKIE R, EX AR
+- @ 7ERT)
22 WAy FiEICHES < Mmoo CPA ¥ | SCIS 2010.1.20 Guoyu Qian, Ying Zhou, Yueying | SASEBO-R
L Xing, Hongying Liu(F.5& M K2,
AR SER(AARBREASH), %R
(AR A KT
23 CPA  Attack with  Switching | SCIS 2010.1.20 Hongying Liu, Guoyu Qian(#ffi | SASEBO-R
Distance Model on AES ASIC AR, AR ER(HABSHERES
Implementation ), %k BURfRART)
24 | DPA itttk dH %Y 7 b7 =7 FEo | SCIS i Rar, ZE B, L —5, K )
fib Dty CPU 2010120 | 1 e it ) SASEBO-G
25 INBHERT 5 0 SPA/DPA i\ EiZ | SCIS SROREES, Wy —5, KH flﬁ%(:% B
BT 1= X7 L ) X L DR POI0L20 | e o), U AEGERIERA | o O R
WRIEHREX 2V 7 1 fRE
4 —)
26 | ATV v RRFEREE ST SCIS WA K, &6 BR, Pk F—,
2010.1.21 i EE B ek N SASEBO
K FIH, EHE W ttE
EAFZET)
27 | BRENT-VA FF ¥ xAZE0E | SCIS 2010.1.21 B, R RS AR, K| gaappo
PRI T O & AT A, HAR FL, BR FEOR
bR, Ve FEGE LT AT
B
28 MoEEEE Yy NEHWZEIfE | SCIS 2010.1.21 & KR, W & KRR W3, F | SecmatV3 SoC
W o @k AL AR FEXEALKRT), g fr(EZES: | SASEBO
i et iE M % = U 7 1 b
get s B —)
29 FPGA Zxt7 2 IR ERI O /Tt | SCIS 2010.1.21 FEwE BEWkR kT A - f_ - | SASEBO
R U 7o BRI AT —), AR ER(AARBLIA S,
W ESUEREx=Y 74’)\%
e K2
30 High  security countermeasure | SCIS 2010.1.21 Ying Zhou, Guoyu Qian, Yueying | SASEBO
method against differential power o Xing, Hongying Liu(-fgH K%%),
analysis attack fE (A AR, ik

46 FDTC : Fault Diagnosys and Tolerance in Cryptography
47 CHES : Workshop on Cryptographic Hardware and Embeded Systems (IACR)

48 MCC : Soft Magnetic Materials Conference

49 ICICS : International Conference on Information and Communications Security
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BCRAR HK)
31 t S ER OMIEIREZZE L1 | SCIS 2010.1.21 wOE—, ER R, ks K&, K | SASEBO
R F v R A EH O M, KA B, FAK FX,
B FHEOUEKR)
32 YA RF v R UEHEL I 2 L— 3 | SCIS 2010.1.22 RT 7, e sr(EEERE | SASEBO-GII
VT UG SR A T T A HE R AR AN — WFFEAD, KH E, AR KOG
Fo DPA FeMIE KEFERFERD, S 5aom, )1 {8,
H B 7z GBS SR T
33 DPA WD M LoD 7 4 | SCIS 2010.1.22 Yueying Xing, Ying Zhou, Guoyu | SASEBO-R
X FIE Qian, Hongying Liu(Ffig H K25),
AR ER(AARBRIEASH), %k
B CRF K F)
34 WEEY2a—VDEETA 1235 H | SCIS 2010.1.92 EH BR, @fF 5k, A #hE; | SASEBO-R
bfl%ﬁﬁ¥$ﬁl&§§ﬂ:%j—5%%§ {ﬁ\-lﬂ_—i[jj(‘{i) SASEBO
35 R AR B L ERESH IO R | SCIS 2010.1.22 75 B (15 o5 i TR A SASEBO-GII
LI 555
36 WEEYS2a— N~ A FF v 3L | EFHFREETS 2010.2.1 AR WS, HAR FEALKY), SASEBO
W L 2 O LM O BN Fi U Ve FEGEEEA A BEFEET
37 Biasing power traces to improve | COSADES! 2010 2010.2.5 4 AR, B fE, AR W3, # | SASEBO
correlation in power analysis K ZCEACKRR), 1Lk Fr(EER SeematVs SoC
attacks Mk AWFZET)
38 B DFEFECLIOIREEY 22— | HRLHEYS 2FH 2010.3.10 B o, B A5—, A i | SASEBO-G
WK T DB Y — V) A2 v | K& (B R AR SASEBO-R
7- CPA O A
39 THBME O BRI E B LIV | WAy 2EF 2010.3.10 wHER W, B AS—, B FE | SASEBO-R
7O CPA ~Dji K& (Bt R 54%)
40 SASEBO-R OEIRT A > ~DOEWN | ISEC 2010.3.5 EE OPRER - HHE EEE - BRI 4§ | SASEBO-R
ii2ii — (R
41 | 77U a— Lo ENEF | ISEC 2010.3.5 JUFS Fodt - A0 & - B 78— | SASEBO
WA~ D %R (Bt R 74%)
42 Improved Countermeasure against | DATE?2 2010 2010.3.10 ROHEE, w bk 3, Wil —%, K | SASEBO
Address-bit DPA for ECC Scalar M fik(EXEERT)
Multiplication
43 Power Variance Analysis Breaks a | DATE 2010, 2010.3.10 Z= B, Wil —%, Lejla Batina, SASEBO
Masked ASIC Implementation of diEgt KA, KHE fR(EREE KR
AES )

(1) SASESBO-R k™ AES &z 5 2 D CPA ML
JIAE Fodt, = B, B F—Ehfig Rem)

WFIHRBEES Ak

(200943 H 20 H)

AES ® YV 7 NU = 7 KT B EIINTHE~OXR & LT, PRMENAE TRV X

INTEET~ A7 L, Sbox D ASj~ A7 1XELE T < [EEM 0xFF &£ 3% Z & T, Sbox #
EoALDEIIEY B D a A Fafif T D HEREL T0D, 1KLL, A7 &2 1 [THT
% L EIRk DPA TWERIREL 72 572, S HIZ 8 IR DPAX R & i3, = D#EZ )15 % SASEBO
@ MicroBlaze KT PowerPC (1234 L, CPA ~OMMEZFHM L7z, 10 EEEE L T
CPA % 50 L 7o B, #r#t T RE S hgino iz,

51 COSADE : International Workshop on Constructive Side-Channel Analysis and Secure Design
52 DATE : Design, Automation and Test in Europe (ACM)

26



(2) SCAPE R — R TOZEHEBIIRYT & 2257 BRER AT O Ll
BE PRES, AR EEE, RIS G R TR

TEHRIEEES RAEKRKS (200943 H 20 A)

RGN ARAT I E RN & e IESGITS B BICERD JUCEFRH Y | BT 2—L
75>E>1EEU>:> BIRT A L EOBIITIMRERE OREEFT & LTRICAITHLEEZ2 D, L

UL ZITEPI A BEHOR D BT A 0D OBRGE & FEICRIE U, 0B BRI AT
(Correlatlon ElectroMagnetic Analysis) #1To7-fid, 2HEE Y N OFFEICLER I
X, BT OB o7, ZHUL, EREITOR G TH D, EBREHIEIZBITD /A

ZORBANPRERBERICR>TVWDL EEZBND, £2 T“ﬁﬂﬁ@&ﬁﬁé%ﬂﬁéﬁ?é 7=, HE
LIEWIET = 2T VAN T 4 V2 2l L, TS 2 B0 1/2 LUF IR T &
52 L EBRAICHERR L. A2 MEE L7,

(8) Fault Analysis Attack against an AES Prototype Chip using RSL
R —5%, JUR ##Edk, KHE FR(EXEERT)
CT-RSA 2009 (200944 A 24 H)

AL TIER Yy 7« LDV A RF ¥ RVEE R TH 5 Random Switching Logic
RSL) % Jifi L7z AES O/— R =7 REDT 1 b & A 7kt L, #baf A% B FAREZT
% Z & Zfifgid L7z, RSL X DPA (T 2 I & AT 22 B R D —> & L THRE S 41.0.13-
pm AL H—RKCMOS 747 7Y &fliof- AES ® ASIC ¥ ~7'm b ¥ A FICH A S
72. RSL ®F HIIX DPA MitED5#b T o723, FEH HILZ OXRNHIZ FA | :iﬂ“ﬁ‘éfﬁ
MAEFID D Z LT | RSL i 2[E¥KIZ 7 v v 7 JE i E B 5 2 & TEIERIC
Lo THEMRETHLZ L ERLT,

(4) AES iZxt9 % CPAKBD Y I =2 L—1 3 Vi
Bl AV, b BIVE(H AREE B AETD)
ISEC2009-3 <2oo9ﬂ25f§22 H)

AES ® CMOS ¥ FERIZLI A2 "— v =7 FEEIZxH L, DPA 0 —fFTh 5
CPA(Correlation Power Analysis) AN EDOREAHTHLINE Y I a2l —vaildo
THRHT LT R A2 R LTz, 20OV 2 b—3 3 Clk, CMOS BRI O WM& B I Y3
LM — F OREBEZEHORHESR Z —EORRFR CHEL, LYAZDOANI VT
%’E&U)i‘ﬁfﬁ%iﬁ%ﬁﬁbfzo PRl ORGSR, IREEER I EGHH ORI Z /NS < T2 DI

. EHOWERBENMET T 201 H 5 Z L Rbhotc, ZORERIE, CPA WEE1TH
7D DOEBEBIHNERRIINLT LA ARy 7 THLOIMBEITRNZ E2E®RT 5, 4
W RIEER B CO Y R 2 L—r 3 2L D CPA WBRICKT 2 MHPEsHm ki, sk
DOEIBEENINEE TH 5 ASIC HFHIBWTHIZAZITH 5,
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(5) Evaluation of Simple/Comparative Power Analysis against an RSA ASIC

Implementation

HA EE, R 3, HA FXOIEKRY), ik REGEEBAR G HFFEET)

ISCAS 2009 (2009 4= 5 A 25 H)

SPA WEDNFELED -, A vEB— T Z@EUICRIRT 5 FIELETE CMOS ki

RSA 55D ASIC EHTHMH LA ML MRS LTz, E7o, ASI 332 FPGS E#iCH1T 5

ENBIEORHEDIENZFERICBIZE LTz, S HI2, RIRNSEIHFEOWG A Z — DN %

RO DANNT —H BT THZ DB NN FEEZEM Lz, TORER, RIRFER L HKR

T2 LRRZFREOWHOHBENE L /NS 2D T ENERTE, 2REH#HY Y N 255
2Rl Lz,

() An Analysis of Information Leakage from a Cryptographic Hardware via
Common-Mode Current

O, B R, ORME M AR BIACRAER ), ik REGEERINR ST, 5K %
3, RES RE, EIR BM, L ECRAEKRT)

EMC2009 Kyoto (2009 ££ 7 J 21 H)

?ﬁ?&‘%ﬁ&?ﬁiﬁi%%“}:*—ﬂ/#%FJ’FH%?/’E%@ LTIt ok F 2@t L7z, 22Tl W
RO 2 — 7205 E T 3 D e OICHME SR — FOET LV ZRE LT, v =
L—va U EFERICK - T, ERROR SR — RFICBIT 5 HREBFENRRET LNBELR
HHDERL —HTDHIENHERTE T, TNOLORREERE 2, B5EY 22— LOXRIT

BRI & A R F % XV KBEOW OB RN DOm0 2 LT T 5,

(7) Spectrum Analysis of Cryptographic Modules to Counteract Side-Channel Attacks
RO, AR B, R S KR B, TR FEI, B/AR FIRORALRT), ik GE(ESE
AT AR T

EMC2009 Kyoto (2009 4£ 7 H 21 H)

AFHSCTIE, @H O DPA TR I T 2B ORD VI, AESERIC BT %5
Mz gt Rt G & U, ST SO0 U 7 B A R E T D 1D D AR MV )T i
RRT L, EFEOF ML AES © FPGA F24EITT 2 ERICT L » THREE S, 72,
RRFEORREFIH LU TERGEI LT /A X7 4 v Z —XB AT 2 A 20 72PN 72 D
Z LT,

(8) Differential Power Analysis of AES ASIC Implementations with Various S-box
Circuits
HIR O, AR M3, HA FXCRIERY), ik fEGEERIRR AL
ECCTD 2009 (2009 48 A 25 H)
W72 % Sbox 7—F7 7 F v ZFD AES @ ASIC %242 DPA #i# M L7z, S-box D7 —

28



FT 7 F X TRO A THEME Lz, QOBRIERZME - 724 v 7k GF(((22)2)2) Loiiseq!
B, )7 —7 %M, (i) PPRM(FEME Reed-Muller JZX), (iv)3 $k# PPRM, Zi 5 ® AES
DT HOEF] ASIC ZBi% L. SASEBO-R @ ETHIE L=, ZOfE%, S-box DFEHED
H:75 TDPATMED K& < 5 2 &R ENT=, ZH 5 OREHIT FPGA FEEER & b ik L,
7Ty R T A AL B EVEBE L,

(9) Complementary Logics vs Masked Logics: which Countermeasure is a better
selection?

AR i, = JEMERENLRY), $aR Kl (MR E S = ZE BRI AS1h)

ECCTD 2009 (2009 48 A 25 H)

KL TIEY A FF v RVHBENRE LTOMAn Yy 7 b~x A7 - a Py 7 T %
ZEICEMERYD, ZhboxKEEA L7 AES a v aky Y EHBE L, ¥—F > hO
TN AL T AOENNEF LTCEWEGHMET 5720, 27 vt $id 3 FH O B
£ 130nm-ASIC, 90nm-ASIC, FPGA THH¥ L7, ZiLh DFAEMERE & 228 2 3l L 72
fade, fffin Yy 7 &< A7 « n Yy 7 TEREMREOEIRVWEDD, ¥I DAL LOTH
A7 =BT LTA RFrvxtxa 7 0 OBRIZEIIUL, v A7 - a7 HMENL
ThHHIEBPLNIRoT,

(10) Development of Side-Channel Attack Standard Evaluation Environment

AT BECGRAEKRT), ek AEGEESINRGATERT), &R M, AM M3, FA FXOR
KF)

ECCTD 2009 (2009 48 A 25 H)

A FF v R2NVHERORROFMAEETZ v b7+ —25 & LT, FPGA R"—F
SASEBO-GII % % L 72, SASEBO-GII Tix, #rL\> FPGA 7 /31 X Virtex-5 LX30/50
DR S, RER Yy I REETA T I v 7 RESHITRERDS AR TH D, BT —%
% USB ##efk i TR A k PC 76 FPGA ICHAETE | JTAG 77— 7 A E e, USB AR
— "M OAR— FRFELET 272D DENBMIG I D, Z6 OERBBINIC S 00 677,
SASEBO-GII & # A XjL—2HTDAR— F SASEBO-G @ 1/3 L2372\, Z/Nifk & [BI#E T
YA NCL 2T, YA RF v RN OB T & 722 7 A PRI LTz, ARFRSCTIE, BEx 72
AES 3L 2612kt % CPA EBi A 1# LT, SASEBO-GII OEM %27 ©—/L LTz,

(11) Mechanism behind Information Leakage in Electromagnetic Analysis of

Cryptographic Modules
IR, MR, R M3 KR B, HR FESC, BR BHEOIERT), KR GEEE
HAra AR

WISA 2009 (200948 H 25 H)
BT v 7B EEBENAE LT THT, oA RF v 2/VIKBICRIH T 2 alREME LA < Z0
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HILTWER, BRSNS Z i3l oTz, RSl TlE, BREBMKFHEMC) O#
RIPD, 5Ty 7 oREELNLEXNIG L ENEDERKID Y, i Easl i3 2
LA L, ZRNRYA FF ¥y R VEBIZFATE 5 2 L 2 ERIVTR L, BRI
RSA & AES #5223 L7 FPGA # HHE L. FPGA 77 v b 7+ — Al S NI ER T —7
IV RONEIE 7 — T VOB A RE L, BEAERAET (SEMA) & 25 BERGEHT (DEMA) % i H
Uiz, EBROFER., BTy a— /IR a2 L., 2248 (security boundary) N ~D 7 7
BRAZERTLLIITR-oTN T, BREHIZORN > TWDH T —7 V&l U TERD N
AWVWT DT ENIRESNT, BE LI OB EME S Z L2k v FlnA W& 29 EEK
R TR D LDRIZRD, b, FREDLITHBOURIELHENRKE L TD /A
ZIREATIZ DWW T Higam LT D,

(12) AES By & [EI#~0> CPA T o> F &P 12 BI - % BREE

R KAE, A &, B AR R

Bif R ie BE L ge e, 25 475 1 5.,pp.47-55 (200949 H 1 H)
BIIRNT B O —FETH 5 CPA(Correlation Power Analysis)iZE\\T, FHBIDOFEIZH]

M3 2R MER DR O HIZ L > T, ﬁfﬁfﬁ CLER AR R Y E D K S ITEE S

LnEFARL720, SASEBO Rz s/ AES Z WA 1T o7, EBROMER, &

JEZEE) D E°—7ﬁﬂ%$ﬁfﬁﬁ+ﬁ@x¢%%$|1l PHE 42 2 & T, OXRFMH DRI~ B

B BRI & IS D T ERgho T,

(18) SASEBO-R %/ L 7= EREH AT & BT O Lk
B OPORAR, AU B B AR R
FIT 2009 (200949 H 2 H)

SASEBO-R D ¥ v MEHUHBIZOWT, BT & BT 2@ U, FrtE2 bl L
7o WM A HARD & BREEIVITHBICHIROH 2 & ZIXEREBITTVWVEIC R 5 b
DO, HIEHIBRZ 72 < § & BT VRIS e o 7o, HBKECIX, HBIE /1M (CPA)

(Z A AE BB RAAEAT(CEMA) I, SEEZ R « MBI L b IS RRFMFEIR OO O 8
MREL, HWEYNTEAT & &1X CEMA BMENTRERE R Lic, 7o, Hil oo e sEikl X
CEMA O L 725 2 L3 orho Tz,

(14) Practical fault attack on a cryptographic LSI with ISO/IEC 18033-3 block ciphers
ok FIE, =fE IHF(NTT)
FDTC 2009 (200949 H 6 H)

7'a oy S OEBEHE ISO/MEC 18033-3 ([Cit#i Sz 6 FMEHOmE S AES, DES,
Camellia, CAST-128, SEED, MISTY1 %, 5% H LSI Z#5#k L7 A FF v 1V KB
FEHEREA AN — F SASEBO-RICHEHL, /7u v 7 EHIC7 Y v T 2FEDH T EITL - TRIE
HAEFET LR THEIRIEDLZ L 2R L, AES 2B L TiX Piret OB IEA M L.
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MO ZZOR S T EZ T 2T, #NECTEL 2 a2l L,

(15) A Design Methodology for a DPA-Resistant Cryptographic LSI with RSL Techniques
efl Fe, g K, JEK F—-(CEBERRASH), Tk FEGEESINRAIFEHT)
CHES 2009 (200949 A 8 H)

CMOS fRHEL /L LI 52 FE LI 5T Y 2 — VO A7 DPA 3K E LT,
RSL(Random Switching Logic) 324 S #11 T\ %, RSL THIFH &1 54 H @ RSL-gate Tl
TUBLIR~ AT ET )y FOMBINMEL 72D, KL TIHEEEL - 477 V128D
— R EREE S — N E o T, FEROIFEE BT 5 “pseudo RSL” %2R L7z, ZDOFH
B E RREET 5728 130-nm CMOS L - T4 75 U THREE L7, A UEMFTHELE
BEA7-D DPA %% CTd % WDDL Tids — M 3 {5, HED 1/4 1272 > 72D1iZxf L, pseudo
RSL Tl ~, 2%, 1/2 THVH, EEETE ST, 72, DPAMMEICHEN TV, 7272
L. @ CEiR#%. pseudoRSLZFEHE L7202, 1 ¥y h DPA TWEBWRETHDH = &1
10 ZORRPEETEET 2 5 E SIVTWRWZ ERgholo, BT 554
IZE DR AEEITERT,

(16) Side Channel Attack to Magnetic Near Field of Cryptographic LSI and Its Protection
by Magnetic Thin Film

WP IERE, B s bk B, EIR R, KRR WSCORAERT), ik GEGE SRR A
e, HA FEXORAEKRT)
MCC19 (200949 H 9 H)

=V RENT =T a A NEFOF Ty T OM/INIEK T m — 7l o T W5 LSI Ol
Petdi s DINE AT o Tl R, m BRI C&E o, AoEiirz @M Lz 2 A, I
5 IP =7 TIXEHEE D 72 OB T CTHR, K575 IP =277 22 B EfEAL £ 129 » TRE R IEIE
B 2 DA A S Tz,

(17) RSA #§ B 7" 1 & v ¥ D FPGA FEIEITH§ 5 FEICRIRAE! SPA OFFHf
BAR EE, RM M3, A FCORIEKRY), ek EGEERNTR AT
BHHBEFE H5GE Vol.J92-D No.12 (2009412 H 1 H)

RSA W52kt 3 2 S 30R PV SPA DER SV TN DN, ZDIE L A EDRHEREIT CTH Y |
FHE L DRGETH F VT TV, ARFSCTIE. SASEBO @ FPGA & SASEBO-R @
ASIC T 4 F¥HD RSA W7 mt v ¥ &2 FIE L FICERIUR SPA 20 L, FEIEDENIC
LD EEOENEIH LT LT,

(18) Security Evaluation of a DPA-resistant S-box Based on the Fourier Transform
&= B, Wil —BEK@BERT), NI F—, Bl g Eksthme), KB fak(EXE
FERF)
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ICICS 2009 (2009 4 12 A 15 H)

et — U oA R L7= S-box #HH D DPA %I%KiE, & #J. Prouff 7% CHES 2006
Ti#ZE L., Coron 57 CHES 2008 T B A #Z2 L. 1 ¥k DPA THEBE T X 5 KMa4 f#H L
77, AT, Coron 5D S-box 72U XANIBENRY 7 Ny =27 BETIIHETX
DT L wART, BORITRTLER & 2 FEHOBLPE TR SN D, AT TIL, B A% 4
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CRYPTREC comments on ISO/IEC 1st WD 19790

Date: 2010-MM-DD

Document: SC 27 N7866

1 2 3 4 5 6 (M
NB! Clause No./ Paragraph/ Type Comment (justification for change) by the NB Proposed change by the NB Resolution
Subclause Figure/Table/ of on each comment
No./ Note com-m
Annex (e.g. Table 1) ent?
(e.g. 3.1)
P 3.133 te It would be better to specify explicit operations of Please add the following sentence to the
Zeroisation. definition of zeroisation.
“Zeroisation is not limited to zero clear of
stored data and CSPs, and may include
other operations such as writing
constants or random numbers, and
breaking data storage.”
P2 7.1 Table 1 ed Line “Life-cycle Assurance”. Add separations.
No separation in the second column.
IP3 7.1 Table 1 te Line “Operational Environment”. The description in FIPS140-3 (Revised
This line is confusing. Especially the meaning of “Not DRAFT 09/11/09) seems more adequate.
applicable” in the right-down box is hard to understand. "The OVERALL Security Levels 3 and 4
are NOT offered for software
cryptographic modules, therefore no
requirements for modifiable environment
are provided."
P4 7.1 5th ed “shall be” “Shall [01.04] be”
paragraph
IP5 7.2.3 2" and 3" ed “others services” “other services”
paragraphs
P6 7.3 1% ed interfaces(s). interface(s).
paragraph
P7 7.3.2 Items 1 and ed The term SSP is used in ltem 1 and CSP and PSP are Use SSP for both items, or use CSP and
2 used instead of SSP in Item 2. PSP for both items.
P8 7.3.2 Item 2 ed zeroization zeroisation

3 Type of comment:

NOTE

ge = general

te = technical ed = editorial

Columns 1, 3, 4 are compulsory.
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NB! Clause No./ Paragraph/ Type Comment (justification for change) by the NB Proposed change by the NB Resolution
Subclause Figure/Table/ of on each comment
No./ Note com-m
Annex (e.g. Table 1) ent?
(e.g. 3.1)
P9 7.3.2 The last ed sise size
paragraph
P10 | 743 Para 2 te 1) The paragraph is described. Please rewrite as follows.
“Except for the Trusted Role(s) and Trusted Channel “Except for the Trusted Role(s) and
establishment, services using approved security functions | Trusted Channel establishment, services
shall[04.30] not be available to an operator until the using approved security functions
operator’s authentication is completed successfully. ” shall[04.30] not be available to an
2) The paragraph says “services using approved security | OPerator until the operator's
functions shall[04.30] not be available until the operator's | authentication is compI(’eted successfully.
authentication is completed successfully” Whereas the operator’s authentication
mechanism may use approved
3) However, the next paragraph says, security functions.”
“Authentication data within a cryptographic module shall '
[04.32] be protected against unauthorised use, disclosure,
modification, and substitution.”
4) This means that the authentication data must be
operated with cryptographic function.
5) Hence, operator’s authentication will involve the
services using approved security functions for protecting
the authentication data.
6) It looks like contradiction. It will be better to add that the
authentication services may use approved security
functions.
P11 |75 SECURITY te 1) The second bullet is written as follows. Please describe the exact meaning of
LEVEL 2, “ there shall [05.14] be no services via the HMI, SFMI, “examine the executable code”.
2nd bullet HFMI or HSMI interface to allow the operator to examine

the executable code;”

2) It is not clear what “examine the executable code”
means. It can be interpreted as following cases, but
reader will not be sure what is correct.

3 Type of comment:

NOTE

ge = general

te = technical ed = editorial

Columns 1, 3, 4 are compulsory.
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1 2 3 4 5 6 (M
NB! Clause No./ Paragraph/ Type Comment (justification for change) by the NB Proposed change by the NB Resolution
Subclause Figure/Table/ of on each comment
No./ Note com-m
Annex (e.g. Table 1) ent?
(e.g. 3.1)
- Check the integrity of the code by checking the digital
signature of the code?
- Check the functional correctness of the executable
code?
- Or any other action of the operator to the executable
code when the code is exploitable to the operator?
3) Exact meaning of the “examine the executable code”
should be added.
P12 |75 SECURITY te 1) Inthe third bullet, there is the following sentence. Please add the definitions of
LEVEL 2, “The digital signature or keyed message authentication “§ncomp%§S|ng signature” and “disjoint
3rd bullet , code technique may consist of a single encompassing signature” in Clause 3 Terms and
7th line signature or keyed message authentication code or definitions.
multiple disjoint signatures of which failure of any disjoint
signature or keyed message authentication code shall
[05.19] cause the module to enter the error state.”
2) Two new terms, “encompassing signature” and “disjoint
signature” are described.
3) But the definitions of the terms are not given.
Jp13 | 7101 Para 7 ed “Clause 7.3.1” seems to be a misprint of “Clause 7.3.2.” Please replace “Clause 7.3.1" with
“Clause 7.3.2".
Jp14 | 7:10.3.7 te Two phrases “At Security Levels 1 and 2" and “At Security | Please remove the redundant phrase “At
Levels 3 and 4” are redundant. Security Levels 1 and 2,” and replace “At
It is ambiguous whether the requirements for Security Security Levels 3 and 4" with "In addition
Levels 3 and 4 include those for Security Levels 1 and 2. | 1 ghg”reqwrements for Security Levels 1
and 2".
p15 |Al2to te There are bulleted requirements which lack Security Please assign Security Levels to all
A.1.10 Levels to be specified. requirements.

3 Type of comment:

NOTE

ge = general

te = technical ed = editorial

Columns 1, 3, 4 are compulsory.
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1 2 (3 4 5 6 @)
NB! Clause No./ Paragraph/ Type Comment (justification for change) by the NB Proposed change by the NB Resolution
Subclause Figure/Table/ of on each comment
No./ Note com-m
Annex (e.g. Table 1) ent?
(e.g. 3.1)
p1e |ALILL last bullet ed The shape and the indentation of the bullet seem wrong. Please replace the bullet with a circular
f‘ollowed by “44” seems to be a misprint of “4”. one and adjust the indent.
alluser Please replace “44” with “4”.
responsibiliti
es...”
p17 | F4 Para 2 ed There is an error message “Error! Reference sources not | Please add an appropriate reference.
found” after “The associations are listed in ...".
pi1g | F4 Table F-1 te As Authentication mechanisms are associated with only Please add the following security function
TA, the test can be passed by adding a process making to the row of “SPA and SEMA”;
the response time fixed or randomised, which is not “Authentication mechanisms that control
effective against attacks. SPA and SEMA should be access to the module”.
associated with Authentication mechanisms, because PIN
can be attacked effectively by SPA/SEMA rather than TA.
JP 19 F.4 Table F-1 te An RSA-CRT implementation without countermeasure is Please add a row for FA, with the
easily attacked with Fault Analysis (FA), which is not following security function.
included in non-invasive attack methods. “Approved asymmetric cryptographic
The specification of TPM requires FA countermeasure. algorithms” at least as a security function.
JP 20 F.4 The last line | ed “Annex B” seems to be a misprint of “Annex C”. Please replace “Annex B” with “Annex C”.

3 Type of comment:

NOTE

ge = general

te = technical ed = editorial

Columns 1, 3, 4 are compulsory.
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	Moni Naor, Gil Segev

	Leakage-Resilient Public-Key Cryptography in the Bounded-Retrieval Model [Crypto 2009]
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	Low voltage fault attacks on the RSA cryptosystem [FDTC 2009]
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	Fault attack on Schnorr based identification and signature schemes [FDTC 2009]
	P.A. Fouque, D. Masgana and F. Valette

	Protecting RSA against fault attacks: the embedding method [FDTC 2009]
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	Securing AES implementation against fault attacks [FDTC 2009]
	L. Genelle, C. Giraud and E. Prouff
	故障攻撃への対策として回路を二重化する方法があるが、計算コストが大きい。この論文では、AESの操作の各々に対するダイジェストを計算し、独立にチェックすることにより、次の３つの条件を満たす防御法を実現した。1) 少なくとも、1バイト誤作動モデルでの検出率が100%2) 2バイト誤作動モデルに対する二重化対策よりも検出率が高い3) 1バイト・モデル及び2バイト・モデルの二重化対策より効率が良い
	WDDL is protected against fault attacks [FDTC 2009]
	N. Selmane, S. Bhasin, S. Guilley, T. Graba and J.L. Danger
	WDDL (Wave Dynamic Differential Logic)は、回路の二重化して電力消費を一定にする電力解析対策の一種であり、CMOSセルを使うので特殊なライブラリを必要としない。本論文では、AESのFPGA実装に対し、電圧を低下させることによってセットアップ時の誤動作を引き起こす故障攻撃を行った。その結果、WDDLが誤ったビットを暗号文において0ビットに置き換え、情報を漏洩しないことが確認できた。さらに、この結果を裏付ける理論モデルも示した。
	Practical fault attack on a cryptographic LSI with ISO/IEC 18033-3 block ciphers [FDTC 2009]
	T. Fukunaga and J. Takahashi
	ブロック暗号の国際規格ISO/IEC 18033-3に記載された6種類の暗号AES, DES, Camellia, CAST-128, SEED, MISTY1を、暗号専用LSIを搭載したサイドチャネル攻撃用標準評価ボード SASEBO-Rに実装し、クロック信号にグリッチを乗せることによって誤作動を希望する段で引き起こせることを確認した。AESに関してはPiretの攻撃法を適用し、誤まった暗号文１個だけを用いて、鍵が復元できることを確認した。
	A fault attack on ECDSA [FDTC 2009]
	J.M. Schmidt and M. Medwed
	ECDSAのdouble and adder、または、Montgomery ladderによる実装に対する新規の故障利用攻撃を提案した。この攻撃は、スキップ命令に関する誤作動を利用し、一時鍵の部分情報を入手し、それを使った格子攻撃によって署名鍵を求めるものである。さらに、射影Jacobi座標での展開を利用した故障検知による防御法も提案している。
	Fault analysis of the stream cipher Snow 3G [FDTC 2009]
	B. Debraize and I. Marquez Corbella
	SNOW 3Gは、3GPPが決めた第３世代携帯電話技術UMTSでKASUMIが攻撃されたときのバックアップ用のストリーム暗号で、国際規格ISO/IEC 18033-4に採用されたSNOW 2.0の改良版である。この論文では、22回の故障注入だけで秘密鍵の復元に成功した。
	Using optical emission analysis for estimating contribution to power analysis [FDTC 2009]
	S. Skorobogatov
	この論文では、動作中のチップの発光を安価なCCDで検出し、それが電力波形と高い相関を持つことを示し、故障利用攻撃に利用出来る可能性を指摘している。発光測定は、0.9μmマイクロコントローラのSRAM、EEPROM、Flashに保存されたデータの復元に利用されており、0.13μmチップに対する適用可能性についても議論されている。発光測定単体の攻撃には限界があるが、部分的なリバースエンジニアで攻撃対象の部分を絞るなど、故障利用攻撃などを補強する技術として有望としている。
	Differential fault analysis on SHACAL-1 [FDTC 2009]
	R. Li, C. Li and C. Gong
	SHACAL-1はNESSIEの最終候補の一つだったブロック暗号で、SHA-1を構成要素としている。そのため、S-boxと置換ではなく、混合と回転が処理の中心であるためか、故障利用の解析結果はほとんどなかった。この論文では、word単位の故障を仮定したモデルを利用し、理論解析と実験によって有効性を検証した。その結果、72回のランダムな故障によって、512ビットの鍵が確率60%で復元できることと、120回の故障によって、512ビットの鍵が確率99%で復元できることを示した。
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	Compact McEliece keys from Goppa codes [SAC 2009]
	Rafael Misoczki and Paulo S. L. M. Barreto

	Herding, second preimage and trojan message attacks beyond Merkle-Damgaard [SAC 2009]
	Elena Andreeva and Charles Bouillaguet and Orr Dunkelman and John Kelsey

	Cryptanalysis of Dynamic SHA(2) [SAC 2009]
	Jean-Philippe Aumasson and Orr Dunkelman and Sebastiaan Indesteege and Bart Preneel

	A new approach for FCSRs [SAC 2009]
	Franc,ois Arnault and Thierry Berger and Ce'dric Lauradoux and Marine Minier and Benjamin Pousse

	New cryptanalysis of irregularly decimated stream ciphers [SAC 2009]
	Bin Zhang




	1.7. Crypto 2009の発表
	1.7.1. Crypto 2009の発表（1日目）
	Reconstructing RSA Private Keys from Random Key Bits [Crypto 2009]
	Nadia Heninger, Hovav Shacham
	Public-Key Cryptosystems Resilient to Key Leakage [Crypto 2009]
	Moni Naor, Gil Segev

	Leakage-Resilient Public-Key Cryptography in the Bounded-Retrieval Model [Crypto 2009]
	Joel Alwen, Yevgeniy Dodis, Daniel Wichs

	Short Chosen-Prefix Collisions for MD5, the Creation of a Rogue CA Certificate [Crypto 2009]
	Marc Stevens, Alexander Sotirov, Jacob Appelbaum, Arjen Lenstra, David Molnar, Dag Arne Osvik, Benne de Weger

	Meet-in-the-Middle Preimage Attacks Against Reduced SHA-0, SHA-1 [Crypto 2009]
	Kazumaro Aoki, Yu Sasaki

	Private Mutual Authentication and Conditional Oblivious Transfer [Crypto 2009]
	Stanislaw Jarecki and Xiaomin Liu

	Randomizable Proofs and Delegatable Anonymous Credentials [Crypto 2009]
	Mira Belenkiy and Jan Camenisch and Melissa Chase and Markulf Kohlweiss and Anna Lysyanskaya and Hovav Shacham

	Computational Differential Privacy [Crypto 2009]
	Ilya Mironov and Omkant Pandey and Omer Reingold and Salil Vadhan

	Probabilistically Checkable Arguments [Crypto 2009]
	Yael Tauman Kalai (Microsoft) and Ran Raz

	On the Composition of Public-Coin Zero Knowledge Protocols [Crypto 2009]
	Rafael Pass and Wei-Lung Dustin Tseng and Douglas Wikstrom

	On the Amortized Complexity of Zero-knowledge Protocols [Crypto 2009]
	Ronald Cramer (CWI Amsterdam & Leiden University) and Ivan Damgaard

	Linear Algebra with Sub-linear Zero-Knowledge Arguments [Crypto 2009]
	Jens Groth



	1.7.2. Crypto 2009の発表（2日目）
	New Birthday Attacks on Some MACs Based on Block Ciphers [Crypto 2009]
	Zheng Yuan, Wei Wang, Keting Jia, Guangwu Xu, Xiaoyun Wang
	Distinguisher, Related-Key Attack on the Full AES-256 [Crypto 2009]
	Alex Biryukov, Dmitry Khovratovich, Ivica Nikolic

	Cryptanalysis of C2 [Crypto 2009]
	Julia Borghoff, Lars Knudsen, Gregor Leander, Krystian Matusiewicz

	Message Authentication Codes from Unpredictable Block Ciphers [Crypto 2009]
	Yevgeniy Dodis (NYU) and John Steinberger (Univ. of British Columbia)

	How to Encipher Messages on a Small Domain: Deterministic Encryption and the Thorp Shuffle [Crypto 2009]
	Ben Morris and Phillip Rogaway and Till Stegers (UC Davis)

	How to Hash onto Elliptic Curves [Crypto 2009]
	Thomas Icart (Sagem Securité, Univ. of Luxembourg)

	Batch Binary Edwards [Crypto 2009]
	Daniel J. Bernstein (Univ. of Illinois at Chicago)

	Solving Hidden Number Problem with One Bit Oracle and Advice [Crypto 2009]
	Adi Akavia (IAS and DIMACS)

	Computational Indistinguishability Amplification: Tight Product Theorems for System Composition [Crypto 2009]
	Ueli Maurer and Stefano Tessaro (ETH Zurich)



	1.7.3. Crypto 2009の発表（3日目）
	Merkle Puzzles are Optimal - an O(n2)-Query Attack on Key-Exchange from a Random Oracle [Crypto 2009]
	Boaz Barak and Mohammad Mahmoody-Ghidary (Princeton) 
	Position Based Cryptography [Crypto 2009]
	Nishanth Chandran and Vipul Goyal and Ryan Moriarty and Rafail Ostrovsky (UCLA) 

	Improving the Security of Quantum Protocols [Crypto 2009]
	Ivan Damgard (Univ. of Aarhus) and Serge Fehr (CWI Amsterdam) and Carolin Lunemann and Louis Salvail (Univ. of Aarhus) and Christian Schaffner (Montreal University) 

	Practical Cryptanalysis of ISO 9796-2 and Europay-Mastercard-Visa Signatures [Crypto 2009]
	Jean-Sebastien Coron (Univ. of Luxembourg) and David Naccache (ENS) and Mehdi Tibouchi (ENS) and Ralf-Philipp Weinmann (Univ. of Luxembourg) 

	How Risky is the Random-Oracle Model [Crypto 2009]
	Gaetan Leurent (DGA/ENS) and Phong Q. Nguyen (INRIA/ENS) 

	Abstraction in Cryptography [Crypto 2009 Invited Talk]
	Ueli Maurer (ETH Zurich) 

	Asymptotically Good Ideal Linear Secret Sharing with Strong Multiplication over Any Fixed Finite Field [Crypto 2009]
	Ignacio Cascudo (University of Oviedo, Spain) and Hao Chen (East China Normal University) and Ronald Cramer (CWI Amsterdam & Leiden University) and Chaoping Xing (NTU Singapore) 

	The Round Complexity of Verifiable Secret Sharing Revisited [Crypto 2009]
	Arpita Patra and Ashish Choudhary (IIT Madras) and Tal Rabin (IBM) and Pandu Rangan (IIT Madras) 

	Somewhat Non-Committing Encryption and Efficient Adaptively Secure Oblivious Transfer [Crypto 2009]
	Juan Garay (AT&T Labs) and Daniel Wichs (NYU) and Hong-Sheng Zhou (Univ. of Connecticut) 

	Collusion-Free Multiparty Computation in the Mediated Model [Crypto 2009]
	Joel Alwen (NYU) and Jonathan Katz (Univ. of MD) and Yehuda Lindell (Bar-Ilan University) and Giuseppe Persiano (Univ. of Salerno) and abhi shelat (Univ. of VA) and Ivan Visconti (Univ. of Salerno) 

	Privacy-Enhancing Auctions Using Rational Cryptography [Crypto 2009]
	Peter Bro Miltersen and Jesper Buus Nielsen (Univ. of Aarhus) and Nikos Triandopoulos (Brown University) 

	Utility Dependence in Correct and Fair Rational Secret Sharing [Crypto 2009]
	Gilad Asharov and Yehuda Lindell (Bar-Ilan University) 



	1.7.4. Crypto 2009の発表（4日目）
	On Bounded Distance Decoding, Unique Shortest Vectors, and the Minimum Distance Problem [Crypto 2009, ECC2009]
	Vadim Lyubashevsky (Tel-Aviv University) and Daniele Micciancio (UCSD)
	Fast Cryptographic Primitives and Circular-Secure Encryption Based on Hard Learning Problems [Crypto 2009]
	Benny Applebaum (Princeton) and David Cash (Georgia Tech) and Chris Peikert (SRI International) and Amit Sahai (UCLA)

	Dual System Encryption: Realizing Fully Secure IBE and HIBE under Simple Assumptions [Crypto 2009]
	Brent Waters (Univ. of Texas Austin)




	1.8.  ECC 2009の発表
	1.8.1. ECC 2009の発表（1日目）
	Security of compositions with implicit certificate schemes [ECC 2009]
	Daniel Brown, ○Matthew J. Campagna, Scott Vanstone (Certicom Research)
	Asymmetric Pairings [ECC 2009]
	○Alfred Menezes, S. Chatterjee, D. Hankerson, E. Knapp (University of Waterloo)

	Boneh-Boyen signatures and the Strong Diffie-Hellman problem [Pairing 2009/ECC 2009]
	○David Jao, Kayo Yoshida (University of Waterloo)

	Loading the bases - some open problems associated with the use of multiple-base number systems in ECC [ECC 2009]
	Vassil S. Dimitrov (University of Calgary)

	Computing Scalar Multiplication with Many Cores [ECC 2009] 
	○Chen-Mou Cheng (National Taiwan University, Taiwan), Daniel J. Bernstein (University of Illinois at Chicago, USA), Tanja Lange (Technische Universiteit Eindhoven, the Netherlands), Bo-Yin Yang (Academia Sinica, Taiwan)

	Fast Implementation of Elliptic Curve Cryptography and Pairing Computation for Sensor Networks [ECC 2009]
	○Julio Lopez, Diego Aranha, Danilo Camara, Ricardo Dahab, Leonardo Oliveira, Conrado Lopes (University of Campinas, Brazil)



	1.8.2. ECC 2009の発表（2日目）
	Post-quantum cryptography [ECC 2009]
	Dan Bernstein (University of Illinois, USA)
	On Bounded Distance Decoding, Unique Shortest Vectors, and the Minimum Distance Problem [ECC 2009 / Crypto 2009]
	○Daniele Micciancio(University of California at San Diego, USA), Vadim Lyubashevsky(Tel Aviv Univ., Israel)

	NICE Cryptanalyses [ECC 2009/ASIACRYPT2009]
	Guilhem Castagnos (Université Bordeaux, France)

	Isogeny computation in small characteristic [ECC 2009]
	Luca De Feo (Ecole Polytechnique, France)

	Encryption from the Diffie-Hellman assumption [ECC 2009]
	Eike Kiltz (Centrum Wiskunde & Informatica, Holland)

	Number Theory or Numerology? [ECC 2009招待講演]
	Richard K. Guy (University of Calgary, Canada)



	1.8.3. ECC 2009の発表（3日目）
	Computing modular polynomials with the Chinese Remainder Theorem [ECC 2009]
	Andrew Sutherland (Massachusetts Institute of Technology, USA), Reinier Broker, Kristin Lauter (Microsoft Research, USA)
	Generating Genus two Hyperelliptic Curves over Large Characteristic Finite Fields [ECC 2009]
	Takakazu Satoh (Tokyo Institute of Technology, Japan)

	Cryptographic Aspects of Real Hyperelliptic Curves [ECC 2009]
	○ Mike Jacobson(University of Calgary, Canada), S.Erickson, J.Hammell, R.Scheidler, N.Shang, S.Shen, A.Stein



	1.8.4. ECC 2009 rump の発表
	Batch Binary Edwards [ECC2009 rump]
	Daniel Bernstein (University of Illinois at Chicago, USA)
	Pairings on Edward curves [ECC2009 rump]
	Michael Naehrig (Technische Universiteit Eindhoven, Netherlands)

	Recent ECC implementations [ECC2009 rump]
	Peter Schnabe (Technische Universiteit Eindhoven, Netherlands)

	Scaler EC multiplication on x86 [ECC2009 rump]
	Bo-Yin Yang (Academia Sinica, Taiwan)

	A Diophantine Equation [ECC2009 rump]
	Everett Howe (Caltech, USA)

	Appointed cryptanalysis, or how to win an iPhone [ECC2009 rump]
	Tanja Lange (Technische Universiteit Eindhoven, the Netherlands)




	1.9. FDTC 2009の発表
	1.9.1. FDTC 2009 の発表（1日目）
	Low voltage fault attacks on the RSA cryptosystem [FDTC 2009]
	A. Barenghi, G. Bertoni, E. Parrinello and G. Pelosi
	Fault attack on Schnorr based identification and signature schemes [FDTC 2009]
	P.A. Fouque, D. Masgana and F. Valette

	Protecting RSA against fault attacks: the embedding method [FDTC 2009]
	M. Joye
	Securing AES implementation against fault attacks [FDTC 2009]
	L. Genelle, C. Giraud and E. Prouff
	故障攻撃への対策として回路を二重化する方法があるが、計算コストが大きい。この論文では、AESの操作の各々に対するダイジェストを計算し、独立にチェックすることにより、次の３つの条件を満たす防御法を実現した。1) 少なくとも、1バイト誤作動モデルでの検出率が100%2) 2バイト誤作動モデルに対する二重化対策よりも検出率が高い3) 1バイト・モデル及び2バイト・モデルの二重化対策より効率が良い
	WDDL is protected against fault attacks [FDTC 2009]
	N. Selmane, S. Bhasin, S. Guilley, T. Graba and J.L. Danger
	WDDL (Wave Dynamic Differential Logic)は、回路の二重化して電力消費を一定にする電力解析対策の一種であり、CMOSセルを使うので特殊なライブラリを必要としない。本論文では、AESのFPGA実装に対し、電圧を低下させることによってセットアップ時の誤動作を引き起こす故障攻撃を行った。その結果、WDDLが誤ったビットを暗号文において0ビットに置き換え、情報を漏洩しないことが確認できた。さらに、この結果を裏付ける理論モデルも示した。
	Practical fault attack on a cryptographic LSI with ISO/IEC 18033-3 block ciphers [FDTC 2009]
	T. Fukunaga and J. Takahashi
	ブロック暗号の国際規格ISO/IEC 18033-3に記載された6種類の暗号AES, DES, Camellia, CAST-128, SEED, MISTY1を、暗号専用LSIを搭載したサイドチャネル攻撃用標準評価ボード SASEBO-Rに実装し、クロック信号にグリッチを乗せることによって誤作動を希望する段で引き起こせることを確認した。AESに関してはPiretの攻撃法を適用し、誤まった暗号文１個だけを用いて、鍵が復元できることを確認した。
	A fault attack on ECDSA [FDTC 2009]
	J.M. Schmidt and M. Medwed
	ECDSAのdouble and adder、または、Montgomery ladderによる実装に対する新規の故障利用攻撃を提案した。この攻撃は、スキップ命令に関する誤作動を利用し、一時鍵の部分情報を入手し、それを使った格子攻撃によって署名鍵を求めるものである。さらに、射影Jacobi座標での展開を利用した故障検知による防御法も提案している。
	Fault analysis of the stream cipher Snow 3G [FDTC 2009]
	B. Debraize and I. Marquez Corbella
	SNOW 3Gは、3GPPが決めた第３世代携帯電話技術UMTSでKASUMIが攻撃されたときのバックアップ用のストリーム暗号で、国際規格ISO/IEC 18033-4に採用されたSNOW 2.0の改良版である。この論文では、22回の故障注入だけで秘密鍵の復元に成功した。
	Using optical emission analysis for estimating contribution to power analysis [FDTC 2009]
	S. Skorobogatov
	この論文では、動作中のチップの発光を安価なCCDで検出し、それが電力波形と高い相関を持つことを示し、故障利用攻撃に利用出来る可能性を指摘している。発光測定は、0.9μmマイクロコントローラのSRAM、EEPROM、Flashに保存されたデータの復元に利用されており、0.13μmチップに対する適用可能性についても議論されている。発光測定単体の攻撃には限界があるが、部分的なリバースエンジニアで攻撃対象の部分を絞るなど、故障利用攻撃などを補強する技術として有望としている。
	Differential fault analysis on SHACAL-1 [FDTC 2009]
	R. Li, C. Li and C. Gong
	SHACAL-1はNESSIEの最終候補の一つだったブロック暗号で、SHA-1を構成要素としている。そのため、S-boxと置換ではなく、混合と回転が処理の中心であるためか、故障利用の解析結果はほとんどなかった。この論文では、word単位の故障を仮定したモデルを利用し、理論解析と実験によって有効性を検証した。その結果、72回のランダムな故障によって、512ビットの鍵が確率60%で復元できることと、120回の故障によって、512ビットの鍵が確率99%で復元できることを示した。




	1.10. CHES 2009の発表
	1.10.1. CHES 2009の発表（1日目）
	Faster and Timing-Attack Resistant AES-GCM [CHES 2009]
	Emilia Ka"sper, Peter Schwabe
	Accelerating AES with Vector Permute Instructions [CHES 2009]
	Mike Hamburg

	SSE Implementation of Multivariate PKCs on Modern x86 CPUs [CHES 2009]
	Anna Inn-Tung Chen, Ming-Shing Chen, Tien-Ren Chen, Chen-Mou Cheng, Jintai Ding, Eric Li-Hsiang Kuo, Frost Yu-Shuang Li, Bo-Yin Yang

	MicroEliece: McEliece for Embedded Devices [CHES 2009]
	Thomas Eisenbarth, Tim Gu"neysu, Stefan Heyse, Christof Paar

	Practical Electromagnetic Template Attack on HMAC [CHES 2009]
	Pierre-Alain Fouque, Gae"tan Leurent, Denis Re'al, Fre'de'ric Valette

	First-Order Side-Channel Attacks on the Permutation Tables Countermeasure [CHES 2009]
	Emmanuel Prouff, Robert McEvoy

	Algebraic Side-Channel Attacks on the AES: Why Time also Matters in DPA [CHES 2009]
	Mathieu Renauld, Franc,ois-Xavier Standaert, Nicolas Veyrat-Charvillon

	Differential Cluster Analysis [CHES 2009]
	Lejla Batina, Benedikt Gierlichs, Kerstin Lemke-Rust

	Known-Plaintext-Only Attack on RSA-CRT with Mrontgomery Multiplication [CHES 2009]
	Martin Hlava'c

	A New Side-Channel Attack on RSA Prime Generation [CHES 2009]
	Thomas Finke, Max Gebhardt, Werner Schindler



	1.10.2. CHES 2009の発表（2日目）
	An Efficient Method for Random Delay Generation in Embedded Software [CHES 2009]
	Jean-Se'bastien Coron, Ilya Kizhvatov
	Higher-order Masking and Shuffling for Software Implementations of Block Ciphers [CHES 2009]
	Matthieu Rivain, Emmanuel Prouff, Julien Doget

	A Design Methodology for a DPA-Resistant Cryptographic LSI with RSL Techniques [CHES 2009]
	Minoru Saeki, Daisuke Suzuki, Koichi Shimizu, Akashi Satoh

	A Design Flow and Evaluation Framework for DPA-resistant Instruction Set Extensions [CHES 2009]
	Francesco Regazzoni, Alessandro Cevrero, Franc,ois-Xavier Standaert, Stephane Badel, Theo Kluter, Philip Brisk, Yusuf Leblebici, Paolo Ienne

	Based on Karatsuba-Ofman Multipliers [CHES 2009]
	Jean-Luc Beuchat, Je're'mie Detrey, Nicolas Estibals, Eiji Okamoto, Francisco Rodri'guez-Henri'quez

	Faster Fp-arithmetic for Cryptographic Pairings on Barreto-Naehrig Curves [CHES 2009]
	Junfeng Fan, Frederik Vercauteren, Ingrid Verbauwhede

	Designing an ASIP for Cryptographic Pairings over Barreto-Naehrig Curves [CHES 2009]
	David Kammler, Diandian Zhang, Peter Schwabe, Hanno Scharwaechter, Markus Langenberg, Dominik Auras, Gerd Ascheid, Rudolf Mathar

	KATAN & KTANTAN - A Family of Small and Efficient Hardware-Oriented Block Ciphers [CHES 2009]
	Christophe De Cannie`re, Orr Dunkelman, Miroslav Knezevic'

	Runtime Programmable and Parallel ECC Coprocessor Architecture: Tradeoffs between Area, Speed and Security [CHES 2009]
	Xu Guo, Junfeng Fan, Patrick Schaumont, Ingrid Verbauwhede

	Elliptic Curve Point Scalar Multiplication Combining Yao's Algorithm and Double Bases [CHES 2009]
	Nicolas Me'loni, M. Anwar Hasan



	1.10.3. CHES 2009の発表（3日目）
	The Frequency Injection Attack on Ring-Oscillator-Based True Random Number Generators [CHES 2009]
	A. Theodore Markettos, Simon W. Moore
	Low-Overhead Implementation of a Soft-Decision Helper Data Algorithm for SRAM PUFs [CHES 2009]
	Roel Maes, Pim Tuyls, Ingrid Verbauwhede

	CDs Have Fingerprints Too [CHES 2009]
	Ghaith Hammouri, Aykutlu Dana, Berk Sunar

	Trojan Side-Channels: Lightweight Hardware Trojans through Side-Channel Engineering [CHES 2009]
	Lang Lin, Markus Kasper, Tim Gu"neysu, Christof Paar, Wayne Burleson

	MERO: A Statistical Approach for Hardware Trojan Detection [CHES 2009]
	Rajat Subhra Chakraborty, Francis Wolff, Somnath Paul, Christos Papachristou, Swarup Bhunia

	On Tamper-Resistance from a Theoretical Viewpoint [CHES 2009]
	Paulo Mateus, Serge Vaudenay

	Mutual Information Analysis: How, When and Why? [CHES 2009]
	Nicolas Veyrat-Charvillon, Franc,ois-Xavier Standaert

	Fault Attacks on RSA Signatures with Partially Unknown Messages [CHES 2009]
	Jean-Se'bastien Coron, Antoine Joux, Ilya Kizhvatov, David Naccache, Pascal Paillier

	Higher-order Masking and Shuffling for Software Implementations of Block Ciphers [CHES 2009]
	Matthieu Rivain, Emmanuel Prouff, Julien Doget




	1.11. SHARCS’09の発表
	1.11.1. SHARCS’09の発表（1日目）
	3 Years of Evolution: Cryptanalysis with COPACOBANA [SHARCS’09]
	Tim Güneysu, Gerd Pfeiffer, Christof Paar, and Manfred Schimmler
	Sparse Boolean equations and circuit lattices [SHARCS’09]
	Igor Semaev

	Pollard Rho on the PlayStation 3 [SHARCS’09]
	Joppe W. Bos, Marcelo E. Kaihara, and Peter L. Montgomery

	The Certicom Challenges ECC2-X [SHARCS’09]
	Daniel V. Bailey, Brian Baldwin, Lejla Batina, Daniel J. Bernstein, Peter Birkner, Joppe W. Bos, Gauthier van Damme, Giacomo de Meulenaer, Junfeng Fan, Tim Gu"neysu, Frank Gurkaynak, Thorsten Kleinjung, Tanja Lange, Nele Mentens, Christof Paar, Francesco Regazzoni, Peter Schwabe, Leif Uhsadel



	1.11.2. SHARCS’09の発表（2日目）

	1.12. Asiacrypt 2009 の発表
	1.12.1. Asiacrypt 2009の発表（1日目）
	Related-key Cryptanalysis of the Full AES-192 and AES-256 [Asiacrypt 2009]
	Alex Biryukov and Dmitry Khovratovich
	The Key-Dependent Attack on Block Ciphers [Asiacrypt 2009]
	Xiaorui Sun and Xuejia Lai

	Cascade Encryption Revisited [Asiacrypt 2009]
	Peter Gazi and Ueli Maurer

	Quantum-Secure Coin-Flipping and Applications [Asiacrypt 2009]
	Ivan Damgard and Carolin Lunemann

	On the Power of Two-Party Quantum Cryptography [Asiacrypt 2009]
	Louis Salvail, Christian Schaffner and Miroslava Sotakova

	Security Bounds for the Design of Code-based Cryptosystems [Asiacrypt 2009]
	Matthieu Finiasz and Nicolas Sendrier

	Rebound Attack on the Full LANE Compression Function [Asiacrypt 2009]
	Krystian Matusiewicz, Maria Naya-Plasencia, Ivica Nikoli?, Yu Sasaki and Martin Schlaffer

	Rebound Distinguishers: Results on the Full Whirlpool Compression Function [Asiacrypt 2009]
	Mario Lamberger, Florian Mendel, Christian Rechberger, Vincent Rijmen and Martin Schlaffer

	MD5 is Weaker than Weak: Attacks on Concatenated Combiners [Asiacrypt 2009]
	Florian Mendel, Christian Rechberger and Martin Schlaffer

	The Intel AES Instructions Set and the SHA-3 Candidates [Asiacrypt 2009]
	Ryad Benadjila, Olivier Billet, Shay Gueron and Matt Robshaw

	Group Encryption: Non-Interactive Realization in the Standard Model [Asiacrypt 2009]
	Julien Cathalo, Benoit Libert and Moti Yung

	On Black-Box Constructions of Predicate Encryption from Trapdoor Permutations [Asiacrypt 2009]
	Jonathan Katz and Arkady Yerukhimovich

	Hierarchical Predicate Encryption for Inner-Products [Asiacrypt 2009]
	Tatsuaki Okamoto and Katsuyuki Takashima

	Hedged Public-Key Encryption: How to Protect Against Bad Randomness [Asiacrypt 2009]
	Mihir Bellare, Zvika Brakerski, Moni Naor, Thomas Ristenpart, Gil Segev, Hovav Shacham and Scott Yilek



	1.12.2. Asiacrypt 2009の発表（2日目）
	Secure Two-Party Computation is Practical [Asiacrypt 2009]
	Benny Pinkas, Thomas Schneider, Nigel P. Smart and Stephen C. Williams 
	Secure Multi-party Computation Minimizing Online Rounds [Asiacrypt 2009]
	Seung Geol Choi, Ariel Elbaz, Tal Malkin and Moti Yung 

	Improved Non-Committing Encryption with Applications to Adaptively Secure Protocols [Asiacrypt 2009]
	Seung Geol Choi, Dana Dachman-Soled, Tal Malkin and Hoeteck Wee  

	Non-Malleable Statistically Hiding Commitment from Any One-Way Function [Asiacrypt 2009]
	Zongyang Zhang, Zhenfu Cao, Ning Ding and Rong Ma 

	Proofs of Storage from Homomorphic Identification Protocols [Asiacrypt 2009]
	Giuseppe Ateniese, Seny Kamara and Jonathan Katz 

	Simple Adaptive Oblivious Transfer Without Random Oracle [Asiacrypt 2009]
	Kaoru Kurosawa and Ryo Nojima  



	1.12.3. Asiacrypt 2009の発表（3日目）
	Improved generic algorithms for 3-collisions [Asiacrypt 2009]
	Antoine Joux and Stefan Lucks 
	A Modular Design for Hash Functions: Towards Making the Mix-Compress-Mix Approach Practical [Asiacrypt 2009]
	Anja Lehmann and Stefano Tessaro 

	How to Confirm Cryptosystems Security: The Original Merkle-Damgard is Still Alive! [Asiacrypt 2009]
	Yusuke Naito, Kazuki Yoneyama, Lei Wang and Kazuo Ohta  

	On the Analysis of Cryptographic Assumptions in the Generic Ring Model [Asiacrypt 2009]
	Tibor Jager and Jorg Schwenk

	Zero Knowledge in the Random Oracle Model, Revisited [Asiacrypt 2009]
	Hoeteck Wee 

	A Framework for Universally Composable Non-Committing Blind Signatures [Asiacrypt 2009]
	Masayuki Abe and Miyako Ohkubo  

	Cryptanalysis of the Square Cryptosystems [Asiacrypt 2009]
	Olivier Billet and Gilles Macario-Rat (Yannick Seurin gives the talk) 

	Factoring pq2 with Quadratic Forms: Nice Cryptanalyses [Asiacrypt 2009]
	Guilhem Castagnos, Antoine Joux, Fabien Laguillaumie and Phong Q. Nguyen 

	Attacking Power Generators Using Unravelled Linearization: When Do We Output Too Much? [Asiacrypt 2009]
	Mathias Herrmann and Alexander May  

	Security Notions and Generic Constructions for Client Puzzles [Asiacrypt 2009]
	Liqun Chen, Paul Morrissey, Nigel P. Smart and Bogdan Warinschi 

	Foundations of Non-Malleable Hash and One-Way Functions [Asiacrypt 2009]
	Alexandra Boldyreva, David Cash, Marc Fischlin and Bogdan Warinschi  

	A New Approach on Bilinear Pairings and Its Applications [Asiacrypt 2009]
	Tatsuaki Okamoto



	1.12.4. Asiacrypt 2009の発表（4日目）
	Improved Cryptanalysis of Skein [Asiacrypt 2009]
	Jean-Philippe Aumasson, Cagdas Calik, Willi Meier, Onur Ozen, Raphael C.-W. Phan and Kerem Varici
	Linearization Framework for Collision Attacks: Application to CubeHash and MD6 [Asiacrypt 2009]
	Eric Brier, Shahram Khazaei, Willi Meier and Thomas Peyrin

	Preimages for Step-Reduced SHA-2 [Asiacrypt 2009]
	Kazumaro Aoki, Jian Guo, Krystian Matusiewicz, Yu Sasaki and Lei Wang

	Fiat-Shamir With Aborts: Applications to Lattice and Factoring-Based Signatures [Asiacrypt 2009]
	Vadim Lyubashevsky

	Efficient Public Key Encryption Based on Ideal Lattices [Asiacrypt 2009]
	Damien Stehle, Ron Steinfeld, Keisuke Tanaka and Keita Xagawa
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	Practical fault attack on a cryptographic LSI with ISO/IEC 18033-3 block ciphers [FDTC 2009]
	T. Fukunaga and J. Takahashi
	ブロック暗号の国際規格ISO/IEC 18033-3に記載された6種類の暗号AES, DES, Camellia, CAST-128, SEED, MISTY1を、暗号専用LSIを搭載したサイドチャネル攻撃用標準評価ボード SASEBO-Rに実装し、クロック信号にグリッチを乗せることによって誤作動を希望する段で引き起こせることを確認した。AESに関してはPiretの攻撃法を適用し、誤まった暗号文１個だけを用いて、鍵が復元できることを確認した。
	A fault attack on ECDSA [FDTC 2009]
	J.M. Schmidt and M. Medwed
	ECDSAのdouble and adder、または、Montgomery ladderによる実装に対する新規の故障利用攻撃を提案した。この攻撃は、スキップ命令に関する誤作動を利用し、一時鍵の部分情報を入手し、それを使った格子攻撃によって署名鍵を求めるものである。さらに、射影Jacobi座標での展開を利用した故障検知による防御法も提案している。
	Fault analysis of the stream cipher Snow 3G [FDTC 2009]
	B. Debraize and I. Marquez Corbella
	SNOW 3Gは、3GPPが決めた第３世代携帯電話技術UMTSでKASUMIが攻撃されたときのバックアップ用のストリーム暗号で、国際規格ISO/IEC 18033-4に採用されたSNOW 2.0の改良版である。この論文では、22回の故障注入だけで秘密鍵の復元に成功した。
	Using optical emission analysis for estimating contribution to power analysis [FDTC 2009]
	S. Skorobogatov
	この論文では、動作中のチップの発光を安価なCCDで検出し、それが電力波形と高い相関を持つことを示し、故障利用攻撃に利用出来る可能性を指摘している。発光測定は、0.9μmマイクロコントローラのSRAM、EEPROM、Flashに保存されたデータの復元に利用されており、0.13μmチップに対する適用可能性についても議論されている。発光測定単体の攻撃には限界があるが、部分的なリバースエンジニアで攻撃対象の部分を絞るなど、故障利用攻撃などを補強する技術として有望としている。
	Differential fault analysis on SHACAL-1 [FDTC 2009]
	R. Li, C. Li and C. Gong
	SHACAL-1はNESSIEの最終候補の一つだったブロック暗号で、SHA-1を構成要素としている。そのため、S-boxと置換ではなく、混合と回転が処理の中心であるためか、故障利用の解析結果はほとんどなかった。この論文では、word単位の故障を仮定したモデルを利用し、理論解析と実験によって有効性を検証した。その結果、72回のランダムな故障によって、512ビットの鍵が確率60%で復元できることと、120回の故障によって、512ビットの鍵が確率99%で復元できることを示した。
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	Toru Nakanishi, Yuta Hira, and Nobuo Funabiki 

	Efficient Traceable Signatures in the Standard Model [Pairing 2009]
	Benoit Libert and Moti Yung 



	1.5.3. Pairing 2009の発表（3日目）
	Efficient Implementation of Pairings [Pairing 2009 Invited Talk]
	Tanja Lange 
	Strongly Secure Certificateless Key Agreement [Pairing 2009]
	Georg Lippold, Colin Boyd, and Juan Gonzalez Nieto 

	Universally Composable Adaptive Priced Oblivious Transfer [Pairing 2009]
	Alfredo Rial, Markulf Kohlweiss, and Bart Preneel 

	Conjunctive Broadcast and Attribute-Based Encryption [Pairing 2009]
	Nuttapong Attrapadung and Hideki Imai 



	1.5.4. Pairing 2009 Hot Topicsの発表
	Verifiable Random Functions from Identity-Based Key Encapsulation [Pairing 2009 Hot Topics]
	Michel Abdara
	Functional Encryption [Pairing 2009 Hot Topics]
	Amit Sahai

	Adaptive Oblivious Transfer [Pairing 2009 Hot Topics]
	Susan Hohenberger

	Sub-linear Size Non-Interactive Zero Knowledge Proof [Pairing 2009 Hot Topics]
	Jens Groth

	Secure ID-based Encryption with Efficient Revocation [Pairing 2009 Hot Topics]
	Vipul Goyal




	1.6. SAC 2009の発表
	1.6.1. SAC 2009の発表(1日目)
	Practical collisions for SHAMATA-256 [SAC 2009]
	Tal Moran; Moni Naor; Gil Segev
	Improved cryptanalysis of the reduced Grøstl compression function, ECHO permutation and AES block cipher [SAC 2009]
	Florian Mendel and Thomas Peyrin and Christian Rechberger and Martin Schla"ffer

	Cryptanalyses of Narrow‐Pipe mode of operation in AURORA‐512 hash function [SAC 2009]
	Yu Sasaki

	Cryptanalysis of the LANE hash function [SAC 2009]
	Shuang Wu and Dengguo Feng and Wenling Wunp

	Practical pseudo‐collisions for hash functions ARIRANG-224/384 [SAC 2009]
	Jian Guo and Krystian Matusiewicz and Lars R. Knudsen and San Ling and Huaxiong Wang



	1.6.2. SAC 2009の発表(2日目)
	Cryptanalysis of the full MMB block cipher [SAC 2009]
	Meiqin Wang and Jorge Nakahara Jr and Yue Sun
	Weak Keys of the Block Cipher PRESENT for Linear Cryptanalysis [SAC 2009]
	Kenji Ohkuma

	Improved integral attacks on MISTY1 [SAC 2009]
	Xiaorui Sun and Xuejia Lai

	New results on impossible differential cryptanalysis of reduced‐round Camellia-128 [SAC 2009]
	Hamid Mala and Mohsen Shakiba and Mohammad Dakhil-alian

	Format-preserving encryption [SAC 2009]
	Mihir Bellare and Thomas Ristenpart

	BTM: A single-key, inverse-cipher-free mode for deterministic authenticated encryption [SAC 2009]
	Tetsu Iwata and Kan Yasuda

	On repeated squarings in binary fields [SAC 2009]
	Kimmo U. Ja"rvine

	Highly regular m-ary powering ladders [SAC 2009]
	Marc Joye

	An efficient residue group multiplication for the eta pairing over F3m [SAC 2009]
	Yuta Sasaki and Satsuki Nishina and Masaaki Shirase and Tsuyoshi Takagi

	Compact McEliece keys from Goppa codes [SAC 2009]
	Rafael Misoczki and Paulo S. L. M. Barreto

	Herding, second preimage and trojan message attacks beyond Merkle-Damgaard [SAC 2009]
	Elena Andreeva and Charles Bouillaguet and Orr Dunkelman and John Kelsey

	Cryptanalysis of Dynamic SHA(2) [SAC 2009]
	Jean-Philippe Aumasson and Orr Dunkelman and Sebastiaan Indesteege and Bart Preneel

	A new approach for FCSRs [SAC 2009]
	Franc,ois Arnault and Thierry Berger and Ce'dric Lauradoux and Marine Minier and Benjamin Pousse

	New cryptanalysis of irregularly decimated stream ciphers [SAC 2009]
	Bin Zhang




	1.7. Crypto 2009の発表
	1.7.1. Crypto 2009の発表（1日目）
	Reconstructing RSA Private Keys from Random Key Bits [Crypto 2009]
	Nadia Heninger, Hovav Shacham
	Public-Key Cryptosystems Resilient to Key Leakage [Crypto 2009]
	Moni Naor, Gil Segev

	Leakage-Resilient Public-Key Cryptography in the Bounded-Retrieval Model [Crypto 2009]
	Joel Alwen, Yevgeniy Dodis, Daniel Wichs

	Short Chosen-Prefix Collisions for MD5, the Creation of a Rogue CA Certificate [Crypto 2009]
	Marc Stevens, Alexander Sotirov, Jacob Appelbaum, Arjen Lenstra, David Molnar, Dag Arne Osvik, Benne de Weger

	Meet-in-the-Middle Preimage Attacks Against Reduced SHA-0, SHA-1 [Crypto 2009]
	Kazumaro Aoki, Yu Sasaki

	Private Mutual Authentication and Conditional Oblivious Transfer [Crypto 2009]
	Stanislaw Jarecki and Xiaomin Liu

	Randomizable Proofs and Delegatable Anonymous Credentials [Crypto 2009]
	Mira Belenkiy and Jan Camenisch and Melissa Chase and Markulf Kohlweiss and Anna Lysyanskaya and Hovav Shacham

	Computational Differential Privacy [Crypto 2009]
	Ilya Mironov and Omkant Pandey and Omer Reingold and Salil Vadhan

	Probabilistically Checkable Arguments [Crypto 2009]
	Yael Tauman Kalai (Microsoft) and Ran Raz

	On the Composition of Public-Coin Zero Knowledge Protocols [Crypto 2009]
	Rafael Pass and Wei-Lung Dustin Tseng and Douglas Wikstrom

	On the Amortized Complexity of Zero-knowledge Protocols [Crypto 2009]
	Ronald Cramer (CWI Amsterdam & Leiden University) and Ivan Damgaard

	Linear Algebra with Sub-linear Zero-Knowledge Arguments [Crypto 2009]
	Jens Groth



	1.7.2. Crypto 2009の発表（2日目）
	New Birthday Attacks on Some MACs Based on Block Ciphers [Crypto 2009]
	Zheng Yuan, Wei Wang, Keting Jia, Guangwu Xu, Xiaoyun Wang
	Distinguisher, Related-Key Attack on the Full AES-256 [Crypto 2009]
	Alex Biryukov, Dmitry Khovratovich, Ivica Nikolic

	Cryptanalysis of C2 [Crypto 2009]
	Julia Borghoff, Lars Knudsen, Gregor Leander, Krystian Matusiewicz

	Message Authentication Codes from Unpredictable Block Ciphers [Crypto 2009]
	Yevgeniy Dodis (NYU) and John Steinberger (Univ. of British Columbia)

	How to Encipher Messages on a Small Domain: Deterministic Encryption and the Thorp Shuffle [Crypto 2009]
	Ben Morris and Phillip Rogaway and Till Stegers (UC Davis)

	How to Hash onto Elliptic Curves [Crypto 2009]
	Thomas Icart (Sagem Securité, Univ. of Luxembourg)

	Batch Binary Edwards [Crypto 2009]
	Daniel J. Bernstein (Univ. of Illinois at Chicago)

	Solving Hidden Number Problem with One Bit Oracle and Advice [Crypto 2009]
	Adi Akavia (IAS and DIMACS)

	Computational Indistinguishability Amplification: Tight Product Theorems for System Composition [Crypto 2009]
	Ueli Maurer and Stefano Tessaro (ETH Zurich)



	1.7.3. Crypto 2009の発表（3日目）
	Merkle Puzzles are Optimal - an O(n2)-Query Attack on Key-Exchange from a Random Oracle [Crypto 2009]
	Boaz Barak and Mohammad Mahmoody-Ghidary (Princeton) 
	Position Based Cryptography [Crypto 2009]
	Nishanth Chandran and Vipul Goyal and Ryan Moriarty and Rafail Ostrovsky (UCLA) 

	Improving the Security of Quantum Protocols [Crypto 2009]
	Ivan Damgard (Univ. of Aarhus) and Serge Fehr (CWI Amsterdam) and Carolin Lunemann and Louis Salvail (Univ. of Aarhus) and Christian Schaffner (Montreal University) 

	Practical Cryptanalysis of ISO 9796-2 and Europay-Mastercard-Visa Signatures [Crypto 2009]
	Jean-Sebastien Coron (Univ. of Luxembourg) and David Naccache (ENS) and Mehdi Tibouchi (ENS) and Ralf-Philipp Weinmann (Univ. of Luxembourg) 

	How Risky is the Random-Oracle Model [Crypto 2009]
	Gaetan Leurent (DGA/ENS) and Phong Q. Nguyen (INRIA/ENS) 

	Abstraction in Cryptography [Crypto 2009 Invited Talk]
	Ueli Maurer (ETH Zurich) 

	Asymptotically Good Ideal Linear Secret Sharing with Strong Multiplication over Any Fixed Finite Field [Crypto 2009]
	Ignacio Cascudo (University of Oviedo, Spain) and Hao Chen (East China Normal University) and Ronald Cramer (CWI Amsterdam & Leiden University) and Chaoping Xing (NTU Singapore) 

	The Round Complexity of Verifiable Secret Sharing Revisited [Crypto 2009]
	Arpita Patra and Ashish Choudhary (IIT Madras) and Tal Rabin (IBM) and Pandu Rangan (IIT Madras) 

	Somewhat Non-Committing Encryption and Efficient Adaptively Secure Oblivious Transfer [Crypto 2009]
	Juan Garay (AT&T Labs) and Daniel Wichs (NYU) and Hong-Sheng Zhou (Univ. of Connecticut) 

	Collusion-Free Multiparty Computation in the Mediated Model [Crypto 2009]
	Joel Alwen (NYU) and Jonathan Katz (Univ. of MD) and Yehuda Lindell (Bar-Ilan University) and Giuseppe Persiano (Univ. of Salerno) and abhi shelat (Univ. of VA) and Ivan Visconti (Univ. of Salerno) 

	Privacy-Enhancing Auctions Using Rational Cryptography [Crypto 2009]
	Peter Bro Miltersen and Jesper Buus Nielsen (Univ. of Aarhus) and Nikos Triandopoulos (Brown University) 

	Utility Dependence in Correct and Fair Rational Secret Sharing [Crypto 2009]
	Gilad Asharov and Yehuda Lindell (Bar-Ilan University) 



	1.7.4. Crypto 2009の発表（4日目）
	On Bounded Distance Decoding, Unique Shortest Vectors, and the Minimum Distance Problem [Crypto 2009, ECC2009]
	Vadim Lyubashevsky (Tel-Aviv University) and Daniele Micciancio (UCSD)
	Fast Cryptographic Primitives and Circular-Secure Encryption Based on Hard Learning Problems [Crypto 2009]
	Benny Applebaum (Princeton) and David Cash (Georgia Tech) and Chris Peikert (SRI International) and Amit Sahai (UCLA)

	Dual System Encryption: Realizing Fully Secure IBE and HIBE under Simple Assumptions [Crypto 2009]
	Brent Waters (Univ. of Texas Austin)




	1.8.  ECC 2009の発表
	1.8.1. ECC 2009の発表（1日目）
	Security of compositions with implicit certificate schemes [ECC 2009]
	Daniel Brown, ○Matthew J. Campagna, Scott Vanstone (Certicom Research)
	Asymmetric Pairings [ECC 2009]
	○Alfred Menezes, S. Chatterjee, D. Hankerson, E. Knapp (University of Waterloo)

	Boneh-Boyen signatures and the Strong Diffie-Hellman problem [Pairing 2009/ECC 2009]
	○David Jao, Kayo Yoshida (University of Waterloo)

	Loading the bases - some open problems associated with the use of multiple-base number systems in ECC [ECC 2009]
	Vassil S. Dimitrov (University of Calgary)

	Computing Scalar Multiplication with Many Cores [ECC 2009] 
	○Chen-Mou Cheng (National Taiwan University, Taiwan), Daniel J. Bernstein (University of Illinois at Chicago, USA), Tanja Lange (Technische Universiteit Eindhoven, the Netherlands), Bo-Yin Yang (Academia Sinica, Taiwan)

	Fast Implementation of Elliptic Curve Cryptography and Pairing Computation for Sensor Networks [ECC 2009]
	○Julio Lopez, Diego Aranha, Danilo Camara, Ricardo Dahab, Leonardo Oliveira, Conrado Lopes (University of Campinas, Brazil)



	1.8.2. ECC 2009の発表（2日目）
	Post-quantum cryptography [ECC 2009]
	Dan Bernstein (University of Illinois, USA)
	On Bounded Distance Decoding, Unique Shortest Vectors, and the Minimum Distance Problem [ECC 2009 / Crypto 2009]
	○Daniele Micciancio(University of California at San Diego, USA), Vadim Lyubashevsky(Tel Aviv Univ., Israel)

	NICE Cryptanalyses [ECC 2009/ASIACRYPT2009]
	Guilhem Castagnos (Université Bordeaux, France)

	Isogeny computation in small characteristic [ECC 2009]
	Luca De Feo (Ecole Polytechnique, France)

	Encryption from the Diffie-Hellman assumption [ECC 2009]
	Eike Kiltz (Centrum Wiskunde & Informatica, Holland)

	Number Theory or Numerology? [ECC 2009招待講演]
	Richard K. Guy (University of Calgary, Canada)



	1.8.3. ECC 2009の発表（3日目）
	Computing modular polynomials with the Chinese Remainder Theorem [ECC 2009]
	Andrew Sutherland (Massachusetts Institute of Technology, USA), Reinier Broker, Kristin Lauter (Microsoft Research, USA)
	Generating Genus two Hyperelliptic Curves over Large Characteristic Finite Fields [ECC 2009]
	Takakazu Satoh (Tokyo Institute of Technology, Japan)

	Cryptographic Aspects of Real Hyperelliptic Curves [ECC 2009]
	○ Mike Jacobson(University of Calgary, Canada), S.Erickson, J.Hammell, R.Scheidler, N.Shang, S.Shen, A.Stein



	1.8.4. ECC 2009 rump の発表
	Batch Binary Edwards [ECC2009 rump]
	Daniel Bernstein (University of Illinois at Chicago, USA)
	Pairings on Edward curves [ECC2009 rump]
	Michael Naehrig (Technische Universiteit Eindhoven, Netherlands)

	Recent ECC implementations [ECC2009 rump]
	Peter Schnabe (Technische Universiteit Eindhoven, Netherlands)

	Scaler EC multiplication on x86 [ECC2009 rump]
	Bo-Yin Yang (Academia Sinica, Taiwan)

	A Diophantine Equation [ECC2009 rump]
	Everett Howe (Caltech, USA)

	Appointed cryptanalysis, or how to win an iPhone [ECC2009 rump]
	Tanja Lange (Technische Universiteit Eindhoven, the Netherlands)




	1.9. FDTC 2009の発表
	1.9.1. FDTC 2009 の発表（1日目）
	Low voltage fault attacks on the RSA cryptosystem [FDTC 2009]
	A. Barenghi, G. Bertoni, E. Parrinello and G. Pelosi
	Fault attack on Schnorr based identification and signature schemes [FDTC 2009]
	P.A. Fouque, D. Masgana and F. Valette

	Protecting RSA against fault attacks: the embedding method [FDTC 2009]
	M. Joye
	Securing AES implementation against fault attacks [FDTC 2009]
	L. Genelle, C. Giraud and E. Prouff
	故障攻撃への対策として回路を二重化する方法があるが、計算コストが大きい。この論文では、AESの操作の各々に対するダイジェストを計算し、独立にチェックすることにより、次の３つの条件を満たす防御法を実現した。1) 少なくとも、1バイト誤作動モデルでの検出率が100%2) 2バイト誤作動モデルに対する二重化対策よりも検出率が高い3) 1バイト・モデル及び2バイト・モデルの二重化対策より効率が良い
	WDDL is protected against fault attacks [FDTC 2009]
	N. Selmane, S. Bhasin, S. Guilley, T. Graba and J.L. Danger
	WDDL (Wave Dynamic Differential Logic)は、回路の二重化して電力消費を一定にする電力解析対策の一種であり、CMOSセルを使うので特殊なライブラリを必要としない。本論文では、AESのFPGA実装に対し、電圧を低下させることによってセットアップ時の誤動作を引き起こす故障攻撃を行った。その結果、WDDLが誤ったビットを暗号文において0ビットに置き換え、情報を漏洩しないことが確認できた。さらに、この結果を裏付ける理論モデルも示した。
	Practical fault attack on a cryptographic LSI with ISO/IEC 18033-3 block ciphers [FDTC 2009]
	T. Fukunaga and J. Takahashi
	ブロック暗号の国際規格ISO/IEC 18033-3に記載された6種類の暗号AES, DES, Camellia, CAST-128, SEED, MISTY1を、暗号専用LSIを搭載したサイドチャネル攻撃用標準評価ボード SASEBO-Rに実装し、クロック信号にグリッチを乗せることによって誤作動を希望する段で引き起こせることを確認した。AESに関してはPiretの攻撃法を適用し、誤まった暗号文１個だけを用いて、鍵が復元できることを確認した。
	A fault attack on ECDSA [FDTC 2009]
	J.M. Schmidt and M. Medwed
	ECDSAのdouble and adder、または、Montgomery ladderによる実装に対する新規の故障利用攻撃を提案した。この攻撃は、スキップ命令に関する誤作動を利用し、一時鍵の部分情報を入手し、それを使った格子攻撃によって署名鍵を求めるものである。さらに、射影Jacobi座標での展開を利用した故障検知による防御法も提案している。
	Fault analysis of the stream cipher Snow 3G [FDTC 2009]
	B. Debraize and I. Marquez Corbella
	SNOW 3Gは、3GPPが決めた第３世代携帯電話技術UMTSでKASUMIが攻撃されたときのバックアップ用のストリーム暗号で、国際規格ISO/IEC 18033-4に採用されたSNOW 2.0の改良版である。この論文では、22回の故障注入だけで秘密鍵の復元に成功した。
	Using optical emission analysis for estimating contribution to power analysis [FDTC 2009]
	S. Skorobogatov
	この論文では、動作中のチップの発光を安価なCCDで検出し、それが電力波形と高い相関を持つことを示し、故障利用攻撃に利用出来る可能性を指摘している。発光測定は、0.9μmマイクロコントローラのSRAM、EEPROM、Flashに保存されたデータの復元に利用されており、0.13μmチップに対する適用可能性についても議論されている。発光測定単体の攻撃には限界があるが、部分的なリバースエンジニアで攻撃対象の部分を絞るなど、故障利用攻撃などを補強する技術として有望としている。
	Differential fault analysis on SHACAL-1 [FDTC 2009]
	R. Li, C. Li and C. Gong
	SHACAL-1はNESSIEの最終候補の一つだったブロック暗号で、SHA-1を構成要素としている。そのため、S-boxと置換ではなく、混合と回転が処理の中心であるためか、故障利用の解析結果はほとんどなかった。この論文では、word単位の故障を仮定したモデルを利用し、理論解析と実験によって有効性を検証した。その結果、72回のランダムな故障によって、512ビットの鍵が確率60%で復元できることと、120回の故障によって、512ビットの鍵が確率99%で復元できることを示した。




	1.10. CHES 2009の発表
	1.10.1. CHES 2009の発表（1日目）
	Faster and Timing-Attack Resistant AES-GCM [CHES 2009]
	Emilia Ka"sper, Peter Schwabe
	Accelerating AES with Vector Permute Instructions [CHES 2009]
	Mike Hamburg

	SSE Implementation of Multivariate PKCs on Modern x86 CPUs [CHES 2009]
	Anna Inn-Tung Chen, Ming-Shing Chen, Tien-Ren Chen, Chen-Mou Cheng, Jintai Ding, Eric Li-Hsiang Kuo, Frost Yu-Shuang Li, Bo-Yin Yang

	MicroEliece: McEliece for Embedded Devices [CHES 2009]
	Thomas Eisenbarth, Tim Gu"neysu, Stefan Heyse, Christof Paar

	Practical Electromagnetic Template Attack on HMAC [CHES 2009]
	Pierre-Alain Fouque, Gae"tan Leurent, Denis Re'al, Fre'de'ric Valette

	First-Order Side-Channel Attacks on the Permutation Tables Countermeasure [CHES 2009]
	Emmanuel Prouff, Robert McEvoy

	Algebraic Side-Channel Attacks on the AES: Why Time also Matters in DPA [CHES 2009]
	Mathieu Renauld, Franc,ois-Xavier Standaert, Nicolas Veyrat-Charvillon

	Differential Cluster Analysis [CHES 2009]
	Lejla Batina, Benedikt Gierlichs, Kerstin Lemke-Rust

	Known-Plaintext-Only Attack on RSA-CRT with Mrontgomery Multiplication [CHES 2009]
	Martin Hlava'c

	A New Side-Channel Attack on RSA Prime Generation [CHES 2009]
	Thomas Finke, Max Gebhardt, Werner Schindler



	1.10.2. CHES 2009の発表（2日目）
	An Efficient Method for Random Delay Generation in Embedded Software [CHES 2009]
	Jean-Se'bastien Coron, Ilya Kizhvatov
	Higher-order Masking and Shuffling for Software Implementations of Block Ciphers [CHES 2009]
	Matthieu Rivain, Emmanuel Prouff, Julien Doget

	A Design Methodology for a DPA-Resistant Cryptographic LSI with RSL Techniques [CHES 2009]
	Minoru Saeki, Daisuke Suzuki, Koichi Shimizu, Akashi Satoh

	A Design Flow and Evaluation Framework for DPA-resistant Instruction Set Extensions [CHES 2009]
	Francesco Regazzoni, Alessandro Cevrero, Franc,ois-Xavier Standaert, Stephane Badel, Theo Kluter, Philip Brisk, Yusuf Leblebici, Paolo Ienne

	Based on Karatsuba-Ofman Multipliers [CHES 2009]
	Jean-Luc Beuchat, Je're'mie Detrey, Nicolas Estibals, Eiji Okamoto, Francisco Rodri'guez-Henri'quez

	Faster Fp-arithmetic for Cryptographic Pairings on Barreto-Naehrig Curves [CHES 2009]
	Junfeng Fan, Frederik Vercauteren, Ingrid Verbauwhede

	Designing an ASIP for Cryptographic Pairings over Barreto-Naehrig Curves [CHES 2009]
	David Kammler, Diandian Zhang, Peter Schwabe, Hanno Scharwaechter, Markus Langenberg, Dominik Auras, Gerd Ascheid, Rudolf Mathar

	KATAN & KTANTAN - A Family of Small and Efficient Hardware-Oriented Block Ciphers [CHES 2009]
	Christophe De Cannie`re, Orr Dunkelman, Miroslav Knezevic'

	Runtime Programmable and Parallel ECC Coprocessor Architecture: Tradeoffs between Area, Speed and Security [CHES 2009]
	Xu Guo, Junfeng Fan, Patrick Schaumont, Ingrid Verbauwhede

	Elliptic Curve Point Scalar Multiplication Combining Yao's Algorithm and Double Bases [CHES 2009]
	Nicolas Me'loni, M. Anwar Hasan



	1.10.3. CHES 2009の発表（3日目）
	The Frequency Injection Attack on Ring-Oscillator-Based True Random Number Generators [CHES 2009]
	A. Theodore Markettos, Simon W. Moore
	Low-Overhead Implementation of a Soft-Decision Helper Data Algorithm for SRAM PUFs [CHES 2009]
	Roel Maes, Pim Tuyls, Ingrid Verbauwhede

	CDs Have Fingerprints Too [CHES 2009]
	Ghaith Hammouri, Aykutlu Dana, Berk Sunar

	Trojan Side-Channels: Lightweight Hardware Trojans through Side-Channel Engineering [CHES 2009]
	Lang Lin, Markus Kasper, Tim Gu"neysu, Christof Paar, Wayne Burleson

	MERO: A Statistical Approach for Hardware Trojan Detection [CHES 2009]
	Rajat Subhra Chakraborty, Francis Wolff, Somnath Paul, Christos Papachristou, Swarup Bhunia

	On Tamper-Resistance from a Theoretical Viewpoint [CHES 2009]
	Paulo Mateus, Serge Vaudenay

	Mutual Information Analysis: How, When and Why? [CHES 2009]
	Nicolas Veyrat-Charvillon, Franc,ois-Xavier Standaert

	Fault Attacks on RSA Signatures with Partially Unknown Messages [CHES 2009]
	Jean-Se'bastien Coron, Antoine Joux, Ilya Kizhvatov, David Naccache, Pascal Paillier

	Higher-order Masking and Shuffling for Software Implementations of Block Ciphers [CHES 2009]
	Matthieu Rivain, Emmanuel Prouff, Julien Doget




	1.11. SHARCS’09の発表
	1.11.1. SHARCS’09の発表（1日目）
	3 Years of Evolution: Cryptanalysis with COPACOBANA [SHARCS’09]
	Tim Güneysu, Gerd Pfeiffer, Christof Paar, and Manfred Schimmler
	Sparse Boolean equations and circuit lattices [SHARCS’09]
	Igor Semaev

	Pollard Rho on the PlayStation 3 [SHARCS’09]
	Joppe W. Bos, Marcelo E. Kaihara, and Peter L. Montgomery

	The Certicom Challenges ECC2-X [SHARCS’09]
	Daniel V. Bailey, Brian Baldwin, Lejla Batina, Daniel J. Bernstein, Peter Birkner, Joppe W. Bos, Gauthier van Damme, Giacomo de Meulenaer, Junfeng Fan, Tim Gu"neysu, Frank Gurkaynak, Thorsten Kleinjung, Tanja Lange, Nele Mentens, Christof Paar, Francesco Regazzoni, Peter Schwabe, Leif Uhsadel



	1.11.2. SHARCS’09の発表（2日目）

	1.12. Asiacrypt 2009 の発表
	1.12.1. Asiacrypt 2009の発表（1日目）
	Related-key Cryptanalysis of the Full AES-192 and AES-256 [Asiacrypt 2009]
	Alex Biryukov and Dmitry Khovratovich
	The Key-Dependent Attack on Block Ciphers [Asiacrypt 2009]
	Xiaorui Sun and Xuejia Lai

	Cascade Encryption Revisited [Asiacrypt 2009]
	Peter Gazi and Ueli Maurer

	Quantum-Secure Coin-Flipping and Applications [Asiacrypt 2009]
	Ivan Damgard and Carolin Lunemann

	On the Power of Two-Party Quantum Cryptography [Asiacrypt 2009]
	Louis Salvail, Christian Schaffner and Miroslava Sotakova

	Security Bounds for the Design of Code-based Cryptosystems [Asiacrypt 2009]
	Matthieu Finiasz and Nicolas Sendrier

	Rebound Attack on the Full LANE Compression Function [Asiacrypt 2009]
	Krystian Matusiewicz, Maria Naya-Plasencia, Ivica Nikoli?, Yu Sasaki and Martin Schlaffer

	Rebound Distinguishers: Results on the Full Whirlpool Compression Function [Asiacrypt 2009]
	Mario Lamberger, Florian Mendel, Christian Rechberger, Vincent Rijmen and Martin Schlaffer

	MD5 is Weaker than Weak: Attacks on Concatenated Combiners [Asiacrypt 2009]
	Florian Mendel, Christian Rechberger and Martin Schlaffer

	The Intel AES Instructions Set and the SHA-3 Candidates [Asiacrypt 2009]
	Ryad Benadjila, Olivier Billet, Shay Gueron and Matt Robshaw

	Group Encryption: Non-Interactive Realization in the Standard Model [Asiacrypt 2009]
	Julien Cathalo, Benoit Libert and Moti Yung

	On Black-Box Constructions of Predicate Encryption from Trapdoor Permutations [Asiacrypt 2009]
	Jonathan Katz and Arkady Yerukhimovich

	Hierarchical Predicate Encryption for Inner-Products [Asiacrypt 2009]
	Tatsuaki Okamoto and Katsuyuki Takashima

	Hedged Public-Key Encryption: How to Protect Against Bad Randomness [Asiacrypt 2009]
	Mihir Bellare, Zvika Brakerski, Moni Naor, Thomas Ristenpart, Gil Segev, Hovav Shacham and Scott Yilek



	1.12.2. Asiacrypt 2009の発表（2日目）
	Secure Two-Party Computation is Practical [Asiacrypt 2009]
	Benny Pinkas, Thomas Schneider, Nigel P. Smart and Stephen C. Williams 
	Secure Multi-party Computation Minimizing Online Rounds [Asiacrypt 2009]
	Seung Geol Choi, Ariel Elbaz, Tal Malkin and Moti Yung 

	Improved Non-Committing Encryption with Applications to Adaptively Secure Protocols [Asiacrypt 2009]
	Seung Geol Choi, Dana Dachman-Soled, Tal Malkin and Hoeteck Wee  

	Non-Malleable Statistically Hiding Commitment from Any One-Way Function [Asiacrypt 2009]
	Zongyang Zhang, Zhenfu Cao, Ning Ding and Rong Ma 

	Proofs of Storage from Homomorphic Identification Protocols [Asiacrypt 2009]
	Giuseppe Ateniese, Seny Kamara and Jonathan Katz 

	Simple Adaptive Oblivious Transfer Without Random Oracle [Asiacrypt 2009]
	Kaoru Kurosawa and Ryo Nojima  



	1.12.3. Asiacrypt 2009の発表（3日目）
	Improved generic algorithms for 3-collisions [Asiacrypt 2009]
	Antoine Joux and Stefan Lucks 
	A Modular Design for Hash Functions: Towards Making the Mix-Compress-Mix Approach Practical [Asiacrypt 2009]
	Anja Lehmann and Stefano Tessaro 

	How to Confirm Cryptosystems Security: The Original Merkle-Damgard is Still Alive! [Asiacrypt 2009]
	Yusuke Naito, Kazuki Yoneyama, Lei Wang and Kazuo Ohta  

	On the Analysis of Cryptographic Assumptions in the Generic Ring Model [Asiacrypt 2009]
	Tibor Jager and Jorg Schwenk

	Zero Knowledge in the Random Oracle Model, Revisited [Asiacrypt 2009]
	Hoeteck Wee 

	A Framework for Universally Composable Non-Committing Blind Signatures [Asiacrypt 2009]
	Masayuki Abe and Miyako Ohkubo  

	Cryptanalysis of the Square Cryptosystems [Asiacrypt 2009]
	Olivier Billet and Gilles Macario-Rat (Yannick Seurin gives the talk) 

	Factoring pq2 with Quadratic Forms: Nice Cryptanalyses [Asiacrypt 2009]
	Guilhem Castagnos, Antoine Joux, Fabien Laguillaumie and Phong Q. Nguyen 

	Attacking Power Generators Using Unravelled Linearization: When Do We Output Too Much? [Asiacrypt 2009]
	Mathias Herrmann and Alexander May  

	Security Notions and Generic Constructions for Client Puzzles [Asiacrypt 2009]
	Liqun Chen, Paul Morrissey, Nigel P. Smart and Bogdan Warinschi 

	Foundations of Non-Malleable Hash and One-Way Functions [Asiacrypt 2009]
	Alexandra Boldyreva, David Cash, Marc Fischlin and Bogdan Warinschi  

	A New Approach on Bilinear Pairings and Its Applications [Asiacrypt 2009]
	Tatsuaki Okamoto



	1.12.4. Asiacrypt 2009の発表（4日目）
	Improved Cryptanalysis of Skein [Asiacrypt 2009]
	Jean-Philippe Aumasson, Cagdas Calik, Willi Meier, Onur Ozen, Raphael C.-W. Phan and Kerem Varici
	Linearization Framework for Collision Attacks: Application to CubeHash and MD6 [Asiacrypt 2009]
	Eric Brier, Shahram Khazaei, Willi Meier and Thomas Peyrin

	Preimages for Step-Reduced SHA-2 [Asiacrypt 2009]
	Kazumaro Aoki, Jian Guo, Krystian Matusiewicz, Yu Sasaki and Lei Wang

	Fiat-Shamir With Aborts: Applications to Lattice and Factoring-Based Signatures [Asiacrypt 2009]
	Vadim Lyubashevsky

	Efficient Public Key Encryption Based on Ideal Lattices [Asiacrypt 2009]
	Damien Stehle, Ron Steinfeld, Keisuke Tanaka and Keita Xagawa

	Smooth Projective Hashing and Password-Based Authenticated Key Exchange Based on Lattices [Asiacrypt 2009]
	Jonathan Katz and Vinod Vaikuntanathan

	PSS is Secure against Random Fault Attacks [Asiacrypt 2009]
	Jean-Sebastien Coron and Avradip Mandal

	Cache-Timing Template Attacks [Asiacrypt 2009]
	Billy Brumley and Risto Hakala

	Memory Leakage-Resilient Encryption based on Physically Unclonable Functions [Asiacrypt 2009]
	Frederik Armknecht, Roel Maes, Ahmad-Reza Sadeghi, Berk Sunar and Pim Tuyls

	Signature Schemes with Bounded Leakage Resilience [Asiacrypt 2009]
	Jonathan Katz and Vinod Vaikuntanathan



	1.12.5. Asiacrypt 2009 rumpの発表
	A Practical-Time Attack on the Encryption Algorithm Used in Third Generation Telephony [Asiacrypt 2009 rump]


	1.13. FSE 2010 の発表
	1.13.1. FSE 2010 の発表（1日目）
	Cryptanalysis of the DECT Standard Cipher [FSE 2010]
	Karsten Nohl, Erik Tews, and Ralf-Philipp Weinmann
	Improving the Generalized Feistel [FSE 2010]
	Tomoyasu Suzaki and Kazuhiko Minematsu

	Nonlinear Equivalence of Stream Ciphers [FSE 2010]
	Sondre R?njom and Carlos Cid

	The Survey of Cryptanalysis on Hash Functions [FSE 2010]
	Xiaoyun Wang

	Lightweight Privacy Preserving Authentication for RFID Based on a Stream Cipher [FSE 2010]
	Olivier Billet, Jonathan Etrog, and Henri Gilbert

	Attacking the Knudsen-Preneel Compression Functions [FSE 2010]
	Onur Özen, Thomas Shrimpton, and Martijn Stam

	Finding Preimages of Tiger Up to 23 Steps [FSE 2010]
	Lei Wang and Yu Sasaki

	Cryptanalysis of ESSENCE [FSE 2010]
	Maria Naya-Plasencia, Andrea Röck, Jean-Philippe Aumasson, Yann Laigle-Chapuy, Gaëtan Leurent, Willi Meier and Thomas Peyrin



	1.13.2. FSE 2010 の発表（2日目）
	Domain Extension for Enhanced Target Collision-Resistant Hash Functions [FSE 2010]
	Ilya Mironov (Microsoft Research, Silicon Valley Campus)
	Security Analysis of the Mode of JH Hash Function [FSE 2010]
	Rishiraj Bhattacharyya, Avradip Mandal, and Mridul Nandi (Indian Statistical Institute, Kolkata, India, University of Luxembourg, Luxembourg, and National Institute of Standards and Technology and George Washington University, USA)

	Enhanced Security Notions for Dedicated-Key Hash Functions: Definitions and Relationships [FSE 2010]
	Mohammad Reza Reyhanitabar, Willy Susilo, and Yi Mu (University of Wollongong, Australia)

	A Unified Method for Improving PRF Bounds for a Class of Blockcipher based MACs [FSE 2010]
	Mridul Nandi (National Institute of Standards and Technology and George Washington, University, USA)

	How to Thwart Birthday Attacks against MACs via Small Randomness [FSE 2010]
	Constructing Rate-1 MACs from Related-Key Unpredictable Block Ciphers: PGV Model Revisited [FSE 2010]
	Higher Order Differential Attack on Step-Reduced Variants of Luffa v1 [FSE 2010]
	Rebound Attack on Reduced-Round Versions of the JH [FSE 2010]
	Pseudo-cryptanalysis of the Original Blue Midnight Wish [FSE 2010]
	Differential and Invertibility Properties of BLAKE [FSE 2010]


	1.13.3. FSE 2010 の発表（3日目）
	Rotational Cryptanalysis of ARX [FSE 2010]
	Another Look at Complementation Properties [FSE 2010]
	Super-Sbox Cryptanalysis: Improved Attacks for AES-like Permutations [FSE 2010]


	1.14. その他
	Official comment on MD6 （2009/07/03） [その他]
	Ronald L. Rivest 他
	112-bit prime ECDLP solved （2009/07/10） [その他]
	Joppe W. Bos, Marcelo E. Kaihara, Thorsten Kleinjung, Arjen K. Lenstra, Peter L. Montgomery

	SHA-3 Second Round Candidates （2009/07/24） [その他]
	NIST

	GSM-SRSLY? (2009/12/27) [26C3]
	Karsten Nohl, Chris Paget

	Factorization of a 768-bit RSA modulus （2010/01/07） [ePrint 2010/006]
	Thorsten Kleinjung and Kazumaro Aoki and Jens Franke and Arjen Lenstra and Emmanuel Thomé and Joppe Bos and Pierrick Gaudry and Alexander Kruppa and Peter Montgomery and Dag Arne Osvik and Herman te Riele and Andrey Timofeev and Paul Zimmermann

	楕円曲線暗号とＲＳＡ暗号の安全性比較 （2010/01/19） [SCIS 2010]
	○下山武司 (富士通株式会社) 伊豆哲也 (富士通株式会社) 小暮淳 (富士通株式会社) 安田雅哉 (富士通株式会社)

	Constructing New Differential Paths and Implementing Algebraic … for Full-SHA-1（2010/01/20） [SCIS 2010]
	○杉田　誠 (NTT未来ねっと研究所,産業技術総合研究所) 川添　充 (大阪府立大学) 今井　秀樹 (中央大学,産業技術総合研究所)

	Experimental Results on Cheon's Algorithm （2010/01/21） [SCIS 2010]
	GF(3^(6・71))上の離散対数計算実験（676ビットの解読）（2010/01/22） [SCIS 2010]
	◎林　卓也 (公立はこだて未来大学大学院) 篠原　直行 (独立行政法人　情報通信研究機構) 王　立華 (独立行政法人　情報通信研究機構) 松尾　真一郎 (独立行政法人　情報通信研究機構) 白勢　政明 (公立はこだて未来大学) 高木　剛 (公立はこだて未来大学)

	On the Security of 1024-bit RSA and 160-bit Elliptic Curve Cryptography (2009/08/15) [IACR ePrint]
	Joppe W. Bos, Marcelo E. Kaihara, Thorsten Kleinjung, Arjen K. Lenstra, Peter L. Montgomery

	Breaking ECC2K-130 (2009/11/08) [IACR ePrint]
	Daniel V. Bailey et al.





	c09-13_コピーライト_v05
	c09mod_final.pdf
	はじめに
	本報告書の利用にあたって
	委員会構成
	委員名簿
	第１章　活動の背景と目的
	1.1　CRYPTREC活動の経緯
	1.1.1　活動の総括
	1.1.2　暗号モジュール委員会／暗号実装委員会を取り巻く環境の変化

	1.2　暗号モジュールの試験及び認証に関する国際標準化動向
	1.2.1　FIPS 140-2/140-3
	1.2.2　ISO/IEC 19790とISO/IEC 24759

	1.3　暗号実装委員会の活動状況
	1.3.1　暗号モジュール委員会時代の活動
	1.3.2　2009年度の活動概要


	第2章　2009年度の活動内容と成果概要
	2.1　電子政府推奨暗号リスト改訂のための公募評価における、ハードウェア実装及びソフトウェア実装評価の詳細検討
	2.1.1　実装性評価の概要
	2.1.2　実装性評価の詳細

	2.2　サイドチャネル攻撃のセキュリティ要件の検討
	2.3　暗号モジュールへの攻撃の監視と分析
	2.4　2009年度サイドチャネルセキュリティワーキンググループの活動
	2.4.1　活動目的
	2.4.2　今年度の成果概要
	2.4.3　委員構成
	2.4.4　サイドチャネル攻撃実験のための評価ボードを利用した研究の調査

	2.5　今後の課題
	2.5.1　電子政府推奨暗号リスト改訂のための、ハードウェア及びソフトウェア実装性評価
	2.5.2　サイドチャネル攻撃のセキュリティ要件の検討
	2.5.3　サイドチャネルセキュリティワーキンググループよる実験


	第3章　開催状況
	3.1　暗号実装委員会の開催状況
	3.2　サイドチャネルセキュリティワーキンググループの開催状況

	付録
	付録1　早期改訂ISO/IEC 1st WD 19790に対するコメント


	c09opr_final.pdf
	表紙
	目次
	はじめに
	本書の利用
	委員会構成
	委員名簿
	第1章 
2009年度の活動報告と成果概要 
	1.1. 活動の概要
	1.1.1. 活動目的
	1.1.2. 暗号運用委員会の開催状況

	1.2. 活動方針
	1.3. 活動内容と成果概要
	1.3.1. 電子政府推奨暗号リストの参照者の分析
	1.3.2. 市場における利用実績に関する考え方
	1.3.3. 国際標準についての考え方
	1.3.4. 運用監視暗号リスト登録暗号の危殆化対策の検討
	1.3.5. 先導的技術調査ワーキンググループ


	後付



	c09mod_final
	c09mod_final
	c09sch_final
	c09-00_表紙から目次前_v4_100528
	CRYPTREC Report 2009

	c09-01_目次_v1_100323
	c09-02_はじめに_v2_100319
	c09-03_本書の利用_v0_100209
	c09-04_委員会構成_v1_100323
	c09-05_委員名簿_v6_100422
	c09-06_第1章_v1_100216
	c09-07_第2章_v3_100323
	2.1. 改訂の背景
	2.2. 改訂の目的
	2.3. 電子政府推奨暗号リスト改訂のための暗号技術公募（2009年度）
	2.3.1. 公募の概要
	2.3.2. 2009年度公募カテゴリ
	2.3.3. 公募期間
	2.3.4. 評価スケジュール
	2.3.5. 評価項目
	2.3.6. 応募暗号技術
	2.3.7. 事務局選出暗号技術
	2.3.8. CRYPTRECシンポジウムの開催

	2.4. CRYPTRECシンポジウム2010 ―応募暗号説明会―について
	2.4.1. 開催目的
	2.4.2. プログラムの概要
	2.4.3. 意見・コメントの概要


	c09-08_第3章_v2_100419
	3.1. 監視活動報告
	3.1.1. 共通鍵暗号に関する安全性評価について
	3.1.2. 公開鍵暗号に関する安全性評価について
	3.1.3. ハッシュ関数に関する安全性評価について
	3.1.4. その他の暗号技術に関する安全性評価について

	3.2. 暗号技術標準化動向
	3.2.1. 米国NISTによる次世代ハッシュ関数SHA-3

	3.3. 学会等参加記録
	3.3.1. ブロック暗号の解読技術
	3.3.2. ストリーム暗号の解読技術
	3.3.3. ハッシュ関数の解読技術
	3.3.4. 公開鍵暗号の解読技術
	3.3.5. その他の解読技術

	3.4. 暗号調査ワーキンググループ開催状況
	3.5. 委員会開催記録

	c09-09_第4章_v2_100323
	4.1. リストガイドワーキンググループ
	4.1.1. 活動目的
	4.1.2. 委員構成（敬称略、五十音順）
	4.1.3. 活動方針
	4.1.4　活動概要

	4.1.5　成果概要
	4.1.6　まとめ


	c09-10_付録1_電子政府推奨暗号リストv1_100323
	c09-11_付録2_電子政府推奨暗号リスト掲載暗号の問い合わせ先一覧v1_100323
	DSA
	DH
	Hierocrypt-3
	SC2000

	RC4
	RIPEMD-160
	SHA-1, SHA-256, SHA-384, SHA-512
	PRNG in ANSI
	PRNG in ANSI X9.62-1998 Annex A.4
	PRNG in ANSI X9.63-2001 Annex A.4
	PRNG for DSA in FIPS PUB 186-2 Appendix 3
	PRNG for general purpose in FIPS PUB 186-2 (+ change notice 1) Appendix 3.1
	PRNG in FIPS PUB 186-2 (+ change notice 1) revised Appendix 3.1/3.2


	c09-12_付録3 学会等での主要論文発表等一覧_2010_05_12(ページ数修正)
	1.1. 具体的な暗号の攻撃に関する発表
	1.2. TCC 2009の発表
	1.2.1. TCC 2009の発表（1日目）
	An Optimally Fair Coin Toss [TCC 2009]
	Tal Moran; Moni Naor; Gil Segev
	Complete Fairness in Multi-Party Computation Without an Honest Majority [TCC 2009]
	S. Dov Gordon; Jonathan Katz

	Fairness with an Honest Minority and a Rational Majority [TCC 2009]
	Shien Jin Ong; David Parkes; Alon Rosen; Salil Vadhan

	Purely Rational Secret Sharing [TCC 2009]
	Silvio Micali; abhi shelat

	Non-Malleable Obfuscation [TCC 2009]
	Ran Canetti; Mayank Varia

	Simulation-Based Concurrent Non-Malleable Commitments and Decommitments [TCC 2009]
	Rafail Ostrovsky; Giuseppe Persiano; Ivan Visconti

	Proofs of Retrievability via Hardness Amplification [TCC 2009]
	Yevgeniy Dodis; Salil Vadhan; Daniel Wichs

	Security amplification for interactive cryptographic primitives [TCC 2009]
	Yevgeniy Dodis; Russell Impagliazzo; Ragesh Jaiswal; Valentine Kabanets

	Composability and On-Line Deniability of Authentication [TCC 2009]
	Yevgeniy Dodis; Jonathan Katz; Adam Smith; Shabsi Walfish

	Authenticated Adversarial Routing [TCC 2009]
	Yair Amir; Paul Bunn; Rafail Ostrovsky



	1.2.2. TCC 2009の発表（2日目）
	Adaptive Zero-Knowledge Proofs and Adaptively Secure Oblivious Transfer [TCC 2009]
	Yehuda Lindell; Hila Zarosim
	On the (Im)Possibility of Key Dependent Encryption [TCC 2009]
	Iftach Haitner; Thomas Holenstein

	On the (Im)Possibility of Arthur-Merlin Witness Hiding Protocols [TCC 2009]
	Iftach Haitner; Alon Rosen; Ronen Shaltiel

	Secure Computability of Functions in the IT setting with Dishonest Majority and Applications to Long-Term Security [TCC 2009]
	Robin Kunzler; Jorn Muller-Quade; Dominik Raub

	Complexity of Multi-party Computation Problems: The Case of 2-Party Symmetric Secure Function Evaluation [TCC 2009]
	Hemanta Maji; Manoj Prabhakaran; Mike Rosulek

	Realistic Failures in Secure Multi-Party Computation [TCC 2009]
	Vassilis Zikas; Sarah Hauser; Ueli Maurer

	Secure Arithmetic Computation with No Honest Majority [TCC 2009]
	Yuval Ishai; Manoj Prabhakaran; Amit Sahai

	Universally Composable Multiparty Computation with Partially Isolated Parties [TCC 2009]
	Ivan Damgard; Jesper Buus Nielsen; Daniel Wichs

	Oblivious Transfer from Weak Noisy Channels [TCC 2009]
	Jurg Wullschleger

	Composing Quantum Protocols in a Classical Environment [TCC 2009]
	Serge Fehr; Christian Schaffner

	LEGO for Two Party Secure Computation [TCC 2009]
	Jesper Buus Nielsen; Claudio Orlandi

	Simple, Black-Box Constructions of Adaptively Secure Protocols [TCC 2009]
	Seung Geol Choi; Dana Dachman-Soled; Tal Malkin; Hoeteck Wee

	Black-Box Constructions of Two-Party Protocols from One-Way Functions [TCC 2009]
	Rafael Pass; Hoeteck Wee



	1.2.3. TCC 2009の発表（3日目）
	Chosen-Ciphertext Security via Correlated Products [TCC 2009]
	Alon Rosen; Gil Segev
	Hierarchical Identity Based Encryption with Polynomially Many Levels [TCC 2009]
	Craig Gentry; Shai Halevi

	Predicate Privacy in Encryption Systems [TCC 2009]
	Emily Shen; Elaine Shi; Brent Waters

	Simultaneous Hardcore Bits and Cryptography Against Memory Attacks [TCC 2009]
	Adi Akavia; Shafi Goldwasser; Vinod Vaikuntanathan

	How Efficient can Memory Checking be? [TCC 2009]
	Cynthia Dwork; Moni Naor; Guy N. Rothblum ; Vinod Vaikuntanathan

	Goldreich's One-Way Function Candidate and Myopic Backtracking Algorithms [TCC 2009]
	James Cook; Omid Etesami; Rachel Miller; Luca Trevisan

	Secret Sharing and Non-Shannon Information Inequalities [TCC 2009]
	Amos Beimel; Ilan Orlov

	Weak Verifiable Random Functions [TCC 2009]
	Zvika Brakerski; Shafi Goldwasser; Guy N. Rothblum; Vinod Vaikuntanathan

	Efficient Oblivious Pseudorandom Function with Applications to Adaptive OT and Secure Computation of Set Intersection [TCC 2009]
	Stanislaw Jarecki; Xiaomin Liu

	Towards a Theory of Extractable Functions [TCC 2009]
	Ran Canetti; Ronny Ramzi Dakdouk



	1.2.4. TCC 2009 rumpの発表
	Public-Key Cryptosystems Resilient to Key Leakage [TCC 2009 rump]
	Moni Naor, Gil Segev
	Efficient, differentially, private statistical estimators [TCC 2009 rump]
	Adam Smith

	Hash and Sign Signatures from the RSA Assumption (in the standard model) [TCC 2009 rump]
	Susan Hohenberger, Brent Waters

	Efficient Robust Private Set Intersection [TCC 2009 rump]
	Dana Dachman-Soled, Tal Malkin, Mariana Raykova, Moti Yung

	Fully Homomorphic Encryption Using Ideal Lattices [TCC 2009 rump]
	Craig Gentry

	Swifftx [TCC 2009 rump]
	Alon Rosen

	Somewhat Non-Committing Encryption and Efficient Adaptively Secure Oblivious Transfer [TCC 2009 rump]
	Juan Garay, Daniel Wichs, Hong-Sheng Zhou

	Conditional Oblivious Transfer and Private Authentication [TCC 2009 rump]
	Stanislaw Jarecki, Xiaomin Liu

	Almost-Asynchronous MPC with Faulty Minority [TCC 2009 rump]
	Zuzana Beerliova-Trubiniova, Martin Hirt, Jesper Buus Nielsen

	Resolving the Simultaneous Resettability Conjecture [TCC 2009 rump]
	Vipul Goyal, Amit Sahai

	On the Composition of Public-coin Zero-knowledge [TCC 2009 rump]
	Rafael Pass, Dustion Tseng, Douglas Wikstrom

	Non-malleability Amplification [TCC 2009 rump]
	Huijia Lin, Rafael Pass

	A Unified Framework for Concurrent Security: UC from Stand-alone Non-malleability [TCC 2009 rump]
	Huijia Lin, Rafael Pass, Muthu Venkitasubramaniam

	A Zero-One Law for Composable Security [TCC 2009 rump]
	Hemanta Maji, Manoj Prabhakaran, Mike Rosulek

	On Public v.s. Private Coins in Zero-knowledge Proofs [TCC 2009 rump]
	Rafael Pass, Muthu Venkitasubramaniam

	Bounded-Retrieval Model and Huge Secret against Side Channel Attacks / MAC from block ciphers [TCC 2009 rump]
	Yevgeniy Dodis




	1.3. PKC 2009の発表
	1.3.1. PKC 2009の発表（1日目）
	Implicit Factoring: On Polynomial Time Factoring Given Only an Implicit Hint [PKC 2009]
	Alexander May and Maike Ritzenhofen, HGI, Ruhr-University of Bochum（ドイツ）
	The Security of All Bits Using List Decoding [PKC 2009]
	Carla Rafols and Paz Morillo, Universitat Politecnica de Catalunya（スペイン）

	A New Lattice Construction For Partial Key Exposure Attack For RSA [PKC 2009]
	Yoshinori Aono, Tokyo Institute of Technology(日本)

	Subset-Restricted Random Walks for Pollard rho Method on GF(pm) [PKC 2009]
	Minkyu Kim, Jung Hee Cheon, and Jin Hong, Seoul National University(韓国)

	From Signatures to Anonymous Credentials and Anonymous Delegation[PKC 2009、招待講演]
	Anna Lysyanskaya, Brown University

	Signing a Linear Subspace: Signature Schemes for Network Coding [PKC 2009]
	Dan Boneh, Stanford; David Freeman, CWI and Universiteit Leiden; Jonathan Katz, University of Maryland; Brent Waters, University of Texas at Austin(オランダ、米国)

	Improving the Boneh-Franklin Traitor Tracing Scheme [PKC 2009]
	Pascal Junod, University of Applied Sciences - Western Switzerland; Alexandre Karlov and Arjen K. Lenstra, EPFL, Switzerland

	Modeling Key Compromise Impersonation Attacks on Group Key Exchange Protocols [PKC 2009]
	M. Choudary Gorantla, Colin Boyd, and Juan Manuel Gonzalez Nieto, Queensland University of Technology

	Zero-Knowledge Proofs with Witness Elimination [PKC 2009]
	Aggelos Kiayias and Hong-Sheng Zhou, University of Connecticut

	Distributed Public-Key Cryptography from Weak Secrets [PKC 2009]
	Michel Abdalla, ENS; Xavier Boyen, Stanford; Celine Chevalier, ENS; David Pointcheval, ENS

	Asynchronous Multiparty Computation: Theory and Implementation [PKC 2009]
	Ivan Damgard, Martin Geisler, Mikkel Kroigaard, and Jesper Buus Nielsen, Aarhus University

	Multi-Party Computation with Omnipresent Adversary [PKC 2009]
	Hossein Ghodosi, James Cook University; Josef Pieprzyk, Macquarie University



	1.3.2. PKC 2009の発表（2日目）
	Blind and Anonymous Identity-Based Encryption and Authorized Private Searches on Public-key Encrypted Data [PKC 2009]
	Jan Camenisch, IBM Zurich; Markulf Kohlweiss and Alfredo Rial, Katholieke Universitit Leuven; Caroline Sheedy, Dublin City University
	Anonymous Hierarchical Identity-Based Encryption with Constant Size Ciphertexts [PKC 2009]
	Jae Hong Seo, Seoul National University; Tetsutaro Kobayashi, Miyako Ohkubo, and Koutarou Suzuki, NTT Labs, Tokyo 

	Towards Black-Box Accountable Authority IBE with Short Ciphertexts and Private Keys [PKC 2009]
	Benoit Libert and Damien Vergnaud, UCL Crypto Group and Ecole Normale Superieure

	Removing Escrow from Identity-Based Encryption - New Security Notions and Key Management Techniques [PKC 2009]
	Sherman S.M. Chow, New York University

	A New Paradigm for Secure Protocols [PKC 2009、招待講演]
	Amit Sahai, UCLA

	On the Theory and Practice of Personal Digital Signatures [PKC 2009]
	Ivan Damgard and Gert Lassoe Mikkelsen, Aarhus University

	Security of Blind Signatures Under Aborts [PKC 2009]
	Marc Fischlin and Dominique Schroder, Darmstadt University of Technology

	Security of Sanitizable Signatures Revisited [PKC 2009]
	Christina Brzuska, Marc Fischlin, Tobias Freudenreich, Anja Lehmann, Marcus Page, Jakob Schelbert, Dominique Schroder, and Florian Volk, Darmstadt University of Technology

	Identification of Multiple Invalid Signatures in Pairing-based Batched Signatures [PKC 2009]
	Brian J. Matt, John Hopkins University

	CCA-Secure Proxy Re-Encryption without Pairings [PKC 2009]
	Jun Shao and Zhenfu Cao, Shanghai Jiao Tong University (中国)

	Compact CCA-Secure Encryption for Messages of Arbitrary Length [PKC 2009]
	Masayuki Abe, NTT; Eike Kiltz, CWI; Tatsuaki Okamoto, NTT (日本、オランダ)
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	Cryptographic Aspects of Real Hyperelliptic Curves [ECC 2009]
	○ Mike Jacobson(University of Calgary, Canada), S.Erickson, J.Hammell, R.Scheidler, N.Shang, S.Shen, A.Stein



	1.8.4. ECC 2009 rump の発表
	Batch Binary Edwards [ECC2009 rump]
	Daniel Bernstein (University of Illinois at Chicago, USA)
	Pairings on Edward curves [ECC2009 rump]
	Michael Naehrig (Technische Universiteit Eindhoven, Netherlands)

	Recent ECC implementations [ECC2009 rump]
	Peter Schnabe (Technische Universiteit Eindhoven, Netherlands)

	Scaler EC multiplication on x86 [ECC2009 rump]
	Bo-Yin Yang (Academia Sinica, Taiwan)

	A Diophantine Equation [ECC2009 rump]
	Everett Howe (Caltech, USA)

	Appointed cryptanalysis, or how to win an iPhone [ECC2009 rump]
	Tanja Lange (Technische Universiteit Eindhoven, the Netherlands)




	1.9. FDTC 2009の発表
	1.9.1. FDTC 2009 の発表（1日目）
	Low voltage fault attacks on the RSA cryptosystem [FDTC 2009]
	A. Barenghi, G. Bertoni, E. Parrinello and G. Pelosi
	Fault attack on Schnorr based identification and signature schemes [FDTC 2009]
	P.A. Fouque, D. Masgana and F. Valette

	Protecting RSA against fault attacks: the embedding method [FDTC 2009]
	M. Joye
	Securing AES implementation against fault attacks [FDTC 2009]
	L. Genelle, C. Giraud and E. Prouff
	故障攻撃への対策として回路を二重化する方法があるが、計算コストが大きい。この論文では、AESの操作の各々に対するダイジェストを計算し、独立にチェックすることにより、次の３つの条件を満たす防御法を実現した。1) 少なくとも、1バイト誤作動モデルでの検出率が100%2) 2バイト誤作動モデルに対する二重化対策よりも検出率が高い3) 1バイト・モデル及び2バイト・モデルの二重化対策より効率が良い
	WDDL is protected against fault attacks [FDTC 2009]
	N. Selmane, S. Bhasin, S. Guilley, T. Graba and J.L. Danger
	WDDL (Wave Dynamic Differential Logic)は、回路の二重化して電力消費を一定にする電力解析対策の一種であり、CMOSセルを使うので特殊なライブラリを必要としない。本論文では、AESのFPGA実装に対し、電圧を低下させることによってセットアップ時の誤動作を引き起こす故障攻撃を行った。その結果、WDDLが誤ったビットを暗号文において0ビットに置き換え、情報を漏洩しないことが確認できた。さらに、この結果を裏付ける理論モデルも示した。
	Practical fault attack on a cryptographic LSI with ISO/IEC 18033-3 block ciphers [FDTC 2009]
	T. Fukunaga and J. Takahashi
	ブロック暗号の国際規格ISO/IEC 18033-3に記載された6種類の暗号AES, DES, Camellia, CAST-128, SEED, MISTY1を、暗号専用LSIを搭載したサイドチャネル攻撃用標準評価ボード SASEBO-Rに実装し、クロック信号にグリッチを乗せることによって誤作動を希望する段で引き起こせることを確認した。AESに関してはPiretの攻撃法を適用し、誤まった暗号文１個だけを用いて、鍵が復元できることを確認した。
	A fault attack on ECDSA [FDTC 2009]
	J.M. Schmidt and M. Medwed
	ECDSAのdouble and adder、または、Montgomery ladderによる実装に対する新規の故障利用攻撃を提案した。この攻撃は、スキップ命令に関する誤作動を利用し、一時鍵の部分情報を入手し、それを使った格子攻撃によって署名鍵を求めるものである。さらに、射影Jacobi座標での展開を利用した故障検知による防御法も提案している。
	Fault analysis of the stream cipher Snow 3G [FDTC 2009]
	B. Debraize and I. Marquez Corbella
	SNOW 3Gは、3GPPが決めた第３世代携帯電話技術UMTSでKASUMIが攻撃されたときのバックアップ用のストリーム暗号で、国際規格ISO/IEC 18033-4に採用されたSNOW 2.0の改良版である。この論文では、22回の故障注入だけで秘密鍵の復元に成功した。
	Using optical emission analysis for estimating contribution to power analysis [FDTC 2009]
	S. Skorobogatov
	この論文では、動作中のチップの発光を安価なCCDで検出し、それが電力波形と高い相関を持つことを示し、故障利用攻撃に利用出来る可能性を指摘している。発光測定は、0.9μmマイクロコントローラのSRAM、EEPROM、Flashに保存されたデータの復元に利用されており、0.13μmチップに対する適用可能性についても議論されている。発光測定単体の攻撃には限界があるが、部分的なリバースエンジニアで攻撃対象の部分を絞るなど、故障利用攻撃などを補強する技術として有望としている。
	Differential fault analysis on SHACAL-1 [FDTC 2009]
	R. Li, C. Li and C. Gong
	SHACAL-1はNESSIEの最終候補の一つだったブロック暗号で、SHA-1を構成要素としている。そのため、S-boxと置換ではなく、混合と回転が処理の中心であるためか、故障利用の解析結果はほとんどなかった。この論文では、word単位の故障を仮定したモデルを利用し、理論解析と実験によって有効性を検証した。その結果、72回のランダムな故障によって、512ビットの鍵が確率60%で復元できることと、120回の故障によって、512ビットの鍵が確率99%で復元できることを示した。




	1.10. CHES 2009の発表
	1.10.1. CHES 2009の発表（1日目）
	Faster and Timing-Attack Resistant AES-GCM [CHES 2009]
	Emilia Ka"sper, Peter Schwabe
	Accelerating AES with Vector Permute Instructions [CHES 2009]
	Mike Hamburg

	SSE Implementation of Multivariate PKCs on Modern x86 CPUs [CHES 2009]
	Anna Inn-Tung Chen, Ming-Shing Chen, Tien-Ren Chen, Chen-Mou Cheng, Jintai Ding, Eric Li-Hsiang Kuo, Frost Yu-Shuang Li, Bo-Yin Yang

	MicroEliece: McEliece for Embedded Devices [CHES 2009]
	Thomas Eisenbarth, Tim Gu"neysu, Stefan Heyse, Christof Paar

	Practical Electromagnetic Template Attack on HMAC [CHES 2009]
	Pierre-Alain Fouque, Gae"tan Leurent, Denis Re'al, Fre'de'ric Valette

	First-Order Side-Channel Attacks on the Permutation Tables Countermeasure [CHES 2009]
	Emmanuel Prouff, Robert McEvoy

	Algebraic Side-Channel Attacks on the AES: Why Time also Matters in DPA [CHES 2009]
	Mathieu Renauld, Franc,ois-Xavier Standaert, Nicolas Veyrat-Charvillon

	Differential Cluster Analysis [CHES 2009]
	Lejla Batina, Benedikt Gierlichs, Kerstin Lemke-Rust

	Known-Plaintext-Only Attack on RSA-CRT with Mrontgomery Multiplication [CHES 2009]
	Martin Hlava'c

	A New Side-Channel Attack on RSA Prime Generation [CHES 2009]
	Thomas Finke, Max Gebhardt, Werner Schindler



	1.10.2. CHES 2009の発表（2日目）
	An Efficient Method for Random Delay Generation in Embedded Software [CHES 2009]
	Jean-Se'bastien Coron, Ilya Kizhvatov
	Higher-order Masking and Shuffling for Software Implementations of Block Ciphers [CHES 2009]
	Matthieu Rivain, Emmanuel Prouff, Julien Doget

	A Design Methodology for a DPA-Resistant Cryptographic LSI with RSL Techniques [CHES 2009]
	Minoru Saeki, Daisuke Suzuki, Koichi Shimizu, Akashi Satoh

	A Design Flow and Evaluation Framework for DPA-resistant Instruction Set Extensions [CHES 2009]
	Francesco Regazzoni, Alessandro Cevrero, Franc,ois-Xavier Standaert, Stephane Badel, Theo Kluter, Philip Brisk, Yusuf Leblebici, Paolo Ienne

	Based on Karatsuba-Ofman Multipliers [CHES 2009]
	Jean-Luc Beuchat, Je're'mie Detrey, Nicolas Estibals, Eiji Okamoto, Francisco Rodri'guez-Henri'quez

	Faster Fp-arithmetic for Cryptographic Pairings on Barreto-Naehrig Curves [CHES 2009]
	Junfeng Fan, Frederik Vercauteren, Ingrid Verbauwhede

	Designing an ASIP for Cryptographic Pairings over Barreto-Naehrig Curves [CHES 2009]
	David Kammler, Diandian Zhang, Peter Schwabe, Hanno Scharwaechter, Markus Langenberg, Dominik Auras, Gerd Ascheid, Rudolf Mathar

	KATAN & KTANTAN - A Family of Small and Efficient Hardware-Oriented Block Ciphers [CHES 2009]
	Christophe De Cannie`re, Orr Dunkelman, Miroslav Knezevic'

	Runtime Programmable and Parallel ECC Coprocessor Architecture: Tradeoffs between Area, Speed and Security [CHES 2009]
	Xu Guo, Junfeng Fan, Patrick Schaumont, Ingrid Verbauwhede

	Elliptic Curve Point Scalar Multiplication Combining Yao's Algorithm and Double Bases [CHES 2009]
	Nicolas Me'loni, M. Anwar Hasan



	1.10.3. CHES 2009の発表（3日目）
	The Frequency Injection Attack on Ring-Oscillator-Based True Random Number Generators [CHES 2009]
	A. Theodore Markettos, Simon W. Moore
	Low-Overhead Implementation of a Soft-Decision Helper Data Algorithm for SRAM PUFs [CHES 2009]
	Roel Maes, Pim Tuyls, Ingrid Verbauwhede

	CDs Have Fingerprints Too [CHES 2009]
	Ghaith Hammouri, Aykutlu Dana, Berk Sunar

	Trojan Side-Channels: Lightweight Hardware Trojans through Side-Channel Engineering [CHES 2009]
	Lang Lin, Markus Kasper, Tim Gu"neysu, Christof Paar, Wayne Burleson

	MERO: A Statistical Approach for Hardware Trojan Detection [CHES 2009]
	Rajat Subhra Chakraborty, Francis Wolff, Somnath Paul, Christos Papachristou, Swarup Bhunia

	On Tamper-Resistance from a Theoretical Viewpoint [CHES 2009]
	Paulo Mateus, Serge Vaudenay

	Mutual Information Analysis: How, When and Why? [CHES 2009]
	Nicolas Veyrat-Charvillon, Franc,ois-Xavier Standaert

	Fault Attacks on RSA Signatures with Partially Unknown Messages [CHES 2009]
	Jean-Se'bastien Coron, Antoine Joux, Ilya Kizhvatov, David Naccache, Pascal Paillier

	Higher-order Masking and Shuffling for Software Implementations of Block Ciphers [CHES 2009]
	Matthieu Rivain, Emmanuel Prouff, Julien Doget




	1.11. SHARCS’09の発表
	1.11.1. SHARCS’09の発表（1日目）
	3 Years of Evolution: Cryptanalysis with COPACOBANA [SHARCS’09]
	Tim Güneysu, Gerd Pfeiffer, Christof Paar, and Manfred Schimmler
	Sparse Boolean equations and circuit lattices [SHARCS’09]
	Igor Semaev

	Pollard Rho on the PlayStation 3 [SHARCS’09]
	Joppe W. Bos, Marcelo E. Kaihara, and Peter L. Montgomery

	The Certicom Challenges ECC2-X [SHARCS’09]
	Daniel V. Bailey, Brian Baldwin, Lejla Batina, Daniel J. Bernstein, Peter Birkner, Joppe W. Bos, Gauthier van Damme, Giacomo de Meulenaer, Junfeng Fan, Tim Gu"neysu, Frank Gurkaynak, Thorsten Kleinjung, Tanja Lange, Nele Mentens, Christof Paar, Francesco Regazzoni, Peter Schwabe, Leif Uhsadel



	1.11.2. SHARCS’09の発表（2日目）

	1.12. Asiacrypt 2009 の発表
	1.12.1. Asiacrypt 2009の発表（1日目）
	Related-key Cryptanalysis of the Full AES-192 and AES-256 [Asiacrypt 2009]
	Alex Biryukov and Dmitry Khovratovich
	The Key-Dependent Attack on Block Ciphers [Asiacrypt 2009]
	Xiaorui Sun and Xuejia Lai

	Cascade Encryption Revisited [Asiacrypt 2009]
	Peter Gazi and Ueli Maurer

	Quantum-Secure Coin-Flipping and Applications [Asiacrypt 2009]
	Ivan Damgard and Carolin Lunemann

	On the Power of Two-Party Quantum Cryptography [Asiacrypt 2009]
	Louis Salvail, Christian Schaffner and Miroslava Sotakova

	Security Bounds for the Design of Code-based Cryptosystems [Asiacrypt 2009]
	Matthieu Finiasz and Nicolas Sendrier

	Rebound Attack on the Full LANE Compression Function [Asiacrypt 2009]
	Krystian Matusiewicz, Maria Naya-Plasencia, Ivica Nikoli?, Yu Sasaki and Martin Schlaffer

	Rebound Distinguishers: Results on the Full Whirlpool Compression Function [Asiacrypt 2009]
	Mario Lamberger, Florian Mendel, Christian Rechberger, Vincent Rijmen and Martin Schlaffer

	MD5 is Weaker than Weak: Attacks on Concatenated Combiners [Asiacrypt 2009]
	Florian Mendel, Christian Rechberger and Martin Schlaffer

	The Intel AES Instructions Set and the SHA-3 Candidates [Asiacrypt 2009]
	Ryad Benadjila, Olivier Billet, Shay Gueron and Matt Robshaw

	Group Encryption: Non-Interactive Realization in the Standard Model [Asiacrypt 2009]
	Julien Cathalo, Benoit Libert and Moti Yung

	On Black-Box Constructions of Predicate Encryption from Trapdoor Permutations [Asiacrypt 2009]
	Jonathan Katz and Arkady Yerukhimovich

	Hierarchical Predicate Encryption for Inner-Products [Asiacrypt 2009]
	Tatsuaki Okamoto and Katsuyuki Takashima

	Hedged Public-Key Encryption: How to Protect Against Bad Randomness [Asiacrypt 2009]
	Mihir Bellare, Zvika Brakerski, Moni Naor, Thomas Ristenpart, Gil Segev, Hovav Shacham and Scott Yilek



	1.12.2. Asiacrypt 2009の発表（2日目）
	Secure Two-Party Computation is Practical [Asiacrypt 2009]
	Benny Pinkas, Thomas Schneider, Nigel P. Smart and Stephen C. Williams 
	Secure Multi-party Computation Minimizing Online Rounds [Asiacrypt 2009]
	Seung Geol Choi, Ariel Elbaz, Tal Malkin and Moti Yung 

	Improved Non-Committing Encryption with Applications to Adaptively Secure Protocols [Asiacrypt 2009]
	Seung Geol Choi, Dana Dachman-Soled, Tal Malkin and Hoeteck Wee  

	Non-Malleable Statistically Hiding Commitment from Any One-Way Function [Asiacrypt 2009]
	Zongyang Zhang, Zhenfu Cao, Ning Ding and Rong Ma 

	Proofs of Storage from Homomorphic Identification Protocols [Asiacrypt 2009]
	Giuseppe Ateniese, Seny Kamara and Jonathan Katz 

	Simple Adaptive Oblivious Transfer Without Random Oracle [Asiacrypt 2009]
	Kaoru Kurosawa and Ryo Nojima  



	1.12.3. Asiacrypt 2009の発表（3日目）
	Improved generic algorithms for 3-collisions [Asiacrypt 2009]
	Antoine Joux and Stefan Lucks 
	A Modular Design for Hash Functions: Towards Making the Mix-Compress-Mix Approach Practical [Asiacrypt 2009]
	Anja Lehmann and Stefano Tessaro 

	How to Confirm Cryptosystems Security: The Original Merkle-Damgard is Still Alive! [Asiacrypt 2009]
	Yusuke Naito, Kazuki Yoneyama, Lei Wang and Kazuo Ohta  

	On the Analysis of Cryptographic Assumptions in the Generic Ring Model [Asiacrypt 2009]
	Tibor Jager and Jorg Schwenk

	Zero Knowledge in the Random Oracle Model, Revisited [Asiacrypt 2009]
	Hoeteck Wee 

	A Framework for Universally Composable Non-Committing Blind Signatures [Asiacrypt 2009]
	Masayuki Abe and Miyako Ohkubo  

	Cryptanalysis of the Square Cryptosystems [Asiacrypt 2009]
	Olivier Billet and Gilles Macario-Rat (Yannick Seurin gives the talk) 

	Factoring pq2 with Quadratic Forms: Nice Cryptanalyses [Asiacrypt 2009]
	Guilhem Castagnos, Antoine Joux, Fabien Laguillaumie and Phong Q. Nguyen 

	Attacking Power Generators Using Unravelled Linearization: When Do We Output Too Much? [Asiacrypt 2009]
	Mathias Herrmann and Alexander May  

	Security Notions and Generic Constructions for Client Puzzles [Asiacrypt 2009]
	Liqun Chen, Paul Morrissey, Nigel P. Smart and Bogdan Warinschi 

	Foundations of Non-Malleable Hash and One-Way Functions [Asiacrypt 2009]
	Alexandra Boldyreva, David Cash, Marc Fischlin and Bogdan Warinschi  

	A New Approach on Bilinear Pairings and Its Applications [Asiacrypt 2009]
	Tatsuaki Okamoto



	1.12.4. Asiacrypt 2009の発表（4日目）
	Improved Cryptanalysis of Skein [Asiacrypt 2009]
	Jean-Philippe Aumasson, Cagdas Calik, Willi Meier, Onur Ozen, Raphael C.-W. Phan and Kerem Varici
	Linearization Framework for Collision Attacks: Application to CubeHash and MD6 [Asiacrypt 2009]
	Eric Brier, Shahram Khazaei, Willi Meier and Thomas Peyrin

	Preimages for Step-Reduced SHA-2 [Asiacrypt 2009]
	Kazumaro Aoki, Jian Guo, Krystian Matusiewicz, Yu Sasaki and Lei Wang

	Fiat-Shamir With Aborts: Applications to Lattice and Factoring-Based Signatures [Asiacrypt 2009]
	Vadim Lyubashevsky

	Efficient Public Key Encryption Based on Ideal Lattices [Asiacrypt 2009]
	Damien Stehle, Ron Steinfeld, Keisuke Tanaka and Keita Xagawa

	Smooth Projective Hashing and Password-Based Authenticated Key Exchange Based on Lattices [Asiacrypt 2009]
	Jonathan Katz and Vinod Vaikuntanathan

	PSS is Secure against Random Fault Attacks [Asiacrypt 2009]
	Jean-Sebastien Coron and Avradip Mandal

	Cache-Timing Template Attacks [Asiacrypt 2009]
	Billy Brumley and Risto Hakala

	Memory Leakage-Resilient Encryption based on Physically Unclonable Functions [Asiacrypt 2009]
	Frederik Armknecht, Roel Maes, Ahmad-Reza Sadeghi, Berk Sunar and Pim Tuyls

	Signature Schemes with Bounded Leakage Resilience [Asiacrypt 2009]
	Jonathan Katz and Vinod Vaikuntanathan



	1.12.5. Asiacrypt 2009 rumpの発表
	A Practical-Time Attack on the Encryption Algorithm Used in Third Generation Telephony [Asiacrypt 2009 rump]


	1.13. FSE 2010 の発表
	1.13.1. FSE 2010 の発表（1日目）
	Cryptanalysis of the DECT Standard Cipher [FSE 2010]
	Karsten Nohl, Erik Tews, and Ralf-Philipp Weinmann
	Improving the Generalized Feistel [FSE 2010]
	Tomoyasu Suzaki and Kazuhiko Minematsu

	Nonlinear Equivalence of Stream Ciphers [FSE 2010]
	Sondre R?njom and Carlos Cid

	The Survey of Cryptanalysis on Hash Functions [FSE 2010]
	Xiaoyun Wang

	Lightweight Privacy Preserving Authentication for RFID Based on a Stream Cipher [FSE 2010]
	Olivier Billet, Jonathan Etrog, and Henri Gilbert

	Attacking the Knudsen-Preneel Compression Functions [FSE 2010]
	Onur Özen, Thomas Shrimpton, and Martijn Stam

	Finding Preimages of Tiger Up to 23 Steps [FSE 2010]
	Lei Wang and Yu Sasaki

	Cryptanalysis of ESSENCE [FSE 2010]
	Maria Naya-Plasencia, Andrea Röck, Jean-Philippe Aumasson, Yann Laigle-Chapuy, Gaëtan Leurent, Willi Meier and Thomas Peyrin



	1.13.2. FSE 2010 の発表（2日目）
	Domain Extension for Enhanced Target Collision-Resistant Hash Functions [FSE 2010]
	Ilya Mironov (Microsoft Research, Silicon Valley Campus)
	Security Analysis of the Mode of JH Hash Function [FSE 2010]
	Rishiraj Bhattacharyya, Avradip Mandal, and Mridul Nandi (Indian Statistical Institute, Kolkata, India, University of Luxembourg, Luxembourg, and National Institute of Standards and Technology and George Washington University, USA)

	Enhanced Security Notions for Dedicated-Key Hash Functions: Definitions and Relationships [FSE 2010]
	Mohammad Reza Reyhanitabar, Willy Susilo, and Yi Mu (University of Wollongong, Australia)

	A Unified Method for Improving PRF Bounds for a Class of Blockcipher based MACs [FSE 2010]
	Mridul Nandi (National Institute of Standards and Technology and George Washington, University, USA)

	How to Thwart Birthday Attacks against MACs via Small Randomness [FSE 2010]
	Constructing Rate-1 MACs from Related-Key Unpredictable Block Ciphers: PGV Model Revisited [FSE 2010]
	Higher Order Differential Attack on Step-Reduced Variants of Luffa v1 [FSE 2010]
	Rebound Attack on Reduced-Round Versions of the JH [FSE 2010]
	Pseudo-cryptanalysis of the Original Blue Midnight Wish [FSE 2010]
	Differential and Invertibility Properties of BLAKE [FSE 2010]


	1.13.3. FSE 2010 の発表（3日目）
	Rotational Cryptanalysis of ARX [FSE 2010]
	Another Look at Complementation Properties [FSE 2010]
	Super-Sbox Cryptanalysis: Improved Attacks for AES-like Permutations [FSE 2010]


	1.14. その他
	Official comment on MD6 （2009/07/03） [その他]
	Ronald L. Rivest 他
	112-bit prime ECDLP solved （2009/07/10） [その他]
	Joppe W. Bos, Marcelo E. Kaihara, Thorsten Kleinjung, Arjen K. Lenstra, Peter L. Montgomery

	SHA-3 Second Round Candidates （2009/07/24） [その他]
	NIST

	GSM-SRSLY? (2009/12/27) [26C3]
	Karsten Nohl, Chris Paget

	Factorization of a 768-bit RSA modulus （2010/01/07） [ePrint 2010/006]
	Thorsten Kleinjung and Kazumaro Aoki and Jens Franke and Arjen Lenstra and Emmanuel Thomé and Joppe Bos and Pierrick Gaudry and Alexander Kruppa and Peter Montgomery and Dag Arne Osvik and Herman te Riele and Andrey Timofeev and Paul Zimmermann

	楕円曲線暗号とＲＳＡ暗号の安全性比較 （2010/01/19） [SCIS 2010]
	○下山武司 (富士通株式会社) 伊豆哲也 (富士通株式会社) 小暮淳 (富士通株式会社) 安田雅哉 (富士通株式会社)

	Constructing New Differential Paths and Implementing Algebraic … for Full-SHA-1（2010/01/20） [SCIS 2010]
	○杉田　誠 (NTT未来ねっと研究所,産業技術総合研究所) 川添　充 (大阪府立大学) 今井　秀樹 (中央大学,産業技術総合研究所)

	Experimental Results on Cheon's Algorithm （2010/01/21） [SCIS 2010]
	GF(3^(6・71))上の離散対数計算実験（676ビットの解読）（2010/01/22） [SCIS 2010]
	◎林　卓也 (公立はこだて未来大学大学院) 篠原　直行 (独立行政法人　情報通信研究機構) 王　立華 (独立行政法人　情報通信研究機構) 松尾　真一郎 (独立行政法人　情報通信研究機構) 白勢　政明 (公立はこだて未来大学) 高木　剛 (公立はこだて未来大学)

	On the Security of 1024-bit RSA and 160-bit Elliptic Curve Cryptography (2009/08/15) [IACR ePrint]
	Joppe W. Bos, Marcelo E. Kaihara, Thorsten Kleinjung, Arjen K. Lenstra, Peter L. Montgomery

	Breaking ECC2K-130 (2009/11/08) [IACR ePrint]
	Daniel V. Bailey et al.
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	Public Key Cryptography on Modern Graphics Hardware [Eurocrypt 2009 poster]
	Owen Harrison, John Waldron

	Statistical Tests for Key Recovery Using Multidimensional Extension of Matsui's Algorithm 1 [Eurocrypt 2009 poster]
	Miia Hermelin, Joo Yeon Cho, Kaisa Nyberg

	The Key-Dependent Attack on Block Ciphers [Eurocrypt 2009 poster]
	Xiaorui Sun and Xuejia Lai (Shanghai Jiao Tong University, P.R.China)

	On Privacy Losses in the Trusted Agent Model [Eurocrypt 2009 poster]
	Paulo Mateus, Serge Vaudenay

	Solving Low-Complexity Ciphers with Optimized SAT Solvers [Eurocrypt 2009 poster]
	Karsten Nohl, Mate Soos

	A Geometric Approach on Pairings and Hierarchical Predicate Encryption [Eurocrypt 2009 poster]
	Tatsuaki Okamoto, Katsuyuki Takashima

	Generic Attacks on Feistel Networks with Internal Permutations [Eurocrypt 2009 poster]
	Jacques Patarin, Joana Treger

	Could The 1-MSB Input Difference Be The Fastest Collision Attack For MD5? [Eurocrypt 2009 poster]
	Tao Xie, Dengguo Feng, Fanbao Liu




	1.5. Pairing 2009の発表
	1.5.1. Pairing 2009の発表（1日目）
	Boneh-Boyen signatures and the Strong Diffie-Hellman problem [Pairing 2009/ECC 2009]
	David Jao and Kayo Yoshida
	Security of Verifiably Encrypted Signatures and a Construction Without Random Oracles [Pairing 2009]
	Markus Ruckert and Dominique Schroder

	Multisignatures as Secure as the Diffie-Hellman Problem in the Plain Public-Key Model [Pairing 2009]
	Duc-Phong Le, Alexis Bonnecaze, and Alban Gabillon

	Short Programs for functions on Curves [Pairing 2009 Invited Talk]
	Victor Miller 

	On the Security of Pairing-Friendly Abelian Varieties over Non-Prime Fields [Pairing 2009]
	Naomi Benger, Manuel Charlemagne, and David Mandell Freeman 

	Generating Pairing-Friendly Curves with the CM Equation of Degree 1 [Pairing 2009]
	Hyang-Sook Lee and Cheol-Min Park



	1.5.2. Pairing 2009の発表（2日目）
	On the Final Exponentiation for Calculating Pairings on Ordinary Elliptic Curves [Pairing 2009]
	Michael Scott, Naomi Benger, Manuel Charlemagne, Luis J. Dominguez Perez, and Ezekiel J. Kachisa 
	Faster Pairings on Special Weierstrass Curves [Pairing 2009]
	Craig Costello, Huseyin Hisil, Colin Boyd, Juan Gonzalez Nieto, and Kenneth Koon-Ho Wong 

	Fast Hashing to G2 on Pairing Friendly Curves [Pairing 2009]
	Michael Scott, Naomi Benger, Manuel Charlemagne, Luis J. Dominguez Perez, and Ezekiel J. Kachisa 

	Pairing-Based Techniques for Zero Knowledge [Pairing 2009 Invited Talk]
	Amit Sahai 

	Compact E-Cash and Simulatable VRFs Revisited [Pairing 2009]
	Mira Belenkiy, Melissa Chase, Markulf Kohlweiss, and Anna Lysyanskaya 

	Proofs on Encrypted Values in Bilinear Groups and an Application to Anonymity of Signatures [Pairing 2009]
	Georg Fuchsbauer and David Pointcheval 

	Identity Based Group Signatures from HIBE [Pairing 2009]
	Nigel P. Smart and Bogdan Warinschi 

	Forward-Secure Group Signatures from Pairings [Pairing 2009]
	Toru Nakanishi, Yuta Hira, and Nobuo Funabiki 

	Efficient Traceable Signatures in the Standard Model [Pairing 2009]
	Benoit Libert and Moti Yung 



	1.5.3. Pairing 2009の発表（3日目）
	Efficient Implementation of Pairings [Pairing 2009 Invited Talk]
	Tanja Lange 
	Strongly Secure Certificateless Key Agreement [Pairing 2009]
	Georg Lippold, Colin Boyd, and Juan Gonzalez Nieto 

	Universally Composable Adaptive Priced Oblivious Transfer [Pairing 2009]
	Alfredo Rial, Markulf Kohlweiss, and Bart Preneel 

	Conjunctive Broadcast and Attribute-Based Encryption [Pairing 2009]
	Nuttapong Attrapadung and Hideki Imai 



	1.5.4. Pairing 2009 Hot Topicsの発表
	Verifiable Random Functions from Identity-Based Key Encapsulation [Pairing 2009 Hot Topics]
	Michel Abdara
	Functional Encryption [Pairing 2009 Hot Topics]
	Amit Sahai

	Adaptive Oblivious Transfer [Pairing 2009 Hot Topics]
	Susan Hohenberger

	Sub-linear Size Non-Interactive Zero Knowledge Proof [Pairing 2009 Hot Topics]
	Jens Groth

	Secure ID-based Encryption with Efficient Revocation [Pairing 2009 Hot Topics]
	Vipul Goyal




	1.6. SAC 2009の発表
	1.6.1. SAC 2009の発表(1日目)
	Practical collisions for SHAMATA-256 [SAC 2009]
	Tal Moran; Moni Naor; Gil Segev
	Improved cryptanalysis of the reduced Grøstl compression function, ECHO permutation and AES block cipher [SAC 2009]
	Florian Mendel and Thomas Peyrin and Christian Rechberger and Martin Schla"ffer

	Cryptanalyses of Narrow‐Pipe mode of operation in AURORA‐512 hash function [SAC 2009]
	Yu Sasaki

	Cryptanalysis of the LANE hash function [SAC 2009]
	Shuang Wu and Dengguo Feng and Wenling Wunp

	Practical pseudo‐collisions for hash functions ARIRANG-224/384 [SAC 2009]
	Jian Guo and Krystian Matusiewicz and Lars R. Knudsen and San Ling and Huaxiong Wang



	1.6.2. SAC 2009の発表(2日目)
	Cryptanalysis of the full MMB block cipher [SAC 2009]
	Meiqin Wang and Jorge Nakahara Jr and Yue Sun
	Weak Keys of the Block Cipher PRESENT for Linear Cryptanalysis [SAC 2009]
	Kenji Ohkuma

	Improved integral attacks on MISTY1 [SAC 2009]
	Xiaorui Sun and Xuejia Lai

	New results on impossible differential cryptanalysis of reduced‐round Camellia-128 [SAC 2009]
	Hamid Mala and Mohsen Shakiba and Mohammad Dakhil-alian

	Format-preserving encryption [SAC 2009]
	Mihir Bellare and Thomas Ristenpart

	BTM: A single-key, inverse-cipher-free mode for deterministic authenticated encryption [SAC 2009]
	Tetsu Iwata and Kan Yasuda

	On repeated squarings in binary fields [SAC 2009]
	Kimmo U. Ja"rvine

	Highly regular m-ary powering ladders [SAC 2009]
	Marc Joye

	An efficient residue group multiplication for the eta pairing over F3m [SAC 2009]
	Yuta Sasaki and Satsuki Nishina and Masaaki Shirase and Tsuyoshi Takagi

	Compact McEliece keys from Goppa codes [SAC 2009]
	Rafael Misoczki and Paulo S. L. M. Barreto

	Herding, second preimage and trojan message attacks beyond Merkle-Damgaard [SAC 2009]
	Elena Andreeva and Charles Bouillaguet and Orr Dunkelman and John Kelsey

	Cryptanalysis of Dynamic SHA(2) [SAC 2009]
	Jean-Philippe Aumasson and Orr Dunkelman and Sebastiaan Indesteege and Bart Preneel

	A new approach for FCSRs [SAC 2009]
	Franc,ois Arnault and Thierry Berger and Ce'dric Lauradoux and Marine Minier and Benjamin Pousse

	New cryptanalysis of irregularly decimated stream ciphers [SAC 2009]
	Bin Zhang




	1.7. Crypto 2009の発表
	1.7.1. Crypto 2009の発表（1日目）
	Reconstructing RSA Private Keys from Random Key Bits [Crypto 2009]
	Nadia Heninger, Hovav Shacham
	Public-Key Cryptosystems Resilient to Key Leakage [Crypto 2009]
	Moni Naor, Gil Segev

	Leakage-Resilient Public-Key Cryptography in the Bounded-Retrieval Model [Crypto 2009]
	Joel Alwen, Yevgeniy Dodis, Daniel Wichs

	Short Chosen-Prefix Collisions for MD5, the Creation of a Rogue CA Certificate [Crypto 2009]
	Marc Stevens, Alexander Sotirov, Jacob Appelbaum, Arjen Lenstra, David Molnar, Dag Arne Osvik, Benne de Weger

	Meet-in-the-Middle Preimage Attacks Against Reduced SHA-0, SHA-1 [Crypto 2009]
	Kazumaro Aoki, Yu Sasaki

	Private Mutual Authentication and Conditional Oblivious Transfer [Crypto 2009]
	Stanislaw Jarecki and Xiaomin Liu

	Randomizable Proofs and Delegatable Anonymous Credentials [Crypto 2009]
	Mira Belenkiy and Jan Camenisch and Melissa Chase and Markulf Kohlweiss and Anna Lysyanskaya and Hovav Shacham

	Computational Differential Privacy [Crypto 2009]
	Ilya Mironov and Omkant Pandey and Omer Reingold and Salil Vadhan

	Probabilistically Checkable Arguments [Crypto 2009]
	Yael Tauman Kalai (Microsoft) and Ran Raz

	On the Composition of Public-Coin Zero Knowledge Protocols [Crypto 2009]
	Rafael Pass and Wei-Lung Dustin Tseng and Douglas Wikstrom

	On the Amortized Complexity of Zero-knowledge Protocols [Crypto 2009]
	Ronald Cramer (CWI Amsterdam & Leiden University) and Ivan Damgaard

	Linear Algebra with Sub-linear Zero-Knowledge Arguments [Crypto 2009]
	Jens Groth



	1.7.2. Crypto 2009の発表（2日目）
	New Birthday Attacks on Some MACs Based on Block Ciphers [Crypto 2009]
	Zheng Yuan, Wei Wang, Keting Jia, Guangwu Xu, Xiaoyun Wang
	Distinguisher, Related-Key Attack on the Full AES-256 [Crypto 2009]
	Alex Biryukov, Dmitry Khovratovich, Ivica Nikolic

	Cryptanalysis of C2 [Crypto 2009]
	Julia Borghoff, Lars Knudsen, Gregor Leander, Krystian Matusiewicz

	Message Authentication Codes from Unpredictable Block Ciphers [Crypto 2009]
	Yevgeniy Dodis (NYU) and John Steinberger (Univ. of British Columbia)

	How to Encipher Messages on a Small Domain: Deterministic Encryption and the Thorp Shuffle [Crypto 2009]
	Ben Morris and Phillip Rogaway and Till Stegers (UC Davis)

	How to Hash onto Elliptic Curves [Crypto 2009]
	Thomas Icart (Sagem Securité, Univ. of Luxembourg)

	Batch Binary Edwards [Crypto 2009]
	Daniel J. Bernstein (Univ. of Illinois at Chicago)

	Solving Hidden Number Problem with One Bit Oracle and Advice [Crypto 2009]
	Adi Akavia (IAS and DIMACS)

	Computational Indistinguishability Amplification: Tight Product Theorems for System Composition [Crypto 2009]
	Ueli Maurer and Stefano Tessaro (ETH Zurich)



	1.7.3. Crypto 2009の発表（3日目）
	Merkle Puzzles are Optimal - an O(n2)-Query Attack on Key-Exchange from a Random Oracle [Crypto 2009]
	Boaz Barak and Mohammad Mahmoody-Ghidary (Princeton) 
	Position Based Cryptography [Crypto 2009]
	Nishanth Chandran and Vipul Goyal and Ryan Moriarty and Rafail Ostrovsky (UCLA) 

	Improving the Security of Quantum Protocols [Crypto 2009]
	Ivan Damgard (Univ. of Aarhus) and Serge Fehr (CWI Amsterdam) and Carolin Lunemann and Louis Salvail (Univ. of Aarhus) and Christian Schaffner (Montreal University) 

	Practical Cryptanalysis of ISO 9796-2 and Europay-Mastercard-Visa Signatures [Crypto 2009]
	Jean-Sebastien Coron (Univ. of Luxembourg) and David Naccache (ENS) and Mehdi Tibouchi (ENS) and Ralf-Philipp Weinmann (Univ. of Luxembourg) 

	How Risky is the Random-Oracle Model [Crypto 2009]
	Gaetan Leurent (DGA/ENS) and Phong Q. Nguyen (INRIA/ENS) 

	Abstraction in Cryptography [Crypto 2009 Invited Talk]
	Ueli Maurer (ETH Zurich) 

	Asymptotically Good Ideal Linear Secret Sharing with Strong Multiplication over Any Fixed Finite Field [Crypto 2009]
	Ignacio Cascudo (University of Oviedo, Spain) and Hao Chen (East China Normal University) and Ronald Cramer (CWI Amsterdam & Leiden University) and Chaoping Xing (NTU Singapore) 

	The Round Complexity of Verifiable Secret Sharing Revisited [Crypto 2009]
	Arpita Patra and Ashish Choudhary (IIT Madras) and Tal Rabin (IBM) and Pandu Rangan (IIT Madras) 

	Somewhat Non-Committing Encryption and Efficient Adaptively Secure Oblivious Transfer [Crypto 2009]
	Juan Garay (AT&T Labs) and Daniel Wichs (NYU) and Hong-Sheng Zhou (Univ. of Connecticut) 

	Collusion-Free Multiparty Computation in the Mediated Model [Crypto 2009]
	Joel Alwen (NYU) and Jonathan Katz (Univ. of MD) and Yehuda Lindell (Bar-Ilan University) and Giuseppe Persiano (Univ. of Salerno) and abhi shelat (Univ. of VA) and Ivan Visconti (Univ. of Salerno) 

	Privacy-Enhancing Auctions Using Rational Cryptography [Crypto 2009]
	Peter Bro Miltersen and Jesper Buus Nielsen (Univ. of Aarhus) and Nikos Triandopoulos (Brown University) 

	Utility Dependence in Correct and Fair Rational Secret Sharing [Crypto 2009]
	Gilad Asharov and Yehuda Lindell (Bar-Ilan University) 



	1.7.4. Crypto 2009の発表（4日目）
	On Bounded Distance Decoding, Unique Shortest Vectors, and the Minimum Distance Problem [Crypto 2009, ECC2009]
	Vadim Lyubashevsky (Tel-Aviv University) and Daniele Micciancio (UCSD)
	Fast Cryptographic Primitives and Circular-Secure Encryption Based on Hard Learning Problems [Crypto 2009]
	Benny Applebaum (Princeton) and David Cash (Georgia Tech) and Chris Peikert (SRI International) and Amit Sahai (UCLA)

	Dual System Encryption: Realizing Fully Secure IBE and HIBE under Simple Assumptions [Crypto 2009]
	Brent Waters (Univ. of Texas Austin)




	1.8.  ECC 2009の発表
	1.8.1. ECC 2009の発表（1日目）
	Security of compositions with implicit certificate schemes [ECC 2009]
	Daniel Brown, ○Matthew J. Campagna, Scott Vanstone (Certicom Research)
	Asymmetric Pairings [ECC 2009]
	○Alfred Menezes, S. Chatterjee, D. Hankerson, E. Knapp (University of Waterloo)

	Boneh-Boyen signatures and the Strong Diffie-Hellman problem [Pairing 2009/ECC 2009]
	○David Jao, Kayo Yoshida (University of Waterloo)

	Loading the bases - some open problems associated with the use of multiple-base number systems in ECC [ECC 2009]
	Vassil S. Dimitrov (University of Calgary)

	Computing Scalar Multiplication with Many Cores [ECC 2009] 
	○Chen-Mou Cheng (National Taiwan University, Taiwan), Daniel J. Bernstein (University of Illinois at Chicago, USA), Tanja Lange (Technische Universiteit Eindhoven, the Netherlands), Bo-Yin Yang (Academia Sinica, Taiwan)

	Fast Implementation of Elliptic Curve Cryptography and Pairing Computation for Sensor Networks [ECC 2009]
	○Julio Lopez, Diego Aranha, Danilo Camara, Ricardo Dahab, Leonardo Oliveira, Conrado Lopes (University of Campinas, Brazil)



	1.8.2. ECC 2009の発表（2日目）
	Post-quantum cryptography [ECC 2009]
	Dan Bernstein (University of Illinois, USA)
	On Bounded Distance Decoding, Unique Shortest Vectors, and the Minimum Distance Problem [ECC 2009 / Crypto 2009]
	○Daniele Micciancio(University of California at San Diego, USA), Vadim Lyubashevsky(Tel Aviv Univ., Israel)

	NICE Cryptanalyses [ECC 2009/ASIACRYPT2009]
	Guilhem Castagnos (Université Bordeaux, France)

	Isogeny computation in small characteristic [ECC 2009]
	Luca De Feo (Ecole Polytechnique, France)

	Encryption from the Diffie-Hellman assumption [ECC 2009]
	Eike Kiltz (Centrum Wiskunde & Informatica, Holland)

	Number Theory or Numerology? [ECC 2009招待講演]
	Richard K. Guy (University of Calgary, Canada)



	1.8.3. ECC 2009の発表（3日目）
	Computing modular polynomials with the Chinese Remainder Theorem [ECC 2009]
	Andrew Sutherland (Massachusetts Institute of Technology, USA), Reinier Broker, Kristin Lauter (Microsoft Research, USA)
	Generating Genus two Hyperelliptic Curves over Large Characteristic Finite Fields [ECC 2009]
	Takakazu Satoh (Tokyo Institute of Technology, Japan)

	Cryptographic Aspects of Real Hyperelliptic Curves [ECC 2009]
	○ Mike Jacobson(University of Calgary, Canada), S.Erickson, J.Hammell, R.Scheidler, N.Shang, S.Shen, A.Stein



	1.8.4. ECC 2009 rump の発表
	Batch Binary Edwards [ECC2009 rump]
	Daniel Bernstein (University of Illinois at Chicago, USA)
	Pairings on Edward curves [ECC2009 rump]
	Michael Naehrig (Technische Universiteit Eindhoven, Netherlands)

	Recent ECC implementations [ECC2009 rump]
	Peter Schnabe (Technische Universiteit Eindhoven, Netherlands)

	Scaler EC multiplication on x86 [ECC2009 rump]
	Bo-Yin Yang (Academia Sinica, Taiwan)

	A Diophantine Equation [ECC2009 rump]
	Everett Howe (Caltech, USA)

	Appointed cryptanalysis, or how to win an iPhone [ECC2009 rump]
	Tanja Lange (Technische Universiteit Eindhoven, the Netherlands)




	1.9. FDTC 2009の発表
	1.9.1. FDTC 2009 の発表（1日目）
	Low voltage fault attacks on the RSA cryptosystem [FDTC 2009]
	A. Barenghi, G. Bertoni, E. Parrinello and G. Pelosi
	Fault attack on Schnorr based identification and signature schemes [FDTC 2009]
	P.A. Fouque, D. Masgana and F. Valette

	Protecting RSA against fault attacks: the embedding method [FDTC 2009]
	M. Joye
	Securing AES implementation against fault attacks [FDTC 2009]
	L. Genelle, C. Giraud and E. Prouff
	故障攻撃への対策として回路を二重化する方法があるが、計算コストが大きい。この論文では、AESの操作の各々に対するダイジェストを計算し、独立にチェックすることにより、次の３つの条件を満たす防御法を実現した。1) 少なくとも、1バイト誤作動モデルでの検出率が100%2) 2バイト誤作動モデルに対する二重化対策よりも検出率が高い3) 1バイト・モデル及び2バイト・モデルの二重化対策より効率が良い
	WDDL is protected against fault attacks [FDTC 2009]
	N. Selmane, S. Bhasin, S. Guilley, T. Graba and J.L. Danger
	WDDL (Wave Dynamic Differential Logic)は、回路の二重化して電力消費を一定にする電力解析対策の一種であり、CMOSセルを使うので特殊なライブラリを必要としない。本論文では、AESのFPGA実装に対し、電圧を低下させることによってセットアップ時の誤動作を引き起こす故障攻撃を行った。その結果、WDDLが誤ったビットを暗号文において0ビットに置き換え、情報を漏洩しないことが確認できた。さらに、この結果を裏付ける理論モデルも示した。
	Practical fault attack on a cryptographic LSI with ISO/IEC 18033-3 block ciphers [FDTC 2009]
	T. Fukunaga and J. Takahashi
	ブロック暗号の国際規格ISO/IEC 18033-3に記載された6種類の暗号AES, DES, Camellia, CAST-128, SEED, MISTY1を、暗号専用LSIを搭載したサイドチャネル攻撃用標準評価ボード SASEBO-Rに実装し、クロック信号にグリッチを乗せることによって誤作動を希望する段で引き起こせることを確認した。AESに関してはPiretの攻撃法を適用し、誤まった暗号文１個だけを用いて、鍵が復元できることを確認した。
	A fault attack on ECDSA [FDTC 2009]
	J.M. Schmidt and M. Medwed
	ECDSAのdouble and adder、または、Montgomery ladderによる実装に対する新規の故障利用攻撃を提案した。この攻撃は、スキップ命令に関する誤作動を利用し、一時鍵の部分情報を入手し、それを使った格子攻撃によって署名鍵を求めるものである。さらに、射影Jacobi座標での展開を利用した故障検知による防御法も提案している。
	Fault analysis of the stream cipher Snow 3G [FDTC 2009]
	B. Debraize and I. Marquez Corbella
	SNOW 3Gは、3GPPが決めた第３世代携帯電話技術UMTSでKASUMIが攻撃されたときのバックアップ用のストリーム暗号で、国際規格ISO/IEC 18033-4に採用されたSNOW 2.0の改良版である。この論文では、22回の故障注入だけで秘密鍵の復元に成功した。
	Using optical emission analysis for estimating contribution to power analysis [FDTC 2009]
	S. Skorobogatov
	この論文では、動作中のチップの発光を安価なCCDで検出し、それが電力波形と高い相関を持つことを示し、故障利用攻撃に利用出来る可能性を指摘している。発光測定は、0.9μmマイクロコントローラのSRAM、EEPROM、Flashに保存されたデータの復元に利用されており、0.13μmチップに対する適用可能性についても議論されている。発光測定単体の攻撃には限界があるが、部分的なリバースエンジニアで攻撃対象の部分を絞るなど、故障利用攻撃などを補強する技術として有望としている。
	Differential fault analysis on SHACAL-1 [FDTC 2009]
	R. Li, C. Li and C. Gong
	SHACAL-1はNESSIEの最終候補の一つだったブロック暗号で、SHA-1を構成要素としている。そのため、S-boxと置換ではなく、混合と回転が処理の中心であるためか、故障利用の解析結果はほとんどなかった。この論文では、word単位の故障を仮定したモデルを利用し、理論解析と実験によって有効性を検証した。その結果、72回のランダムな故障によって、512ビットの鍵が確率60%で復元できることと、120回の故障によって、512ビットの鍵が確率99%で復元できることを示した。




	1.10. CHES 2009の発表
	1.10.1. CHES 2009の発表（1日目）
	Faster and Timing-Attack Resistant AES-GCM [CHES 2009]
	Emilia Ka"sper, Peter Schwabe
	Accelerating AES with Vector Permute Instructions [CHES 2009]
	Mike Hamburg

	SSE Implementation of Multivariate PKCs on Modern x86 CPUs [CHES 2009]
	Anna Inn-Tung Chen, Ming-Shing Chen, Tien-Ren Chen, Chen-Mou Cheng, Jintai Ding, Eric Li-Hsiang Kuo, Frost Yu-Shuang Li, Bo-Yin Yang

	MicroEliece: McEliece for Embedded Devices [CHES 2009]
	Thomas Eisenbarth, Tim Gu"neysu, Stefan Heyse, Christof Paar

	Practical Electromagnetic Template Attack on HMAC [CHES 2009]
	Pierre-Alain Fouque, Gae"tan Leurent, Denis Re'al, Fre'de'ric Valette

	First-Order Side-Channel Attacks on the Permutation Tables Countermeasure [CHES 2009]
	Emmanuel Prouff, Robert McEvoy

	Algebraic Side-Channel Attacks on the AES: Why Time also Matters in DPA [CHES 2009]
	Mathieu Renauld, Franc,ois-Xavier Standaert, Nicolas Veyrat-Charvillon

	Differential Cluster Analysis [CHES 2009]
	Lejla Batina, Benedikt Gierlichs, Kerstin Lemke-Rust

	Known-Plaintext-Only Attack on RSA-CRT with Mrontgomery Multiplication [CHES 2009]
	Martin Hlava'c

	A New Side-Channel Attack on RSA Prime Generation [CHES 2009]
	Thomas Finke, Max Gebhardt, Werner Schindler



	1.10.2. CHES 2009の発表（2日目）
	An Efficient Method for Random Delay Generation in Embedded Software [CHES 2009]
	Jean-Se'bastien Coron, Ilya Kizhvatov
	Higher-order Masking and Shuffling for Software Implementations of Block Ciphers [CHES 2009]
	Matthieu Rivain, Emmanuel Prouff, Julien Doget

	A Design Methodology for a DPA-Resistant Cryptographic LSI with RSL Techniques [CHES 2009]
	Minoru Saeki, Daisuke Suzuki, Koichi Shimizu, Akashi Satoh

	A Design Flow and Evaluation Framework for DPA-resistant Instruction Set Extensions [CHES 2009]
	Francesco Regazzoni, Alessandro Cevrero, Franc,ois-Xavier Standaert, Stephane Badel, Theo Kluter, Philip Brisk, Yusuf Leblebici, Paolo Ienne

	Based on Karatsuba-Ofman Multipliers [CHES 2009]
	Jean-Luc Beuchat, Je're'mie Detrey, Nicolas Estibals, Eiji Okamoto, Francisco Rodri'guez-Henri'quez

	Faster Fp-arithmetic for Cryptographic Pairings on Barreto-Naehrig Curves [CHES 2009]
	Junfeng Fan, Frederik Vercauteren, Ingrid Verbauwhede

	Designing an ASIP for Cryptographic Pairings over Barreto-Naehrig Curves [CHES 2009]
	David Kammler, Diandian Zhang, Peter Schwabe, Hanno Scharwaechter, Markus Langenberg, Dominik Auras, Gerd Ascheid, Rudolf Mathar

	KATAN & KTANTAN - A Family of Small and Efficient Hardware-Oriented Block Ciphers [CHES 2009]
	Christophe De Cannie`re, Orr Dunkelman, Miroslav Knezevic'

	Runtime Programmable and Parallel ECC Coprocessor Architecture: Tradeoffs between Area, Speed and Security [CHES 2009]
	Xu Guo, Junfeng Fan, Patrick Schaumont, Ingrid Verbauwhede

	Elliptic Curve Point Scalar Multiplication Combining Yao's Algorithm and Double Bases [CHES 2009]
	Nicolas Me'loni, M. Anwar Hasan



	1.10.3. CHES 2009の発表（3日目）
	The Frequency Injection Attack on Ring-Oscillator-Based True Random Number Generators [CHES 2009]
	A. Theodore Markettos, Simon W. Moore
	Low-Overhead Implementation of a Soft-Decision Helper Data Algorithm for SRAM PUFs [CHES 2009]
	Roel Maes, Pim Tuyls, Ingrid Verbauwhede

	CDs Have Fingerprints Too [CHES 2009]
	Ghaith Hammouri, Aykutlu Dana, Berk Sunar

	Trojan Side-Channels: Lightweight Hardware Trojans through Side-Channel Engineering [CHES 2009]
	Lang Lin, Markus Kasper, Tim Gu"neysu, Christof Paar, Wayne Burleson

	MERO: A Statistical Approach for Hardware Trojan Detection [CHES 2009]
	Rajat Subhra Chakraborty, Francis Wolff, Somnath Paul, Christos Papachristou, Swarup Bhunia

	On Tamper-Resistance from a Theoretical Viewpoint [CHES 2009]
	Paulo Mateus, Serge Vaudenay

	Mutual Information Analysis: How, When and Why? [CHES 2009]
	Nicolas Veyrat-Charvillon, Franc,ois-Xavier Standaert

	Fault Attacks on RSA Signatures with Partially Unknown Messages [CHES 2009]
	Jean-Se'bastien Coron, Antoine Joux, Ilya Kizhvatov, David Naccache, Pascal Paillier

	Higher-order Masking and Shuffling for Software Implementations of Block Ciphers [CHES 2009]
	Matthieu Rivain, Emmanuel Prouff, Julien Doget




	1.11. SHARCS’09の発表
	1.11.1. SHARCS’09の発表（1日目）
	3 Years of Evolution: Cryptanalysis with COPACOBANA [SHARCS’09]
	Tim Güneysu, Gerd Pfeiffer, Christof Paar, and Manfred Schimmler
	Sparse Boolean equations and circuit lattices [SHARCS’09]
	Igor Semaev

	Pollard Rho on the PlayStation 3 [SHARCS’09]
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