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DT=HODOIH 32 B b CPU 2 HIWZF i IEHE T T » b7 +— A k) & 2003
EEORSEY 2 — LV EBETERE L7z [FPGA Z2AW-3Hli =%~ v b7 %
— Atk RS LCL TRHMIAEET T > b7 4+ — SRk 25RE LT,
o) FERE B K ORI BRI B3 5 2 TR Eii A

IRDFZIBIN ., IR e OBE SR P 2 R A% L 7=, ISEC #ff
e (T A, f5). CHES 2004 (8 HoK[E - RA ko) ICDHFZER (9 . HHL) . CSS
2004 (10 H. ALWET) . ASIACRYPT 2004 (12 H ., #[E - #INE), F7-. TACR e-Print
Archives Z ] & 95 Web FORER/ L HHAE LT,

2005 FEDEEME
(1) BEEV2—NtFX2 T 4 BEREROESEY 2 —LVRREGRDKRE
AAEEIZ 5] & e, FIPS PUB 140-2 & ISO/IEC 19790 (ZB9 2 EhiAMFHAE Z 4T\ >
O, KEHORERRLED T, LD N—2 3 &SI, 2006 FEICHITIND
ERRZH LRE L, 2LENE A TR=2 g UG 2 T e o 72,
£l BFEE T, 52 2 — LRkl i) TR = — LV alBRIEERE) L)
A A FLVT, EHEOKREXIT-T-, L L. FIPS PUB 140-2 Ti, levaluation]
L Ttesting (i test) | ZRHMEICKAI L CHEH L CE Y, levaluation] (%, Common
Criteria BIE O/ TULMMEHA LTV 2y,  Common Criteria BHE# i TEEAH .
FIPS PUB 140-2 B Cix T3BR) L9 2 & T, HREOHEH IO —%2 Ko7, =
Tk, EEFEOX A MLvE, IROLDIZEE LT,
FIPS PUB 140-2 Security requirements for cryptographic modules
- FEEya—NtxaU T ¢ By
Derived Test Requirements [DTR] for FIPS PUB 140-2
— (ST Y 2 — VB
a) ISO/IEC JTC 1/SC 27/WG 3 ~DHifi= A > MEREH /)
[EIFRARHE (FCD 19790, FDIS 19790) RITxI4 2 AA = A > MRIERH /1 21T~ 7,
b) A & A DWET
NIST %% 17 @ “ Implementation Guidance for FIPS PUB 140-2 and the
Cryptographic Module Validation Program” DCZhRIZxt L. BERENRIEZE % i
L7z,
O HEY 2—/btx 2T ¢ ZERUR5E Y 2 — LR BRE O E
2004 FFLEVERL L 7e G 5 2 2 — VR YESS 0. 1 Wi ORBREEESS 0.1 iRA 5E
(2. FDIS 19790 (ZXHET D720 DMFT ATV, BEEYa2a— kX2 U T ¢ B
FMOWE 58 Y 2 — VikBR B &2 RE LTz,
(2) WEFEY 22—V~ DIEREEIR K ORI B X 5RE - HT50
2004 FEE\AARRE 21T o IR EE YT v F 7+ — 25 (32 By | CPU) & 4
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L7ZRHii AN — RO AL L, HETLREITHU Lo, MEERE L Rk, HEER
MOEMELE LT, BONTHRDOFRETOREKE RGTIT T,

2006 FEDEBME
(1) BHEY 2 —NVRAREH OEBRFEIER~DERR
ISO/IEC JTC 1 SC 27 {23\ T, ISO/IEC 19790 |Z%itad™ 2 sk 24 1S0/1EC 24759
PMERTCTH D, BFEYa—LEHRTIE, 24759 ® K7 7 h WD KO 1st CD (2%}
THaAY MREER L, SC 27T HNEZESKH CHEHEFERICIRE LT,
(2) BHENTERY —X L 77N —F Db LT
KETIE FIPS PUB 140-2 73 FIPS PUB 140-3 ICHET SN AEENED SN TEY |
ZOFRTHA RF ¥ RNVBBIZET 2B EMEND TETH D, BHFEY 2—/b
ZEHETIHE, A RF Y X NVKBEO—FECTh 2B HFENTICET 2 B0 R EICERRT
%728, INSTAC-8/-32 AEARICHEIL L 72 AR YT T » b 7 o — L /e 5 Z BTk
L. EBRT— X OEEZED TE 7, 2006 FFE 1T, 4 F TN L Q7= FEERIGE) 440
kb L, ERNRLEmD LD, BRI ERY —F 0 7 7 NV—T%35 BT,
Q) WBEYa—NtXa VT8 - RBREMFO JIS L
BVREATIERLE HEEY2a—tda VT 0 B & ST Y 2 — Ll
L 2006-03-31 bt 23454, kD JIS HEOFRFE L L THH ST,
[JIS X 19790 ¥ = U7 A Hifi-HE 5TV 2 — DX = VT ¢ ZRFIH|
[JIS X 5091 &= VU7 ¢ Hif-HEEY 2 —LOEXx =2 U7 ¢ RBREM

1.3.2 2007 FEDFEHE

2007 FEBEEES1—ILEELSDORKE
LSEFEOEFEY 2—VEEEROTFERE L LTE, RO 4OBF TN,

(1) BZEY 2 —NLVRREGOERREIIER~DRBER
FIPS PUB 140-2 ZM\ZtF = U 7 ¢ B O EEEHF IS0/IEC 19790 A3MER S 4,
2006 FEICFAT S8, HAE, 1SO/IEC JTC 1/SC 27 Tid, 19790 (Zxbhi L7- kB
£ ISO/IEC 24759 fER D7y =7 ha#ED TS, HEEEY 2 — /L EHETIE, 7
H 25 HOHE 2B HEY 2 —/VEERT 24759 ORMK NT 7 NEEF#H L, SC 27
DOENZERICH L, 2 A2 NEOIERIZH I L,

(2) FIPS 140-3 ~D = X 2 M2
NIST |%, FIPS PUB 140-2 % 140-3 IZKGEI T 2 ¥ 2O T\ 5, 7TH 13 HIZ KT
7 MFAT SN Y 2 — LV EEB S & INSTAC it & v R — PR HE LA & B & W6l
TIL 9 H 28 HICAERITEZBSZRAML, AARELTOaA b aeEid, 10 A 11
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HIZ NIST ~$2H L7-,

(3) BHEWERY —% > J T N—TDEH

K[ETIX FIPS PUB 140-2 % FIPS PUB 140-3 [ZIFT 4+ AIEENEDO LN TE Y, £
DFTHA RF v R NVBEICET L EENBNEND, BTy 2—LEBRTIE,
PA RF ¥ RNVBEBIZBET 2 B OREICHBNT 2729, INSTAC-8/-32 fHARIZ HEHL
LIS T N7+ — LB FEICHAT L, ERT — 2 OIExtED TE 7=, 9 Al
VXS PE AR AR ZERT & AL K RIC K D87 7e A BT % kLI B S B A e
SR — B (SASEBO : Side-Channel Attack Standard Evaluation Board) & Ziu
WCHWD, B 572U XA (AES,Camellia, DES,Mistyl) @ Y — A 22— RK3BA%
S, BN ERY —X L 7 7 V—TORBICEA L, BEEY 2 —LOReME
OB T2 DO ERIEF &L Z D FE LD EITo T,

(4) FIPS PUB 140-2 & W€V 2 — NVRBRROGRRERE DD DEA T A X ZAD AAK
FEDWET R DR
NIST 3817 “Implementation Guidance for FIPS PUB 140-2 and the Cryptographic
Module Validation Program” (IZRUGTIRODFITAITHON TV D, LAUTKIER LI
FEYV2—NVEERTIE, ARBEOWFIROERIER(EZIT-o TR Y, 3 HORFRTIX
2008 451 A 24 HfiLZ [FIPS PUB 140-2 & MfE-E ¥ = — Lk M OGEGEHIE D 7= 9
DERHA XA & LTER LTS,
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F28 200/ FEOFHRNETLERRBE

2.1

EEETV1—ILtEXa ) T 1 EHZOHRE

2.1.1 dXRIZEHFEHBEESa—ILEtFXa )T+ EHEEOHRE

(1) FIPS PUB 140-2 (SECURITY REQUIREMENTS FOR CRYPTOGRAPHIC MODULES)

FIPS PUB 140 |%, 2> Ea—X T AT AN NERBEY AT LNORSEY 22—
KT D x 2 U T ¢ B2 BE Lz, NIST 238179 5 K EHMEHERE TH 5,

FIPS PUB 140 %, BUN KR OFERR CHKINTZY —F% 0 7 7L —72 K- THA%E
Shlz, 1994 4F 1 HIZ FIPS PUB 140-1 25 S 41, 2001 4 5 HIZIX FIPS PUB 140-2
& LCHET & N7, FIPSPUB 140-2 1%, X4, REREERD. MO — KD %E
BT AL MTEDSWER 2T T <. FIPS PUB 140-1 23BHFE & 4u 72 LARRIZFI
AIRE & 72 o ToAEYERIAS L DA O ZEE S I Afv T %, FIPS PUB 140-2 |0 H.2LET
ENTEY ., 2002 4 12 H OBETIRAS 2008 4 3 B S TORHFE 72> TV DA,
Annex A {X MOD D#B43 73 2007 4 12 H 18 HIZ GCM & GCD 23BN S 41, Annex B (% 2007
FTH MIZEEIIL, B—LUL0S 2k 2 PP 235BINE 722V | Annex C 1% 2007 4
10 A 18 HIZ SP800-90 ™ RNG D43 A3 EM E 72V | Annex DL 16 GEH AT A &2 R)
DOFEFTIT LD 2008 41 H 16 HIZHEH SN TW D,

FIPS PUB 140-2 1%, WEEY 2 — Db X 2 7 RFEF ML ONELED DI, FHE
T a— VT ARNE 1L (ST Y a— VO, BT a— DR — b RN
A BT e—A KEH - — X - FHEE, ARIREBET L, MENEX2 T 4, B)
TEEREE, M S8R B, BRI E/BRNSIME, AT A b, REHRGE, £ oMo B
SOF) DX 2 )7 4 BREFEHAZBELTEBY, SHIZ, R#ETRET—FDE
FVECHEHEBREIOS L T BT 2 — V2 RIETE 5 L0 Ic, a T LIC4 Bt
Fa2UT 4L (X2 T 4 Lo I~4) ZHE LTS,

(2) DTR (Derived Test Requirements for FIPS PUB 140-2)

DTIR (%, Bf5EY =—/ L2 FIPS PUB 140-2 CTHESN/-tF =2V 7 ¢ BERFIHA
W2 LT B389 AR BT BT, BRBRE DM L7221 72 72 Wi BRTIE &
ONRA PR L 22T IR S 2V EREBE LT LD TH D,

DTR /% FIPS PUB 140-2 & [FRIERICHE B GET STV, 2004 4= 3 H 24 H OLEThHRAS
2008 ££ 3  TORHIR L 72> T D,

DTR 1%, 4 11 E Ok S TR Y, 4 F(X FIPS PUB 140-2 THUE S N7z 11 47
BFCRIIGS L TV 5, 3T, FIPSPUB 140-2 ICKkIGT 5 EF 2 U 7 4 EsRFEIHA T
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P—g 9L LTHIR LTS, &2 TOT H—3 3 L E FIPS PUB 140-2 7> & EH25|
MLTW5,

BT = a ORICIE, EIT, N2 LRI IR AW IERY, HWERE
PNEHE U722 1F AuE e B 72 W EkBR PIE 2 5tk LT 5,

(3) IG (lmplementation Guidance for FIPS PUB 140-2 and the Cryptographic Module
Val idation Program)
IG X, CMVP, ##IZ DTR IZPHS 5, N2 &0l % 72 & ORG-Sk LT, NIST
OVCSEMEIELea Ay a2 MVPIZETAHA X AL LTEELEDILEDTH D,
IG & FIPS PUB 140-2 XU DIR & [RAARICH BSET S TH D 200842 H 7 HD
BETHR® 2% 2008 4F 3 AR COFRHIR & 72> T D,
IG 1. 4= 17 £i (OVERVIEW, GENERAL ISSUES, SECTION 1 7>% SECTION 14, EXPIRED
IMPLEMENTAITON GUIDANCE) 2> A& &5,
“SECTION 1 7>% SECTION 14” 1%, k™ 2.1 O X 9 FIPS PUB 140-2 D4FHi L
FNENAELTEY, BXa VT 4 B0 I L IEH I, kI Tna,
F2, BEOSBITY TITEDZNBICHOWTIE, iR 0 SECTION ISRl & T

WD,
2.1 1G & FIPS 140-2 O HEi D>t it
Implementation Guidance FIPS PUB 140-2
SECTION 1 ~ SECTION 11 4.1 ~ 4.11
SECTION 12 APPENDIX A
SECTION 13 APPENDIX B
SECTION 14 APPENDIX C

“OVERVIEW” |Z1% “Implementation Guidance” OARZENFIR I TEH Y . “GENERAL
ISSUES” 1Zi%. SECTION 1 7% SECTION 14 D4y BFIZHRFE S 3L/ W% E) 7 B A
B, stifanTnsd, £/, BUEShTERTA X A2k T 572012,

“EXPIRED IMPLEMENTAITON GUIDANCE” OEiZHE SHLTWAH N, BIE, i d it
TN,

(4) FIPS PUB 140-2 @ FIPS PUB 140-3 ~®DET
DI 5E Y 2 — /L ORIESLHRIEICE T 5EATHR L <, 2001 FI2HEL

19 Assertion (AS L HET), BESE Y a— L, RESNTZDHOEX 2 VT ¢ BifE2 | RE
SNTZEXF2 VT 4 LUV TR T D70 LR 6 nWE S,

20 Vender Evidence (VE & Ii%4)

21 Tester Evidence (TE & B9)

22 FAEERRIE 2008 4F 1 A 24 H OLLETIRAS 2008 4F 3 A RESL TORBINR & 72> T\ 5,
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72 FIPS PUB 140-2 [ZEBRICA DR o TETW5, £Z T, NISTIZSEREL &
LT, 2006 4% HALE L7-##kD FIPS PUB 140-3 ~OB T 2D C&x 72, £ D
—BRE LT, 200449 HITA U —F 2 RNITCMVP 2004 AR 7 A% 2005 429 H
B X2 VT RO T —27 > a3 v 7R, FIPS PUB 140-3 (B8 T 2 ikim
BiTbid &L bz, BiTE ﬁ%%éhf%ko
2006 4F 12 A 17 H~22 HIZiX, KET > b DCEIERRD AV —F > K 7AW
—XA—nyM@%ﬁ?%;)74%L%W$WkHmt%:)74ﬁy&~@
EPEHNRMESN, 5 OOTEFHEOT —~D—2L LTHEZETY 2 — /LB L
RREHIEEAEY B b7z,
+ 2006 4D NIST-IPA 145 T FIPS PUB 140-3 O 7 F 7 > A DR
2006 4F D E L FHEIZI T, FIPS PUB 140-2 D% AkHIAS CTd % FIPS PUB 140-3
WZOWTDRDE DT F 7 AR o,
XU LoULE 5 LoUL e (FIPS PUB 140-2 1 4 L-ULTH Y, 2004
9 H D CMVP 2004 TIE 6 LL L35 2 EAUREINTUE),
<11 B n, EMIZICET 5 RITELS oo /e, FSM2UITHA T v 2T F
VA (FREHMRRE) OFEIZ AN,
CHLWE () X202, e, Y7 by TeXa T4, bl
DO & Dl non-invasive attack 28 (GERFEESE)
V7 M7 X2 YT A OHRIZIEIN—RU =T VT U= T Ty
RD3IZATDEY 2—NBHD, ATV v FEY2— L Inplementation
Guidance 1.9 IZEZIN TS
- JERREER 1L, FIPS PUB 140-2 TiX, 4 & 11 #id Mitigation of Other Attacks
THLR LT /=, FIPS PUB 140-3 Tik, My SHELH L L bIT, EF 2V LA
3B 5 ETOL YL TERT S, HL, ZRNAILFIPS PUB 140-2 L
LTHY . DIR THRIZFHEMIZEERT 2 TETH D,
- 2007 4£ 7 A 13 HIZ FIPS 140-3 @ 1°* Draft 2ABHR S 7=,
+ FIPS PUB 140-3 ~DYFET A7 ¥ 2 —/LIT-DNT
FIPS PUB 140-3 ~DKET A7 ¥ 2 — VIR D L H 1A Sz,
- 2007 - 3 A 31 H Draft Z CMVP N (NIST+CSE) TL B 2 —M5%E T,
+ 2007 4 7 H 13 B 1st Draft ZBi/R, 90 MDA > N BEEHR 2%

23 CMVP 2004 Symposium: http://csrc.nist.gov/cryptval/cmvp2004/

24 Physical Security Testing Workshop: http://csrc.nist.gov/cryptval/physec/physecdoc.html

25 Computer Security Division

26 EMI: Electro Magnetic Interference R E

27 FSM: A RIRHEET /L (Finite State Model), Bf 5y = —/LVOEIELZ, ARIREET L& L

TRLk ¥ %,

28 JEREIEE | 5 Y 2 — I LT, MERRERA (D —~RE T 5 EOWENFE %
FEIRA) %fﬁﬁibiﬁl/ MENTEN, REM b DL LR, BN, WEFEg e U2
H5,
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%,
+ 2007 4F 10 H 12 H st Draft \Cxf4 53 X v NEHED ~ ],
- 2008 4£ 3 A 18 H  FIPS PUB 140-3 Software Security Workshop % Bife,
+ 2008 4F & 2 P 2nd Draft D7D /RT U w7 a Xy FO5EEL R
i (BEEOFREMEAD),
- 2008 A BF A4 DU CKRERGEEIC L 27&R (EEOFREMNA Y ),
- 2008 = D% 6 » H  DIR 233174 %, FIPS PUB 140-3 DFBRDZ S
ATUBHER, 140-2 L BROZ T ATk S D,
- 2008 4 Z D% 6 »# H  FIPS PIUB 140-2 DRBROZIFT AN EK T,
- 2007 45 11 H O NIST-IPA EHIEFE IRV TNIST CMVP & ¥ FREICOWT O 1 h3H
HIhlz, HLETIZOWTUIARY R =V AL FOKREGLIVLERD D,
- FIPS PUB 140-3 K77 hDL B = —
- FIPS PUB 140-3 DTR OfEEB LN E 2 —
- FIPS PUB 140-3 MR B B e BRI YE DT
- FIPS PUB 140-3 FEMREEMERER FIEOB, BB OBE
- RBRHSBEREE AT ¥ = — L O JE[E] B %
TV Y X LR — LV OIKFET Ny T

2.1.2 ISO/IECICEITHBEEEDaA—ILEFxa) T4 EHEEDRE

(1) 1ISO/1EC JTC 1/SC 27/WG 3
ISO/IEC JTC 1 1%, IS0 & IEC 23[R CHEE 42 IT SR Lo/ O fiii kB =
T, ZOTFDSC 21 ZEASBEREF 2V T4 2HELT0D, £OTFO W 3 T
WX )T A IR DRHERIER EA RO TN D,

(2) 1S0/1EC 19790 (Security requirements for cryptographic modules)

ISO/TEC JTC 1/SC 27/WG 3 1%, KE& BT X DFERITHE, 2002 4 10 H B
BV a— X a VT o EOEBERBIEFR L, BT EE S 19790 3E10 4T
BTz, 2005 4E 10 H D~ L—3 7T 2BITBWT FCD BTk A mEMEENMTb.,
EBFH R L DREEE D%, 2005 4E 12 A 1213 FDIS B AN FEH S 4, B LT
2006 4 3 H 1 HIZ ISO/IEC 19790 & L CERITFIT ST,

ISO/IEC 19790 %, FIPS PUB 140-2 ZX— A & L7-HEUETH Y . 244 CC(Common
Criteria) & ORAMRAZEM L TRl RA L L H T 5 Z LEt Sz, Ll Fik
DHEEATIC LS TCCIZH T DELE LI, T DO RICHET BT L A LR 2o T,
7p¥5. WESHEIZEI L, FIPS PUB 140-2 T3 #E S ABSED CSP & LCTRAIL 72>
S T2 D ZFESEIE CSP, ABRSEIL PSP & 2 FREAIZ /0t 3 5 70 &, Hilind e 5eil o K
LR BT,
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(3) 1SO/1EC 24759 (Test requirements for cryptographic modules)

2005 £ 4 HO U 4 = 2A/ICBWTC, BEEYa—tdxa T o BEOEBEER
% ISO/1EC 19790 |21l L CEEEORBRICLIE L 70 D | B 5T Y 2 — LR EF DO H
ik T oY= PGS L. TERMEE S 24759 EIV B THNT, 2006 4 5
HDOANRA 25 TWD2m6$1Lﬂ®$77)ﬁé T 1st CD (ZBI9 2 T
DAL, 200745 Hov v 7 2/ W T FCD I, Z D% FCD =M THi1, 2008
$3HﬁETiFms#®%énfwéo

ISO/IEC 24759 DFENL TR 4 DDEF = U T 4 LUl FIPS PUB 140-2 @ DIR &
FEABICFE U TH S, 7272 L., FIPS PUB 140-2 7>5 IS0/IEC 19790 AMERR S 7-FED
BEEDBREMEZRDL OO I ELLENH D,

2.2 X2 T1EH /BREGFRELFICHT HRERER
AIETE, WHEEY 2 —VERRTH, WREYa—tda U7 o BB 5B
AT =L ROEEETS 12,

2.2.1 ISO/IEC 24759 ~Ma 4 > MRE

ISO/IEC JTC 1/SC 27 128\ T, ¥ = U 7 ¢ BEEOEESKA I1SO/IEC 19790 (Zxti L
7= BRI 1S0/TEC 24795 MERF TH Y | %2@%%%/:~N§EK ZCFDIS
DRFaAMIKTLHaA MEAERL, 8 A 27 HEf#ED SC 27 DENEZEESIZE B
Tt L7z,

TAVRORNFELTULIDISO RFa A hEWH 2L T2T 4 U TILRFHRD 2
ARLB DR S TR IC BT DB IE AR 280187278, 6.8.1 FED AS07. 08
@ Random bit generators |23\ T RBG (Random bit generators) & % DEEE— RIZ-D
VT, AS07.10, VBO7.08.01, TE07.08.01, TE07.08.02 T [ISO/IEC 18031 #E#L] ¥ % &
WHZ LIRS TEY, ELLEZRBERINTHRNWZH, ZoHmiE ERahizbox
TS (CEEAKE L, £72. FDIS 23 12 HICB/RENT72, 2 A DF 4 [AlRE 5
EV2— LV EHETIE 3 AD IS0 ENEZESTO FDIS HEOMRFIDOT-DD 2 A "infg
L% 3 H 3 HICICHEFRICHEET 5 X O ICEBITKBE LA R A v Mo T,

2.2.2 FIPS PUB 140-3 @ 1st Draft 233 %3 A > FMERK
W, FIPS PUB 140-3 @ 1st Draft 1% 2006 4F 11 HRKIZ = A > MEEDT-DITAR S
NDTETHSTM, 2007 7 AIZAM /e olzfcd, BEEY a2 —/LZFER L INSTAC
i 5 2 S—MEAE V(LA L B W61 TiX 9 H 28 HICE 3 M SEY 2 — LV EES A
TR L, Ist Draft IZOWVWTORFEEITV, 2 AL MEEMER L, 10 H 11 BIZNIST (2
P L7, (%1 FIPS PUB 140-3 O IstDraft |29 % = 4 F &)
TAVNOERIIFEEXF 2T 4 LoYLICBITAERFHE LTALEBIWN4.TET
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IRENTWDEHOFRN, ZOFEFETEX2 YT 4 EREZZONE I DOV TTH I,
BEHRERE LT, BEX 2V T4 LUV K DB DL E 2R E LT,

« LUl 3 Tl DPA29 & SMEA30Z- 3B

« L~UL 4 TIZ DPA & SMEA, DMEASLHE (Z FI32% 5B/

- LUV 5 CIX FI Z3B 70,

FL L3 L4 TIIEERBEBICMEZRS>Z L& L, LoUL 5 TE—1@Y OXEIZ
XL CHRDMEEFRFONERH D Z T2 LI KRIE L,

2.2.3 FIPSPUB140-2 & BEEDA—IIRBRRUVZPIAHFHED-HDERHA
F XD BEKRFBEOHRETHRDER

NIST #1717 “Implementation Guidance for FIPS PUB 140-2 and the Cryptographic
Module Validation Program” (IG) IFZERUETHRDOFITf TN TUWND, Z Ikt LI
FEV2—NEERTIE, AABEORFIROERIEREZIT->TEY . 7 H 3 BHRUZASHEE
BANOTRR A& AFRL L, BIZ 2008 45 1 A 24 HAfiZ [FIPS PUB 140-2 & BFSEY a2 —/L
AR N ORBFERE DI DER T A # A L LT, S OMMFREERR L7, 3 HEBUE
NIST 72514 2008 4= 2 H 8 HIRAMRHIRN & L THATI T2,

2.3 2007 FEBHBRERT—F T T IV—TDOES

2.3.1 EEhEtE

BN IEBR Y — X% 2 7 7 —7 (W6) D FERIEB H AV, BB EED Y A KT
¥ ARNVBBEIH LTS EY 2 — V2T 28I A28, FRESEY 2—L
WARBROZEDOEX 2 ) 7 ¢ Bif - WBREOREICH D, 2T, B2 TLET
DHA RF ¥ FVKBE DB G E R OSSR FEICET 290E - EtE2T0, X207«
T - RBREE AP T 5 & & bIZ, ZOEBHFEEEEICH L THIRL TIT< b &
%, BARMIIZIZ INSTAC-8/-32 HEARYEMLA — R &2 FIH L7 ZBROFHE OKE « EIT21T I,
2006 FFEBAMED WG TiX, FEBROEITOT-DITHERT REFREE L TRO L OB EH S
77

. ERREROO -0, Bk S ERERRESCERGENLETH D,

. INSTAC-32 fLARMEILA — FRIZHBRENE, "— R =7 DXL 2& 1R dH D,

. EBRT — ZIIFERIRERS ) A ROEERKE,
CARENDIXFEBRICBEAT D ) UNTRET —Z DRBNBES TR,
C FEBRER O X 2 U T o B - REBRE A S X T TERS LT ST,

o ok w N

29

30

31

32

DPA : (Differential Power Analysis) Z=4yESIMENT,

SEMA : (Simple Electro Magnetic Analysis) i eBR&INfRAT,
DEMA : (Differential Electro Magnetic Analysis) FELY BRI RN
FIA : (Fault Induction Analysis) #fEcfl] FHAEAT,
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B 1~ 3IZHHET 2 T2 DI FEROBRESC HIEOI@BII AR TH D23, B4 O X
INTAEZED S OFRARMLITHFIN D D, T 2T AFIRFFEHEBEIC RS, FE 72 fF A
PSR DD 72 AR EIR & 72 o T, FEBROILAIZ KL ERTFREZ AR L T < FHHT
Tpolz, o, S OFEmITASH. TOW TR L TR RERSH D, ZD X5 etk
WAEEE 2, RO X DI 2007 FEOFEAHE L, F4EFAMETLIZ L& LT,

- 2007 4EFE 1]
FBRER S - EBRFIEOILBEIZ OV TORE
1. FEBGiEDIE
2. BIRD J A XKk 5 xR
3. EBRTHOLNIT — & Ofifhr ko il
- 2007 AFFE T )
NI L U 2 KBRS O A R T D,
- 2007 4F BL AR
INSTAC-32 HHARYERLA — R OERZED i E B T L CHEMT 5,
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2.3.2 REBA

BHBEHERT—F T NWL—T (2008 &£ 3 RH7E)

il

\
/

5
Ko ER A S E @ seeT R
i 1 — MASHERE  WHEEH

ZNIINLID'S ERERFEARIERS: K2 Bh#

AtE KRR MSATBOE NPEREAREMIETT W — 4K

i

\
/

il

\
/

il

ZER MK ENRPENARIRE N KT Kb 0%
%8 KHE Fik ENLRFENEREERY: Bid%

%8 Wie Fih HAKY:  SfE#AT

%5 s BABL MNATBOE NG SO E TS 71— ) —4
%8 B AS— POt R A iz

%5 %iE B RRREKRY  K¥EpE #d%

%8 R R BEASH B SZBUYERT BFER

B P ENZRFENTUN R KB #Ed=

B A SR AARBSHAS FEEE

=] mil AR BRASAHENIT 57 —4 =7 F A8~ |
B e MNIATEOE NEEHIFR AT EEFER
B Ve tER SEEBKAASHE F—L ) —F—

B ARbE R AARBESHAS FEEE

%8 gk AvE AARBE RS BT

%5 TR NEC ~A 7 b v AT AEREtE EHAE

%

%

%

%

\
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NN BEE 52 D, FEBRARIC K > TIPS OBRICEENSLETH DL Z L3y
olc, ZITIRING OMEEAEFE-REMBT L, WET —F 2o ERE L LT
MOWERERZ R LT,

€SS2007  (20074F11H2H)

9B-2 RSAR=IZxtd % P ISCRIVISPAD EERFFAM

EAREE, KRB, §ARFI RAERT: KRPFEEHREFFIeR) . ik GE GEESINRE
WFFERT)

ZHVE THEICRPUZ L VRSA W5 DSPA A 586 5 FIENW L OMREIN TV D, FFIZ,
2005 HiZVen BIZ K o TREI N ECERINFIOSPA 1L, 60T —F 7 7 F 703 Y
RLZHEAFTRETH Y . M OSPA ®FR & L THRA SN D ¥ I —REZBL X 5720, FE
ISR RBEE L 72055, L LRRDL, ZOFEICKT 5 FEHRAN— A DFEFEFIT L2
E IATV2RY, T 2Tl FPGA RIZF2EE L 7-RSA 55 ~DSPA EBRIZ LY | Yen HDF
EOFINEERRGE LT,

ISEC (2007 %12 H 19 H)
AES OF —7 V3 v U — 7R FPGA EEE\CIBIT DIt E N7 — 7 v akitik
Sl @R AR i (BRIRENL KT

55 FERERF I SRS LB 72 B C o D BB FRAT I, WS BALBRIE DT /N A A DI E
ZUEL, FFHLEEZIT O 2 & CREARET 2HBEIETH D, ZOML T, #OEH K
T2y 7 h 2T EEFRNTCHLT— TN Ry N — ISR B AR~
DR E LToH— Ry = 7 F2ECH AT 80T — 7LV sHEEHZ W THRiET L, FPGA R
— N5E4E AES Z# W TIT o e ERAE RN O L T OB EDMRATIE % 77 Lz,

ISEC (2007 12 H 19 H)
N— Ry = 7 RS2 AES KB5S 0 XOR HEE %% DPA Wik
i P B, RIS (BRI

INFETON— Ry =7 RES NSRRI 25 DPA TEIE, E50OEBHEREF)
ALbDThotz, EEHDIL, CMOS 731 AIBIT D EHER L FTHEBICBWT,
HBEEND D Z L AFIH Ll DPA FIEARE LTz, ZO#@MXTIL. AES # FPGA E
IZFEEEL . 2 ? Add RoundKey @ XOR {#HFEHIC T2 DPA MGEAIT > 72 fESE.  128bit
B AES W5 OMERO A ETEZ L E R LT,
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SCIS2008 (2008 4£ 1 H 22 H)

1A1-5 RSA W54 2 WESORPVE ) it B8 D fst

RIS, EARE, FAFEL ALKT RFEFGEE MBI TERL) | ik fE (PERERANRA
WFFERT)

AN EFRIRFEFNKTT D F ORI O BRI HEEZRE LTz, RFEL, NERRIRH
HIZHEIR D2 A IV T TRAETDAREY A 7 VORI S — 2 AW CRIER A HEE T 5,
AT DT U AEDE D Z & T, AN T VIEITA T, WEROFETITARA
HE7Z > 72 m-ary {£X° Sliding Window {E4 W2 F2EIC b HFIREE oo 70, ZOFMILT
T, RSA K5V a2a— VD= =27 BIONY 7 by =7 EELHWEERICL Y, 12
RFEENEIET LT Ty hA— LMK STHEI THDH Z & E2mR LT,

SCIS2008 (2008 41 H 22 H)
1A2-1 INSTAC-32 iR — RicE 1T 5 CPU %3 2 BAIRNT / TEldil iR b bk
FEFIGE, BHE 2. KR BRett va - 57— r—) . A =, WWFEFE, ARE
ff (AARBERHASL)
WLTIE, A R Ty 3 VKBECTH D [EAMNT & BB 2oV T,
INSTAC-32 ¥R — K E> CPU CEIET 2 K S LBRIZ 5F L C 0 L 7= fE R a2 Wi L7,
ZAIVE T, BRGNS X 0 SR L T TTE D E WV OISR R BV o
ENTWD, EHELIIRERO Ve —T7 L AEO T a—7 %] L TEREZITV., MBI O
BT 294 FF v RVIEMOFEDE NI DN TELRE LT,

SCIS2008 (2008 41 H 22 H)

1A2-3  HA RF v ROVBOREEERAG A — R 2 W7o 773 X OEERGE f#T E5R
EAFIFE, @AEIAET (NTTHEREIET 7~ N7+ — L0800 . IAEE (NTT ~A 27 a v
AT DA T T = a UOFGERT) . AN (REEANEERT)

PA RF ¥ FVBCREEAESAf AR — B SASEBO (Z#5# L7- 128 £~ b7 v v 75 AES
\ZxF U C A2 BT DPA 36 X OVES BRI MNT DEMA 217572, ZOf5%. DPA B X
" DEMA & H80OHEEITREI L. SASEBO CTEBIEMANT OFNZ 425 Z L NafETH D
ZENERIICHOI o T, BAERHTET DO R IERIE, DEMA @55 DPA kv %
<o EMERERR A m O AR LY Zvo Tz,

SCIS2008 (2008 41 H 22 H)

1A2-4 ESREET 1 — 7 OFMEIC K B BRI M 325k
E%wi\%%%~\mm%%mW%@(%ﬁ%ﬁﬁzﬁ%%%ﬁy&—)

T, A RTF v RAVKEE LT S ERO A ST USMIIRIR T 2 15 & fdT L CRAE S
WA BT D BEENBEN 2GR L oo TEBY . 2 < O FIE EXBRFEMER S LTV
Do —RIZ, VHE BN CIIMT R RN O OIRRER LOAFTTE RV OICH L, &
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T FURAT LI R D —H70> & DIFIRIE WA AF TE 2720, HEBIMNT L0 b7
WRLEVGLEEDN TS, ZOmXTIE, AELTCEZERDiERET m—7 & FPGA &
— F(SASEBO) #Zfifi o 7= RS ATAE R 2~ UL 220 fREE DAR Wl v — 7 & BEi L C
Z DM EBET LT,

SCIS2008 (2008 4£ 1 H 22 H)
1A2-5 FPGA (Zkfd 2 RS RHT LR
RIS —, = HE. WAFR BRASHAE IR 7 —)

MR O FIEB B O A2 B & LT, A RF ¥ RVBEEMR GG AIERE > Z » h 7
+— LAk INSTAC-32 X° SASEBO AP &Nz, ZNbHD7 Ty b7+ —LxHn5H 2
& T, FEEBEFELRBNHE CTE 2RENEVN->2H 5, SASEBO |L, HEE %4 &
WIEETHIETEZ 5212/ 4 AXR BB L Tkt Tnd, £2 T, Z® SASEBO
& INSTAC-32 ¥l 7T v + 7+ — 2D FPGA R— FB LMl &N TV 5 FPGA R— R
DT EME ZJE L, &8 — FEOWET — & 242 & & bIo, E0 BRI
(DEMA : Differential Power Analysis) #1T > 72, Z @O CiL, ZiLH OFERRFERIZ OV TH
B,

SCIS2008 (2008 41 H 23 H)

2A1-1 T—7 Xy FU—7 8 AES FEOH FIEORE

WnRm (CEEERRASH EREIFRE) . IR, CEEBEET L v=TY 7
RS A S ERT) . ERER (2B HmEirRe &9

O BIRNTRRZ SN TLR, ZOXRPENRN TS, ZiuixtL, Y7 by =7
—ATOXMKE LT, T—T ARy U= ZHVDREMREINTND, ZiuL, &§
B DIINENY 1525 SRR BB 2 A ZGA AT T — T NV DTS SV AT H 2 & T, K
TAROPEEL L EERICHE SN THEE L OMBEE R L, 20 E T A R AT6E
IZT 5D THD, LL, EROT—T Ry T —7 REORE FILREIIHE LT
T—TNVEFERETOINERD D, Z0H, REODAEY ZHET L, £z, #HEELET
HEILT =7 NVEFBELRTIROT, TORDOEEI A NBUEL D, 20O
T, FIEREIE U T — T N ENTE L LR WTEEFRE L, ERICL Y Z0EEE K
REL 72,

SCIS2008 (2008 41 H 23 H)
2A1-3 RSL £k Hv 72 ifit DPA K55 LSI O EHFiE
AL H— R LD RSL OFEH L AES [A]#& -~ -
AR, VMl o (ZZEEMEASH HlMEIR G arseT) . ik e (GEREBINR AT
7T
ZIZTIE, OMOS RAH > —RELT AT T U EHWERSL OFEFXEREL, ZOLE
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PERAFICOWCiim Lz, $REHFRUIDPA 128DV —7 EBE T — My ORI LIRET S

JIWZMZ D T ENAEETH Y | WDDL & bhig U TSR o FH I & D PERES iT A 72 < %)
%@Ewﬁ%ﬁﬁf%éo%%6ﬁﬁﬁ\K%T%¢ML%%wt%%E%®%%7D—’
HE AFUH—REMIEDRSL 2 Li=7 e N ¥ A 7LST ZB% L C\5, 2 2 T,
Z DOLST (THE#k L7ZAES [EIBE ORERL & GETERBIC DWW T i LTz,

SCIS2008 (2008 4£ 1 H 23 H)

2A1-4 RSL 7% Fv 720t DPA 5 LSI Ok Gk

—XFT BB B 1T % FAiT DPA FHifi—

efl Fa. SR K (BRSBTS IrIEaT) . o G (EZESINR ST
FIT)

BZEDIIN T U UAZLLIZEIT D DPA XK FiED 1 > TH D Random
SwitchingLogic(RSL) #E#Ef)72 CMOS A% X — R/ CHEEE L, AES EIRICHEH L
7o FEBRH LSI #sHh CTh b, 2D AES FIEKIL, LSI ORFHEHRICIE S =981 DPA 7
il &V, & DPA THEEZ AT DL 2R LIZbDTH D, ZOmm LTk, LSI Okit
EEBEIC 31 2203 72 3R DPA FEAT FIEIZ DWW TR FPGA ZHW=FERIZEL Y, 2D
FEOFMEZ R L, 612, Lt AES [ OFAT DPA SRS RIS DWW Tt Lz,

ISEC (200842 H 29 H)

N RINAT g VB T N @R EE IR 2253 A BT v ROVIRHT

PR T IR, NRER, A RER (EARESHRASH) . TERGE, B R, A%
3 (B UA o T— )

Z TR BBEY 2 — UK T 5204 RF v RUHITICEB N T, JIERBIZE £
DA RENS RNNAT g VAL VBRETDHZ LT, ITREOSGENRETHDLZ L&
R LTz, N R T 4 VZ ORI T, EREIRORED ) A AREICKE e
%5260%:f,ﬁﬁ%ﬁ@%%$%kbf HERFE DR — 27 MVEFIH LT 2
FHEOFELZRRE L, £2, BHEEMIEO 2FEOY A FF v RAAFERITH 2 3%
BRICE Y, ETIEOHNMEZ M L7,

ISEC (200842 H 29 H)

EEY 22— A ~DEFZTA U NLDY A RF v RV E

~ FPGA % AES (251 5 EBfil ~

EHRR, BlE, ®E5R, AR i (BIRENLRY)
#4F??*w&%@*0’\i%@ﬁ@@A—F7I7®%%$ﬁ%Aﬁfé*k’i
W58t EOREIEREFRBE L LD LT HBENBINTKEN D S, HEEHOWEILEE.
BIRTA L TITHOLDOTHDLN, BRTA v EBRMCER SNT=T7A b1, BRTA
TR THHEBE L ARRREREZNE CZ RN H D5, O L5 RIEEBEONE
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AL FELTUERTA VITIER L, FPGA IZ523E L7z AES 2 Bxf4: L LT, ERT A
N K DENRNBELZ ST A o WERA b & UTZB I RNT B & [RIRR 72 B 2 il 7
BRIz RS LTz,

ML AR5 70 MI2ERE (2008 423 7 15 A)
5ZB3 WA RF v x/VIHEFEUEREAM AR — F(SASEBO) % fifi 5 7= AES 750> F2HE I B 52l
R RAE, B, BIAS— (PR 7%)

155 B E OB E N N BRE e R A . A v F Ry MO RGO LT,
WEOZRRFNS T L2ERAEmEY . BEEX=2 U T 116 205813 OBE B2 1
LTW5,

P A RTF v RNVBBIZET DHFE R ANAT DIV TN D RS FEERICET 56 —sHil 1%
Dlfesraz B & LT, BEHER 7" Z » b 7 4 — 51k INSTAC-8 & TN INSTAC-32 2335 E &
L. b OYEILR— RSB ST,

ZIZTIE. ENLOENR — RE AW ST Y 2 — b ~DBERNSE SN MR E
U, PEREBATRAUITERT K OHAL KRN T2 SBHTE LT A BT v 1 VIR Rt AN
— F(SASEBO : Side-Channel Attack Standard Evaluation Board) (2%} L T3t~ o v
W FEL ., A RF v RVBEBEICET DMEE 21T o 7o R a7 LT,
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FEIE

BRAEIR:

3.1 BEEY1—ILEESORERKR

2007 DI 5T Y 22—V EARIT, sH4 RS, FRISEOMEITEL 3 1D LB

DThH5,
#3.1 2007 £FERFEES 1 —ILERESDERKR
[ BrAE H AF F ik
%51 PR 1946 A 6 H ey a— VEZERBRRIZONT
10:00~12:00 ZERA®
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Pk 19 FERE 5E Y 2 — NV EBRTEEFE () 2501 T
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CMVP SEJA AT A & > ZAYGERR D FH ST L 2FRRICHOWN T

%5 2 (Al ERL194E7 A 25 B ISO/TEC FDC 24759 D%

14:00~16:00
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%5 3 [ R 1949 H 28 H NIST FIPS 140-3 K57 b= X > &
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%5 4 [A] PR 204E2 A 15 B ISO/1EC 24759 FDIS D
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CRYPTREC Report 2007 (£2) 22T
2008 A DIEE (R2) 12>\ T

39




3.2 BHRWMERTI—F2JTIL—TORERR

2007 FEE DB FER T — % o 7 7 v—71%, B4 BBfE Sz, FRISEOMEILE
3.20LEBYVTHS,

#£3.2 2007 FEBABARRT—F 2T T L—TOFERR

[=] Rk H F EEvAN |
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B2 ARBHERFA AR — 12D\ T
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Comment List for Draft FIPS 140-3 “SECURITY REQUIREMENTS FOR
CRYPTOGRAPHIC MODULES” by CRYPTREC and INSTAC

Date: 2007-10-11 Document: Draft FIPS 140-3

1 2 3 4 5
gl"l‘)“i‘e N°'§\I ; Paragraph/ | Type | Comment (justification for change) by CRYPTREC/INSTAC Proposed change by CRYPTREC/INSTAC
u Z:‘E:e 3°'1) Figure/Table/ of
-8 o Note com-m
(e.g. Table 1) ent?

4.1.1 Types of 2" item in te As an instance of a cryptographic module, there Since software module is constituted by hardware, OSs and software, it
Cryptographic p.16 provides the software module constituted only by | leads misunderstanding unless describing cryptographic boundary is
Modules software in 4.1.1; however, the 4.1.2 describes set within physical boundary by configuring the physical boundary. Add
that such processor implementing the software "define a physical boundary and define a code boundary in it." on the
should also be included in that cryptographic 4.1.2.
boundary - this shows somewhat inconsistency.
4.1.3 Multilevel 5" item in te In the 5t paragraph, “If re-configuration from one 1) The definition of physical security level" should be added. Then the
Approved Modes of | p.17 Approved mode of operation to another alters the scope that the physical security level being indicated should be
Operations physical security level of the module without changing provided in that definition whether the security level is for 4.6 or the
the overall security level of the cryptographic module, security level is both for 4.6 and 4.7.
then the cryptographic module shall perform a 2) Question is raised about the necessity of 5t “ -+ " in the 4.1.3.
zeroization of all CSPs within the module.™:
About 1) “the physical security level”;
Does this mean the security level relevant to the
requirements of Physical Security described in
the 4.6 or the security level is also
included/described in 4.7 or does this mean
other than that. It needs to be clarified. (It
refers the description of FIPS140-2IG.)
About 2) The parameters needs to be zeroization,
is the timing adequate to define when “the
physical security level” is changed (It won’t be a
problem if “the overall security level” would not
be changed?) .
4.3.1 Roles p.19 te The description of Maintenance role which clearly | It seems that the description is included in the Other roles column;
stated in 140-2 is deleted. however in the 4.6.1, there clearly described about Maintenance role to
be used for maintenance service/access: it should not be deleted.
4.3.2 Operator 4" inthe 39 |te In relation to the “password selection to prevent the | It should specifically present the requirements to be fulfilled by the
Authentication paragraph use of weak passwords that are more susceptible to passwords.
in p.20 attacks”:

3 Type of comment:

NOTE

ge = general

te = technical ed = editorial

Columns 1, 3, 4 are compulsory.
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Comment List for Draft FIPS 140-3 “SECURITY REQUIREMENTS FOR
CRYPTOGRAPHIC MODULES” by CRYPTREC and INSTAC

Date: 2007-10-11 Document: Draft FIPS 140-3

1 2 3 4 5
Clause No./ Paragraph/ | Type | Comment Gustification for change) by CRYPTREC/INSTAC Proposed change by CRYPTREC/INSTAC
Subclause No./ Fieure/Table/ ;
Annex (e.g. 3.1 1guTer oA o
Note com-m
(e.g. Table 1) ent?
4.3.3 Services The 1% te In relation to the description of “The logic performing The scope of “loading logic” to be indicated should be clearly defined.
paragraph in the external software loading shall be logically
p.20 disconnected from all data output.”, it is hard to
comprehend its major points.
4.5 Qperational p.24~27 te As the trusted channel of Security Level 3, there
Environment
required preventive measures against alteration,
replacements, exposures and playbacks.
Does the all parameters of “The Trusted
Channel...parameter.” have to be satisfied?
The authentication function of “The Trusted
Channel” can be altered by the function of
“Operator Authentication Function” in the 4.3.27?
4.6 Physical The Chart3 |te What does the Radiation Fault Induction of Security Since the 3t « + ” description of Security Level 5 in the 4.6.1 is somewhat
Security in p.28 Level 5 mean?
blurry and is necessary to specifically be described. (The same review
process is necessary in the description of the 4.7 as well.)
4.6.1 General The 39 “-"in | te About the Maintenance Role: It is necessary to maintain consistency.
Physical Security P29
Requirement
4.6.2 Single-Chip p.31 te It seems that the Security Level 4 and 5 should be | As with the FIPS140-2: In case there is such level which does not have

Cryptographic
Modules

collectively presented.

additional requirements, it should be described “There are no additional
requirements (for xxx) at Security Level X.” only when Low Level which
consecutively follows from LV1 unless otherwise the concerned level
should be described together with the additional requirements of the
sub-levels.

3 Type of comment:

NOTE

ge = general

te = technical ed = editorial

Columns 1, 3, 4 are compulsory.
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Comment List for Draft FIPS 140-3 “SECURITY REQUIREMENTS FOR
CRYPTOGRAPHIC MODULES” by CRYPTREC and INSTAC

Date: 2007-10-11

Document: Draft FIPS 140-3

1 9 3 - 5
glalt)u?e No-i\l / Paragraph/ Type | Comment (ustification for change) by CRYPTREC/INSTAC Proposed change by CRYPTREC/INSTAC
Alxlm(:a:;l 1(1: y 30i) Figure/Table/ of
8 Note com m
(e.g. Table 1) ent?
4.6.5 Environmental | p.34 te It should be required that cryptographic module shall detect or respond

Failure

Protection/Testing

“EFP/EFT” in section 4.6.5 takes into account of
temperature and voltage only. It is, however, well
known that for a cryptographic module with
external clock supply, there are attacks to
manipulate clock signal from the normal
operating range, e.g. to provide much faster clock
signal for a short period of time, to cause faulty
operation resulting in derivation of some secret
parameters. Smart card is a typical cryptographic
module with external clock supply.

appropriately if a clock signal falls out of the normal range of operation.
(It seems that the relevant description is 4.6.5; it should be added that
“there is no description about the malfunction in conjunction with the
instantaneous environmental anomaly” either in the current description
of 4.6.5 or in the Other Attacks column of 4.11.)

3 Type of comment:

NOTE

ge = general

te = technical ed = editorial

Columns 1, 3, 4 are compulsory.
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Comment List for Draft FIPS 140-3 “SECURITY REQUIREMENTS FOR
CRYPTOGRAPHIC MODULES” by CRYPTREC and INSTAC

Date: 2007-10-11

Document: Draft FIPS 140-3

1 2 3 4 5
glalt)u?e No.{\I ) Paragraph/ Type | Comment (ustification for change) by CRYPTREC/INSTAC Proposed change by CRYPTREC/INSTAC
A (o0, 3.1) Figure/Table/ | of
8. < Note com-m
(e.g. Table 1) ent?
4.7 Physical P35 Te
Security-Non-Invasi Description of side channel security requirement
ve Attacks in section 4.7 is based on attack method, i.e. the

requirement refers to the names of attack
methods to be considered. Description method for
side channel security requirement is classified
into three types as (1) attack-based, (2)
countermeasure-based, and (3) metric-based.
Since we think the metric-based description is an
ideal approach, it is preferable that forthcoming
documents such as DTR should describe the
requirements in the metric-based manner when
well-established metrics are ready.

3 Type of comment:

NOTE

ge = general

te = technical ed = editorial

Columns 1, 3, 4 are compulsory.
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Comment List for Draft FIPS 140-3 “SECURITY REQUIREMENTS FOR Date: 2007-10-11 Document: Draft FIPS 140-3
CRYPTOGRAPHIC MODULES” by CRYPTREC and INSTAC

1 2 3 4 5
gl"“‘se No/ Paragraph/ | Type | Comment (ustification for change) by CRYPTREC/INSTAC Proposed change by CRYPTREC/INSTAC

ubclause No./ PFieure/Table/ ;
Annex (e.g. 3.1 1guTer oA o

Note com-m
(e.g. Table 1) ent?

4.7 Physical P35 Te Levels and attacks. Level 1 and 2: anything is not required.
Security-Non-Invasi The followings are the mapping of side channel Level 3: is required to the measures against Timing Attack, SPA and
ve Attacks attacks to each of five Security Levels in the draft SEMA.

FIPS140-3:

Level 1 and 2: no requirement

Level 3: Timing Analysis

Level 4: SPA and DPA

Level 5: EME.

On the other hand, Level 1 is to achieve the
lowest security and Level 5 is the highest.
Therefore, the mapping above seems to assume
the strength of side channel attacks increases in
the following order: Timing Analysis, SPA/DPA,
and then EME.

Technically, however, it is not necessarily true
that EME attack is stronger than Timing Analysis.
Thus, the present mapping might potentially
cause a conflict between security Levels and the
security strength achieved, or at least mislead
users to think that EME is the strongest side
channel attack.

About fault based attack:

Fault-based attack is important. It is worthwhile
to check whether requirements in the draft
FIPS140-3 will cover fault-based attack
adequately.

Setting of Cryptographic boundary:

It can be considered that side channel attack can
be much more easily conducted depending on how
cryptographic boundary is set.

Level 4: is required to the measures against Timing Attack, SPA, DPA
and EME (SEMA, DEMA).

Level 5: is required to the measures against Timing Attack, SPA, DPA
and EME(SEMA, DEMA).

Please refer to the attached Document 1.

We propose to add the notice that a side channel attack may become
relatively easy to apply, depending on how Cryptographic
boundary is defined.

3 Type of comment:

NOTE

ge = general

te = technical ed = editorial

Columns 1, 3, 4 are compulsory.
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Comment List for Draft FIPS 140-3 “SECURITY REQUIREMENTS FOR
CRYPTOGRAPHIC MODULES” by CRYPTREC and INSTAC

Date: 2007-10-11 Document: Draft FIPS 140-3

1 2 3 4 5
gﬁ)‘g‘:ﬁg&o ; Paragraph/ | Type | Comment Gustification for change) by CRYPTREC/INSTAC Proposed change by CRYPTREC/INSTAC
Annex (e.g. 3.1 Figure/Table/ of
Note com-m
(e.g. Table 1) ent?
4.8 Sensitive P36 te The sentence as follows. Replace “random bit generators” with “random bit generation”.
Security SSP management includes random bit generators,
Parameters SSP generation, SSP establishment, SSP entry/output,
Management SSP storage, and SSP zeroization.
What the one included in the SSP control is not
the “random bit generators”, but to “conduct
random bit generation (action)”.
4.8.4 SSP Entry and | P38 te The meaning of “Non-electronically transport Definition should be added if the meaning is differed.
Output (definition)” is not clarified. Though it seems it is | In addition, reviewing of the expressions in the paragraph 4.8.4.8
used as the antonym of “electronically transport” | should also be required.
and is used as the synonym word of “manually The meaning of “Non-electronically transport (definition)” should be clarified.
transport”: it still is not clearly understandable. In case it is the same meaning with “manually transport”, it is necessary
to unify the word either one of these. In such case, “Non-electronically
transport” used in the 4. SECURITY REQUIREMENTS- Table 1- SSP
Management “Non-electronically transport” should also be unified.
4.8.4 SSP Entry and | P38 te The sentences as follows. The meaning of this paragraph should be clarified.

Output

Non-electronically transported PSPs may be entered
into or output from a module in plaintext form and need
not be cryptographically authenticated regardless of
whether they are entered manually or
electronically.

It is inconsistent if the “Non-electronically
transport” means “manually transport”.

3 Type of comment:

NOTE

ge = general

te = technical ed = editorial

Columns 1, 3, 4 are compulsory.
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Comment List for Draft FIPS 140-3 “SECURITY REQUIREMENTS FOR Date: 2007-10-11 Document: Draft FIPS 140-3
CRYPTOGRAPHIC MODULES” by CRYPTREC and INSTAC

1 2 : : 5
glalt)u?e No. {\I / Paragraph/ Type | Comment (ustification for change) by CRYPTREC/INSTAC Proposed change by CRYPTREC/INSTAC
ubclause No. Figure/Table/ of
Annex (e.g. 8.1) N -
ote com-m

(e.g. Table 1) ent?

4.8.6 SSP P39 te The sentences as follows. Rewrite as follows: (Use same expressions used in the Security Level 1 and2.)
Zeroization SECURITY LEVELS 3 AND 4.

SECURITY LEVEL 3
The cryptographic module shall control the zeroization | The cryptographic module shall control the zeroization of the CSPs.

of the CSPs.

SECURITY LEVEL 4
There are no additional requirements for Security Level
4,

Lv3 and 4 should be unified when presented.

As with the FIPS140-2: In case there is such level
which does not have additional requirements, it
should be described “There are no additional
requirements (for xxx) at Security Level X.” only
when Low Level which consecutively follows from
LV1 unless otherwise the concerned level should
be described together with the additional
requirements of the sub-levels.

4.11 Mitigation of P48 te TEMPEST is being missed. It is necessary to check whether the TEMPEST should be included or
Other Attacks not.
APPENDIX C P56 te About the description of APPENDIX C. It is necessary to be rewritten.

3 Type of comment: ge = general te = technical ed = editorial

NOTE Columns 1, 3, 4 are compulsory.
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Responses to the comments for 4.6, 4.7

The parameters to be considered upon reviewing demanded Security levels:
- Cost for attack (time)
- Cost for design (time)
- Skills necessary for attack
- Cost for devices
Respective standpoints upon reviewing:

- asauser
- as a tester Leakage of electromagnetic
- as avendor
EME Fault
TA SPA DPA | SEMA | DEMA Induction
44 45
Level 1, 2
Level 3 Y Y Y
Level 4 Y Y
Countermeasures against Y Y Y
significant attack
Level 5 X X X X X
All countermeasures (needs to
discuss) NG
Blue Line is proposed by the Draft FIPS 140-3. \

Leakage of electromagnetic emission is the part of EME (if Colored parts are the suggested parts
for alteration.

The reasons for alteration
Reviewed from the standpoints of cryptographic module users

- SPA and SEMA are comparable threats.
+ Cost of attack may be differed, but the cost of design is almost the same

- Fault induction attack is necessary for over Level 4
+ Needs to add the definition of Fault induction attack or Fault based attack.

- About the difference of level 4 and level 5, it is desirable to describe a difference
with a qualitative expression.

+ For example,

e Security Level 4: The cryptographic module resists the principal attack
methods.

e Security Level 5: The cryptographic module resists the attack by more
powerful attacker.
+ In DTR/IG, you should describe the difference in the security level specifically
(see X).

- We think that CPA (Correlative Power Analysis) is included in DPA.
* Is CPA contained in DPA in Draft FIPS 140-3?

* SEMA Simple ElectroMagnetic Analysis
*> DEMA Differential ElectroMagnetic Analysis
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+ We have classified the Side channel Attacks as follows from required capability
for processing of the obtained side information.
* SPA,SEMA......cccooiii i, possible with simple process
* DPA (CPA), DEMA, Cache attack...... needs statistic process
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