CRYPTREC Report 2005

18 3






1.1 CRYPTREC e e

1.
1.
1.3.
1.3.
1.

2

w

W W W W W W W W W W W
N NN P PR R R R R R R

2
3

4

L OFEPS T40-2 ...
2 ISOZIEC 19790 ........eeiie ittt

e PP PPPPPPPRRTP
s s

210 SCHS 2006 e
22 CHES 2005 e



2005

2000 3 (CRYPTREC )
2003 2
CRYPTREC LSI
( )
( )
FIPS 140-2

1SO/1EC JTC1/SC27/WG3

2003

1S0/1EC JTC1/SC27/WG3 1S0/1EC 19790



GPK1

URL CRYPTREC Report 2005
http://www.cryptrec. jp/report._html
http://www.ipa.go.jp/security/enc/CRYPTREC/index.html
http://cryptrec.nict.go.jp/cryptrec_info_publicity.html

€y

&)

0.1 (

® ) &)

NIST (4) Implementation Guidance

(1)FIPS PUB 140-2, SECURITY REQUIREMENTS FOR CRYPTOGRAPHIC MODULES, CHANGE NOTICE

(12-03-2002)

(2) 1S0/IEC FDIS 19790 Information Technology Security Techniques - Security
requirements for cryptographic modules (2005-10-31)

(3) Derived Test Requirements for FIPS PUB 140-2, Security Requirement for



Cryptographic Modules (March 24, 2004 Draft)

(4) Implementation Guidance for FIPS PUB 140-2 and the Cryptographic Module

Validation Program (Initial Release: March 28, 2003; Last Update: December 01,

2005)

CRYPTREC

info@cryptrec.jp



1PA
NICT
1SO/1EC
( )
( NICT IPA)

(2) (1)
)

2
3

WG /
1 2005 CRYPTREC



(2006

NTT

(2005

1

NTT

9

(2005
(2005

7
7

o/ o/

S1



(2005

(2005 8

(2005 8
(2005 7
7

(2005

7

o/ o/



1.1 CRYPTREC

2000 5

2001

CRYPTREC(CRYPTography Research
2000 2002 3

2003

WG

e-Japan

1PA)

and Evaluation Committees)

CRYPTREC

2003

2

29



WG

1.2
2003 2
CRYPTREC 2003 2
(€H)
@)
(1)
(2)
1.3
(LFIPS! 140-2 ( NIST?)
(2)1S0%/1EC* 19790
1.3.1 FIPS 140-2
FIPS 140-2 / CMVPS
NIST
(DTR)® (16)’

DTR

NIST/CSE® 5

Federal Information Processing Standard
National Institute of Standards & Technology
International Organization for Standardization
International Electrotechnical Commission
Cryptographic Module Validation Program
Derived Test Requirements

Implementation Guidance

Communication Security Establishment

0 N o b~ W N P

2

NIST
1G

FIPS



140-3 2004 9 ““CMVP

Symposium 2004~ 2005 9 FIPS 140-3
““NIST Physical Security Testing Workshop””
2007 3 FIPS 140-3 2007 9 FIPS 140-2

1.3.2 1SO/IEC 19790

1SO/1EC 19790 FIPS 140-2 1S0/1EC JTC1°
SC27/WG3 2005 12 FDIS™
2006 3 1
FIPS 140-2 1SO/1EC 19790
24759
2005 11 Kuala Lumpur
Randy Easter( NIST) Jean-Pierre Quemard( ) Hans von
Sommerfeld 2006 5 Madrid wp
1.4
2003
@
1SO/1EC
0
@
FPGA™
2004
@
(1SO/1EC 19790) FIPS 140-2
0

9 Joint Technical Committee 1

10 Final Draft International Standard
11 Working Draft

12 Field Programmable Gate Array



a) e)
2)
FIPS 140-2

b)
a)

) 1S0/1EC JTC1/SC27/WG3
(1S0/1EC 19790)

(Ist CD 19790)

d) 0
NIST ““Implementation Guidance for FIPS PUB 140-2 and the Cryptographic
Module Validation Program(Last Update: April 28, 2004)>” 4 28
e) 0.1
2003 0 NIST FIPS 140-2, DTR  CHANGE NOTICE
0.1
@
2003
a) ©)
a) (8 CPU)
INSTAC®
8 CPU
b) (32 CPV)
INSTAC
INSTAC
32 CPU 2003
FPGA
c)

ISEC

13 Information Technology Research and Standardization Center, JSA ( )

10



€ ) CHES 2004(8 ) 1CD © ) CSS 2004(10

) ASIACRYPT 2004(12 ) IACR e-Print Archives
Web
2005
@ ( ) (
)
FIPS 140-2 1SO/1EC 19790
2006
1
FIPS PUB 140-2 evaluation
testing( test) evaluation Common
Criteria Common Criteria FIPS
140-2

FIPS PUB 140-2 Security requirements for cryptographic modules

—

Derived Test Requirements [DTR] for FIPS PUB 140-2

—

a)1S0/1EC JTCL1/SC27/WG3
(FCD 19790, FDIS 19790)

b)
NIST ““Implementation Guidance for FIPS PUB 140-2 and the Cryptographic
Module Validation Program””
c)
2004 0.1 0.1
FDIS 19790
@
2004 (32 CPU)

11



2005

3

@

1SO/1EC 19790 1SO/1EC FDIS 19790 (2005-10-31)

1SO/1EC FDIS 19790 2006 3

2

FIPS 140-2  DTR 0.1

ISO/1EC FDIS 19790  FIPS 140-2

€)

NIST ““Implementation Guidance for FIPS PUB 140-2 and the Cryptographic

Module Validation Program(Initial Release: March 28, 2003 Last Update:
December 01, 2005)~~

12



2005 5
1 2005
1 17 6 2
15:00 17:00 ISO/IEC JTC1 SC27/WG3
7
0.1
2 17 10 14 NIST Physical Security Testing Workshop
15:00 17:00 FDIS 19790 7
3 17 12 16 FDIS 19790
13:00 15:00 2005-11-07
2005-12-05
4 8 1 27
14:00 16:00 2005-12-22
5 18 2 23 2006-02-14
10 30 12 30 CRYPTREC REPORT 2005 )

13




3

3.1

3.1.1

(DFIPS 140-2 (SECURITY REQUIREMENTS FOR CRYPTOGRAPHIC MODULES)

FIPS 140
NIST
FIPS 140
1994 1 FIPS 140-1 2001
FIPS 140-2
FIPS 140-1
FIPS 140-2
2006 1
FIPS 140-2
11 (
/
)
( 1 4

5 FIPS 140-2

2002

(2)DTR (Derived Test Requirements for FIPS PUB 140-2)

DTR FIPS 140-2

DTR  FIP 140-2 2004 3
2006 1
DTR 11 FIPS 140-2 11
FIPS 140-2
(
)
FIPS 140-2

14

12



(3) Implementation Guidance
Implementation Guidance CMVP DTR
NIST CSE CMVP

Implementation Guidance  FIPS 140-2 DTR

2005 12 2006 1
Implementation Guidance 17 (OVERVIEW, GENERAL ISSUES, SECTION 1
SECTION 14, EXPIRED IMPLEMENTAITON GUIDANCE)
““SECTION 1 SECTION 147~ FIPS 140-2 4.1 4.11 (SECTION 1
SECTION 11 ) APPENDIX A(SECTION 12 )  APPENDIXB(SECTION 13
) APPENDIX C(SECTION 14 ) FIPS 140-2
SECTION
““OVERVIEW>>  ““Implementation Guidance”” ““GENERAL
ISSUES”~ SECTION 1 SECTION 14
““EXPIRED IMPLEMENTAITON GUIDANCE™”
3.1.2
3.1.2.1
FIPS 140-2 IS 1SO/1EC JTC1/SC27/WG3
¢H) / CMVP
(2)1S0/1EC JTC1/SC27/WG3
2
(DCMvP
20056 9 26 9 29 Physical Security Testing
Workshop presented by the CMVP and IPA/INSTAC 59
(33) (©) ®) @ @ @
€) @

NIST/CSE  IPA INSTAC CMVP

15



19 9 28 29
NIST  Web
http://csrc.nist.gov/cryptval/physec/physecdoc.html

CMvP
CMVP

FISMA(Federal Information Security Management Act)

FIPS 140-2
FIPS 140-2  1SO/I1EC 19790
FIPS 140-3
2005 140
FIPS 186-3:Digital Signature Standard (DSS)
CAVS( ) SP 800-56 Key Establishment
TLS1.0/1EEE 802.11i
2005 9 10 2005 2
DES FIPS 46-3) 2 AES/TDES

FIPS 140-3
FIPS 140-2 FIPS 140-3
2 6
3
5 5

FIPS 140-2 FIPS

140-1 FIPS 140-2

Software Security Section Sub-Chip
cC Detached from CC [CC ]
Pre-operational Test
FIPS 140-3 1SO/1EC 19790 CSP PSP
IS/1EC 19790, 2nd Edition Us cC
FCC FIPS
140-3

16



FIPS 140-3
FIPS 140-2

4
Sub-Chip
Single-Chip
Multi-Chip Embedded
Multi-Chip Standalone
Source-code

Y V V V

VHDL

Removable covers and door

observation

FIPS 140-3

Non-Invasive/Invasive(

Ventilating hole

CC

Penetration Testing/Vulnerability Analysis

FIPS 140-3

FIPS 140-3
2005 9 Draft#0
2005 11 Draft#l 3
2006 2 Draft#l
2006 3 DoC(
2006 9 DoC(
2006 3 FIPS 140-3
2007 9 FIPS 140-2

2006 2 Draft#0

2006 5 Draft#l 3
2006 8 Draft#l
2006 9 DoC(
2006 12 DoC(
2007 6 FIPS 140-3
2007 12 FIPS 140-2

17



(2)1S0/1EC JTC 1/SC 27/WG 3

1SO/1EC JTC1 1SO  IEC IT SC27
WG3
1SO/1EC JTC 1/SC 27/WG 3 2002 10
11( 19790) 2005
4 ( ) 10 ( ) 2
FCD FDIS 2005 12 IS 2006
3 IS
2004 2005 4 10
1SO/1EC JTC 1/SC 27/WG 3
NB NB 11
1S0/1EC 19790 FIPS 140-2

CC Common Criteria

2005 4
study period 10 2006 5
3.1.2.2
3.1.2.1
@.>
@
2005 10 ISO/1EC FDIS 19790
FDIS 19790 CRYPTREC Report 2005
3.1.3
(2)FDIS 19790
2005 10 FDIS 19790
3.1.4

18



3.1.3

““FIPS PUB 140-2, SECURITY REQUIREMENTS
FOR CRYPTOGRAPHIC MODULES, CHANGE NOTICE(12-03-2002)~
0.1
1SO/1EC JTC1/SC27/WG3 FIPS PUB 140-2  1SO/1EC 19790 IS

IS
ISO/1EC FDIS 19790

3.1.4

““Derived Test Requirements for FIPS PUB
140-2, Security Requirement for Cryptographic Modules (March 24, 2004 Draft)”~
0.1
0.1
1SO/1EC FDIS 19790

CC

19



(Demonstrate)

(Describe)

(Determine)

(Ensure)
(Explain)
(Why?)
(Specify) (define)
(Verify)
cc 7.4

20




(Approved)
(Authenticate)

Validate

ISO/IEC 15408 IT
(Evaluate)

ISO/IEC 19790

(Test) ISO/IEC 19790
(Validate)

Authenticate

cC 3
3.1.5
@
NIST ““Implementation Guidance”” 2005 9

““Implementation Guidance”” 2005 12

21




““Implementation Guidance”” 2005
12

@)
““Implementation Guidance for FIPS PUB 140-2 and the
Cryptographic Module Validation Program, Initial Release: March 28, 2003; Last

Update: December 01, 20057~ 3.1.1 (3
““Implementation Guidance””
17 1
2 3
4 5
6 7 8 /
(EMIZEMC) 9 10 11
12 Appendix A: 13
Appendix B: 14 Appendix C:
NIST CSE
DTR (AS ) DTR
(TE ) DTR
(VE ) (
) NIST CSE NIST CSE NIST
CSE

URL CRYPTREC Report 2005

http://www.cryptrec. jp/report._html
http://www.ipa.go.jp/security/enc/CRYPTREC/index.html
http://cryptrec.nict.go.jp/cryptrec_info_publicity.html

22



3.2

3.2.1 SCIS 2006

SCIS(Symposium on Cryptography and Information Security) 1984

2006 1 SCIS 2006
12
INSTAC-8
4
(1) INSTAC-8
a 1C3-1
AES (
DPA
500
b 1C3-2 DPA
Key Setup
XOR Multi-bit DPA
Communications A5/1
Multi-bit DPA
3000
c 1C3-4 CPU

23

) DPA

K v

GSM  Global System for Mobile
INSTAC-8 Fw

Multi-bit DPA

INSTAC-8



IC ROM

d 2C1-2 Shox DPA , s ,

DPA(Differential Power Analysis)

Shox DPA (all-key )
all-key bit
)
FPGA
1C3-5 FPGA / ,
(DPA) RSL(Random Switching Logic) DPA
FPGA
FPGA
€)
3
(2)1C3-3 2 DPA
CHES 2005 Mangard MDPL 2 DPA

24



(b)2C2-1 A power disturbance circuit for A5/1 resistant to power analysis
attack

W.Dai, , , ( ),Z.Liu (Kitakyushu Foundation for the
Advancement of Industry Science and Technology) , ( )
GSM A5/1
c 2C1-3
HMAC HMAC
PVG
2

a 2Cl-1 Side Channel Attack on Improved XTR Single Exponentiation and a
New Countermeasure
D.G. Han, )T.H. Kim (Korea University),H.W. Kim,
K.1.Chung(ETRI)

XTR-1SE

b 2C1-4

Fp NIST
2
(a) 2C2-2
MPU

(b) 3E3-2 SEED

L . , 1
SEED

25



TEMPEST
2C2-3 PC

RGB

3.2.2 CHES 2005

CHES(Workshop on Cryptographic Hardware and Embedded Systems)

2005 8 CHES 2005

EM) 1 3

CHES 2005

Side Channel 1
Resistance of Randomized Projective Coordinates Against Power Analysis
Templates as Master Keys

A Stochastic Model for Differential Side Channel Cryptanalysis

Side Channel I11(EM)
EM Analysis of Rijndael and ECC on a Wireless Java-based PDA
Security Limits for Compromising Emanations

Security Evaluation Against Electromagnetic Analysis at Design Time

Side Channel 111
On Second-Order Differential Power Analysis

Improved Higher-Order Side-Channel Attacks with FPGA Experiments

Hardware Attacks and Countermeasures |
Successfully Attacking Masked AES Hardware Implementations
Masked Dual-Rail Pre-Charge Logic: DPA-Resistance without Routing
Constraints

26



Masking at Gate Level in the Presence of Glitches

Hardware Attacks and Countermeasures Il
Data Remanence in Flash Memory Devices

Prototype IC with WDDL and Differential Routing DPA Resistance Assessment
Hardware Attacks and Countermeasures 111

DPA Leakage Models for CMOS Logic Circuits
The "backend duplication™ method

27



(1]

(2]

(3]

(4]

(5]

(6]

[7]

(8]

[9]

[10]

[11]

[12]

[13]

[14]

[15]

2006 1C3-1 2006 1
. ) , DPA”, 2006
1C3-2 2006 1
, , 72 DPA 2006
1C3-31 2006 1
, ;7 CPU 2006
1C3-4 2006 1
. ) , "FPGA /
2006 1C3-5 2006 1

Dong-Guk Han, Tsuyoshi Takagi, Tae Hyun Kim, Ho Won Kim, Kyo Il Chung, ”Side Channel Attack
on Improved XTR Single Exponentiation and a New Countermeasure2006
2C1-1 2006 1
) , , , ”’Sbox DPA
7, 2006 2C1-2 2006 1
7 7, 2006
2C1-3 2006 1
o 7, 2006
2C1-4 2006 1
Wei Dai, Tohru Hisakado, Zhenyu Liu, Satoshi Goto, Takeshi Ikenaga, Yukiyasu Tsunoo, A power
disturbance circuit for A5/1 resistant to power analysis attack”, 2006
2C2-1 2006 1

7, 2006
2C2-21 2006 1
, , , , "PC
7, 2006 2C2-3 2006 1

, 72 7, 2006

2C3-1 2006 1

, , , "Pentium 4 Camellia 2006
2C3-2 2006 1

, , "64-bit 7, 2006

2C3-3 2006 1

28



[16]

[17]

(18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[25]

[27]

(28]

[29]

) , , , , , “ltanium 2
RSA ” 2006 2C3-4 2006
1
1 ) ” AES
7 2006 2C3-5 2006 1
7 2006 2C4-1 2006 1
, , , , "MUGI, AES, SHA-1/256
2006 2C4-2 2006 1
2006 2C4-3 2006 1
2006 2C4-4 2006 1

Pei Chi Cheng, Chung Huang Yang, Kouichi Sakurai, ”Design and Implementation of a Live-CA
CD/DVD on an Open Source Environment”2006

2C4-5 2006 1

William Dupuy, Sebastien Kunz-Jacques, ”Resistance of Randomized Projective Coordinates
Against Power Analysis”, Proceeding of Workshop on Cryptographic Hardware and Embedded
Systems (CHES 2005), Springer-Verlag LNCS 3659 pp.1-14 2005

Dakshi Agrawal, Josyula R Rao, Pankaj Rohatgi, Kai Schramm, “Templates as Master Keys”,
Proceeding of Workshop on Cryptographic Hardware and Embedded Systems (CHES 2005),
Springer-Verlag LNCS 3659 pp.15-29 2005

Werner Schindler, Kerstin Lemke,Christof Paar, ”A Stochastic Model for Differential Side Channel
Cryptanalysis™, Proceeding of Workshop on Cryptographic Hardware and Embedded Systems
(CHES 2005), Springer-Verlag LNCS 3659 pp.30-46 2005

Stefan Mangard, Norbert Pramstaller, Elisabeth Oswald, ”Successfully Attacking Masked AES
Hardware Implementations”, Proceeding of Workshop on Cryptographic Hardware and Embedded
Systems (CHES 2005), Springer-Verlag LNCS 3659 pp.157-171 2005

Thomas Popp, Stefan Mangard, ”Masked Dual-Rail Pre-Charge Logic: DPA-Resistance without
Routing Constraints”, Proceeding of Workshop on Cryptographic Hardware and Embedded Systems
(CHES 2005), Springer-Verlag LNCS 3659 pp.156-171 2005

Wieland Fischer, Berndt M. Gammel, ”’Masking at Gate Level in the Presence of Glitches”,
Proceeding of Workshop on Cryptographic Hardware and Embedded Systems (CHES 2005),
Springer-Verlag LNCS 3659 pp.172-186 2005

C.Gebotys, S.Ho, C.Tiu, "EM Analysis of Rijndael and ECC on a Wireless Java-based PDA”,
Proceeding of Workshop on Cryptographic Hardware and Embedded Systems (CHES 2005),

29



[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

(38]

[39]

[40]

[41]

Springer-Verlag LNCS 3659 pp.250-264 2005

Markus G. Kuhn, Security Limits for Compromising Emanations™, Proceeding of Workshop on
Cryptographic Hardware and Embedded Systems (CHES 2005), Springer-Verlag LNCS 3659
pp.265-279 2005

Huiyun Li, Theodore Markettos, Simon Moore, “Security Evaluation Against Electromagnetic
Analysis at Design Time”, Proceeding of Workshop on Cryptographic Hardware and Embedded
Systems (CHES 2005), Springer-Verlag LNCS 3659 pp.280-292 2005

Marc Joye, Pascal Paillier, Berry Schoenmakers, On Second-Order Differential Power Analysis”,
Proceeding of Workshop on Cryptographic Hardware and Embedded Systems (CHES 2005),
Springer-Verlag LNCS 3659 pp.293-308 2005

Eric Peeters, Francois-Xavier Standaert, Nicolas Donckers, Jean-Jacques Quisquater, ™,
Proceeding of Workshop on Cryptographic Hardware and Embedded Systems (CHES 2005),
Springer-Verlag LNCS 3659 pp.309-323 2005

Sergei Skorobogatov, “Data Remanence in Flash Memory Devices”, Proceeding of Workshop on
Cryptographic Hardware and Embedded Systems (CHES 2005), Springer-Verlag LNCS 3659
pp.339-353 2005

Kris Tiri, David Hwang, Alireza Hodjat, Bo-Cheng Lai, Shenglin Yang, Patrick Schaumont, Ingrid
Verbauwhede, Prototype IC with WDDL and Differential Routing DPA Resistance Assessment”,
Proceeding of Workshop on Cryptographic Hardware and Embedded Systems (CHES 2005),
Springer-Verlag LNCS 3659 pp.354-365 2005

Daisuke Suzuki, Minoru Saeki, Tetsuya Ichikawa, “DPA Leakage Models for CMOS Logic Circuits”,
Proceeding of Workshop on Cryptographic Hardware and Embedded Systems (CHES 2005),
Springer-Verlag LNCS 3659 pp.366-382 2005

Sylvain Guilley, Philippe Hoogvorst, Yves Mathieu, Renaud Pacalet, ”The "backend duplication™
method”, Proceeding of Workshop on Cryptographic Hardware and Embedded Systems (CHES
2005), Springer-Verlag LNCS 3659 pp.383-397 2005

, , , "32bitCPU
, vol. 105, no. 193, ISEC 2005-19, pp. 75-82,
2005 7
Katsuyuki Okeya, Tsuyoshi Takagi, Camille Vuillaume, “Defeating Simple Power Analysis on Koblitz
Curves”, , vol. 105, no. 193, ISEC 2005-18, pp.
67-74,2005 7
, Travis Spann, 7 CMVP I,

, vol. 105, no. 193, ISEC 2005-29, pp. 147-153, 2005 7

vol. 105, no. 193, ISEC 2005-38, 2005 7

30



[42]

[43]

[44]

[45]

[46]

[47]

(48]

[49]

[50]

[51]

. , , "DES

51-56, 2005 11

' 1 '

, ,"DPA
, vol. 105, no. 290, ISEC 2005-77, pp. 7-13, 2005

, vol. 105, no. 396, ISEC 2005-106, pp.

FPGA

,vol. 105, no. 484, ISEC 2005-111, pp. 5-10, 2005 12

, vol. 105, no. , ISEC

' 1 ' '

ISEC 2005- , pp. - ,2006 3

2005-,pp. - ,2006 3
, , "INSTAC-8
, vol. 105, no. ,
LSl
, vol. 105, no. , ISEC 2005-, pp. - , 2006

, vol. 105, no. , ISEC 2005-, pp. -, 2006 3

no. ,ISEC 2005-,pp. - ,2006 3

1 1 ’

2006 3

CSEC ,2006 3

31

, vol. 105,

, vol. 105, no. , ISEC 2005-, pp. -



	はじめに
	本報告書の利用にあたって
	委員会構成
	委員名簿
	第１章　活動の背景と目的
	1.1　CRYPTREC活動の経緯
	1.2　暗号モジュール委員会の活動目的
	1.3　暗号モジュールセキュリティ要件に関する国際動向
	1.3.1　FIPS 140-2
	1.3.2　ISO/IEC 19790
	1.4　暗号モジュール委員会の活動概況

	第2章　委員会の開催状況
	第3章　活動内容と成果概要
	3.1　暗号モジュールセキュリティ要件等の策定
	3.1.1　北米における暗号モジュールセキュリティ要件等の概要
	3.1.2　国際標準規格への対応検討
	3.1.2.1　国際標準規格の動向
	3.1.2.2　国際標準規格への対応
	3.1.3　暗号モジュールセキュリティ要件の作成
	3.1.4　暗号モジュール試験要件の作成
	3.1.5　運用ガイダンスの検討
	3.2　非破壊攻撃及び破壊攻撃に対する調査・研究
	3.2.1　SCIS 2006での発表
	3.2.2　CHES 2005での発表

	参考文献

