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which are equivalent to 2» calculations of the encryption function of an
efficient block cipher (e.g. AES) are tied to each attack against the
mechanism which breaks the security objective of the mechanism with

a high probability of success.
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® Approximate computing power R required (in multiples of the
computing power needed for a simple cryptographic operation, e.g. one-
time evaluation of a block cipher on a single block) for the calculation
of discrete logarithms in elliptic curves (ECDLP) and/or the
factorisation of general composite numbers of the specified bit lengths.

NIST (k) | ® A number associated with the amount of work (i.e., the number of
operations) that is required to break a cryptographic algorithm or
system. In this Recommendation, the security strength is specified in
bits and is a specific value from the set {80, 112, 128, 192, 256.

® Given a few plaintext blocks and the corresponding ciphertext, an
algorithm that can provide X bits of security would, on average, take
2X1 T units of time to attack, where T is the amount of time that is
required to perform one encryption of a plaintext value and compare

the result against the corresponding ciphertext value.

ECRYPT | ® For example the best attack against a block cipher of key length kb

(EU) should be equivalent to 2kb block cipher invocations, whereas the best
known attack against an elliptic curve system with group order of ke
bits should be 2ke/2 elliptic curve group operations.
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