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CKMS Framework:
Documentation Requirements
for ANY CKMS
(— cf. SP800-130)

Sector Profiles:
Security Requirements
belonging to Sector
(— cf. SP800-152)

[H o HCKMSXEEXRIC [EO2EEDOHFEEBFEAT
HBA7EHEE (=Framework) [ZHE>T [ERTLIREHLEEHIZHNZE]
[ iGASELTRBEITREEZHIZFIZE) .. ,
Framework Frar.nework E (Pos[t[v.e) Security (Negati\fe) Security i
Topics Requirements ' Requirements Requirements :
(shall/should) : (shall/should/could) (shall not/should not) |

(Mandatory) FR:1.1 A conformant CKMS design shall

(Mandatory) PR:2.1 A Federal CKMS shall satisfy all Framework

meet all “shall’ requirements of the Framework.

requirements (FRs)and Profile requirements (PRs).

| (Recommend) PA:2.1 A Federal CKMS should support
Profile augmentations (PAs).

| | (Option) PF:2.1 AFederal CKMS could support Profile

features (PFs).

Appropriate decisions when selecting and

Recommendation for Key Management:

using cryptographic mechanisms
(— cf. SP800-57 Part 1)

1-2 Framework & Profile @ %

[ Framework

2. Framework Basics Z Topics ‘

2 Profile Basics

2.1 Rationale for Cryptographia Key Management

FR[Frame Requirements]:2.1

The CKMS design shall specify all cryptographic
algorithms and supported key sizes for each algorithm
used by the system.

FR:2.2

The CKMS design shall specify the estimated security
strength of each cryptographic technique that is
employed to protect keys and their bound metadata.

2.2 Rationale for Cryptographic Key Management

PR[Profile Requirements]:2.2

A Federal CKMS shall support NIST-approved cryptographic
algorithms, key-establishment schemes and modes of
operation (as needed) in accordance with [SP 800-131A).

PR:2.3

In a Federal CKMS, information (including loaded code and

parameters) rated at a Low impact-level shall be protected
with cryptographic algorithms and keys that provide at least
112 bits of security strength.

PR:2.4

In a Federal CKMS, information (including loaded code and
parameters) rated at a Moderate impact-level shall be
protected with cryptographic algorithms and keys that provide
at least 128 bits of security strength.

PR:2.5

In a Federal CKMS, information (including loaded code and
parameters) rated at a High impact-level shall be protected
with cryptographic algorithms and keys that provide at least
192 bits of security strength.

=

SP800-57 Part1

1-3 SP800-130:Framework (%) & SP800-152:Profile () DEt%
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