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glEmis MEHRIE], TEROIT) 72— X E D, BEEAORE] IZIIELT, &
BURFHELENG 75 DO Z VTR 2 R 5 £ O BB U T LIl L7z, BARE, IR,
ST LT BT D HIZ SV THRIE T 5,

2.1. 1. @R 5T 5 ZEtEFHME I OV T

CRYPTREC B U & b $&# o> Hi@ ki =512 > Tk, CRYPTO 2018 (2B W T A AT )b« N
NV=A T L KFD Achiya Bar-on 673, AES OfiiBAR (10 e 5 BO) IZxt LT, 77— 4%/ AE
U /BRI E R RS 220 (BEk D 2% 10 H49 500 fE @) TREIEXB T 5L a2RL, &
BRIZE D FZREB T o7, BT TBEAES ITPRRT 5 Z &2 LV | 18 4FHR U 1T AES-192 {Z%F9
LGRS T2, MR CTH D280, EEREMEIIT~Y—T o B0, 5H%OKED
HERIITEEDZMIETH D, CHES 2018 IBLOVFDTC 2018 (28T, MefEFHKEIC LY
AES OFEEIEERRIZ L7z L WO MR SN TRY . 2RO OBEOFHEN & OREBLER
THHPOFN L FOEENMLETH D, £72. Eurocrypt 2018 IZHW\T, 77 > AENL
52 B BHIEIBFZEAT D Leurent, Aivleyras 12XV, B SFIHE— R CTR, A vk&—
FRET— R Poly1305 ~DUEE L LM AN S, £ DK A% O OHEREIC
IXEENMLETH D, Bl & MEET— N GCM (2B L TiX, CRYPTO 2018 {28\ T Leurent
HIZ & D GOM-SIV2 [Tk D BN X STz,

CRYPTO 2018 (238 T NIT DAL, HAR, LB RSZRKFOHAHH X, LFSR X—AD A |k
U — AREE-IC%T A S FH B ¥ (FCA: Fast Correlation Attack) ZERBIAEOH AN R
DRV F LWHEER X OENICES S TV T U XA LY R/ 22 W5 HR & 2 I
L7ze ZODOFiE% Grain 7 7 2 U — (Grain-128a, Grain-128, Grain—v1) ICHEMHT 5 Z &1
F 0 I _THRFE L7z, Grain—v1 | % eSTREAM DR — k7 # U AZH# S TH Y | Grain-128a
1% ISO/IEC ICB W THEHE(L SN TER Y . Grain-128a DFERRUT T DR SAENTIZAIO T T
»5, Grain 77 I U —~DKE L L TIL, Eurocrypt 2018 T® Zhang H ® Grain vl ~D
8 CRYPTO 2018 TOfE%, TLHE8 512K 5 Grain-128a ~DWEE L & %, eSTREAM DR —
7 x ) A INZA N — A E Trivium (ZXT 588 & L TiX, Eurocrypt 2018
® Liu HIZ K 58, CRYPTO 2018 Tk, f+HH I K 2% B, CRYPTO 2018 TP Fu b
IR DBENFR SN,

ORI 77 Caesar X7 ¢ v UIEET DM SBE L L TIE, Eurocrypt 2018 T NIT
DPEx KRBT XD Deoxys—BC ~DHBEE ASTACRYPT 2018 TOE x4 A 512 L 5 MORUS ~D I
BARERINT,

13



ASTACRYPT 2018 D5 7t v 3/ =5 AZBWWT, NEC DI . ZEFA T, 1S0/TEC FEAED R
5 OCB2 DIAERE 27K Llc, ABEA =T, 1SO/IEC TIIAEHED RE L 2Bt L Tn
%y

2.1.2. ABHER 5T 2 ZEMFHEIC OV T

NIST (T K 2 i -G F R 5 ORI OB S H 0 | ITE O NBHEERE SR 78 3 A
I EBRE Y T b ORE < | BIFOEMRE S5 2 BEEMIFEORIG T L Tnd, BE
17D R B BRSERT 5 D2 EMEOIRIL & - 2 BRI RIBEIZ B U Cid, #5 M difi o 20
RH (ECDLP: Elliptic Curve Discrete Logarithm Problem)(Z%I9 2 fB#Ei%DHT 1= 72 Al M
(ZBET D HRD B o 72 G SEAR ) . CRYPTO 2018 B A N2 hD—2>TH D [HHFHE 7
U= vay 7] BT, A Y 74 /L=T RK¥ED Ming-Deh Huang #7503, B 5540
i 7o TR EARC R U, BEIRE LV /N S VR B CHEGHEE A VW ECDLP A fi#
T ENTED LRE LI, BUEMICITIEEMNRFER T 503, St & THREGHA
HEE AW fRGHED ATREME 2 R L2720, SHROBRICEENLETH D,

2.1.3. ZOMOIEFR S EINEIH

NIST |2 & % & F 3t B I 2 K o 5 (ﬁﬁig?”njr%%%ﬁﬁ% PQC : Post—Quantum
Cryptography) OFEUEALINAKAICELA S AL, 2017 4 11 H 30 BICHF SAZERNHE DY Hi
tﬁﬁfm\%7E6k@#%m%#%0\m%ﬁﬁi&ﬁ%%%éhtﬂ\ﬁ%®%ﬁ
ERRCE 1 702 ROXMRITFT 69 1 & 7272,

2018 F4 H 9 A~13 FIZKEZ v U HINT +— b v —F —F — /L TEEREH PQCrypto
2018 38 KL OVES 1 [B] NIST PQC AR LS  BAfE S L7272y, I 5 ROy FiF &<, £D
REA CORRIEFIL 64 L Te o7z, ZOWNFIE A K 2. 1177,

7% 2. 10 NIST PQCAEYEALISZERE = (55 1 7 7> K, B0 FiF o aEbr<)

B EH g T ALK BE Rl | A

Fp— 2 5 21 26

P Be— 2 2 17 19

282 7 9
INY U a— A 3 0

D 2 5 7

aat 19 45 64

CRYPTO 2018 BHiiA N> hD—D>Th D [HHFICBITLIHEY —27 9 v 7| IZBWT,
%mﬁdmme%KiéNBTSV&?475V@ﬁ%ﬁ;ﬁféﬁﬂﬁﬁ B4 % ihdr
DY, EORFFIZBWTEH 1 T U K69 5OW, BT 13 14, S bt 8 1,
ﬁ%f%ofﬁé%@ﬂ%ﬁ%@lkf&otoWﬁi%?®%22® hThHD,
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F2.2: B 17U NIESMESRIRIL Bernstein/Lange (2 X 5. CRYPTO 2018 FF &)

JESEER SERfRRTER By iR
PRig_— AR5 17 1 6
B — A 20 1 1
Z DA 5 11 6 0
EA4 21 5 1

2018 4 12 H 22 BLARE, #91 A2 7= 0 K EBUFHEBI AL D BB CREN BN,
BB ™ 20194F 1 A 30 BIZ, 2 T vy R~iede 26 tENE S NT-, TOWNREEE T
# 2.3 TR T,

7% 2.3: NIST PQC FEHE ARG =5 (BF 2 7 7 v )

BT B4 #ih 7 Bk B At

i — 3 8 1
Frg~—2 0 7 7
SIH 4 0 &
Ny T 2 N— A 2 0 2
Z DAt 0 2 2
aat 9 17 26

HARR MG 5403, LFO LS I2nEshd,

@ NPT =S R ALEE T L T ) X

—#%+-~— R : CRYSTALS-KYBER, FrodoKEM, LAC. NewHope, NTRU, NTRU Prime, Round5, SABER
—f§ 55— : BIKE, Classic McEliece, HQC, LEDAcrypt, NTS-KEM. ROLLO, RQC

— Z O ; SIKE ([FIfE 548~ — A) . Three Bears & Fr-X— )

@LEFEAT NI XL

—#%+-~— R : CRYSTALS-DILITHIUM, FALCON, qTESLA

— % 5%% : GeMSS, LUOV, MQDSS. Rainbow

—/Ny ¥ 2~_—2RA : Picnic, SPHINCS+

AT 2019 A 8 HIZH 2 [B] NIST PQC HEME(L g 3B XA, 2020 H2~2021 H\THRHET
NIV RLERINT D0 3 707 Rz, 2022 £~2024 FIHEHE R T 7 &2 RABT 5
TEER-STWNS,

2.2, BEEBELER— FZOWNT
2018 MEEEIZAR LIZ B ML LA — Mo T,
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2.3, HREMRES Y X b~ OFHRES (FHBREH) OB

2.3.1. BEEFIHE— F XIS DREMFMIZ OV T

BSAHE— K (BEET—F) O—2>Ths XIS E— Rk, 2007 FFICA FL—UF 81 A
FOF—2 O Et OBk & LT IEEE Standard 1619-2007 THEXE(L X#1. NIST T,
2010 A2 NIST SP 800-38E & L CHUE Sz, RERMG AR BRI I E0
FEENHY . Bz X, Microsoft Windows #3#; D BitLocker <2 mac0S ##; D FileVault 2D
T AT BEFALEEEEIC XTS B— RaMlEbh T\ 5,

W5 F - — FiZ, 2012 4£ £ 0> CRYPTREC W5 75V X FEEIZE DR T, 2009 FEICHFH R
BHORF S HAMT A & L CHEELORF S FI T — K% NIST SP 800-38 > U — X7 b8 H| LT,
LA - SEEEVERBRTAM A FEHE L, 6 D DK — K (CBC, CFB, CTR, OFB, CCM, GCM)
% CRYPTREC HF5 VU A MBI LT,

XTS &— Ri&. 2009 4E248F NIST SP 800-38 2 U — XIZEB W THE SN TV RN TH
olzled, Pl RN TH o T2h WES, IR A WRIR E LT 0S#EHOT 1 X 7 it
FEREN — BN SN TWD Z &b, 2018 FEFEEAERIE & L C, ZaMithz4T > 2
il Y

<HMEBRHIE 12 K D 2R RS RO BEEE >
O AL —UHEBA LD MHBEIZxE LT, TEEE X°NIST SP 800-38E OfLAEEIZ I » THE 5 5

A BEMEERRTND,

v AOFJHHETIE, KENATRERLGE b H D,

vV RFET D2 ZAMEICARER BRI H D,

v CBCE— RZRETHESETLLD bEmWEeEL A L Tnd,

O GFHOMRE) A N L —URE AL HBICR LT, 1 7 72 KD Even-Mansour H/5 0§

[EIE B A - LSRN AR CTH D Z DR STz, WRICLE /2T —

A &IX, XTS-AES DIGAT 2" 7 my 7 By | WERIIHNE LT — X BN RKE

Thded, TS EFRENRBEBUNIZR D IT U,

v AES-128 M TR AES-256 Z i LT XIS & — REZ AW S HAIT OV T, Zimic s
BEMICOHBEIR OS> TELT, MWLEMEZAT 5B,

vV 64bEy Ty IR RSS2 Ty 7 LR BENRERE R 9 D,

O #EE2 IS 57— &ElE, TEEE THE SN TW D ERRE 22 7 1 » 7 OFIPAT

R XETH D,

v IEEE CHEE#L S =D B, NIST 2% SP-800-38E (ZH:H 45 £ TIZ IEEE DAL D Z
BPEDRREFT S, BEEZTICUHET 57— 2 B0 ERELZHIRT 52 & NZY4 T
HDHEDORMBNPHTND, ZOHIBRIZ, XIS T— F& LTCR—O#% FV AL L
7oA OB SCOEY 5 HEIC ERASH 5728 B 5 SCFRBIFTEE L 72 0 Bl 20,
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5 XNE—DA =V 25 LT b D THLNENEHRI S TLE
) ZLEEET DO TH D,

Z ORMIFE R | B
HAT— F (fiEt— K) & L T CRYPTREC KF
WA DB | 2 524

WD LT L

PERERTEAM 21T\

75‘) A ]\/\O) ﬂﬂ%*ﬁﬁnﬁﬁ—é & & fcﬁ/)ﬁ—o

O  FIH A% IEEE 36 L O NIST SP-800-38E D&

FLIZBR D,

@ XISHOT7a v 7

o,

©® [Fl—ofE AW TH

2-121%.  CRYPTREC s

. FEESINRIR

EW%®%W£%Z%ML

BARELENTIC

2RI, F2. 4R TE 01%6

FHEIGMEEE S L L, FRd 3 &
FUARNNBINT57200%
FDOFER AWM E 2 72 ¢, CRYPTREC s

ROFMEO~@D b & B 5F]

VR 2 72 LT

ROl A N L—=URT 4 AT D

FT 56, 22 T ry s ETET D,

% 2.4 ERESEAS~OSNNRN

U2 NME# O 128 By F Ty JEESE

(ZBI DRI & S L 7o, 2N L7z [EBR

Cryptology and Information
Security

ot - mikd B E - # R

PQC2018 The Ninth International KIE - 74— | 201844 H9 H~
Conference on Post—Quantum Fa—4—F 201844 H 11 H
Cryptography — )b

First PQC First PQC Standardization KIE - 74— | 201844 A 11 H

Standardization | Conference e —4—F | ~201844 H 13 H

Conference — /v

Eurocrypt 2018 the 37th Annual A AT )« | 2018 4 4 H 30 H
International Conference on | T/ 7 B ~20184 5 H 3 H
the Theory and Applications
of Cryptographic Techniques

CRYPTO 2018 International Cryptology KE - BT | 200848 H 20 H
Conference IN— R ~20184E8 H 23 H

CHES 2018 Conference on Cryptographic | 4 Z % « 7 | 201849 H 9 H~
Hardware and Embedded LATIVE LN | 201849 H 12 H
Systems

FDTC 2018 Fault Tolerance and AT K« T | 201849 H 13 B
Diagnosis in Cryptography DATIVHE N

ECC 2018 Workshop on Elliptic Curve HAS « KBk 20184 11 H 9 H
Cryptography ~2018 #£ 11 H 21

H

Asiacrypt 2018 Annual International F—ANZ VU | 20184 12 A 3 H
Conference on the Theory T e 7Y AN | ~2018F12H6H
and Application of Vg
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LI, EBSFE%ICREFINT-GHmCE PO, B omagmma~d, £L<
WX, ik4 2oz b,

2.4.1. IEERE 5 DR

* The Missing Difference Problem, and Its Applications to Counter Mode Encryption
[Eurocrypt 2018]
Gaetan Leurent and Ferdinand Aivleyras

Missing Difference B | ZEFR L, ZOMMEE T vy 7SO H U % —F— F(CTR)
O EZ R LT, £72. fEED Missing Difference] DA/ & . Missing Difference 23
R ITEDORT MVENIZH D Z LR TV DHEHEEITB W T, MEEZZROITHELS 7L
FTYRL%ER LT, ZRBEDTAITY XAMZE -2 THYV L H—F—FK (CIR) ~DRA »vtE—
CEIERENA—F— 0 0 (28 ThHDH I &, GMAC X Polyl305 O 4 IE K B 4 —
H—:0 (2%°) THDHI LWRINIZ, W, AU Z—F— R (CIR) |LEFBUFHERER S
VA NOREET—RE LTBRENTEY ., Polyl305 1, HELEHEAHRES U A N ORRGER 5
&L TH#E SN TS [ChaCha20—Poly1305] DFEFEEAEIZAEY LT 5,

* Generic Attacks against Beyond-Birthday-Bound MACs [Crypto 2018]
Gadtan Leurent, Mridul Nandi, and Ferdinand Sibleyras
WL OO D/S— AT —[RFZ 8 2 HREH ATREL EME A £ o 72 MAC AR DI
FUNT, SUM-ECBC. PMAC+, 3kf9. GCM-SIV2 & ZMDZEFE (LigheMAC+H, 1kPMACH D L 5 724~
N7y 7 NIREEEFF ST 0y VB _R— 2D EE 2D, 2 HT T MAC (& 227
7Y ETOEF2Y T4 BRI TVDA, 2" 7 = U Rl TORBITH DTV,
SUM-ECBC &% OF GCM-STV2 (2492, REH R OV — Z GHRED 07 (2% Th 2 WEDNY 7
Y NERT D, ZHUTEDIRY IV THREDY 20 K T HIRER 2R — AT — RS
ZHEA DX 2T MACIZH T D2RAOKETH D,

« Improved Key Recovery Attacks on Reduced—Round AES with Practical Data and Memory
Complexities [CRYPTO 2018]
Achiya Bar-On, Orr Dunkelman, Nathan Keller, Eyal Ronen, and Adi Shamir

A AT I+ N)v=A T L RK¥D Achiya Bar-on 523 AES ORIl (10 B 5 Bx) 12k L
T, 7—#/AF Y /BRIGHRED 22° (kD 2% 10 H 9 500 %@ H) THRREIERXETE 5
ZeaRL, EBRICEVFEEGIT o/, FICTBAES [THEET 2 2 L1280 IBHIRYIC
AES-192 {23 2 WEEFLER A o 7o, MBI T 272D FREL BT~ — V0 i b 573,
LS DOBREOHERIITEE I LETH D,
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* Programming the Demirci—-Selcuk Meet—in—the-Middle Attack with Constraints
[Asiacrypt 2018]
Danping Shi, Siweil Sun, Patrick Derbez, Yosuke Todo, and Bing Sun Lei Hu
HEFBZEEEO Shi, NIT ORI X 567 27 F 5 (BLF CP: Constraind
Programing) \— 2 DR ST R R FER STz, CP XN—2AD7 7'u—F([FBEFED SAT
(SATisfiability Problem) Y /W N—%EZFIH LEGSATZBEMLT DO THDN, —
J7 CHEBESEE FSE2008 (23U THFE Z4L72 Demirci & Selcuk HOFiLIL, HEHMLTIEAR
SHMTRET VT Y LI X0 MBI AES (23 2 St aidk a2 R L7z, 4Rl Shi 50
FEF I LWET U 7280 BEE TR D Z LT 2 H D ToH Y | SKINNY, TWINE,
LBlock %5 DRI 5|20 S 4L, 45~ Eweaiek 2 BT L7228, AES ~m M TIXHEME S
NTWRWEEHE 3% > T 2 Te O FEEGERIZITE > T 70y,

* FPGAhammer: Remote Voltage Fault Attacks on Shared FPGAs, suitable for DFA on
AES. [CHES 2018]
Jonas Krautter, Dennis K. E. Gnad, and Mehdi B. Tahoori

L Hl® FPGA TOFIHTE 2 Y VY —ADHKRIZE Y | FPGA ICEE D2 —F Dy v 7 )
FET2HNWHE2T 55 —ARROND K)o TETWD, 2D &) RFITEN
T, FPGA NITHF 32380 D & X112, WU FPGA LIz v /Ay L—2&EE L TENE
HESE S Z & TFPCA BRI ET 2EER T2 S L, W5 FEEIRRENEZE Z
SEDHWEPREINTND, ZORETEEITAES FEAZLEL, #2E 5241
R LTV D,

* Persistent Fault Analysis on Block Ciphers [CHES 2018]
Fan Zhang, Xiaoxuan Lou, Xinjie Zhao, Shivam Bhasin, Wei He, Ruyi Ding, Samiya
Qureshil, and Kui Ren

W OBPER B EIL L —PEI L > T RE LI S E S 2 L2 k> THE
TON, WBERDESELT2ODZA I TR L <, FIIURMEIC X D3RI K- T
TV, KFw XL TIHFHIN R 7 +— NV F 2RI T 2 LI K DB EZRE L T D, S-Box
BT =T NVBIRTHEELTND L D7 AES OFE T L, B AFITANS S-Box 7—7
NOEZGEL, ZOREN 1 BOESEEOMEHRET 2 & 51232 2 &L TREELZEZ
SH, TN > THA SN S Z T 5 2 L TREETT D Z LI LTV D,
5 b4 2 [FAT - CTHET 5 &5 I LTh, B A T2 S-Box OB T
—7NVEMA L TOIEZ ORI 5, £/, VIR LDRAMIZT 7 EATH2 LT
BEpEd 2170 A€ Y 2401 &5 Rowhammer D FIENFHGN T +—/L F &5 SR T2
WD ZEBbEM LTV,
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2.4. 2. ABRSBREEE DREHLH Y

* Quasi—-subfield Polynomials and the Elliptic Curve Discrete Logarithm Problem
[CRYPTO 2018 affiliated event MathCrypt]

Ming—Deh A. Huang, Michiel Kosters, Christophe Petit, Sze Ling Yeo, and Yang Yun
MathCrypt2018 ({ZFW\ T, B Y 7 4/ =7 K¥ O Ming-Deh Huang iR H23, & % Feff
Zeli o SRE MR e Uy BEERR £ 0 b/ SV GHRR TG RE & HI VTR bR
RO BB A iR 2 LR T&E D Z & AR Lic, BIEMIZITHERRNRGHEETIIH 503, 15
BEtREZ WG L L OESR A bz, SBOERIEERLETH D,

« Dissection-BKW [CRYPTO 2018]
Andre Esser, Felix Heuer, Robert Kiibler, Alexander May, and Christian Sohler
Blum, Kala, Wasserman (2 J % YEFEHBIRRT 7 /L =Y X 2 BKW |&, LPN/LWE &%= U 5 ¢ &
MOREEL 2D bDTHLIN, AEVIHENERTHLTZOEMENIRLIL, K5 HIETO
BRI N INEECTh > 7o, ARFHICTIX, CRYPTO 2012 12317 5 Dinur D [43fiF
(dissection) ] 77 =v 7 L ZDO—#AbZ W, BKW 703 U X AORFR] —Z2/] b L— K4
T EPDTHEZ T2, BIZIE, It k O LPN Z BRI FHRE & 210/3lsk | Z2 [ 35 B 22/31osk Tt <
FikEaERT, AT Y IMEEHIEIC LY BKW OB CTd 5 QBKW 291 TR L7z,

+ Lower Bounds on Lattice Enumeration with Extreme Pruning [CRYPTO 2018]
Yoshinori Aono, Phong . Nguyen, Takenobu Seito, and Junji Shikata

Eurocrypt 2010 (23T Gama HAEA L7z 7 A R U —AFX Y 2 H =8z BT FikE
IREFHENT AT ZBZBDNTHWLNRRET ¥ L VB THH SN TODR, £
DIHREDIRFUZONTIIMOENTE LS, BT ~—ATORMEX 27 4 ZRED
L BT L 2o TV e, KTl RO TR G 2 biviz & & ORIFED T IRE
HEZYDTH 2T,

2.4.3. T DMK ST DFFTELANT

* New MILP Modeling: Improved Conditional Cube Attacks on Keccak-based
Constructions [Asiacrypt 2018]
Ling Song, Jian Guo, Danping Shi, and San Ling

VAR VBB LR/ R ERFRBLO Song HIZX V. H LW MILP(Mixed Integer
Linear Programming) €7 /W KIT L 5. Keccak (SHA-3) _— REBFFEIZXT 5 F o — T HE
DYRPFER STz, SHA-3 MO SNz A v —FGE=— FTH S KMAC (NIST SP
800-135 CHLE X4LH) IZHH L, 7 Br KMAC128 35 XU 9 By KMAC256 ~D BBz LT,
BEOEX2) T 4=V F 00k o TR Y . FREEMRER & 137225 TH7R0A,
LS DOBREOHERIITEE DI LETH D,
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* Fast Correlation Attack Revisited — Cryptanalysis on Full Grain—-128a, Grain—128,
and Grain-vl [CRYPTO 2018]
Yosuke Todo, Takanori Isobe, Willi Meier, Kazumaro Aoki, and Bin Zhang

NTT DOFEYE 51X, LFSR ~X— A D A kU — ALK 512 %3 2 i d FH B 4 8 (FCA:  Fast
Correlation Attack) ZHBRIROMEEIND AH Z LIZE 0 H LWHEER L OZF K-S T
VT Y XKD R ERE R A HIR L7, 2 OFEE Grain 7 7 I U — (Grain-128a,
Grain-128, Grain—vD)IZEM T2 Z LIC XV T TR L7z, Grain—vl |% eSTREAM DR —
N7 ) AICHHE SN TEB Y, Grain-128a (X ISO/IEC ICBWTHEAEL S TE Y, Grain-
128a DIFERRUTKET D W SIENTIIHID T TH %,

+ Correlation Cube Attacks: From Weak—Key Distinguisher to Key Recovery [Burocrypt
2018]

Meicheng Liu, Jingchun Yang, Wenhao Wang, and Dongdai Lin

A KU — AHEB~D Cube HEEDPLHE & LT Correlation Cube WEEAEZEL7- LT, &
AU — A0S [Trivium) ~EA L72EREZ R L T D, [Trivium] (FEM D eSTREAM
7rYxZ MIEBWT portfolio IZH#E SR 80y b (IVE:80E Y k) OA |
U — AWE5C, CRYPTREC 723 2017 4RI 84T L 7= [CRYPTREC B 5 AT 7 A K7 A o (&
)] CHRMER SR E 7o T D, KR E LT, Correlation Cube BEIZ X - THIMML B Sk
D7 IVATAET 1152 Be> [Trivium| % 805 Bt/835 BTk L7fitioxt LT, KB LY
LAV GHEE) CHEBENARETH D Z 2R Lz, BRMIZIX, 805 BrDEA T,
247 /2 OEFIEIRE, 27 2" OF =R Ko T, 27,27 OREE GHREE) CHEHEREN
AIRETH 5 Z & 835 XD A3 2° OFRAFHA, 2" OF — X2 L - T, 27 DiFf#] GHA &
THREIEXENETHD Z &, BDEARINT,

+ Fast Near Collision Attack on the Grain vl Stream Cipher [Eurocrypt 2018]

Bin Zhang, Chao Xu, and Willi Meier

A2 R — LIS ~ONHK 728 L LT FNCA (Fast Near Collision attack) ZfEZ=L
o bT BEA MY — ARG TGrain vi) ~EH L, FHERKIC L 2 FEREEBR 1T T D,
[Grain v1] IZEKIM D eSTREAM 7' 2 ¥ = 7 MMZEWT portfolio [ZHB#k S /-8t : 80/128
By b (IV & :64/80 B> b)) A RV —AKEE T, CRYPTREC 7% 2017 HEIZRITL1-
FCRYPTREC W SHANTA N7 A > (BERES) ] THRMESR L > TS, fiRE LT,
FNCAIZ X » T#ER 80 B b [Grain v1| IZX L TINETHHITND EDOUERER X
DR GHER) OETROERO IWKENR AR TH Y . BARKIZIE, 2% OFaTEH
DT =2 2B DAEVICE T, 20T O GHE &) CTREIEXENARETHD Z
LRSI,
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* A Key—recovery Attack on 855-round Trivium [CRYPTO 2018]
Ximing Fu, Xiaoyun Wang, Xiaoyang Dong, and Willi Meier

855 BRIZHRIR S 7z A b U — ABES Trivium (53 2 SERIE BRI R STz, FEHEE
IR T bV EDO 7T =N ZEAP DBk e RO EREZRD D FIEIZED, ELWEE
RDD, RFIEINFSRICESUZEAEDA MY — ARG EICH#HAT 5 2 LA TE, 855 B
O Trivium |3 27 ORFRHFHR & THRZRIE TE 5.

« Improved Division Property Based Cube Attacks Exploiting Algebraic Properties

of Superpoly [CRYPTO 2018]

Qingju Wang, Yonglin Hao, Yosuke Todo, Chaoyun Li, Takanori I[sobe, and Willi Meier
Fa—THBRIA N — LR ERHTICBWCEERT 7 = v 7 Th 5, CRYPTO 2017 (23
F DR D DONEIMER—ADF 2 =T L BE LY RVHHOF 2 —7 A 7 v 7 A5

BITHRET 5 Z Lz kv, SRELES 839 By Trivium, 891 B Kreyvium, 184 B Grain-
128a, 750 Bt Acorn (ZXf L Tl M T % Z LT LTz,

* Boomerang Connectivity Table: A New Cryptanalysis Tool [Eurocrypt 2018]

Carlos Cid, Tao Huang, Thomas Peyrin, Yu Sasaki, and Ling Song

7wy Z WG ~D Boomerang WEE & LUK DR A RBED A —BICHRV A D X
T B —/L & LTBCT (Boomerang Connectivity Table) Z#EEL TCW5A, 7=
BCT 12 L 2T T AL E THIE SR Do T2 257 S ARRBEIT X 2 A5l 58 O 39 53 0
(Generalized Switching Effect) HIAEND Z & & /"L, AES ~X— A D Tweakable 7 1
v 55 [Deoxys—BC-384) D7 T 07w K16 BTk LT, #iEBhi (8 Bk, 9 Bt 10 B)
@ Boomerang distinguisher Offg=R (275, 2718, 271) N, K x WEENFZEH (251, 271014,
M) ZEdURENTZ, . Deoxys—BC) IFREREMT 5 DEEE =< Tdh % [CAESAR] D 4
K85 & i U 738 RERE 5 Deoxys OWNHELCHIH & TV 5 Tweakable 712 v ZEE 5 TH Y |
MDeoxys] {F CRYPTREC A% 2017 4 (ZHE1T L 7= [CRYPTREC BE S N T 4 > (&R
)] THEHEI R E 2o TV D,

+ Cryptanalysis of MORUS [Asiacrypt 2018]

Tomer Ashur, Maria Eichlseder, Martin M. Lauridsen, Gaétan Leurent, Brice Minaud,
Yann Rotella, Yu Sasaki, and Benoit Viguier

MORUS % CAESAR =227 ¢ ¥ 3 VG EE SV mMERERSGERE 5 CThH Y, 774 F U A K
(& H STV 5, MORUS (213 MORUS-640 (128 £+ M) . MORUS-1280 (128 & v 4,256
By M) L300 NR—Ta rRNH ) BEMITHOY A X T 5 L FRIN TN,
KL TIE, 73— 30 MORUS OFEA F U — NMTHAAERE 27”3, 2566 By g
MORUS-1280 {2k L, 2P2 =L C 2 MBI G DD Z E AR &Nz,
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Tomer Ashur, Maria Eichlseder, Martin M. Lauridsen, Gaétan Leurent, Brice Minaud,
Yann Rotella, Yu Sasaki, and Benoit Viguier
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- EEALIRIL DS
+ CRYPTREC Report 2018 (K5 ffraf iz BawE) HIK
ESLEVN
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DIEY ThD, F2.TOMY ., 4 W6 1T 3 FIBE STz, FRA OB RO LR
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TITN—T NTHEY ., PQC OHFFEEN A Z iR T 2 LB m E > TV D,

Wy ST B TR BRI 350 5 [HHAR S T 2 i
JOFHE) OEBYE LT, PC OBENTBIA & A B, E1e,
S5 DRI HC 59 i 0 RS0 P LR 0 A e B 1 D PR o 1
BIL TlE, HIFEAERL T D PRIKOFEHZ17 9,

£ 2.7 WEHINRAED — X% 77— 7 (5N EHm) o Bl

[ FHH E]

2018 456 J 27 H - i - F LR RE 5 O B SEEh A A A DO BE T &
B NER 5 DEFE DR

SRS HATRAE U — % o 77— IR B K O
& () DR

- SAEFE O DD JF Ot
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wolal | 2018410 A 12 H B 2~4 (RIS - A AT E S
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3.1. MY —F v /o N—7

3.1.1. TRENEM
(1) MR EER S O B R
AR, EFRtEEA RSN TOLREMEA RO Z LN TE D LIRS oS (&5
RSB PQC) DR - REIAKIETHED STV D, KR KETIL NIST 23 PQC DAZE % B
ML TEY ., BRI TILETST 23 PQC OFHAEIEEN 21TV, ISO/IEC T HAEE LIS 7oikim A in &
S TW5, ZOXHICENTS PQC OWFFEE M 2R T 5 LBEER I HITEE > TV D,
2017 FEEE KON 2018 AREEIC IRV T, WS- BANTHEZE B 2TEE G I3 5 DR 12 B
DA O OTEE) & LT, PQC OHINEIM A2 AT 2 2 & MK S HAfa I Tk
REINT, BTHIGHMEZBS T, BT Y — %0 7 7 —7 (RS MRATa ) 4 3% &
L. KA 4 Fhi L7z,
® [itETEHHEMET S (PQC) ICBHT 2 ITEOMFEEIMARAE L, WEEEERT D, GERT
1L 2018 4EER,)
® PQC OREBHRBEMTH D, 4 DO (IS B SHIN, fFEIcE S5
. 2EBSERICHES S BESH, RIFGAGIC LS B SH) ZlaEx%s 15,
® FROFNHEIIBNT, YT 5 HKOLHRICONT 3 DR (RF (b, s, &
4) OBLRIZ L HREES & FE T 5,
(2) TRIRDOEH
FRIRE 3 AR RE O IR e Js 32 OV FI bt b oD B FSoR 25T R oD IR 84 L2 B L T CRYPTREC 723 3] 4F:
ARL TN TRHIKOER 1T,

3.1.2. ZEMAK

CBRRRNG . Fi1-35 1)
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ZH: #HA fmE AAREEESERAST
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2= BigE A R
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3.1.3. {EEIEE

3.1.3. 1. THETFHEEK S OHEEIMFAE

(1) NIST PQC E¥#E(l&Eh(n)

® NIST PQC tEHE[LDOAFETIL., KoV (2017 4E 11 H 30 H) £ TIZ, 82D HFRNPIREX

. ZDHH 69 thNFERIEMEAT- L, TO%, 5 oS HARRY TiFbhi,

® NIST PQC #EHfr7 ¥ =7 MZBWTIREINIZK 5ROV IALNER I
(Second Round Candidates), 55 5i=Ux 26 LRIk IAE L, 20194 1 H 30 BIZE DfE

YA NPAE SN, BESNERE ST RROZEMEE 2018 0B 5 2T TH

LZEBRTEINTND,
*This is a tentative timeline, provided for information, and subject to change.
Date
Feb 24-26, 2016 NIST Presentation at PQCrypto 2016: Announcement and outline of NIST's Call for Submissions (Fall 2016), Dustin Moody
April 28,2016 NIST releases NISTIR 8105, Report on Post-Quantum Cryptography
Dec 20, 2016 Formal Call for Proposals
Nov 30,2017 Deadline for submissions
Dec 4, 2017 NIST Presentation at AsiaCrypt 2017: The Ship Has Sailed: The NIST Post-Quantum Crypto "Competition", Dustin Moody
Dec 21,2017 Round 1 algorithms announced (69 submissions accepted as "complete and proper")
Apr11,2018 NIST Presentation at PQCrypto 2018: Let's Get Ready to Rumble - The NIST PQC "Competition", Dustin Moody
April 11-13,2018 First PQC Standardization Conference - Submitter's Presentations
January 30,2019 Second Round Candidates announced

August 22-24,2019 Second PQC Standardization Conference

(tentative)

2020/2021 Round 3 begins or select algorithms

2022/2024 Draft Standards Available

(2019 4 3 H 1 H:https://csre. nist. gov/projects/post—quantum—cryptography/workshops—and-timeline)

(2) T &7 =5 S OBFFEsh A

A

(a) 2017 4EFES 1 0] W6 TOEMANE L N EHH
® HEMGELT D 4-o0NEER (TLOONS@) ITHOWTHYEEZRE LT,

F3-1: HYERO K

EVELOER PR
HA mAER - FHR AT« FHR
O T2 D < WFB-Hf THEER THIZEER 2 ) ZA,
(5 )R)
@ EHLHAUTES ST | W () ZE& ZH () %8
OFF 23D < W Hldfr B)IER B)IER
@RIFE BRI D < W5 HIN mEEE mEEE
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® 4 ODFFHEIZEBWT, ARG E BRI T 5000, YD &0 F L OFEEZ IR
E LTz,

(b) 2017 4EFEH 2 0] WG T Efifi N M O E FIH
@ X7 Va—LDOEEIZHONT

2018 4EFE1T WG % 3 [HIEid 5,

2018 4EEEE 18] W6 (6 A 27 H) : B2 IiE,

2018 AEHE 28] W6 (10 H) @ #EE () oPE®mE
2018 AEFEE 3 A W6 (2 H) @ HEE (R) 55k,
1
1
:
1
:
1
| @4/9-11
01 | PQCrypto 2018
11/30
N|ST:7)L:“'}X°A0): ?ﬂﬁ/lé';?’ dabdizati
ASEGEY] | QC Standatdization
I Conference
F1EWG F2/WG6 F1EwWe E2/WG E3EWG
20176 E 20184

(c)2018 AFEEH 1 [FIWG J O DOHERTFHEE S T O ERMANE K OV EFIH
® T[ELOHBRTHEEZEDOHESH () (BT 5 FAlMESEHEL Ehu L7,
20184F-5 H 23 H : EEFIHE LY (EADE)
2018 -6 H 11 H : EMHYEFH L ALY (FFEI0HED < K 5Hd)
2018 4F 6 H 12 H : $UEMAYEITH ALY (K123 < B B-HIf)
2018 426 H 14 H : EMYEFTHEDLY (A HAUTE S K5 HA)
20184F6 H 14 H : PEHLEZITHE ALY (RETHICEES K 5H0)
® RS COREMA R, Mi&E T3R5 OB AW O RE 2 R E
L7,
(d)2018 4EJEE 2 [H] WG TOFEMNE K OV EHIH
® EE () ORFIZ OV THEYZT DT L, W6 I TINE B EICOWCigim S 7z,
(e)2018 4EJEH 3 [MIWG TOFEiPNE M O EHIH
® WEE () OFEICOWTHERYENTHIIL, TNHOBBLEZORNENNG TTHRS
iz, BEEOMIEELEORDYIV 2 201943 A 15 B & L, FITHIZFEE3 H. Web TO
ABRBIEFRIFEA4AB HET DI EERELE,

27



3.1.3.2. FHIKIDFEHr
(1) 2017 HJE
FIREL y fr FEIRE RS X OV M iR b oo BfEioe S R RE o0 TR EEME L2 B 9 2 BB A L2 O 720 1
W72 o2z, 2017486 A « 11 HOR F~— I fERAZ BN L CHRAIRKOFEFH 24772,
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1027 | 2B RONEIEM ORI SORBEAIENL | [ = TOPSO0Orglchir 1 610X~/ — 30 L~y — DRI EDATR |
| ®xzuswsboss - || ---TOP500.0rglc#s 35001102~/ t—T> K 2—5 — DIAEI21E ZOAFH |
IS X—FRRE & BEEED OBE BRN—R7EYT R P IIRE OB
Lo L _i______ R GNFSOAEREI3] i
e
RAE VBRI OBE [1]CRYPTREC Report 2006, http://www.cryptrec.go.jp/reporthtml
o4 [21TOP500 Supercomputing Sites, http://www.top500.0rg
10" [3]General Purpose Factoring Records, http://www.crypto-world.com/FactorRecords.html | —
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(TR EUHNELOSE 2 s, 5) |
10 A TNy SR, K8
Cori(EZTRLF—HRMLHFEEYY—, KE)
Piz Daint(EL2—/\—IYEa—F1 5 tv5—, Z12)
s i TesEk 768L°y NRSA% | FRITHRIRT 3 DICHBAIERE1):
12 ettt agpt EXEUBIED OB
lp=: ] e 663k
I e 58267 b
Woxs 576Kk :
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- o VERITABUBERT TE0ICERE BB DT M(201 8F2AEH)
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i i i i i i i
1995 2000 2005 2010 2015 2020 2025 2030 2035

4 (FE)
4 10 FRRES iR R EEE (B 2 G5 SR A
(1 HFEFTSDVAHE T T 5 DICER S LB O TR, 2018 4 2 H B8
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| |-~~~ Koblitz Curves case (Bi#»'113,160,192Ev ) [1]
—- TOPB00.0rglc #5115 DR~/ t—T 2 2 — 5 — DIEBE[2]  ZDAFEER
| | - TOP500.0rgic# i3 2500410 2—/\—0 2 — 5 — DIHEI2] L 2 DIMER .
oa | ] ECOLPog@RS(3-5 e 12 N —
10 || [1]Yasuda, Shimoyama, Kogure and lzu, On the Strength Comparison of the ECDLP and the IFP, SCN 2012 —
| | (21TOP500 Supercomputing Sites, http://www.top500.0r,g | T T T T T T s s s s s s s s s s s s s s s s s -
[3]The Certicom ECC Challenge, https://www.certicom.com/index.php/the-certicom-ecc-challenge
I | [41Bos, Kainara, Kieinjung, Lenstra, Montgomery, Solving a 112-bit prime elliptic curve discrete logarithm
problem on game consoles using sloppy reduction, Int. J. Appl. Crypt. 2(3), 212 (2012)
[5]Erich Wenger, Paul Wolfger, Solving the Discrete Logarithm of a 113-Bit Koblitz Curve with an FPGA
Cluster, Selected Areas in Cryptography, Lecture Notes in Computer Science 2014, pp 363-379
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(2) 2018 4
TFHROFFIZEAL T, FiLd (a) KO (b) IZHOWTHISZIT 272,
(a)  FREBGERMEF JOWs M il b oo B £ 8 E o R L2 BE 3 2 GHR & ORI K
PRI TR E D DO W
> FRERBORRRE O R EEME B3 2 FHR BRI OV T, 2006 4512 S0 U 72 FFAmAS
HIDOFH,

T. Kleinjung K& VA, K. Lenstra RIZFHMliZfKHH L. SRR L DER RS T T Y
XL ELTHBN TN D —REURS 5 WVIEICIH N T, FHERRRI O BRI %15 5 i LB
DY T N = T MO EIHEE T o7, AHERERIX TRROE 1 0l TH D,

DURTOFEMAE S & bR CTRIBRET LN 2 L BRI N, 72B, sHMliLA— h1JX, #
ST L LT Veb XBITHFETH D2

F 1 EFAVBERERT OHERIFE SR (HEAZIZ. Intel Xeon E5-2680 v3 2.5 GHz =7 - 4F)
EFA X (Bv ) 768 1024 1536 2048
HIEH Y 561. 99 1.52 x 10| 0.92 x 10" 128 x 10%

[1] Evaluation of complexity of the sieving step of the general number field sieve,

T. Kleinjung and A. K. Lenstra, December 5, 2018

(b) SEREKS RIS L OWs M bR b o BlEscel Sk R R oo R S 1 B 2 B B R OB D AL
HPERE D FEREIZ SN T ORES
RO MIBMERE D F ORI LT, [ BRI E BRI BV T, FROBAD L5
mAaRs hnbolz,

FEERZ DUV T H FLOPS TEWLOMNE W I HHED THREFTL TH Bz,
AIRE 7o #PH CRHEMOEMZICH I L TH L9 e EOBHEERTH B2,

® GHEBEESI DM ORI BT 5 TN D AT OV T, HPC 238 THEERk ST
Do %9 LICHHEMRE ) ORERIZOWT, HMFIZE T Y v 75008 L0 EBbis,

INHDOI AL MK LT, HAREEOEMENS T U v 7T o kR, SR
LIZIRBA DTSN TWE |, DEfsk, 7ot v oMgEITEFT Bl 5 ). [EEO HEN R
LTETWD] EREREINES,

' https://www. cryptrec. go. jp/exreport/cryptrec—ex—0601-2006. pdf (T. Kleinjung FKiZ & 3)

2 https://www. cryptrec. go. jp/exreport/cryptrec—ex—2802-2018. pdf ($g4 T &)
P EHINEES FRZFEROEAZEO ZWHIICE Y, EFh, SUERT AMMB0R L OHRE KRS P EF
LBH D ZERE A 5T,
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Decoding Linear Codes with High Error Rate and its Impact for LPN Security
[PQCrypto 2018]

Leif Both and Alexander May
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LPN DR 5 AL AL AL, B ESWT T — R THLHI | KT VTV ALT LPN OLEMEITR
WA 52 %,

QC-MDPC: A Timing Attack and a CCA2 KEM [PQCrypto 2018]

Edward Eaton, Matthieu Lequesne, Alex Parent, and Nicolas Sendrier
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K LTI FEDOART NV ELT—D AR MVHI OB R e— LB L ORVELT-HT 2
CEFEMLTCT2D | VU R — DEAIIME G MR DA R 8B LR D, Vo Fu—LEHD
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B R DB RO DZETEAZ R L TH AN, QC-MDPC A% — A% 241D TOXAI 7
WgagxitiLy,
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Attacks on the AJPS Mersenne-based Cryptosystem [PQCrypto 2018]

Koen de Boer, Léo Ducas, Stacey Jetfery, and Ronald de Wolf
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E 2 T-WEEEFTH AT RFTBNCEIER 2 Ny o o TR D R B AJPS 123 L T
ZE& LTS, IRIZ, Beunardeau HOWEEA LOKEE IZHATL . £ DORERZMEREL  TeL 7o,

Implementing Joux-Vitse’s Crossbred Algorithm for Solving MQ Systems over F_2
on GPUs [PQCrypto 2018]

Ruben Niederhagen, Kai-Chun Ning, and Bo-Yin Yang

%754 2 IR(MQ: Multivariate Quadratic)i# N7 HFR A MRS K EEMEIX, it & 75 EAER 504y
BFIZRWN T, SRR —ARF — LD ZEMARILE /0> Td, ZORBED BARRY72~> T A7
WEEMEIL, BoF D@ PERED F2HIZED | HILNRTIUTZRBIR0 N, AGwSCTIE, 2017 40 Joux
BLWVitse (28D Fy EOMQESL FREAZMIRE T VTV X LD A FLik - 524 - FHm L7,
LT VTV A LI EIZA UL FTRETHY . GPU 7 —F 77 F ¥ —T MQ L TR A
<DL TWD, EEETIE 1 BOMEM Nvdia GTX 980 77747 —R%&HWWT 134 2.
67 250> MQ &8Nz 5FE A 98.34 RFHI TR ZEMNTED— 7 AUV F LD Joux-Vitse 7 /LA
YR LTIV A RO REA R OIZ 6200 CPU K735, Ada LD FEHEIZID, 55 735 74 D n
(ZRL, N TOREN Type-TMQ F L DA ENTEIZ, AREITILSE, 3600 5D GTX
980 7T 7471 —REMWT, 80 72 84 25D MQ &L A | T LN TEHE
RAEb o7z, ZNHD/ 3T A—4—%, Crypto 2011 [ZFBW T AR, AFE, BRFESIZEY 80 B
BELTRESNIZHDO THD,

Practical Cryptanalysis of a Public-key Encryption Scheme Based on Non-linear
[PQCrypto 2018]

Keita Xagawa

SAC2017 (ZH\WNT, BKIL, TR, AT, B, e AERISITED | i S 5 L LT
ZEEINT-AREFHFTEXREFSIEC: Indeterminate Equation Cryptosystem)DZZ &M aWr2EL7-, IEC
TIE 2 DDORTA=Z—EEA PSL: (n, p, degX, @)=(80, 3, 1, 921601)F LT PS2: (n, p, degX,
@)=(80, 3, 2, 5898240001923 5- 2 HAVIZ, A SCTI, HF-ILIEHME/ N7 ATV X LIZED, Zhbo
INIA=Z—EHITRIL T ERRNRRBEEL BB L OAY =V EIE K EL 52 5, n=80 L&
R CHDHENIFFEL Gentry D NTRU AU 325K B,(EUROCRYPT 2011)DT AT 47
2RI %, fREERTHELLT D@ THD,

—PS1IZRAL. 100 fEDABHSED S 84 fHOFLE §A 4% < 30~40 FHClal{E
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I, BIZIE n=83 DI n BFREOBAITh Ay —VIEE K I LU S % 5.2 5,
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BT B LT,
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— %% % 61000 F(#9 17 IR EAMNICEIE L=,

—XOKRER 0 ThooTh, IEC ORIERD IO/~ AE RO BT LRTED, FR
Tl n=113 IZKL T, 20 X577V 330000 BT 4 BILINIC RO HZENTET:,
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Computing Isogenies between Montgomery Curves Using the Action of (0; 0)
[PQCrypto 2018]

Joost Renes

Asiacrypt 2017 {28 T, Costello & Hisil 1%, Montgomery g FOAFE K EIH — /L &2 Ff
ORI GG & G R T 20 AR E R LTz, Kia LTI, 2O EBROILROME R A 7GR %
5.2 | RGO L 50, 0)D AR /EMREDRERE R T, ARILIRITIKE S — L OfilF %78
UL =0 530,0% 5 ERVEE O BER R R BB 2T A T2, Filleg 6Ll T,
Montgomery R 2-[FAIFE BRI § DR RAVRARE G2 TNED AR R EL R —
AREFIZBN T, FARDDIPL I TFIRGHR LA 8 ORI RO HGRLIC, FI T2 L%
Y. BT, AL 3 DBIRIYZR AR O = ARIOKE M #h#i a5 2 5,

2.2. PQCrypto 2018 O F (2 HAH)

Progressive lattice sieving [PQCrypto 2018]

Thijs Laarhoven and Artur Mariano

#7228 RE Z < T N T VX LD L IFFEEHITROJF AN SN TS, BlG, dIRITH
DOREZ DT, ET R d-1 OEGHE 1T 1 SLL EOREAfRE | 2O #a oo R E 2 i
SOIZFIHT D, LnLent, BEAF O i B I3 A~ 27~V ESVP: Shortest Vector
Problem)D J5724% +- RIS BRI HAA 2 | HIOINDT IVEEER OB T 2405, BT, BFHfil%
D BT L ASHEFIRE T D DIED T RFIZ 32T 2 A D 7 | I P2 WL H 3 D Wi g 2 1,
HF D EFRITL BV DR DD 5,

KTl A& T B~ OWERRT 7 —F 2B 2| @S AIOELEST ML BICLELTZE IS
DIHFTLNWEEEARY LA IRFEE AL T, ZAUSK T R A7 ML Z R D HRGEZ (BEa—Y
AT 4\ WL FATROEEDOEIZLY RERFEMN R EE 52 AEVEHZ IR,
TINAYZLOIRRDEENE LV IRDD > FHIL9 <L, RGPS5 (kDT 7 vu—F
0 SVP ORFHIFHR BTl 20~40 fi5miE) LolcLiz,
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Rank Analysis of Cubic Multivariate Cryptosystems [PQCrypto 2018]

John Baena, Daniel Cabarcas, Daniel Escudero, Karan Khathuria, and Javier Verbel

K SCTIL, B OBSICET 5, 3 IR SAE D Z B Z T35, ZAKME S a2
B (Big Field Idea)Z 2 IR0 3 IRICHEIET D5 1EZFER L [RIBROBEE O KA 252 &a7R
o B/ NREERIEZ IR . ZOREICBITHMEE ST VTV L2 fgRm L, EE LI /NE7R
BEEUT KT DR RIL, 2 ROGFE TV/INSNWZ LA/ T, LOLRAD, n BHD 3 IREZHEA DM
BiE n JOBRERDHIEDHY, ZO LG EITITT VTV NIIEN R L7025, 1857 DFELX
FAFLBINEUTARDIRNZ L2 R L BEE53 RET LT OO BB I 2 72<72 5,
[FRRICAREA B XU B LR B CTh D72 | W BEEU TR LTI A 2 Tau,

Improved Cryptanalysis of HFEv- via Projection [PQCrypto 2018]

Jintari Ding, Ray Periner, Albrecht Petzoldt, and Daniel Smith-Tone

HFEv—84 2% — M3 b LS ES N IZ S Z AT — LD — D THY | KD~ 771 Fk
B B4 AT — MEEL DR A N2 DO — D> Th D, K LTI FHOTAT 4T 2
7= HFEv={Z5x 4% 3 D OB LW BRI 2427132, K12 3 D HITHERITAZTHY, H2/3T
A== E I L TR, HFEv- SR DB BB O TReb 2R Thh D, HIS, ARBET
EHE SRR B LG | B ATY DRI D 72T T, HIRL . AR S0, HFEv-84,
AF— DL EPETH UNREL G2 FERIE SN0 LR HFEv—A L RS AD/RT
A—=Z =& R E 52 56D T D,

Grafting trees: a Fault Attack against the SPHICS framework [PQCrypto 2018]

Laurent Castelnovi, Ange Martinelli, and Thomas Prest

Y2 BB O G N EEES U< 2SN EEE SN E A L BEE LR 2D | Ny s 2 — R
BATMEFFE T VIT 47 OMFFCLETOIE Y22 A TH D, ZOHTH SPHINCS 77
W—=DAF =L, BLOEHDEHRIZRREBE RV AF—LTHY, FPGA LA~ —I—F
DIEVRAIAT NAACRIET HIENTED, ZOZEND, ZNHDAF — LD TR I35
e ~DEER S B IR 2D,

ARG SC Tl SPHINCS, GRAVITY-SPHINCS, SPHINCS+AMEHLE 3D Hk 2 ~D W) 6D T D
FE AR, R T — SO EAE—DIANILY ATLE DAY E— B A EET AT
ENTED, BIZ, MEET MIETHEHEBTHY, BEAY =V ITHERDOEFLR D7D K
KBTI RAODILKLBLEN TH D, RLEBEITER CERWGHRIARRZDNDTD | ifEAy—
TOEEDUIERT ZLICIVFHEAANE T 2D TED, EOMNVI — A7 &R T, K
BB, FIRA T2 o 2 BIEITRIFL 2NV BIRIZB W T IR BB LN 2 5,

Post-quantum security of the sponge construction [PQCrypto 2018]
Jan Czajkowski, Leon Groot Bruinderink, Andreas Hiilsing, Christian Schaftfner, and
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Dominique Unruh

AFRILTIE AR OIS IS~y v =2 B O B - 3R A E 35, &+
AR EICB W TNy v 2 B O BRI, BB (collapsing property : i 22 it P4 0D 5
) THD, AR DOHERUT, FefEL722 7 vy 7 BB B 2 G2 E D T T fREEMEZ £
(RIS S22 FF D) ZEAm T, R, 7 uy 7 BEN T2 LB LUIOR A7) 7
H LEBTHIVUE, AR ORI E 2 RO,

2.3. PQCrypto 2018 O F (3 HAH)

Quantum Collision-Finding in Non-Uniform Random Functions [PQCrypto 2018]

Marko Balogh, Edward Faton, and Fang Song

K SCTIE, A0 R/ h e bae —k O3 IHED — Rk CRWT & LB O 284 WL 9 &
FBBEWTET D, AU, — KT LI 2 UE T DIt 2 — AT 1o 7 KB EEFL
TARTE D IETrNyy = B O — W78 2 a3 2L L A ZENTED, TAVTHRIR - A
WD B2 )T AFRNTITAR LD, R ARSI PQCrypto 2016 (Z3WNT Targhi HIZEDA
R ESIVTHEA B F R EDZEHED DH D TH D,

HARRIZIZ, D Z8EA Y LR/ hat—k O5MiET 5, f: XY %, % xeX IZBIL T f(x)
DIRNIZ D ACHEI BIERE T %, ARG ST, £ OFZEEFE LT HITIE, Q@) E 7B
TLAIRL, BIHTO TR Q@ V)ZHH LT, F2BR Rk A TiT iR T A 2V° 20RLT 13
EAEDGEITIENT, G T 5 FRICAET DRI E T AU LG RLT,

Asymptotically faster quantum algorithms to solve multivariate quadratic equations
[PQCrypto 2018]

Daniel J. Bernstein and Bo-Yin Yang

A SCTIE, AIRIE Fy £ n 2% m 0 2 Yz FRRRE R &7 VAU X LA G- fif
W42, m=n, q=2 DA FEEERTED T T, T/ATYR AT AY Y 2B ST HifE 2@ O F R
B 1T 20O AD, 72720 tIFK 0.45743 THY, a3 0.01467 ThD, 22 - miFiAEIX
TR PR tra 1349 0.47210 L7225,

el %&. Grover 7 /LAY X LoD FERFFEFR I LI Y72 465 0.50000 %452, Grover 7 /b=
YR LD HNCIC LWL H) 72 R FEEL 0.45743 &9 272D121%, Wilr 72 i fEFE L 0.08514 73
MEETHY, 0.01467 Z0HRDREN,

3. Eurocrypt 2018 DHE

3.1. Eurocrypt 2018 OFREX (3 HAB)
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Boomerang Connectivity Table: A New Cryptanalysis Tool [Eurocrypt 2018]

Carlos Cid, Tao Huang, Thomas Peyrin, Yu Sasaki, and Ling Song

K SCTIL, 7y W5 5~0 Boomerang BEELZIUIFAT Dk~ 7RIS 2 4 — I
ZBIDNTT B —/1 LT BCT (Boomerang Connectivity Table) Z 4242 TV 5, £7- BCT

WZLDIRENT CINETEBINIRN ST 2207 N AR I K DA HRHE =R D 75 %0 B (Generalized

Switching Effect) 28 RLUAENHZ &% 7R L. AES ~X— 20 Tweakable 7 127l 5 [ Deoxys—-BC—384
DT7TUTULR 16 BTt LT, il (8 Bk, 9 B¢, 10 BY) ™ Boomerang distinguisher O3 (27,
2 2N Kk RN EED (2704, 2717 27 ZEARENTZ, M, Deoxys—BC | X2 RERT
FOEREa N THAH[CAESARNDF 4 IRIFEE Z Wi U7T-383ERF 5 Deoxys ODNES TR E LT
V% Tweakable 7'y 71 5TV, [Deoxys 1% CRYPTREC 2% 2017 42 EEIZ %84T L7 CRYPTREC
W S BT AT AR T A (RN 5) JTHRHi R ER>TND,

Correlation Cube Attacks: From Weak-Key Distinguisher to Key Recovery
[Eurocrypt 2018]

Meicheng Liu, Jingchun Yang, Wenhao Wang, and Dongdai Lin

A L TIEAR — AR5 ~D Cube HEEDYLFEEL T Correlation Cube WEZFEZEL7- LT,
B AN — A5 T Trivium | ~38 FH L7285 R 2R L Cvd, [ Trivium  1IXBEKIN D eSTREAM 7'y
=7 MZEWT portfolio IZHHEN - K 80 M (IV £:80 B v k) DARN — Al 5T,
CRYPTREC 73 2017 #EFEIZ%84T LIZ[CRYPTREC WS- HANH AR T AL (8 &l 5) JCH A xf
G LlpoTNA, FEiREL T, Correlation Cube BERIZ > THIH VBRI 7 VATAR T 1152 Bk
[Trivium] % 805 B%/835 BtITHEiRLIZhi ?ﬂf( ééiﬁﬁ(%i@%/}‘iﬁb\ﬂ#ﬁ(ﬁ% &) THEN
ARECHDHZEE R LT, BARIICIL, 805 BxDHF41T, 247/2% HRIFHEA, 27,24 OF — 412
£, 27 /27 DR () T*%iﬁlﬁlfﬁiﬁzﬁ%ﬁ ETHDHIL, 835 DY AL 27 DFATFE,
24 DT =& T, 27 OWFE] GHAE &) TREBIEREN ATRETHDHT L, 134% 4 RS,

The Missing Difference Problem, and Its Applications to Counter Mode Encryption
[Eurocrypt 2018]

Gaetan Leurent and Ferdinand Aivieyras

AR 3 TrE I Missing Difference fE | ZE{RL .. ZOMEE Ty /5O X —F—FR
(CTR) OFf%Z R LT~ F7-. =& D [Missing Difference | D& & . [Missing Difference 2MEIR T
DRIMVERNIZHDHZEDH > TODLH AN T, A BRI T VT R LR LT,
INHDT NAYRLIESTHY o Z—F—F (CTR) ~D Ay E—VRIERENR S —4—: O
(2%) TdHHZL, GMAC X Poly1305 D REAIAGEKE N A —4 —:0(2°) THLHLZEN RSN
2o ), IV 2 —F—F (CTR) iaﬁ%ﬁzﬂﬁ“ﬁ SUARDOREE—R LTRSS TRY,
Poly1305 (&, HELE{GAH RS 75U A RO FRFERT 75 & L TH#S 41TV % [ ChaCha20 — Poly 1305 D78
FEREICAH LTV,
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Fast Near Collision Attack on the Grain v1 Stream Cipher [Eurocrypt 2018]

Bin Zhang, Chao Xu, and Willi Meier

Z DL TIFARN — LHF 5 ~DOIH 72 B B L1 C FNCA (Fast Near Collision attack) ZHE%2
L7z BT, BEARN) — AR5 [ Grain v~ HL, FHEEIZEDFEFEFERLIT> T D, [Grain
vIEERIN D eSTREAM 71y =2MZIUWNT portfolio (28 7=tz :80/128 vk (IV &
64/80 '~ DAR — LHFBC, CRYPTREC 23 2017 4E 12347 L 7= CRYPTREC Hf BB 41
R4 (BERG) | TORMEix G L7 > T2, fEREL T, ENCA IZh-> TR 80 B ho
[Grain v1 T TTAETHIDILTNDE DBEERE R LB GHA &) O Theb RO L
WEESWIRETHY . BARRYIZIE, 2% OFRREIR, 29 D7 —2 /2% DAEVITI ST, 277 DIF[H]
(FHHE &) CHRIEERBEN AR THDLIEIRINIZ,

4. Crypto 2018 DHFE

41. Crypto 2018 OFEX(1 HE)

Lower Bounds on Lattice Enumeration with Extreme Pruning [Crypto 2018]
Yoshinori Aono, Phong €. Nguyen, Takenobu Seito, and Junji Shikata
Eurocrypt 2010 (28T Gama HNE A L=/ AR — A0 Z W= 5z BiF FEITR+
M/ N T ATV X LB THOBILGEET YL o PICB W THI I TOD0, OO R
FUCHONWTTHBNLTEL T M FN— A 5 ORI EX 27 12 AL D L THBEER> T
7o AFRSUTIL, BIIERO TRM G2 DN EEDORITFED FIRFHAE &2 WD TH LT,

Dissection-BKW [Crypto 2018]
Andre Esser, Felix Heuer, Robert Kiibler, Alexander May, and Christian Sohler
Blum, Kala, Wasserman (Z XA UEFEHRRM 7 /L) A2 BKW X, LPN/LWE ©F%=2U7 (3Ef D
FEMELR DL D THL, ARVHEDE R THLHTO EHMENIROIL, K5 HIE TOEMRZ S
MR AN Cdho 7z, A LTIX, CRYPTO 2012 128115 Dinur HORIKT 7 =7 220D —
fBefb & v BKW 7 L3 VR ADRE — 22— R A 7200 T H 2 7=, BZ21E, ot k @ LPN
AR FHA B 21/ 3ok | SRR FHEL B 22 Sos TR LA TR T, AEVIHEHIEIZLY BKW D& T
IR T QBKW A A1 TR LTz,

CAPA: The Spirit of Beaver against Physical Attacks [Crypto 2018]
Oscar Reparaz, Lauren De Meyer, Begiil Bilgin, Victor Arribas, Svetla Nikova,
Ventzislav Nikov, and Nigel P Smart

ARG SCTIL, £ Tile-Probe—and-Fault Model &V ) FHIA T AT A~DOYFLL B Z ST HHTL
WIBEE T VERRI LD, ZIUL, B O a7 | E2NBERE ST 7 NOERR DD HR
DTty OT VA NZIDIE ST =TT NV THD, ZiUE, Multi Party Computation (MPC)¥K
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2. CAPA (Combined Countermeasure Against Physical Attacks) EFEIEIVAXIIRZFEITL TUND,
ZDO%FRIX, Tile-Probe—and-Fault Model (ZXfH1T5ZL% HANZE Z B, MR ARF ¥ 1L
T By EEEPT A BT DR B K OE S BRI E A RS2 e BRRL TV D,
Tile-Probe—and-Fault Model X% =772 Multi Party Computation (MPC) Z'mh=/LiZ B Z )i}
S5, EBE CAPA [T MPC 7'mbaThs SPDZ MHRWVIIA AL L —a 20 T,
ZOET VRO CAPA(ZAUTHICHFR A/ G Tlde<, EEMRIIREABE T 27-0I1IC& T
HEBZHND)DT EL AN —Tar Db, CAPA OFIEEMHALZEIET A OFH R
EAERL TS, BRIIZIE, KATAN OV AES O/Nn—Ry =7 G454 AES O bitslice Y7 by =7
FLEE R GLEL TS, ZORRLTIEZOT AL, WREE B+ T O — 2% R TE5%
AT second-order DPA 2/t 2 BN A ZEE/RLTUND,

GGH15 Beyond Permutation Branching Programs: Proofs, Attacks, and Candidates
[Crypto 2018]
Oscar Reparaz, Lauren De Meyer, Begiil Bilgin, Victor Arribas, Svetla Nikova,
Ventzislav Nikov, and Nigel P Smart
— W7 s T A AEND GGHIS 7L —R Loy a—R A% — AT OV TR IR A58
EATol, — DT s T NI EBIG T 07T AL T, V—RT AR EIZB W TIEL
DERBDENTHLEV)FEITMIE SN DO THD, FRERITLL T OED
SRER o3I 7 0 7T S KD EHE AT REZR ) (constraints) / #ERE b S 415 B % (functions to
be obfuscated) |Z%f 95 . FhEE Hl KT o & LB E (private constrained PRF(PseudoRandom
Function)) &=~ 7 rlEEEE (L (lockable obfuscation) DL ME K,
<8 GGH15 = a—Ra2f 7= BIAREM: #5¢{L(O: indistinguishability obfuscation)(Z %}
T OB B AR, B BCEIIATHN DOREE AT E L CHRAMIZED 72D | THES4 B (rank attack) )
LIRS, ARBEE L, CCS2017 @ Halevi, Halevi, Shoup. Stephens—Davidowita {255 — %) —RTD
AT 07T KD 10 GRS,
- FE AR 5-(Witness Encryption)& 10 OfEM-f: EFia RaHIZ, GGHI5 Zfio7-, BEfFBEIC
it 2 DAE AR & 10 O MM B AR T 5,

Improved Division Property Based Cube Attacks Exploiting Algebraic Properties of

Superpoly [Crypto 2018]

®ingju Wang, Yonglin Hao, Yosuke Todo, Chaoyun Li, Takanori Isobe, and Willi Meier
Fo— T BRI AN — LIE SITIC B W THEERT 7=y Th%, CRYPTO 2017 (23T D

HODREMER—ADFX 2 —T B BE  JVRWFIFH DX 2—7 AT IV AERITHRRT 5

TEZY, BEEE KA 839 BrdD Trivium, 891 Bt Kreyvium, 184 Bx? Grain-128a, & TF 750

Bt Acorn I[Zx L Tl H 352 LTI,
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Cryptanalysis via algebraic spans [Crypto 2018]

Adi Ben-Zvi, Arkadius Kalka, and Boaz Tsaban

FE AT HAAER AT 75 DOFERA v 72 Z AR IR 2155720 D FIEZ IR T 5, ZOFIEITIAS
W RRE T, LIRTOFELD  BANE S TR THDH, EEAd AR #a 7 m b~
DA ATREMEZ /R LTIZDE | ZOFik% | BEAFFE T TERWME— O & R ~— 208t
T O )L Thb., B4 E(Triple Decomposition)$Ac#A~7 b L2 A 45,

Generic Attacks against Beyond-Birthday-Bound MACs [Crypto 2018]
Gaétan Leurent, Mridul Nandi, and Ferdinand Sibleyras

A SCTIE, WL OMNDFGE D/ —RAT — (R A 2 HREH ATRE L M2 Rf o 72 MAC #§ALD
AP OWTHISET 5, 22Tl SUM-ECBC., PMAC+, 3kf9, GCM-SIV2 &% D25
(LigheMAC+, IkPMACH D X574 7 V7 a7 NI R B FF D7 o V5 5 R — 2D a5 2
%o ZIHTRTO MAC 13 222 72V ETORX 2T A FEHSN CTODA, 2" 7 2Rl COX
BIIAO TR0,

KL TIEF 7 N7 my 7 MAC (KT DI ST IC DWW T RREDH53 18610 4 <7 O
Zeh o 4 OAYE—VE RO EIEENR—AZLEH LT 7 = 2 & FEH L TUD, SUM-
ECBC, PMAC+, 3kf9, GCM-SIV2 } NEDZEFEIZ O )D I =) T 4 DA T2 5 1EE R
L. FIL7 =) DR & CRAERBEERANLCOHHIEE R T, ZOORBEORHGHR &1 2" %
EEIZN, ZHDOAF — ATERBEGRTT VBN T X 2V T ITIEL TR NI LA 7R
T, B AREZ LT, Light MACHI R A ARG L OB BIINRIC L DBt D&% =2 VT ¢ RIE ] % M
T2,

EBIZ, SUM-ECBC KUt GCM-SIV2 (Z%F3 %, IRl R OV —Z R D 0T ) Th OB
DNYT NSRS B, ZAUTINAIRDIZIB W CHF B 2" K Ch O E R N — AT — (R
ZHZ DX 2T MAC 1T T DR OKE TH D,

FEME7efE R EL T, FEB ORBEIZEZVEY TSz, 3k OEFECTH D 1k (253 HFEAE A
WA,

The Curse of Small Domains: New Attacks on Format-Preserving Encryption
[Crypto 2018]
Gaétan Leurent, Mridul Nandi, and Ferdinand Sibleyras

7 F—~ v METERF 5 (Format—preserving encryption (FPE)) 1%, YR 7 4+ —~ v hDOKE 5=
WY %, A7 FPE OREUIFEHE IZHELL | Bl DB NIST SP800-38G IR HED T =
VT A RIGZEZD O ERLETCND, ZOZEE, FFal) T D EAMRAS— LBFET D
IEIMEVS RIEZE R RIEE L THR LT,

A SCCIE, FPE A% — AT 2 BB O IEZ T T D, IO F BRI, Feistel ~—20D
FPE (1 Z1Z, NIST SP800-38G  FF1/FF3) IZ#%f 4 28T LW BERIE- S AY B — M e B T D,
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F7-. FF3 FEA OMEFatEIch & B L, WEBOZF(bAERL TV D,

ARG SCTIEET=, FE Feistel ~X—A®D FPE (2%} 35 H B /RL TUWD, HFIZ, Cisco (2L~ THIRE
STz FNR IS 258 )7 Ay B — U T B 242 /R L T, Brightwell & U8 Smith (Z& - T
&}, Protegrity (ZE> TR T 7V r— v a AT AGA I CTEART S A7 DTP A& D/ NU 77k
\ZXI9 %58 7772 ciphertext—only attack HIERL TV,

Kim L OY L, FF1/FF3/FNR (2K L T NSWOR AL AZDOHEHRITHY, DTP 1T LT
RO RDR AL AR L T E MW TH L EfEmm T T0D, DTP I3 HE T, ANSI (Z&>THE
BTSN TOBINTNEWR AL T FF1/FF3 DX 7 W Sk 21T e fER L TD,

42. Crypto 2018 DX (2 HA)

Quantum Attacks against Indistinguishability Obfuscators Proved Secure in the
Weak Multilinear Map Model [Crypto 2018]

Alice Pellet-Mary

K5 LT, Garg HI2X~>T TCC2016 123 FE SN GMMSSZ 4yl 7 v 7T AL
(branching program obfuscator)?’ Garg HIZL5 GGH13 % E#IE G544 (Eurorypt2013) 12k ->TE.
LS5 E T T o m 2 AR R BB LR L C0D, ZO#EG M T Miles HIZXD
(Crypto2016)83\ & EARE BARE T /MIB N TEFX 27 ThHZENTEFSIL TS,

R X OB L, Cramer HIZXAE F 145 7L+ L ,3—(short principal ideal solver)
(Eurocrypt2016) Zfd L C GGH13 Z EMUE BAR O 0D Bk % &1 2 I TR T %,
AR LD EFERIL GMMSSZ obfuscator D=5 ¢ short principal ideal problem (E++
VT A I DOREE 2 AR TR T2 O 72T I D) ~ Dk & A DAL D,

BIZ. AFa IEFECT A7 472 Dottling HIZEDF L EMRUFALET VITBNTL AR
DGGMM #EFHE~D A BN O BEO EITICHISH TELTLABMIL TS,

Cryptanalyses of Branching Program Obfuscations over GGH13 Multilinear Map
from the NTRU Problem [Crypto 2018]
Jung Hee Cheon, Minki Hhan, Jiseung Kim, and Changmin Lee

AR LTI AFET 29~ TO, GGHI3 ZEMIE TG LD /TIRHE (BP) ~—ADakBIA ke
ME#ESE (b (indistinguishability obfuscation (i0)) fEAHORE SEMTZHERL CTD, ZTNEERKT D
72 NTRU YL X —%ff 457 07T L% #i(program converting) & 741 ¥ = {k(matrix
zeroizing) eV ) 2 DDF LT I = V5585, THET DL BP #5i b (TCC2016) X2
YR L TlEF 27 TR AT 5,

RERSLOBEIL, BF 2T A ORERDOT=DIZIE, GGH13 O TR ItA LLRATE 2 HAL T 2D
IEDMICRESRELRTIUT D2V LA R TND,

71



43. Crypto 2018 OHEX (4 HAE)

Improved Key Recovery Attacks on Reduced-Round AES with Practical Data and
Memory Complexities [Crypto 2018]
Achiya Bar-On, Orr Dunkelman, Nathan Keller, Eyal Ronen, and Adi Shamir

ART T+ 7N =ATF L RKFD Achiya Bar—on HH3 AES DB (10 Be 5 B LT, 77—
B/ AFY /IR FHR RS 225 (fE A 2% JDH K 500 i w0 CHERIE KR C&HI LA R, Eh
IRV FEREBAT o7, BT 7 Bt AES [ZHEIRT 52812 KY, 18 HFHRDIZ AES-192 ([ZxF 5B 55
FEME ST, MR CTHAT-0 | FREEEMEIIT~—T 0 BHDN, 5B OB BEOHERIZITIEE
DILEETH S,

Fast Correlation Attack Revisited - Cryptanalysis on Full Grain-128a, Grain-128,
and Grain-vl [Crypto 2018]
Yosuke Todo, Takanori Isobe, Willi Meier, Kazumaro Aoki, and Bin Zhang

NTT OfEEDIE, LFSR N—ADAN — AR5 (2% 3% mndFH A% B (FCA: Fast Correlation
Attack)Z A BRI DOFLENE RAZ LIV BT LW E B LU E ST ATV X AZIYEEH
S e R EAHI L2, ZOFEE Grain 773V —(Grain-128a, Grain-128, Grain-v1){Zi# i
FTHZLZKYT X TAEFEL 7=, Grain—vl |% eSTREAM DR —h7 VA ZHE#H S TEY ., Grain-
128a 1 ISO/IEC (2R W CTHEHE(L XL CTHY | Grain—128a DFERRUI5E T DB SAEHTIZPIH TT
D,

A Key-recovery Attack on 855-round Trivium [Crypto 2018]
Ximing Fu, Xiaoyun Wang, Xiaoyang Dong, and Willi Meier

855 BRIZHIRS NI AR — Ll 5 Trivium (25928 RITE BB MRSV, BE#EL I~
IV EDT =NV ZIEANL B L ERED ERE D DHFIEIZLY IELWRZ RO D, KFiE
13 NFSR IZHASUELAE DAN — AT H 9752 &3 T, 855 B Trivium (3 27 ORFfH]
R RCHEEIE TS,

Bernstein Bound on WCS is Tight - Repairing Luykx-Preneel Optimal Forgeries
[Crypto 2018]
Mridul Nandi
Eurocrypt2018 (233U T, Luykx & Preneel (X2 HA v 2—A0 Wegman—Carter—Shoup
(WCS)authenticators (2% %/ 3 28818 50 M OMAIER B Z R LT, OO n Z2/ vy
Vad—OByMNRELIZRE, 2V HD Ay 2—U-5 7 DA LEEEL, 1.34X2™" O ETH
%, Bernstein |% Eurocrypt2005 |23 Tl KAE T R /37— @D _EBR (Bernstein Bound &1LC
MO TND) R LT, 20 ERIE OQVA)EID7 2VAFITT 5T X TOKEHRIT 02D
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WARBIET RN T —VhFFCHZEAEHRL TV,

AL T, otad—k DR EbHER 1/2 T, Vi x 22H0 A £ —-47 DIICHESS
B 2503528 C, Bernstein Bound 23548 T HZ AR L TCND, Fio, RIGIEETT -7
7 —+F—R(GCM: Galois Counter Mode)iZHIEIEL TV A,

5. FDTC 2018 W%

A Breaking Redundancy-Based Countermeasures with Random Faults and Power
Side Channel [FDTC 2018]
Sayandeep Saha, Dirmanto Jap, Jakub Breier, Shivam Bhasin, Debdeep Mukhopadhyay;,
and Pallab Dasgupta

HEBERI I BE A~ DR EL T B S B RR I TR A FF -8 2 FIEIX RSB TOD AN,
AR L TIXZOILRAMZ W FIZEY | 3R EIENALO)— 7 2R LT BB FEEA R EL T)D,
WAL 2 ROrY Yy 7 TEML, £ Of R iU TR RO IEL S MRFEET 2 FELEITRIL
ZOWETIERBITHKRT 200y IO FARTF vV —2 2RI AT 5, EERIZZOR B
AES & PRESENT (ZxfL Gl FHL | 128 B~ AES O8AEH)L T 2% [al D #h i A CHtA B ©
EHTEERL TN, EIEZE-TE 2% BIOEFFEEAL 1 B TITHZERATRETHY, ZDIH72
BT BIEEDRHDHEE 2 OND, HFEF B E~D% K2 FAET D BT, xR ER B
ENEDY =V ERE T DUERHLERS L TND,

6. CHES 2018 M%K%

6.1. CHES 2018 M%%& (2 HH)

FPGAhammer: Remote Voltage Fault Attacks on Shared FPGAs, suitable for DFA
on AES. [CHES 2018]
Jonas Krautter, Dennis R. E. Gnad and Mehdi B. Tahoori

1 fE® FPGA TOFIHTEDNY —ADHKIZEY | FPGA ICEB D —F Duy 7R3 FJET 5
N FE T —ARALNEINT o TETND, ZOLIZRRILUCIN T, FPGA NICHE 532
HENRHLHEXIT, AL FPGA LIV 7 AL — 2% FE L TENEBESE 5L T FPGA 2KIC
T LEERE T 2o ERIL ., 5 BRIGREFAE SR BRI TD, DRAM
WCBWTHET 21T ~OMYIELT 7B AL TAEVD T —H 2 LS DK BETH D
rowhammer EIFEEILDTFEDTHEH SNV TCNDD, ZOEIFELL L TlE rowhammer EFE{EL
L7238 2 HIZHESNTNHTENE FPGAhammer £V A i D1 Cud, ZOKEETEREIC AES
FELA SR @A LT DT LITHIIL TV,

73



6.2. CHES 2018 M%%*& (4 HH)

Persistent Fault Analysis on Block Ciphers [CHES 2018]
Fan Zhang, Xiaoxuan Lou, Xinjie Zhao, Shivam Bhasin, Wei He, Ruyi Ding, Samiya
Qureshil and Kui Ren

W OBMER AR EIIL — P EIC Lo T BT RRENELZ S X R T 2L ko T ET 503,
BRI E DT DEAIL T 0L EILRMEIC D3 RIZE S TR LT W, K
TIFFFREI72 7 4 — Vb 2§ Z SIS R D BB AR R L T D, SRIRGITIE T LT Y X LR LR
T OEIANEIN T DL AR T D, S-Box 27 — 7 VB MTEIEL QD EH72 AES DFEdE
(XL WS R FEATANC S-Box 7 — 7 /VOfEZZEL  ZDWZENS 1 (RO 55 5 o [FHe
FTHINTTHIETRREMEZ IS, ZIUTE > TH SN TR 5 CE RT3 52 & T 1E T
FTHZLITRIIL TWD, i B bz 2 [T THET D525 RISk L T B 5 T 4
% S-Box DZMT =T NAIAL TOIITZOKEIT Y95, £/, #DEL DRAM (ZT 7 &4
THZETHETDITO ATV 2T S Drowhammer D FiENERGH 7 4+ — V5| 2372
IR HZEBF ML TS,

7. ECC 2018 % F

7.1. ECC 2018 M%%*x (2 HH)

Lower-Level Verifications for Cryptographic Software Involving Elliptic Curves and
Others [ECC 2018]
Bo-Yin Yang

5D 2 T 2R T D701, B 5T VTV A LPIELSRESNTWNDZEN L EL
Th b, Fa M MR S IR PRI ISE 7D | ZERFEANEEL FotEiE kDB
DYTN =T TIET B 7 VEETRIRINDIETOHD, ZDIEIFTT BT TLNELLEINT
WD EDIRFEZ RO THEL <%, ZORMBEIZXIET 2728 CRYPTOLINE EFFEN DT 5~
N7 =7 ORFEY — L E R L TS, 2DV — WL~ T, M HTERAE B8 IEL S EIESN TV
ZEDRBREN RS (ZFAT AT REIC /R D Z LIS D,

8. Asiacrypt 2018 DHFHE

8.1. Asiacrypt 2018 DFEEX (1 HE)
Practical attacks against the Walnut digital signature scheme [Asiacrypt 2018]
Ward Beullens and Simon K. Blackburn

NIST (i &Rt RFERT 57 LT Y X ADEAELZBR AR L TV D, WalnutDSA [3AEHE(L AN 3RS
SNTVD 20 DIBESNTZBH AT — LD UOEDTHD, Walnut 1%, B &7 REHEEEZFF> E-
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Multiplication EFEIEFU5—J5 10 BAEX IR AE L TUND, AR LI Walnut B 752 A7 TR L TV
ONOFERIIR B EZITIZE TIOMIEL A TELILEARL TNV, ZOB BT FEIEAICIE
HIZAEZNCTHY ., GEOBIE, KO NIST IZHE Sz 128 Bk 256 B hDEFX 2T /3T 4
Z LRSS OF AL TNEN LB L GURIATIZENATRETH D,

Two attacks on rank metric code-based schemes: RankSign and an IBE scheme
[Asiacrypt 2018]
Thomas Debris-Alazard and Jean-Pierre Tillich

RankSign (i 8A-FHRBERE 500 NIST 2 <74 L al AR RSN — R N—ADFEH A% —
LTHY, SHITIE, HLWID R—2ARE S (BE)D AR B R Th D, 2D B AF —LIIHE
HEBfE(rank metric)Z X —RIZL, 128 By hEF 2 U7 AR LT 10kB LW/ SWEET AT
Hio,

AL TIL, ZOAF— AR ESNTZ T RN TONTA—=F—1Zx LT, REKETHLHZ LN
TELHTEZARL TS,

An efficient structural attack on NIST submission DAGS [Asiacrypt 2018]
Elise Barelli and Alain Couvreur

ARG SCTHL JERR SR 2 D TH(quasi—dyadic) 22 A.45F &(alternant code) A 7= £ 5 —A
I |26 DR R A2 S I E B A 7R, ABCBICED AR NIST i &1 F RIS 5 YL
(ARSI ARZENE 5 DAGS 5952803 T&ED, DAGS DEF=U7 (L~UL 128, 192, 256
ERFELDIVIZHET, 4 227, 2% 2% OFHHE T TED, BT 7 v—F TIEFHR RO LK
LT TE TRV DAGS D%/ 3T A—4—|Zxt L CIIIEF 1A R THY . Magma D FE4E% ]
WTL 266 By bR T 0 L REEL DIV 1 Sy LANICRERE T 22N TET,

Quantum Lattice Enumeration and Tweaking Discrete Pruning [Asiacrypt 2018]
Yoshinori Aono Phong ). Nguyen, and Yixin Shen

Bz BRI T T ATV X LO BB O THD, R LTk, B Ea—4%—ET
Bz B FiEEEEGT 25 1E% R L NIST fit &1 5H R R SR LAl O -~ — 2 5
LRl ~DOREL RD, T 282 EFBIERE T8 RETHX B IIKVTOBRIETE
1TC&D, RFIEITTI AN — LB VR EIZHBIT 5 2 >Obh= i)z B I TE5,
At U Z —8 XV (eylinder pruning)& Eurocrypt 2017 (2R WTE AI 7= BB D
(discrete pruning) T 5, AfE Fid. IrEED Montanaro & Ambainis—Kokainis &0 £+ A(quantum
tree) 7 /LAY X LIZEE DN TND, BEBEXID D55 1213, 00 THEHERMERE S LIELRD,
BNS | EATRFF S A B W Al T D L IZRE CED SO RNLERZAE IE 32703 ZAUTBER
BRI 31T 2 FZR KRR FE T o7, IS, T IV 2 K 510 — ik gz
RT3 O A 5-2 %,
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On the Statistical Leak of the GGH13 Multilinear Map and some Variants [Asiacrypt
2018]
Léo Ducas and Alice Pellet-Mary

AFH ST, Eurocrypt 2013 T Garg., Gentry. Halevi HIZJVIREI -5 EH B4 (MMap:
Multi-linear Map) D EFEA(GGH13) &2 D ZETEIUZ K9~ H e it I B L THSR A7 SR
2179, FFIZ. GGHI3 DOFEAMLRRONE M2 R 9D, F72, Dottling HIZED 2 DDETEIRDS
B WDWLIRSFH FIELFETILTODHDITEFUIE LR D2 WENS | RESIVTWVRNORRE
FICEZIRO)IEE R T, FERI LTI, ZOIREITRESIL TOHRNEDEDIT /A X0
728 2R BB IR L2, BT D § N TOHIEB R (B LB 2R DT 2 L2 e
T,

fime LTy AR ST, IR T S COME LITBE NI T 5, BIDOX R AR T D,
AR RITFUNT, MMap DENREFH, U T 572012 "I A—F —F A XRS5 A
HIRL . BRET D,

LWE Without Modular Reduction and Improved Side-Channel Attacks Against
BLISS [Asiacrypt 2018]
Jonathan Bootle, Claire Delaplace, Thomas Espitau, Pierre-Alain Fouque, and Mehdi
Tibouchi
KL T, 2T =¥ 7 a 070 LWE BIBEILWE) DT 2179, BlG. a & e 3 [EES
NI A iEn L& ZIEAED (@, <a,s>+te)eZ™! )b, _TML s€Z" ZROHIETH D, T~
STETIIRVA, ZOREIE LWE I0b 20 THD, Bib, 2Bl TEAUTE R L7z
WRIED T T e D3 a O BEVHBLEAXREIEE RE AT IuUE, AR R
T HZEHRT, Fo, s RO DDITMEIY T NVEDIZEA L e i 2 52 5,
AFRSLOBFEIL, CSS2017 1235V VT Espitau HIZEVIRIRSII b T —RE 4 BLISS (2%
DY ARTF XY RNVBENSEL TND, R LT AR T v RV, BRSO 100% 28 95
TENTE(CSS FSCTIHA 7%), FICKIBIZFmH 2D,

Quantum Algorithms for the k-xor Problem [Asiacrypt 2018]
Lorenzo Grassi, Maria Naya-Plasencia, and André Schrottenloher
ARF LTI, n BV MIOBEFRDR, T2 JBIEG LT k 0T L8850 H: {0,1)» —{0,1}n
IZED ARSI D EEIT, kexor (M bV 7-3E A A M) % & 73 & TR T %, [Roie
B AEV(O0)EFE v :Grover DR T LAY R LIME 2 DL RICERE) LM TE2n
GBI —4 — DB FEY MM TEL5LE0 2 HEO L T IFEEE T,
EHLLOLEITIBN T, BRI DI B & FRFHFH R B2 525, FFIZ, 3-xor 7TV L%K
MBI R T DIENTEI, RONTZEFE Y FOSGEITITBUIR TR & FE 2R R L0ITDMI
BOHEEES, B — 4 — DR AEVNCT /A TELHAITILHA &S 0@u)I452L
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IACET, ZAUT R FEZEERR D RFNOI T A% T EISFHER THD, Bt (AN — LK 5
~OHBAKBEENZ BT HINOORE RO E LML GR35,

Hidden Shift Quantum Cryptanalysis and Implications [Asiacrypt 2018]
Xavier Bonnetain and Maria Naya-Plasencia

Eurocrypt 2017 {23V T, Simon D& FHEITK§ 56 WEL T, i, By MEAE A EY 27
— N DI E SR DMUE ER R RSN, Kiw L TIL, £D7+0—T v 7 %179,

HIDIZ, BV 2T —INEE BB LT-5A1Z Simon ODOYISEH TELT LTV R LR DEERNY
7 MiRE(Hidden Shift Problem)Zf#< Kuperberg 7/VAVALE L R/ —fALLI=H LT LY
RLEFE LT, R T ATYRAZEY, FSE 2005 IZBWTIRESNL, ILEbhE T2t E
EZIL TS Poly 1305 ~DE 158 (superposition) T T /I RBITAEFBBAITHIZENTE,
FX A~ DWIE LD B A RN T D LI IO RIFR BB Z D L3 C& T2, Fiz, 7Y
A LD —ALIZEY W HNEY 27— RIS 7 MEEE RSO TOEF T VTV R L%
R LT, ZOHAEEIX, 7285512 Simon & Kuperberg OZ U —395, BRERAENT 2 MR AE
L. TARYR LD AN BRI AAED 72012, 32l —va il kst B R AL A %)
\ZL7z,

RBIZ RBESNIME EO RS IOEM MM 272012, BRI T A—=2—I28
WT, WD i B 70t GRS R D 22 A R LT, fiame LT, B IEIX2h =AY Tl
RNEHTHD,

8.2. Asiacrypt 2018 OH*E (2 HH)

Programming the Demirci-Selguk Meet-in-the-Middle Attack with Constraints
[Asiacrypt 2018]
Danping Shi Siwei Sun Patrick Derbez Yosuke Tbdo Bing Sun Lei Hu

HERMERBED Shi, NTT OERLIZEDHIKI7 227 F 4 (LLF CP: Constraind Programing)~<—
ADWEHIRATE BRI, CP R—AD 7 7 m—F 1370 SAT (SATisfiability Problem)
VNS5 R F UK ST A BB E T 200 ThH23, — i CHEESH FSE2008 (Z3UVTH
F &7z Demirci & Seleuk HOFEIL, ABE CIIREAIRET LTV R AZIOHEEI AES 12
9 DBk A R LT, 4Bl Shi HOFEIL, FLWET V71280 BB L TR 2%
ZIRIT2HDTHY, SKINNY, TWINE, LBlock MRS 5 (il S, 45 4 i@t aiska 5HTL
7223, AES ~OJE T HE8ES L TORWEE TR 73 235 > TOD T2 RLERIERUITIT E - T
720N,

New MILP Modeling: Improved Conditional Cube Attacks on Keccak-based
Constructions [Asiacrypt 2018]
Ling Song, Jian Guo, Danping Shi, and San Ling
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SUHR—VEATERE TR/ P ERFERED Song HIZED ., HLvy MILP(Mixed Integer Linear
Programming)E 7 /W kiZL 5. Keccak(SHA-3) R —RFRFFEI T A 2 — T WEOW B 3 HE
SHTc, SHA-3 DDA S LD Ay B— V32— R TdhH KMACINIST SP 800-135 THLES#15)
WAL, 7 B KMAC128 31009 Bt KMAC256 ~DXBEZpR LT, BeDtFa )T ~—
NEHITEE S TRY, FEERMRERE LIS TR0, 5% OBEEOHER I TIERE DM
HCThD,

On the Concrete Security of Goldreich’s Pseudorandom Generator [Asiacrypt 2018]
Geoftroy Couteau Aurélien Dupin Pierrick Méaux Mélissa Rossi, and Yann Rotella

12— 71 VIR B LU E SR LN T X D M E R WL T & A MINTHERL . EE
O NE YR ANE Y OEE d IKAFTDIDNTT DI EEFERICT D, ZOMD TR
BERED T8 ZOBRIENT UIT 4 713 S B W TR ARSI T, ZHEAL VU —AT
E—FEMR n THAEN n° (s>1)THY, Goldreich’s PRG EL THIBILTWDME—HIHILTY
DIRIT, Bl d BEOBRFEEZABROV AR d OV —ROV 72y MI#EH T 252 TREZED
Do

Goldreich’s PRG D& 2 U7 A IIHRUEANHFFES IV TNDDY, BURRY B 2 U7 1 L2
ONTIHZLA LTSI TR, B <D P EI’JFEFH&%ﬂ%@—*BAOD%FHE’J&EfEfE%H
DA LIRS T, FH 1L Goldreigh’s PRG O BARK2 2 2 U7 4 OIS BHAGL | 15 SR bT
WX T DMMEZFAM L 7-, FDOWmERIZEB VT, FLV guess—and—determine AZ A /L DB EEAZE 2L
L. B = VEHL LA A O KIS R 72 5 1 T OB 2 7 FREL IS L L T\ D,

Cryptanalysis of MORUS [Asiacrypt 2018]
Tomer Ashur, Maria Eichlseder, Martin M. Lauridsen, Gaétan Leurent, Brice Minaud,
Yann Rotella, Yu Sasaki, and Benoit Viguier

MORUS I CAESAR =<7 4 2 a AZIS SV @ PERERRAERT 5 THY 77T UAMIE
STV %, MORUS (213 MORUS-640 (128 £ hft) . MORUS-1280 (128 £ Mt 256 £ )
L3 DDN=TarPHY | BEMEITBOY AR —E T HEFRENTND,

ATl 78— MORUS O AR — A IZHRARBI AR 3, 256 £ M MORUS-
1280 {ZXIL, 2" W 5T 2 MR DN D Z EAVRENT,
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