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—
[ WBEHRNE

DEIZHLT
WM RRLEELTS

BHE-BEY

K1-2: ST 03 X AOHEFHEICET 2 EWREE 7 —
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F2E ZFRASOED

2. 1. BEREEIHRE

BT BURFHESERE 5 0> 3—key Triple DES (ZBH L C, K[E NIST A% 2017 4 11 H (Z SP 800-67
ZHEH L. F—0fRE2 AW TS L TEDIRRTry 7B % 22Ty rns 227y
T F721E0, 5%, TLS X IPsec TORMEZHFLRWEHEZFTHHLIZZ Lk,
CRYPTREC W5V A MZHBIT 545 %DM G EHIOWTHEHE Lz, ZHi >0 TiE, 2.2.
flizsloZ &,

3-key Triple DES LSO B+ BURHESERG 5 D Z2 BRI IZ DU T 2017 4R L DS IF AT
IR L7 CoFmag & hes MERINE], EROIT] 72— XTHED . THFELD
WE] WZIEEST, BB S ORI EFF-E 5 X o RFRITAE T TV
W BT L7z, DI, IEE. T L2 B B HIC OV TS T 5,

2.1. 1. ILEERT 52T 5 LEMFMIZ OV T

CRYPTREC W55 U A hg# o Hi@gkns 512>\ ik, 128 By b7 w 755 AES (2% L
T Eurocrypt 2017 <° Asiacrypt 2017 (ZHBWTH 7272751 (distinguisher) 23%FE X
2o £7-128 By 71w ZiEE CLEFIA IZOW T Asiacrypt 2017 (23N TH7-7225% 5
T ZH Integral W KX DI ATREE AL A 1 BeitbJg L7, DL B X 51T 2017 4%
IRILEEERE S (BT a vy ZIEE) ICBWCHEERBE (ZetERHE) oREIIH -2
DD, WTNHTNVARy 7 ETORBORE L) >T,

—7J7. 2016 £EED ACM OCS 2016 (2T, 64 By N7 m w754, BEEZFIC22 T n
v 7 U BB AL L2355 0B (Wb D Sweetd2) OMALEZZF, IETF ZOFE (LR
RTEART T UYP T, SSL/TLS IZBIT5 64 ©y b7 a v 7S OEEIEN %2 T 5, i
X, FAICECR S TE 57— X B&2HIRT 5 EORRPBM O TE R OP T, K
NIST 7% 2017 4E 11 HIZ TDEA (Triple DES) (B9 % 3L SP 800-67 % Revision 2 [ZH
#rL. TDEA (Triple DES) TRl—Da AT B{L T kT uy 7 a2 7T a v
MW 20Ty JIZFFHDENIENE BT,

2.1.2. NGRS 2B 2 REMEFAMRIZ OV T

INBRSERS 75 DL AVEOIRYL & 3 2B RRTEIC B U Cid, BERCS 2RI (DLP: Discrete
Logarithm Problem) DfEFHEIZE| xRNSR 5N,

Eurocrypt 2017 {233V T Thorsten Kleinjung X 51 768 ¥ M3 (K L DLP figit 35k
I LT &3 F LTz, T E TORE EOBEBHEFIEORLE (596 £y FDOFRMAE L) 105
RESHERLEMRTHY . FBRESARRE & BEBCH R & OEFERLERO ZivE T2

! https://csrc. nist. gov/publications/detail/sp/800-67/rev—2/final
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ERELMDDLMERTH & D, FHEIFMIL N — % /LT 5,300 =7 4 (Intel Xeon E5-2660
2.26Hz) THYH, MEFELORFEOD Y 7 AXEEETHEFEIZ 2015 £ 5 A0 b 12 HE T
FIFBECLIZLDZ L THD, AMETE L., oI Z B 213, RSA1024 122 5 B1THa
$F& [FERIZ, DSA°DH Z2FJH T 2581213, #RICBW T, 2048 By ML DR E D
AIREEZ WD Z & 2HERET 5 & 9 R 4 CRYPTREC AR — A_— ETITo72%

[F U< Eurocrypt 2017 (28T, Joshua Fried F& &1, SNFS (Special NFS. Hpkdsik
SDHUVNE) ITXD | 1,024 By b ORFERZRFRK BT ORERCHERTBE O FH RIS LTz & s
L7z, ¥abty b A XOFREK EOFEBRBMEOFE & L OIttRAyo/RETHD, &t
BRI b — 2 LT 400 =27 - 4E (Intel Xeon E5-2650 2.0GHz) Th V. HEH DY
TALBRETA =7 — A CADO-NFS THEEL, FHRIC2 » ABREESLLIZLDZ L TH
Do ARFFETHWONZBEHCHIRIED /R T A — 2 FH p 1L DSA D37 A —ZHELHZIH -
Ty pl By v alREUT (KRS TIE 160 By b)) OFREEFFSH, SNFS THERT
BVENGHRATEE L 72D K 91T, #9 25 FRIICHIRE SN 72 Gordon D HFIEIZL Y plT T
T RTPMERHT N THER, SRIONRT A= E p ZREZFZTTIENT v 7 K703
THNTWNWD Z & &2 RMD DI REMICHNE D Lo TnD, RTAIHTFoNT
WD Z & & RS OITFTREMICREER D L 7> Tnvd, DSA X° DH Z#FIH 3 5 BRI,
FRON T T RTE2 ST, T F DMIERSNTZ EPBRIEATRERFE S p 2V 5
REThHD,

2.1.3. Ny v BEICET 5 ZEMFAMmIZ OV T

CRYPTREC 55V A ME# D/ Ny v 2B OV T, SHA-3 77 Y (FZ2Dme
72 Keccak) Zx%f L CHE (BN [CHEEN R 53172, Eurocrypt 2017 (238U Tl flf
FEBEEZF\ T Keccak-224 OB AIREESOHERE (4 B2 —5 B) | Keccak—256 DHER DI EE
ATREEE S (4 BY) ICRIT DR EOHIIE, SHAKE-128 O 5 BRICKI T 5 BEA PO THE S h
72, FSE 2018 TITHMEIK I T, SHA3-256/SHAKE-256 DIt DICEFRERSL (3 BY)
BT DEEEOHIEA WA Sz,

F72. AT CRYPTREC W55V 2 b GEPEEHRE S U A ) Doy 288 TH S
RIPEMD-160 {Zxf L CH B (ZaMEEHM) ([CHE R AL S 417, Eurocrypt 2017 (238 T,
EZEBIZ BT 30 BEIC RIPEMD-160 B HRETH 5 Z L BHIO THE S, F7z
Semi-Free-start fEZ2IEBEIZHBWCHREROBEAIHEEAL (36 BY) (2B A EOHIED
W SN 7z, £72 FSE 2018 TliX Semi-Free-start 2B T U CHER n] BEE SR D2 (30
Bt—46 B) 23S SHu7z, M, RIPEMD-160 (XM{AEBEE CTHA R E Yy haA » THAHINLT
WHNY V2B D—D2Th D,

PLED X 512 2017 I TNy v a2 BT W TEERE (ZaMin) OEREIEH -
ZH00, WG 7 NVARy 7 F TORBORE L2172,

2 http://www. cryptrec. go. jp/topics/cryptrec—er—0001-2017. html
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2.1. 4. ZOMOER T R E BB

AR ORF S HANICB LT, &I L ClittE o & 2 i S5 e L o B ) 23 R
bbb,

NIST (T & % B+ HEMICE 2 Ff ol 5 (PQC : Post—Quantum Cryptography) ZA%E/H3 2017
11 H 30 HIZKEDYI S, ISR 5 OAEEEDS NIST i — A3— 2 FICZAB &4, RFHAS B
& ATz, NIST @ PQC ARME(KIZ IRV T, IG5 O « JAPPERERIAIZ, 2N ETD
HEHET 1 7 5 AES oy 3 =2 B3R SHA-3 D L 91, HRTORE SAFZEE Ic LV RT v
T 4T TATOND Z EDNRIAEN D, Asiacrypt 2017 (ZF1F 5 NIST OIFFH#E Tlk, NIST
O PQC FEHE(L ~ DR HUT 82 L BE STz, TOWREEZE 2-1 IR T,

2018 -4 H 12 H~13 HIZKE 7 v U ZIN T 1 [1] PQC FEHELFE 3 B S 4L, NIST I
TG BT T, PQCEELZHIEL T TETH D,

# 2-1: NIST PQC AREUE(L~D I TERE =

HT B4 g 7 Ak S AL Al

KA IS BT 4 24 28
FFA 5D < W B HfT 5 19 24
LA S AU H D < W i 7 13
Ny v BRI IS B 4 4
Z Dl 3 10 13

Al 23 59 82

(H#) Dustin Moody (NIST) [The ship has sailed: The NIST Post—Quantum Crypto
“competition” | % JCIZHREE

* https://csre. nist. gov/CSRC/media/Projects/Post—Quantum—Cryptography/documents/asiacrypt—-
2017-moody—pqc. pdf
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2.2. 3-key Triple DESB X644 ¥y b7 v v 7 BEBDE#ZDOFIHIZOWNT
ACM CCS 2016 IZTC, 64 By T my ZiEm%a, [A—0#zHNT 227 ey 7l EiE
L LTS EDER (Wb D Sweetd2) IZOWTREY NH o722 L &%), IBTF S 0fENE
ERERACEE 27 7 U T, 64 By b7 r vy Z R SOEBEIEN A2 T 720, [ U5
b Cx D7 — 2 BERIRT 57 EOXEPB O TS, £/, KE NIST 1%, 2017 4 11
HZ TDEA 1ZB89 % 33 SP 800-67 % Revision 2 (2 #T LS, TDEA TlRl— D% W CTH &
IETEDIRRT B 7% 22T 0y 7 hG 2207 0y 71T FFEmn, 4%, TLS < IPsec
T TDEA OFH AR L7 (disallow) HEF a2 T HH L=,

72¥, 64 By b7 a v RS TCHR—O#EE AW T S{LT 25 50RKT 0 v 7 # 2%
IZ. Sweet32° IZFUNT HTTPS T secure cookie ZEH T AKE|B W TERAID collision
ZROTDHDIZMERT 0y 7N HEEITEY | NIST SP 800-67 Revision 2° THLE
SNTNWDIEFTTHD, Fl-. 64 By b7 a v 7 K5 TRE—O#H% AWV T OIAC TA viE—
VRFEa — REERT DA ORKT 7 > 75 22 1%, [Fl— O MAC AR S 415 (collision
I E D) FERD 100 5D 1 LT L7225 X 98 S35 Th v, NIST SP 800-38B7IZ
BWTHHREEA TN D,

B OENAZSF, CRYPTREC K55 U A MZEBITH 64 By b7 r v 7 K51 KO 3-key
Triple DES DA% ORI EHIOWT, B S HIFFTHMIZES & L TR Z21To 72,

2.2.1. 64 ¥y T v ZIEREITONT

EEEEEMEDRS TH 22T r vy 7 THEH ZENEEESNTLE S &0 ) IS 5 A5,
[E B 7oA v L I A PEE B D 728D, CRYPTREC 55U A R 64 B> 7' m v 7 525
SN TVLERIZOWT, BEEMHIZES TIX, L TOEERL N SR Ic iz
FTDHEWVIHERICR T,

[LLRT DR )
(L EWT ey EOBZRAHATELZOTHIUEL, 1288y T v 7S
BEIRT A ENEE LV,

* Karthikeyan Bhargavan, Gaétan Leurent, “On the Practical (In—)Security of 64-bit Block Ciphers:
Collision Attacks on HTTP over TLS and OpenVPN” , ACM CCS 2016.

5 Sweet32: Birthday attacks on 64-bit block ciphers in TLS and OpenVPN, https://sweet32. info/

5 NIST Special Publication (SP) 800-67, Revision 2, Recommendation for the Triple Data Encryption
Algorithm (TDEA) Block Cipher, Nov 21, 2017.

" NIST Special Publication (SP) 800-38B, Recommendation for Block Cipher Modes of Operation: the
CMAC Mode for Authentication, May, 2005.
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(EFEZOER] *

[CRYPTREC H5%5- U 2 & LTS AT, 64 By b7 u v 7 s CRH—O#%
WTCHFBLT 2854, &Rk 2227 e v 7 £C, FA—0O#%EHNTMAC TA vE—Y
WRET— RE2EKT 256, R2Y 7ny 7 $TET 5,

2.2.2. 3-key Triple DES (T D\ T
BITE, BT BUFHESERS 5 Y 2 M2\ T, 3-key Triple DESIZIX FRLD X 9 ITHR
(HE3) BfFE5EEnTnb,

(£ 3) 3-key Triple DES (X, AN DOEMHZEE L, UEHOFMELED 5,

1) NIST SP 800-67 & L THIEINLTWNDHZ &,

2) 7777 NAZUHE—RELTONMEEZR>TNDZ &,

NIST 73 2017 4 11 HIZZABA L7z Draft NIST SP 800-52 Revision 2°123\ T “The Triple
Data Encryption Algorithm (TDEA), also known as 3DES is no longer approved for use
with TLS” & L. F7=. Triple DES @ sunset date IZT A A2 — L2 HmEILTEY .
WRER (E3) 1FHFELZIDORLI > TV D,

DX S IR A B E 2. CRYPTREC B 5 U 2 MZI51F % 3-key Triple DES DHLUNTOW
T, W HEIHEEZE SN OUTO LI RERBH -7,

 3-key Triple DES OFIHPIRIL A I & 2 CEMEHRRE B Y 2 b ~OBATIIME S BEA %

L. MR E, EHERRE S Y R M2BT,

o EAEEGIRES Y A MIB BT, BUE 3-key Triple DES (DWW CTW AR (1 3) 1%
HIBRT %, 72, BEAERRE U X MZBWTH, 64 By b7 a y 7G5 DRRIRE
WITIZBT 2 ERIZS T %,

o HERMERRE S ) A MBS TS 320 64 By h TRy Z R ON T, 5
SREES AT ZATV, M a5 £ TIRHERMER & 45,

o B et i Z B T, AR S U X b ~OBATICRIED 210 #UE, 3-key Triple
DES ZJE AR 5 U A MCKT Z & 2R S EIMRETRICRET D LW ) Rimic - 72,

(BRI 51 RIR S EiTRe (2018 4 3 A 29 HEAfE) CORHOBR. KK 27y 7 ET) MK
Ko Tay 7 ET]) mENEN 22Ty 7 $£7T) 227y s ET) LEESNEZ ETERRENT,

9 (DRAFT) NIST Special Publication 800-52 Revision 2, Guidelines for the Selection, Configuration,
and Use of Transport Layer Security (TLS) Implementations, Nov, 2017.

0 (EBRVE) - 1 BRSBTS (2018 4 3 A 29 HBHE) TOFEDORE R, 3-key Triple DES [IFE
BUFHESERE 5V 2 M OIERERRE S Y 2 OB NARB S, TOERGE) ITHIBREIND Z & &7

-7,
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2.2.3. MISTY1 T2V T

2015 4EI2 64 B 7w JIFE MISTYL D7)V T 72 RN %‘éi\%éﬂfuﬂé R %
Bt L&z, BEMONTWD I T Ty REBIZIZ 29 T 0 v 7 5O« 5307
MU L o TS,

AlEl, 64 By 7 ay BRI LTS LE 9 & LTV D723, MISTYL 22
WTh ZOKELENET 222N HOREE 25720, B HIFHMEZ B S Tl
MISTY1 fEBIDVERZ BN 5 Z L IFAEE W w7 o7z,
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2.3. EEWAE LR — FDFRIT

2.3.1. 768 ¥y MRENLIDOF BRI _E DOBERBEIEDIRGL & DSA, DH D45 #

DIXT A —ZFBRITHONT

NS 768 B v FROFETH DRI D BEHOH B O RS R A R L2350,
EBRIE 5% (International Association for Cryptologic Research (IACR)) 723 fg
T 5 [EFREH Eurocrypt 2017 THE I, 768 £y M OREK EOBEBRIEOFEIZET S
FHE = A R A, 2.2 GHz Xeon E5-2660 7' 1t v HHa% T, #5300 227 « FITHYSTDHHD
ERFED B, 768 B kD RSA AR OB R B FRIZE T HEHE = A2 ME, CRYPT02010
THRE SAZIm LTI, K 1700 27 - FLAELLNTNDHDOT, ZIHLDOFHEI A RO
EWIIT N TEDBERE Th 5720, W5 EAREEZE B4 Tld. RSA1024 IR 5 BTt &
[FIERIZ, 5% &b DSA° DH 2RI 254121, #ERICHE VT, 2048 vy ML EDOFREAT
BORREZHND Z & 2HET 5 5oEEE 21T 572,

2.4. ARG S Y R b ~OHBRE S (FHBREH) DOEM

2. 4.1. ChaCha20-Poly1305 ¢ CRYPTREC K§5 U X F ~DiBIZREIZ AN T-FE
fliZ2oVNT
ChaCha20-Poly1305 (X, =—HFEDOL T T UFIEA SN L7 L, EEABEATND
TNFY AL THD, 2016 FEOR FHEAMME2 (2017 423 H 30 H) 12T, CRYPTREC i 5
U A b ~DiBMNZ B ATV, ZZaVEREAT - FEAErERE a2 324~ 5 2 & VKRR S, 2017
R R S AT R E S 201747 A 21 H) O&REEZ T, el L g
PERBIZ DU THMEREEA A4 520 L 7=

(1) Z2 4Rt 5
ChaCha20-Poly1305 DR Z X 2-1 12T, BEEALD7ZHIZ A b U —AKE S ChaCha20 23
i, HIEDTZDIT A v E—ViEa— K (MAC) Polyl305 2MEbHiL TV 5,

3) FEEE

ChaCha20-Poly1305
DEEL @ ZiF
AR = LBES Ay 42— FREE 2 — F(MAC)
QbaChaZO Poly1305

/

7
20165 M M 3 A A

2-1 ChaCha20-Poly1305 DOHEEL

" http://www. cryptrec. go. jp/topics/cryptrec—er—0001-2017. html
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TAPEZOV T, BT ORMENTTHa, B & L TR AT 2 L2
AEA S TWVD Y,

O KFBALHEREDZE 21 « ChaCha20 Z HELIELEE RS & 72T Z LN TE D,

@ FRALBEREDZZAME : Polyl305 MR =N—P Iy Va2 l{iTh D,

O W biRE D2k

2016 4L DOFHEFE R LD | BERORR % R BEBEIZ OV THOIR S 720 K0 b 2R 22 08
MADINE IR T2Z e D BEEBENRGR L AR T ZENTEDL L DORME/TTND,
© FRAEHRE D22 Ak

AR FENE LRI L AR — R TR, LT OZEMFHEIC DLW THRE STV 5,

- REBHATREZ A : Poly1305 (X, =" —H Ay Vo AT 2N TE D,
Fo. EOEFEDPOREMMFITIZONTHLL FTO@MYREIL TS

% 2-2: Polyl305 D22 MEARATHRE B A2

W DFEHH [ ZIREES
A ol e i BLEMRBIR & 1372 5720
P4 TS AT REME HARR 22 MAC LRI DR EMEEHT D
GEE FIELTZ & LT O RO BN R L2~ DRI
Bl — etk | 2a—FOLZ eI BTSN
F o A BRI Ny v aBOENERGIT S
DRI, HAEEICIV, T ROBEFITIIT - TR 520

UL EOF MRS RS . @QDOFEZE L, Polyl305 X+ ketai-d 52060
Do
@ FRRERFE & L TRt

AL TENE U7 RH L AR — R Tl DU R OZ MR QW THE ST b,

- FERAFTRE L ANE - OB L O@DZ AME 272 L, ChaCha20-Poly1305 1%, #BFERE 5 &
LTCoOREMEEHT 5,

2 Gordon Procter. A Security Analysis of the Composition of ChaCha20 and Poly1305, Cryptology ePrint
Archive: Report 2014/613, 2014. (https://eprint. iacr.org/2014/613).
13 CRYPTREC H:ffrH s =E No. 2601 [Security Analysis of ChaCha20-Poly1305 AEAD| =R
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Fo. UTOREMHITIZOVWTHHEINTWND,

% 2-3: ChaCha20-Poly1305 D Z2 MR HT ik S o B B

e D fEA FEAIT G S
B s ChaCha20 Q& E7-T 50D F CLEMIEHANAETH 5
F9 4 FE L CTHBEM B & 1372 5780

B — et | 2=V ROREMEITHT DRI h S

HHFIAZ—RA EAIC BT D L atEITm 7o S /Wy, FRGEICRE T 2 a3

7 A EFIH ﬁﬂ%énk%yx%&omﬁ:omfi%mm%gﬁé
O EEEEICI WV, U RAOBEAAIT AT TE A S AW

A& nREME %/X%ﬁﬂ%btmﬁbﬁﬁ%ﬁmn FEREOZEMEE O
T U AEBAH LS A. (A TEE &&5
@z;\ﬁ%%;@w\%/x@ﬁﬂ AT TR B 72

DL FOFERE B> 5 . ChaCha20-Poly1305 1. +47 LM Zil-+T &2 605,

(2) FEHENERBRTAMAL S

FRRERE 5 & LT, ABS-GCM 1TA< BT D —J5, AES HHE OO DIREMS ON—F
?ITLiéME77ﬁ7V~VaA#ﬂﬁ?%ﬁwﬁﬁﬁﬁTﬂ42@&@ﬂm@&T\
R 2 RAVNE < AP DR WFERER 5 & L C ChaCha20-Poly1305 2371 H &41 T
%, ChaCha20-Poly1305 I, M&mM&%« V7 My T EEZFNTWD EEDbITE
D, TLS 1.3 TIIEET L ENRMAEDOT VI Y XA LERS>TND,

FEA L AR — R OFER D5 ChaCha20-Poly1305 1%, #5i2, MAARMER-CIEKEHT 7V 7
—a AT O CPU TEEMMER S D Z B3R TE e, —fle LT, AP TERIFIHS
TN D OpenSSL % W72 32N & 5 Linux b CToOMEGE Ll 5 (5 S LALBLE ) %% 2-2
(27”3, AES-GCM & LREGHHAM L, AES RHRE O 7= OPLEMS (N— Ry = T7I2 X5 AES 77
T L— 3 ) BB T, ChaCha20-Polyl1305 (##E 256 > h) 134 2. 86~4. 46
FEOMHEEEZ LD, BAERH D Z ENbnd, 2O X1 AES FHEO O OIEEMAT
(N—RT=TIZLDAES T 78T L— 3 ) 2R TE W EREE T, ChaCha20-Poly1305
I3 AES-GCM & bbigt L, FEIEMEREAMEN TV D

RE, = R o 7 FREEFEMIIFENE LTV S, DRI TLS SO AART /A
AREDY T Ny =27 TORERELRDLZLEBBEL, +oRrFEEMRLATLEBEZION
D
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B AES-GCM(128bit) M AES-GCM(256bit) B ChaCha20-Poly1305
1200000

1000000

800000
600000
400000
o
HT 200000 I I I I I
[ T [ | II II II II

0
16 bytes 64 bytes 256 bytes 1024 bytes 8192 bytes 16384 bytes
F— 24X

X 2-2 : Linux (Z331F 2 78GREAT & K5 OMEREREAM (2017 FES2hE L 7= 5FAl L AR — & X0 $fp)

S1LIREE (kbyte/s)

.
vl

(3) W B ATREAL 22 B 2% T D HF et

UL Eoft s X OISR ICES & | BEHINTMZE RS TIX, FEMEREICO>W T,
CRYPTREC K55 U 2 NMZB#id 2 7= I 45 e F23EMERE R LT\ 5 & I L. CRYPTREC R
7 U A R ~DIBIMNAZ K SETRG S~ RET 5 2 &#&iotoitﬂCMN%CH%UX
N OEMFE (R & U TR SO 7 3 Y Z8E L, % 212 ChaCha20-Polyl1305 %
MLHT%%%%%&m@ﬁ%:%5:kﬁﬁioﬁ%

"O(EBRE) - 1 RIS HEIREIS (2018 4E 3 H 29 A BME) TOEBOR R, Stk (RS ©
%‘ﬁ% VXA, B TRRREAF X RUETE— K (kL C, TCRYPTREC K55 U R MBE O T 1 v 7 K&

. PR ERAETE— R EMAEDETEH, RIS L LTS 2 &R TE D, ) EWIIEREMITD
z <E ElroT,
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2.5. BEEMOLZERFRFECET HME

2.5.1. THFBEMTTA KT A2 (SHA-1) | DEEIZDONT

— I, BRI N 2 BRI, e R e B U AR IR N OV G
BINEEED 3 DOREMET AT Z EBRO HIDHH, 2017 412 SHA-1 1XEZ2% FLIA
BEPE 272 LW ARW D ENFEER SN, SHA-L 1E, RS OMBIBEI R E LTS E8F
RS TR S TEY mwmma%ﬂx%®%<@a%&m BWTHEHIA TS,
ZORITIE, ERBEANZEVEICESZENICEELEZ Db DL EX RV DORFEEL T
Do
ﬁ%\%@ﬁ%ﬁﬂﬁ“fmﬁ%&®%ﬁﬂ%%ﬁﬁé’kﬁﬂﬁé%%®ﬁ5#%ﬁ
T 7RI Tl WG b IE S D 728, CRYPTREC K55 U A kO 1 BURFHERERT 5

A MTBWTHBIEISE LT SHA-1 ZHWAEE (272 L, #EEEAER R EHRL) I
BEHERE O B T HIVUTRGRI AR ERR SN D02 E 2 O FEEt &2 K &Wﬂﬁ%ééf&
E LTz (FE2-4), 3L <%, TCRYPTREC WS A FZ A > (SHA-1) SUERR P& S Z
&,

#¢2-4: CRYPTREC H§5 U A MIIVNTSHA-1 ZHiBHEE%EE LCTHWD
BT B HESE RS 5 O fkfe I FH O F58T

SHA-1 ZABhEE %K
BT S - IR F D1
ARARIEREE SN AR

) BLAERRIZ OV T,
ECD,SA B BUHEERF 2 ) 2 McRE s
2y ’ Ny Y a B~ DRI T B HELE

RSASSA-PKCS1-v1_5, - -
BARRGEEICHOW TR,

RSA-PSS .
HAHPEHERE B B oM I AR
SR RSA-OAEP
DH,
et A o
ECDH HHPEHERS B B9 ORGSR IR R
)l ‘y—t‘—df/uhuJ‘_E:'%F‘ HMAC
TUT AT A EE 1SO/TEC 9798-3
X OETBUFHERERS 5 U 2 MR SNy ¥ 2 B~ OBIT N2 555> SHA-1 OffkeFl 2 =1E3 2
EL IV REREX 2V T4 LOBENEL I ZHEEEZBEL TS, £72, 2 2 THlRA5 EHIEHERNC X%

YLV, BT 2RUELICBITSBED SHA-1 I L2 BLBRAFLRREND,

% http://www. cryptrec. go. jp/report/cryptrec—gl-2001-2013r1. pdf F7-1%. {18k 6 MW
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2.6. FESIKN
ENS O RFEICSIN L, B BRI BT 25 RINE % e L=, 2L EES
3. 225 [RTEY TH D,

# 2-5: ERESEA~OSINRIN

o4 - Sk BRfEE - & I
Eurocrypt 2017 | International Conference on the 7T A e N 201744 A
Theory and Applications of 30 H~
Cryptographic Techniques 201745 H
4 H
PQCrypto 2017 | Post—Quantum Cryptography FF oA e "L | 201746 H
[ 26 H~
201746 H
28 H
ACNS 2017 International Conference on HA « 43R 201747 A
Applied Cryptography and Network 10 H~
Security 20177 H
12 H
Crypto 2017 International Cryptology TAY T Y% H | 201748 H
Conference IN—/NF 20 H~
201748 H
24 H
FDTC 2017 Workshop on Fault Diagnosis and wig - A 201749 A
Tolerance in Cryptography 25 H
CHES 2017 Conference on Cryptographic w5 - B 2017459 H
Hardware and Embedded Systems 26 H ~
201789 H
28 H
PROOFS 2017 Security Proofs for Embedded w5 - B 2017 459 H
Systems 28 H
ACM CCS 2017 ACM Conference on Computer and TAY D e XT A | 2017 H 10
Communications Security H 31 A~
11 H2H
Asiacrypt 2017 | International Conference on the HFE - FHHE 2017 4 12
Theory and Application of H 3 H~
Cryptology and Information 2017 4 12
Security HT7H
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2.6.1. FLBRRE S OMFTEA;M

‘A New Structual-Differential Property of 5-Round AES [Eurocrypt 2017]

Lorenzo Grassi, Christian Rechberger, Sondre Konjom

KEHREHRE T 1 7 |55 AES (2000 4EHI7E) D 5 B ORI %7~ Lo, ZHE Tl ABS Ok
BT A BD B O BTN 5 BeD b OO T ThH Y | AES OfifHe il RE 7 B At
JBL7z, 72720, 128 By MED AES D 7 VA 7 OESIT 10 BETH Y . A RO FIX
AES DL EMEICEBICHE L5 25 b D TR,

-Automatic Search of Bit—-Based Division Property for ARX Ciphers and Word-Based
Division Property [Asiacrypt 2017]
Ling Sun, Wei Wang, Meiqin Wang

Division property Z HEIHIZHE AT A Y — L ZHEL., WS 2O00ESIcmfAL. Zh
FECOFEREE HEREGT-, ARXIFSICR LTI, SATREICESE, By b Lok
BARHE A B9 5 Z L2 K D SHACAL-2 0 17 Bealkll (4 Bel) 35 L OVLEA o 8 Bk (1 Beb)
PAERL UTm, U — RX— 2D division property (28 L CTIL. SMT F&EIZE S Z &Itk v,
CLEFIA @ 10 el (1 Be) 24 L. Whirlpool 0 4/5 BeilkBll T — & BHHEEAZ LR L,
Rijndael-192/256 @ 6 Bl (2 Betf) 275 L7z, CLEFIA (IZoWTiE, HrLWEsNc kv
integral W% 1 Rk B L7z,

* Yoyo Tricks with AES [Asiacrypt 2017]

Sondre Ronjom, Navid Ghaedi Bardeh, Tor Helleseth

SPN D LWIEARBIME ZEA L HISAYERIRNE 530/ E OB EICIBNT, 3 BED b
B AES 1T DHHITAKAF L2V I — I =il 2 40 TR L 72, ZHLE TOT R TOR
FREFH L, MERT — X IK %3, 4, 255 CTH Y | o E BT 2 DAMIIARENCHE
BLELLE L7V, FEIZ, 6 By AES (2K 2 91 T OSEMAT 72555 & P38 L OWF 53023
FARAEE SR T —T—  F—AIHESO TR LTZ, T —# &3 22 DL
WG SCART b B L LBLER TR WA, T 2 25 28103 2 IAMIARE R 225 R 1T
ML LR, £72. b B AES IR LT, 2" DF =2 BLO 2 OHERLMSEL L
WREIE BB AR LT,

2. 6.2. BRI OMETEA;M

-Computation of a 768-Bit Prime Field Discrete Logarithm [Eurocrypt 2017]

Thorsten Kleinjung, Claus Diem, Arjen K. Lenstra, Christine Priplata, Colin Stahlke
NES (A5 2\0E) 128D 768 By b DOFREEK EOBEHCHERIE ORI L7z & 9

WETHY ., ZNE TORKE LOBEBIEIEORE (596 £y hDRE L) rbRE i

JE Uiz, RIAERFREIL b —# L TRI 5300 =7 - 4 (Intel Xeon E5-2660 2.2GHz), W& b
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FOREMEFHIRE IR E R il a 525D ThoD, —J7. CRYPTREC B %5
U A s O NBIGERT 75 CTHRIK L OBEROH BT O N EE S I2Z BRI EZES o L L
T, BAODDSA LI O DH 35% 4T 508, HBEOT A X3 2048 B L ETHILIEA
WMEDORFIIE I EOREMEICEEL X 55D TIHR,

‘A Kilobit Hidden SNFS Discrete Logarithm Computation [Eurocrypt 2017]
Joshua Fried, Pierrick Gaudry, Nadia Heninger, Emmanuel Thome
SNFS (FrBREUA 520 E) 128D, 1024 By Ok TR ETOBEBOEE O H I
A LT E WO HE T, FrEy MY A XOFEK EOBEBOHEE O HE & L TRy,
FHREEFEIL P —Z L TH 400 =27« 4 (Intel Xeon E5-2650 2.0GHz), fEHEH D7 7 A
5%F?ﬁ~fyy~xcw&w5T¥% CERMRIC2 T RIEEERLIEEDZ b, FEop
L DSA D/XT A= LI > T, p-l By Y affERUT (K& TIL160 By ~) ©OF
I@%%oﬂ\p_WWf%ﬁﬁ@%%@ﬁﬁT LB X AT, K25 ERTICIRE SN
Gordon D HIEIZL Y | pIZ T v 7 RTMERIT O TS, TR YK ithaﬁxﬁ’ﬂ/J\éf; (k
T T RTHFFD) NI A=F UDERTERDP TN, EOROFHBEHOEAIZLY |
LEDIRT A= T RE S ERD, p%ﬁtﬁifiﬁ7y7%7#ﬁﬁi%h1m
%2 L E D OITFEENICHEER S DO L 72> TS, B4 O DSA, A0 DH 2 Hv
Zo[@r L. ERRDO N7 v RT7EZEFERWANTA—22FHATOLERNH DL, Ll X
CpZREETTE RN 7 RTBMERT O TWDINENE RS 52 LITR#ETH
%o $k7/7%7%%< i, T U BTERESNTZ ERRGEARERES p WD
WENR D D,

* The Return of Coppersmith’s Attack: Practical Factorization of Widely Used RSA
Moduli [ACM CCS 2017]
Matus Nemec, Marek Sys and Petr Svenda, Dusan Klinec, Vashek Matyas

AR 3CIE, Coppersmith OFEZE L7ZBBETEZISH L, FFIZ RSALib 23eft9°% RSA £
2 —/VIZEHH SN TS L BDRDBERTUSK LT, IR KENMTA LI L 2R L
Too Z OO LT & L TiEL & DHE D ARG IS T BA T
TWe(EEShD)Z &, 2D LICXVALERICL Y | (AR 25l v Ttk
BRRPMRETHDIEED/NSIRRTA=Z 2 T fRT A AREIC R > T LESTL 2 ENFE
A%, FEHGIT, BREABHROZZ AT, FHOBMAZRETHRRF 2T 5 2 L7 <
Coppersmith DA T H Z LI2L D, K - HEEZTREL L7, £72, RRAEY 2 —
IV EBEIOREHT A EH FIRENGE A2 T =y 7 CELY— VA2 7 U —TARL T\, T
DORKE LTiX, MDOTF7A 77V ZHNTHERLIEED A R— K, IO EEDDRN
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2.6.3. Ny o BROMETEM
*Conditional Cube Attack on Reduced—Round Keccak Sponge Function [Eurocrypt 2017]
Senyang Huang, Xiaoyun Wang, Guangwu Xu, Meiqin Wang, Jingyuan Zhao

KEHEAE N » & 2 BI%E SHA-3 (2015 4RI ) DIt & 72 o 72N v ¥ =2 B Keccak (2D T4
A& 2 —THWELZHFERZ LT, Keccak-MAC ~DF— 1 N —LEET
Keccak-MAC-256/384/512 [Z-2U\NT 7/6/5 B DfERZ M T L, Keccak-MAC-128 (T2 T
WEEE LT —XEXHIE LT, £7-. Keyak (Keccak sponge function X—Z @ AE) ~
DF—Y H R =BT, Keyak-128 IZDVT 8 BEEOFER AW TR L, T BT DWW TIEEE
BE LT —XEEHIE LT, FiZ, Keccak sponge function ~DikpI| B¢ Keccak—-384/512
22T 7/6 BRICHERZ MO TR L, Keccak—224 [ZDWCUIIER OB AT HER SR (7 BY)
THHAEEE T — 2 BEHNR L7, 72721, (b=1600 @) Keccak/SHA=3 D7 /LA~y 7 DBk
BT 24 Bz TH Y | Keccak/SHA-3 DL EMEIZEBICHEL L X5 b O TR,

‘New Collision Attacks on Round—Reduced Keccak [Eurocrypt 2017]

Kexin Qiao, Ling Song, Meicheng Liu, Jian Guo

KEREHE N o = B SHA-3 (2015 4EHIl7E) DIE & 72 5 To w3 =2 BA% Keccak 125192 i
T IR 2R B 2 R LT, Keccak—224 DBRREBEL 2 IER D 4 Bein© b B2 Lz,
F 72, Keccak—256 DIER DU ATFERAL (4 BY) CToOffFiat A AN L7z, £7-. SHA3
77 IV —D—>Th % SHAKE128 D 5 BT+ D WA WO TR LTz, 72721, (b=1600
?®)  Keccak/SHA=3 D7 VA 7 DEHIT 24 BeTH Y | Keccak/SHA-3 DREMEIZHE HIC
WEEH525H0TIER,

* Collisions and Semi-Free—Start Collisions for Round—Reduced RIPEMD-160 [Asiacrypt
2017]
Fukangliu, Florian Mendel, Gaoli Wang

RIPEMD-160 (2%t~ % 22 BB 5 O semi—free-start 28BN H#K L7z, Asiacrypt
2013 123U NT Mendel HASAKRAFRMIE & L Cu /2, RIPEMD-160 O Bt7E4 il 4 FLEmAOIZ 5
HI D HEAER L Mendel & D7/ A% HBIRIZH LT 5 k48R L, 30 Bt RIPEMD-160
DEFEE 27 OFFRBETHERT 2 ENTE S, T4 RIPEMD-160 DFERIUIKT 2 H)8
TOERELETH D, EIZ. ASIACRYPT 2013 @ RIPEMD-160 DD 36 ExIZxtd4 5
semi-free-start BEKBEA R TH I LICLD, FHEEEZ 20 )0 25 IHRE Lz,
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- Cryptanalysis of 48-step RIPEMD-160 [FSE 2018]
Gaoli Wang, Yanzhao Shen, Fukang Liu

FEMAERAR S AN cHHE I TV Dy v = % [ RIPEMD-160 | @
[Semi-free-start] %% (=HREICHMRFRIZEM P COBEBREKEDO—F) T, =
FTLR2 ATy TETHEAETHTLbDE, 46 AT v T ETHERETH DL Z LIRS
i, 72721, RIPEMD-160 (I 7 /LA~y 7T 80 A7 v 7Y | ARIOFEZEKIL RIPEMD-160
OLZEMIZK L TEBIZEEDOH S H O TIX/Z2, M, TRIPEMD-160] |3 REE CTH 4 72
Ey hagsr TSR TWE ANy V2B D—o>ThH o,

+Preimage Attacks on the Round-reduced Keccak with Cross—linear Structures [FSE 2018]
Ting Li, Yao Sun, Aaodong Liao, Dingkang Wang

FHEDEpAling 5 Y 2 b IcH# STV 2 KERERE Ny 2B SHA-3 77 I U —dD
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T—XY 14X | AES-GCM AES-CCM | AES-GCM AES-CCM | ChaCha20
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64 bytes | 1188073.26 2438522.67 | 1131148.69 2213954.71 | 471620.46
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1024 bytes | 3767685.80 | 39013930.33 | 2931220.82 | 35412411.05 | 1716506.28
8192 bytes | 4724222.63 | 310425097.56 | 3431729.83 | 266724133.55 | 1825169.41
16384 bytes | 4795012.44 | 623660083.88 | 3480622.42 | 566605561.86 | 1851042.47
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16384 bytes | 239697.92 | 227576113.83 | 203696.81 | 178625265.66 | 944701.44
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ST A RSA-OAEP « N 2 fEOHESRE (MGF)
DH, < Ny ¥ 2 fEOEE (KDF)
T Y
A ECDH
Av—URFEa— K | HMAC NNy a O AR —T 4 T
TUT 4T 4 R 1SO/IEC 9798-3 - FEROBL LFET

3.1.1. Ayt—Dnny il

AETHE L 25 BL4TIE, ANy ¥ =B Hash [T LT, BAAERE L OBL RIS
DAYE—VMEANE LT, ZOMAME Ny > 2ff) H = Hash () OF5E4T,

3.1.2. Ny alEEs

3.1.2.1. TR &% (Mask Generation Function, MGF)
AETHRLERDBELEITTFHOPTIE, v = B% Hash IZBIL T, Data Z A&

LT, h&ZZEXTFENLIED T, Counter 2 1 DT OISR LA,

h = h || Hash(Data || Counter) (| [1X3CFF|DEES)
DEHT, "Ny vafizEE L TN ZET, HESNTZEIOHNELDFEZIT .,
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3.1.2.2. 828 HRE9%% (Key Derivation Function, KDF)

(a) KETHR LR LEILFOFTTII, Ny v a8 Hash ICEAL T, IFEZEZANEL
T, h Z2ZEXTF LT, Counter & 1 DT O LN G,
h := Hash(Z || OtherInfo) || h, F7zI%
h := Hash(Counter || Z || OtherInfo) || h
DI, HIMEZRZIZHEFE L TN 2 & T, fESNTEESOHIME R OFRERZ1T
D ENDHDH, 72E. OtherInfo &Id, FELADEOLI D RDUTIE U TRE SN D EA
DT —H T,

(b) KETHRLERDBILAOPTIE, Ay —UFERE=— F HMAC [NTOSJIZREL T, Jbf
BEZEZATE LT, h ZZELFENPLIHD T, Counter & 1 DT DL G,
h := HMAC(Counter || Z || OtherInfo) || h
DX T, HIEZR2ITER L TWS 2 & T, SBESNERSOHE W OFHHEEZT
9. 72%., OtherInfo &%, SILANE LN DRIUTISC TRESNDEHOT —F %
B9

3.1.3. Ny aF#BOIRTr—T 429

ARETHRERD A v E—VFGE2— K HMAC [NTO8] Tix, /~v > = B%k Hash (2B L
T, #HKEIAyE—=UMNEATIE LT,
HMAC (K, M) := Hash(K, || Hash(X, || M))
7277L. K, := K @ ipad, K, := K ® opad TH 5
(ipad & opad 13& % EEE T, el XHEMAFHELF).
DI, Ny 2B Hash Z 0 2 —F 1 7 (BEBOEH) LTy ¥ 2 EOF R 21T

-

Do

T BFRIC K o T, G Z S0 Counter 7 EDNLEDRIET 258035 5,
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3.2. SHA-1 #EfEFIAIZDLNT

1. £4

BAIIE, BAPTE SN CERT — I SABE N TWRNT & A ERT 28 S
ABTIEDRERE L | ERT —Z I B SNTBADNEBL N E LIEARNTHD 2 L 2R
L0 T E LEBIETZ2HENRDH D, 22Tk, EIC, BAARD DRFESEGE L%
BRRGED R D LD AR EHE L, HBtE =7, @io@%@@%kbfi*%%ﬂ%f
AW SR BIEBEOESL, a— REL, A LARZUTRVFEITTDHEALRAZ T L
— 7 DB/ IRENEZ NS,

(1) BAAERK

BARG LI DNy V2R CTHDHHER D 2 DOLFERLT —F OIERBLFER & 72
L HOE (T ) ICEAL LD FICELEAOND BAENER Lo

T OERT —ZIZBL LIEDPOLIIZRENT OND) VR BEE LD, BLDE

FRIZIUNT SHA-1 OffRERIHIERE Y Th 5, B ZFHUERT 256121L, Lo <eatt

DNy a2 B (o b 2130 Ny v 2 B SHA-256 70 &) OFIRICEI D B2 5 2 & ns#E

TIN5,

(2) ZEA ML

BB AT LT 7V r—va VURGFET D0, e CHEERE, IEENREF 2 EE
LT, HHEDM, BARGEZLEL T 258 0H 5, WEIZ SHA-1 2 W TAER SN E4
ThoTh, TR EMEARCEDOMDFEIZL > T, fERINTYREDOESL DER)
PEDHEFF STV D LI SN 25 AR, BA ORREEIZIS U T SHA-1 ke 13438
b,

A ZMERF T 2 ED—2 & LT, BARKAA DAL U TOHMMMZBAT-#%TH,
ZN O DOF I Z MRS RER RIIES 7 4 —~ » b (CMS, XML M U PDF (ZXJ)&) D3R HE(L &
NTWHDT [112a, 112b, 117, J08a, J08b], RHIRIFNMLERYEIT. ZNLERMM L TE
A MRRIE 2 HERF « fiffE T 5.

S EFRNEEMO R LK ST, ZOEREOFEERLNELRETDHZ L,
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3.2.2. TR

RSA-OAEP [RI2]1%, 3. 1.2. 1. Ei T 7=k 512, ~ A7 ERBEEOMBELE LTy v
2 BISA A LTV b, RSA-0AEP OZAPEICE L CTidk, HWHiu T sy & = BRI 1
ZEMPEPRAES LTV R0 72 & LTHREMENETZND &0 ) BRI ARFEN 2 ST
% [KA10], ZAMEICHOW TR DRE AT S TR Tad | SFRNTI W T SHA-1 @
FGEA T B EHERE B ChILEARRB EN D,

3.2.3. iR

8 E O RS A [C00, C01, C02] TIk, FEARZREELA O MIZE L Tid, ZERBE (Fit
BOLEDITBEISNDGT —FICHWEENEEL 525 2 LN RWEE) TR L CIERE R
SN TS, BEEIIUER BILE O OIZBE SN D T — X I BHE N L 5 2
HABEMEDN B D5 E) 1T LT, KR, LN D 3 RICHEEEZLHILERHDH, L IfnTW
Do

cABASEL 2T 4 T 4 L DRSO & BRAET D FEE IR T D

- (EFEmiEET25) vy v a VEIE R E U CTHEAT 2541203, 8 2488

—F b D LT 5,
G SN DHNELELE BT R o0/ T2 70T s Mz #E T 5,

Al SN D8E T L By TR o7 < T2 7210 &4 2 885 H BI% (Key
Derivation Function, KDF) (X, 3.1.2.2. #iCib~7= X 91z, WHIHRE%K D % A 7 BTl

Y VA HOHEFER—ADED L Ny VAl ON AT =T 4 T R=AD DD 2 DO
FRFEN D D, BRMEIZ OV TRB OB AT S L T2 n e, RN T
SHA-1 OfkHERI L AHUERER BRI ChILIERRI NS,

3.2.4. Ay tzr— /l:m..\l:lj.E:l_I~

HMAC [NTO8]iZ, 3. 1.3. Hi Tk _7= L2, "Ny v ol O A r—F 4 v 7 _R—ATH
FRENTN D, IMAC OZRMEICE L TiE, VSTV Dy & = BIEITE 22 M 23 RAE
SN TWieholcl LTHEREMENRI-ND & W) BERIN R 7 ST b [B5,
Gl4], LZEMEIZOWTHREROMBERITER I TV Z2RNn), A vy E—UfEEa— Rk
C SHA-1 Ok HIT A HMEMER A i ChILIEER I D,
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3.2.5. TF 4T 4«2k

n‘unﬁéhéﬁﬁ)%%‘ %@%T&)é ek %ﬁﬁwu#é% T&)é

PRREAE BT AL LTELAEZHWA LOEEEL TV D,
2. BAXNROT =X LBLD

TUT AT A EAE &I
T, =747+«
3.2.1HDEL EITRRY, FY LU U-LAKRSAD LI
T—Z AR TTHEWE TS KO IR SN D, BZRAFHR T 5+ I REE S BLR R Tl
. ERFMICEFERSE T T 20 ThIL, =T 47 4 AL H

RTERNEBZLND D
IXABMAER HR CTHNIIRR SN D,

WHN DB ITET SHA-1T Ok A] A

9 ISO/IEC 9798-3 Tk, ¥ — VU RAEE, AALAZ LT IDEBEEREIEN DR DT —F OMBEHENH

ESNTND,
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4. SHA-1 OfESREICEET 2B R ESERFRRW
4.1. CRYPTREC B WX NISC (23514 B %t

SHA-1 1E, 2002 FFEEIRE Lz [ETBUIFICHEIT HZED OISR IT NI 5D U X
N (BFBUFHESERE SV A R) | (2003 422 A 20 A) 2, ERGE6) 21 T s i,

R B A ZE B 2> CYIHE) 1. 2005 4F1Z SHA-1 1Tk A ZSER T L Y X AIZRT 55
3C[WOB] 28R S ILIZBRIC, T Ol 2t L [C06].  [SHA-1 22 aVEICBIT % Al

F [COS1ZMERR LTz, T D%, Z 0 RMEIT 2006 4£ 6 H 28 HICIERUTAKGR S, W24
BEtaFE R~ S [co7],

FDO%., BTBIFY AT LMIBOWTBITICOWTOBRE D S0 [ME10, ME11, MT09]
WHEBEREX 2V 7 22— CYRE) I, 2008 4 4 AT TBUMHEBDOE# 2T A
BWTHHA SN TWAR S 7 /LU X4 SHA-1 e TOVRSAL024 [ 4% HR4THESRE]  [NCO8b] &4y
LIz, ok, ZOHERE 2012 4 10 AICHEMR INCI2b] A AR SN TS, WEETIZ,
BN RBRESAE (GPKI) <ot 5 A L HIUAKHARFRRE AR (LGPKD) 72 I W T, Y AT ADOBATHR
H#ATWD [L14,M114],

2012 4 HE |28 S 4172 CRYPTREC - U R MoEWCld, SEAIBEREE Y 2 Mo, R
(7 8) " & AT TRl ST,

2015 4E 10 H 8 HIT, AT v X DENLAFR L « BEWF5EET (O . 7 5 > A DE N HH
2 E B EIERFZE AT (INRTA) L OV o AR — L O FEPEFR T % (NTU) O 2 [FRFZEF— 4 0% . SHA-
LOTAT YL R (&80 AT v FH 80 AT v K LT, AR & 0 BRI T 74208 B85

SUCHP Lo &K Lz [S16], By HdfrafiZ B4 Tk, CRYPTREC @ Web ~—I24
WTC Z O B EEME 21TV [Clhal, KF SR IC#A L7z [C15b],

2017 42 A 23 BT, CWI KON Google DIL[EMFFET — Ald, SHA-1 DT AT T v RiTxt
T OMERFE IR LIz &K Lz [S17al, R IN-iwsC [SITbIC KA, fiZes I
A LEFE EIT, 6500 CPU =7 « 4 + 100 GPU - 4 TH Y, 768 £ b (10 #E 232 #7) D&
R D NI IRICEE U735 & [KL10]<° 768 £ v b ORI OFERE [KL17] L v &5l
FERERBETH oI, BEHINGHIZ B2 TiX, CRYPTREC @ Web ~X— 28\ T Z DOfF

BT D EEME 41T -7 [C17al,

O TH7ERBTBINAY AT AEMET 56, TR Ay V2O LOREATE 20 THIIL, 256 B>
FAED NN S 2 B ARIRT 5 2 ENEE LV, 72720, AB#ERE S Toftkt L, FIRAT_E Ny o 2 BEN
HEINTWBEAIZIE, ZORY Tk, ]

T TBURHMBOEH Y A7 MZBWTHEA SN TV ARFE 7 /LT Y XA SHA-1 KT RSA1024 (2R DT
Bt CE 204 A Eltx =V 7 ¢ BORSEIRE, Tk 24 4 10 At = U 7 ¢ sERHEE S E00E) 21
FRACHIHTHZ &, http://www. nisc. go. jp/active/general/pdf/angou_ikoushishin. pdf (Fpk 2543 H 1
AETE) ]
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BIFE & TIZ, SHA-1 D5 UG 5 IR 0 K OV F B R EE R L C D W CIT SE R BRI
B RETIZEDORMBIZA D> TR,

CRYPTREC T, #£3 DX 912, SHA-1 OLZEMICET 2B/ E&2AE L TE A3, NIST
DR L CET L D 72 SHA-T ISR 2RI BIRRIC DWW TIZ AR L Ty,

3% 3. SHA-1 DFEZEITAR D FIFF+K

5 1) Hik =
1995 4F 4 H FIPS PUB 180-1 &% (NIST)
2003 -2 A A BURFHESERE 5 U 2 R3RE  (CRYPTREC)
2004 4= 8 H SHA-1 ~DBE AR H] (NIST) [NT04]
2005 48 H EEERE T VT U X LD CEE (Wang ©)
2006 4F 4 H SHA-1 ~DOHBB|Zxt9 5 B (NIST) [NT06]
2006 4F 6 A SHA-1 D224z B3 5 Hfig (CRYPTREC)
2008 4 H BRI DIF RS AT JMZB W THEH I TWARFZ T LT Y X A
SHA-1 F: ONRSA1024 |24 5 A THa#H O K E  (NISC)
201141 A SP 800-131A K& (2015 4= 10 HIZ Revision 1 (Z2iE) (NIST)
2013 4E3 A CRYPTREC 55U 2 N3E&E (CRYPTREC)
2015 4F 10 A SHA-1 D7 U — AKX — NMEZEDIH, (Stevens ©)
2017 4E 2 A SHA-1 D722 %8 i, (Stevens &)
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4.2. NISTIZBIF B3
(1) Ny =%
NIST SP 800-57 Part 1 Revision 1 TiX, SHA-1 T DWW TIX, £4 O\ E#H I TV

50

FK 41 NISTIZBT DNy ¥ 2 BB O LR & FHEPH ORI (INT16]2: 5 )

Security Digital Signatures and hash-only HMAC,
Strength applications Key Derivation Functions, Random
Number Generation
<80 SHA-1
112 SHA-224, SHA-512/224, SHA3-224
128 SHA-256, SHA-512/256, SHA3-256 SHA-1
192 SHA-384, SHA3-384 SHA-224, SHA-512/224
> 256 SHA-512, SHA3-512 SHA-256, SHA-512/256, SHA-384,

SHA-512, SHA3-512

% 7-. NIST SP 800-131A Revision 1 TiX, SHA-1 22>\ TlX, £ 5 0@V L#EH I LT
5o

3% 5: NIST 123317 % SHA-1 OAFRRIL ([NT16c] 7> & Hkp)

Hash Function Use
Disallowed, except where
Digital signature generation specifically allowed by NIST
SHA-1 protocol-specific guidance.
Digital signature verification Legacy-use
Non-digital signature applications Acceptable

SHA-1 for digital signature generation:

SHA-1 may only be used for digital signature generation where specifically allowed by
NIST protocol-specific guidance. For all other applications, SHA-1 shall not be used for
digital signature generation.

SHA-1 for digital signature verification:
For digital signature verification, SHA-1 is allowed for legacy-use.

SHA-1 for non-digital signature applications:

For all other hash function applications, the use of SHA-1 is acceptable. The other
applications include HMAC, Key Derivation Functions (KDFs), Random Bit Generation,
and hash-only applications (e.g., hashing passwords and using SHA-1 to compute a

checksum, such as the approved integrity technique specified in Section 4.6.1 of [FIPS
140]).
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(2) BEELELEERR

NIST SP 800-131A Revision 1°Ci¥. FIPS 186-2 <> ANS X9.62-1998 G5 E LT\ 5
RUELEAE R I DWW TIE, 36 OB EE#Ei STV 5, NISTOFEHETIESHA-1 DHASH_DRBG
K OMMMAC_DRBG CTORHAMNHFR I N TWEN, ZLA TORHIZHIE TIIAGR I LT e

Uy,

# 61 NIST(ZH1) D BLAA AR OAGRDL (INT15e] 26 Hif)

Description Use
HASH DRBG, HMAC_ DRBG and Acceptable
CTR_DRBG
DUAL _EC DRBG Disallowed

RNGs in FIPS 186-2, ANS X9.31 and ANS
X9.62-1998

Deprecated through 2015
Disallowed after 2015

currently known.

Acceptable is used to mean that the algorithm and key length is safe to use; no security risk is

Deprecated means that the use of the algorithm and key length is allowed, but the user must accept
some risk. The term is used when discussing the key lengths or algorithms that may be used to
apply cryptographic protection to data (e.g., encrypting or generating a digital signature).

70k, BIfE. NIST SP 800-90C [NT16b]iZ KT 7 MikIZ72 > TV %, NICT SP 800-90B
INY16a IZFAER AN 2018 4R 1 HIZAB STV 5,

(3) #EEH B

NIST SP 800-131A Revision 17Ci, #EEMHBIEICOWT, 7 0@V FEEEHI LTV D,

71 NIST \ZF5 17 2 8 HBAE D AGRIR DL (INT15c] 2> & $)

Algorithm

Use

HMAC-based KDF

Acceptable

CMAC-based KDF

Two-key TDEA-based KDF

Deprecated through 2015
Disallowed after 2015

AES and Three-key TDEA

Acceptable

CMAC-based KDF:

through December 31, 2015.

acceptable.

HMAC-based KDF (HMAC is the Keyed-Hash Message Authentication Code [FIPS 198-1]): The
use of HMAC-based KDFs is acceptable using an approved hash function,
including SHA-1. See Section 10 for discussions of the key lengths used with HMAC

The use of two-key TDEA as the block cipher algorithm in a CMAC-based KDF is deprecated

Two-key TDEA shall not be used to derive keying material after December 31, 2015.
The use of AES and three-key TDEA as the block cipher algorithm in a CMAC-based KDF is

G5 A R A L (SHA-1) SRR
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5. &M

[B15]

[C00]
[Cco1]
[c02]

[C03a]

[C05]
[C06]
[co7]
[C08a]
[C08b]
[c10]

[C13a]

[C13b]

[C15a]

[C15b]

[C17a]

[C17b]

[G14]

M. Bellare, New Proofs for NMAC and HMAC: Security Without Collision-—
Resistance, Journal of Cryptology 28(4): 844-878 (2015).
https://eprint. iacr. org/2006/043

CRYPTREC Report 2000, 2001 43 A

http://www. cryptrec. go. jp/report/cl12_sch_web. pdf

CRYPTREC Report 2001, 2002 4E 3 A

http://www. cryptrec. go. jp/report/cl2_sch_web. pdf

CRYPTREC Report 2002, 2003 4£ 3 H

http://www. cryptrec. go. jp/report/cl2_sch_web. pdf

B - RFEEE, BEFEMNICB T HEDOTOICSZRT RERZD Y R |k
(FEFBUFIE 5 U 2 ), 200342 H 20 A

http://www. cryptrec. go. jp/images/cryptrec_ciphers_list_fy2005. pdf
CRYPTREC Report 2005 (% 2 k), 2006 45 A 17 H

http://www. cryptrec. go. jp/report/c05_wat_final. pdf

oy v B (SHA-1) D& ERFR & OB FyL%68E, CRYPTREC $iffi i &
501 &, 2006 4F 3 H, http://www. cryptrec. go. jp/estimation/rep_ID0501. pdf
s S TR T S A 2 (2006 4E ), 2007 4E 3 A

http://www. cryptrec. go. jp/report/c06_kentou_final. pdf

CRYPTREC Report 2007, 2008 4E 3 H

http://www. cryptrec. go. jp/report/c07_wat_final. pdf

2007 LB T BUNHERERS 5- OFIA BTS2 4 K7 v 7, 2008 43 H
http://www. cryptrec. go. jp/report/c07_guide_final_ v3. pdf

2009 FEERR Y A A K, 201043 H

http://www. cryptrec. go. jp/report/c09_guide_final. pdf

B - RFEEE, ETENICB T HEDTOICSZRT RERZD Y R |k
(CRYPTREC 5 75- Y A k), 20134-3 H 1 H
http://cryptrec. go. jp/images/cryptrec_ciphers_list_2016. pdf

CRYPTREC Report 2012, 2013 4£3 H

http://www. cryptrec. go. jp/report/cl2_sch_web. pdf

SHA-1 O EPEIZDWT, ERE 27412 H 18 H

http://www. cryptrec. go. jp/topics/cryptrec_20151218_shal_cryptanalysis. h
tml

s BB phr iR A s & (2015 4RE), 2016 4F 3 A

http://www. cryptrec. go. jp/report/cl15_kentou_final. pdf

SHA-1 OB FIZ oW T, Frk2943 A1 H

http://www. cryptrec. go. jp/topics/cryptrec_20170301_shal_cryptanalysis. h
tml

CRYPTREC W= DfIARE, 201746 A
http://www. cryptrec. go. jp/method. html

P. Gazi, K. Pietrzak, and M. Rybar: The Exact PRF-Security of NMAC and
HMAC, CRYPTO 2014, Lecture Notes in Computer Science vol. 8616, pp.113—
130, 2014.

https://eprint. iacr. org/2014/578. pdf
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[198]

[T12a]

[T12b]

[117]

[1K03]

[J08a]

[J08b]

[J14]

[K10]

[KA10]

[KL10]

[KL17]

[L09]

[L14]

[ME10]

ISO/IEC 9798-3:1998, Information technology - Security techniques - Entity

authentication - Part 3: Mechanisms using digital signature techniques

ISO 14533-1:2012, Processes, data elements and documents in commerce, industry

and administration - Long term signature profiles - Part 1: Long term signature

profiles for OMS Advanced Electronic Signatures (CAdES)

ISO 14533-2:2012, Processes, data elements and documents in commerce, industry

and administration - Long term signature profiles - Part 2: Long term signature

profiles for XML Advanced Electronic Signatures (XAJES)

ISO 14533-3:2017, Processes, data elements and documents in commerce,

industry and administration - Long term signature profiles - Part 3:

Long term signature profiles for PDF Advanced Electronic Signatures
(PAES)

Tetsu Iwata and Kaoru Kurosawa: OMAC: One—Key CBC MAC. Fast Software

Encryption 2013: 129-153

https://eprint. iacr. org/2002/180. pdf

JIS X 5092:2008, CMS F)HETE4 (CAIES) DEMEYL a7 7 A )L

Long term signature profiles for CMS advanced electronic signhatures
(CAdES)

JIS X 5093:2008, XML Z4F|HEE4 (XADES) ODEMZEL 7o 7 7 A )L

Long term signature profiles for XML advanced electronic signhatures
(XAdES)

MSEATEOE NG AR HEMERRE, AR SN 7ot X =2 U 7 « #EBEIC B3 D404k (OF

Rk 26 -4 A 1 H),

https://www. ipa. go. jp/security/jcmvp/documents/asf01. pdf

Hugo Krawczyk: Cryptographic Extraction and Key Derivation: The HKDF

Scheme. CRYPTO 2010, Lecture Notes in Computer Science vol. 6223, pp.

631-648, 2010.

https://eprint. iacr. org/2010/264. pdf

Akinori Kawachi, Akira Numayama, Keisuke Tanaka, Keita Xagawa: Security

of Encryption Schemes in Weakened Random Oracle Models. Public Key

Cryptography 2010: 403-419.

https://www. iacr. org/archive/pkc2010/60560406/60560406. pdf

T. Kleinjung, K. Aoki, J. Franke, A. K. Lenstra, E. Thomé, J. W. Bos,

P. Gaudry, A. Kruppa, P. L. Montgomery, D. A. Osvik, H. te Riele, A.

Timofeev, and P. Zimmermann: Factorization of a 768-bit RSA modulus.

CRYPTO 2010, Lecture Notes in Computer Science vol. 6223, pp. 333-350.

2010. https://eprint. iacr. org/2010/006. pdf

T. Kleinjung, C. Diem, A. K. Lenstral, C. Priplata, and C. Stahlke,

Computation of a 768-bit prime field discrete logarithm

https://eprint. iacr. org/2017/067. pdf

G. Leurent, P. Q. Nguyen: How Risky Is the Random—Oracle Model?, CRYPTO

2009, Lecture Notes in Computer Science vol. 5677, pp. 445-464. 2009.

https://iacr. org/archive/crypto2009/56770440/56770440. pdf

TN SEHIATE S 2T LR, LGPKI OBATHTEHIOWT, 2014 4F 12 A 19
H®Hr, http://www. lgpki. jp/unei/LGPKI_ikouhoushin_20141219. pdf
(BB RBIT DS T LT ) X ABATIFIES ) 5 E (2010453 A)

http://www. meti. go. jp/policy/netsecurity/docs/esig/h21_esign—crypto—

report. pdf
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[ME11]

(MI09]

(MT14]

[NCO8a]

[NCO8b]

[NC12a]

[NC12b]

[NT04]

[NT06]

[NTO08]

[NT09]

[NT11]

[NT13]

[NT15a]

[NT15b]

[EFEBELEICB T ST VT Y XTI RS HEH (2011 4E 3 A)
http://www. meti. go. jp/policy/netsecurity/docs/esig/h22esig-alg—
report. pdf

[ABVEANGEREY — BRI HH; 5 NEOBITICET 2 RstamsE)
VR 21 4E 1 A,
http://www. soumu. go. jp/main_sosiki/kenkyu/kouteki_kojin/pdf/090126_houk
oku. pdf

WHA 1TBUE )R BUNRRRERE, RS 13U X ADBITIZOWNT,
https://www. gpki. go. jp/documents/angouikou. html
NEBEBEEHREX =2 7o 2— (NISC) , fF#lEx =T 1 BURSE &H
17 \l=E BEEF3-1, BUFEEIIC I 2 2R eiE SR H ORI, BITH# () (1
ST ROBITRTETOART Y 2—)b, 200842 H 4 A
http://www. nisc. go. jp/conference/seisaku/dail6/pdf/16siryou0301. pdf

NEBEREEHREX =2V 7T 82— (NISC) , BUMHEBIOEFE#HRS A7 LW
T@ﬁéﬂfwéF%Ywﬁ)fAﬁm1&@%MW4K%6@ﬁ%ﬁ,%%
a4 R 22H, HlREX=) T ¢ BURSHER
httpi//www.nlsc.go.Jp/act1ve/general/pdf/cryptofpl.pdf
NEEREE#REX =2V T s — (NISC) , E#HEx=V T BURS® 6
31 Bl A &R 3-1, BUMBEBIDORE 57 03U X AR A BT O SE M,
(%) BUNTEBIZEBIT D EBITA T Y a—L, FEai24F 11 A 1 H
http://www. nisc. go. jp/conference/seisaku/dai3l/pdf/31shiryou0301. pdf
NEEBEEHREX 2 7 82— (NISC) , BUMHEBIOEHRS A7 LW
THEAESNTWDRE ST LT ) XA SHA-1 & TONRSAL1024 (4R 584 THREE, 2012
10 A 26 HEE, EHREx= U7 ¢ cPRHEESEIE

http://www. nisc. go. jp/active/general/pdf/angou_ikoushishin. pdf

NIST Brief Comments on Recent Cryptanalytic Attacks, 2004 48 A,
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A New Structual-Differential Property of 5-Round AES [Eurpcrypt 2017]
Lorenzo Grassi, Christian Rechberger and Sondre Ronjom
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New Impossible Differential Search Tool from Design and Cryptanalysis Aspects
Revealing Structural Properties of Several Ciphers [Eurocrypt 2017]
Yu Sasaki, Yosuke Todo
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A Low-resource Quantum Factoring Algorithm [PQCrypto 2017]
Daniel J. Bernstein, Jean-Frangois Biasse, Michele Mosca
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Quantum Algorithms for Computing Short Discrete Logarithms and Factoring RSA
Integers [PQCrypto 2017]
Martin Fkerd, Johan Hastad
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A Practical Chosen Message Power Analysis Approach Against Ciphers with the
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Chenyang Tu, Lingchen Zhang, Zeyi Liu, Neng Gao, Yuan Ma
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The First Collision for Full SHA-1 [CRYPTO 2017]
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How Improved Blind Side-Chanel Analysis by Exploitation of Joint Distributions of
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Christophe Clavier, Leo Reymaud
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How SGX Amplifies the Power of Cache Attacks [CHES2017]
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Iz RSA-1024 DSERIRB AT L AN —Tay (KRE) LT, Libgerypt (ZFERIAHEIC
left—to—right TIEDATAT 4704 R0 (SW) T REMHL TS, AR LD KB T,
left—to—right ® SW J7 2D H Fe L I B TlL. right—to-left JVLFEFREICE T ALV ELDIEREE
LY =27 42Z &R, #5088 fEH#RL D Heninger-Shacham D7 /L IAVZXLZYLHR T HZET
RSA-1024 DRh=A72 52 R A FEBLL T D,

8. PROOFS 2017 D%

Symbolic Approach for Side-Channel Resistance Analysis of Masked Assembly

Codes [PROOFS2017]

Ines Ben EI Ouahma, Quentin Meunier, Karine Heydemann, Emmanuelle Encrenaz
KL T AR T INT2T BT T LDOPARTF ¥ RS AMEZRRET D720 OFE 5 F

EERRELTCND, Y7 =7 Tl 8H . = AT—RL L TR AR T SND, A 73 /LE

IR 52 DRTREMEN DT80 | AT B T I~V TIT), IREFIE T, BEERS
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ATy A M dm B A & D C AR E R S L8 A B SRR R IMNL TH DL Z LA MEE T D, ~ A
UIENTZ AES O —T U R THEEL , 47 —Aa—RINT v 7V RSN LTI
SRABZENRHABZEZRLTNA,

9. ACM CCS 2017 D% *

9.1. ACM CCS 2017 MH&E(2HAB)

Key Reinstallation Attacks: Forcing Nonce Reuse in WPA2 [ACM CCS 2017]
Mathy Vanhoef, Frank Piessens

AFw ST, 2017 4210 H 16 BIC Wi-Fi DRy =A77 mhal WPA/WPA2 IZx L THRS
7= KRACKs (key reinstallation attacks) (ZB89 5w L ThDH, RKBEII N R =Af77 0
F DAY=V FEZEA L T7A4T MNI#E RS E D, NN A7 T mha L Ok
FORENREOT-D | R D FEIELCH DO T ER DD, HEHIT. WBEFIEEZRL, B
IRBIZRIE B A — b/ AR/ T+ 2 B A sl L. AR 1B GRS 2k~ T
2o

9.2. ACM CCS 2017 Mm% % (3 HH)

The Return of Coppersmith's Attack: Practical Factorization of Widely Used RSA
Moduli [ACM CCS 2017]
Matus Nemec, Marek Sys and Petr Svenda, Dusan Klinec, Vashek Matyas

ARG 3CIE, Coppersmith OFERLIZKBEFIEEISH L, #7112 RSALib 23528972 RSA £V 2—
MZHE RSN TOWDEEDN DR ERBUK LT, BIRRBEPITR LA R LT, 2O
DFEHT LT ER L TUE, HOFFE D AU IS EHAE DM T TV (S EES D)
Z& ZEDZEIZIVAEITIY | ARARR R AM 2A O TREIRBR N FTRE THDIFE D/NS7R
TA—=5% T AT IS FTREIZ 2 > CLEST2ZEME Z DD, FHHOIL, ABIEHRO A% FHWT,
FRZIBINAZR RIS 2 5% 1T 52 &72< | Coppersmith OWEEA #5210k, FR-HTE
AlREE LTz, E7o, RSA BV a— LA B OfENT 3 H rI e S E T =y / CELY — Va7 —
TARL TS, I OXHREL TE, BIOTAT TV AN TAERLIZEOAR—F, ki
BODIRNFERWBIELT 3072 By M TO)~OEE | UAZ < R— U A hDif{lig & %2
s,
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10. Asiacrypt 2017 DHEE

10.1. Asiacrypt 2017 OFE (1 HEH)

The ship has sailed: the NIST Post-Quantum Cryptography “Competition”
[ASIACRYPT 2017, Invited Lecture]
Dustin Moody

SKE NIST(National Institute of Standards and Technology: [ESTAZHEFAIZEFNIC LA E T
R M2 FFOIF E5(PQC: Post Quantum Cryptography)ZA%=2Y 11 H 30 BIZfrHuIb, £
DWNFRD T RLOBY R RSN,

B4 Y I (Y == g Al
B -R— A 4 24 28
PR _— A 5 19 24
BRI — X 7 6 13
N Y 2R 4 4
Z D 3 10 13
Al 23 59 82

BEIZ NIST AR —L— BITAARE D RBAIS ., 2346 E-> T, 2018 42 4 H 12 H~13
HZT AUy« 7 e 2N TH—El PQC FR (L 2FEH B S LD,

Automatic Search of Bit-Based Division Property for ARX Ciphers and Word-Based
Division Property [Asiacrypt 2017]
Ling Sun, Wei Wang, Meigin Wang

Division property % H #8hAJIZF B35 — /L EZBIF L, W< OO Sl AL, 2 EToRt
SRATES K A 1FT2, ARX SR LTI, SAT BIEICEE D&, By M~V O E IR Z BB
FTHZEIZEY, SHACAL-2 @ 17 B4 Beb) I O LEA 0 8 Bednll(1 B A kL7, U —
=2 division property (ZBIL Ti, SMT RIEIZEE-S<Z&IZED, CLEFIA @ 10 Beagell(1 Bt
H)ZEAR® AL . Whirlpool 0 4/5 Bkl 07 — 4 &2 U R L, Rijndael-192/256 @ 6 Bkl (2
Bt 7R U7z, CLEFIA (Z DWW T, BLWFRBINC LY integral WA 1 Bt LT,

Yoyo Tricks with AES [Asiacrypt 2017]
Sondre Ronjom, Navid Ghaedi Bardeh, Tor Helleseth

SPN DR UWEARRIMEE 28 AL, 1S HEIRIE 5 30/ SE O EIZIBT, 3 BEb 5 B
AES (T3 D8HTKAF L2200 — T — 3Bl 2 01D THERL L T2, ZETOF ~TORLEE FHTL |
W T =234 % 3, 4, 2°° THY, BT DLUSMIIAERIFH R Z LB ELR0, B
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(2. 6 Bt AES (2K T 20]D CTOHIMSL 725804 | X BLOME S UTBITHRAIREEr 2204 1%
DI—I— = AIHEDWTHER LT, 7 — X &L 2" O/ 5 0T 2B e UBLER
TIFRVD, T 27220 BT D LAMIAE IR G RITNEEL LRV, E72, 5B AESITxL
T2 OF—2BLO 2 OFHEELO ML EEL 2\ SEEE LB AR LT,

Collisions and Semi-Free-Start Collisions for Round-Reduced RIPEMD-160
[Asiacrypt 2017]
FukangLiu, Florian Mendel, Gaoli Wang

RIPEMD-160 (Z5%f 9~ 5l 22 5 8 33 KON semi—free—start 225 BN £ SN 7=, Asiacrypt 2013
([T Mendel BRI RIEEL TV =, RIPEMD-160 OB 7545 R 2 Fim e i 450
1527”1, Mendel HD #5332 % HEIRIZHE W35 51528 R L, 30 Bt RIPEMD-160 Of#f2¢%
2T DHFEETI AT HILNTED, 2T RIPEMD-160 OFfE AR IS 9581 TO 2L R 8T
%, B2, ASIACRYPT 2013 ¢ RIPEMD-160 D)0 36 Bt lZ%I 9% semi-free—start 225 5
FWRTHIELICIY, FHREE 2700 25 I R LTS,

11. FSE 2018 OH =

11.1. FSE 2018 M &X(1 HE)

Rotational-XOR Cryptanalysis of Reduced-round SPECK [FSE 2018]
Yunwen Liu, Glenn De Witte, Adrian Ranea, Friedrich Wiemer

CRYPTREC 73 2017 412 %84T L 7= CRYPREC W BB WA R T A2 (R &b 5) JTREAMx 4
L7025 TNDKIE NSA 2358 FHL 7288 85 75 [ SPECK | 122U T, SPECK32/64 (7 my 7 & 32, $E R
64 > SPECK) THFEDTIVEIIH T2 9 BEDESREI @\ iR ZFF 10/11/12 B:dD RX
(Rotational-XOR) FEIZ L 2kl - (Distinguisher) 23/ R&EM 72, £z SPECKA8 (7 my 7K 48,
& 720r96 @ SPECK) Tid 15 BtDihllF VRS, 727210 SPECK32/64 D7 /LAy 713 22
B¥ (SPECK48 1% 22/23 E¥) THHI=HABIDFEFR 1L SPECK32/64 (SPECK48) D2 =R T
EBICHEDH LD TITIR,

A Security Analysis of Deoxys and Its Internal Tweakable Block Ciphers [FSE
2018]
Carlos Cid, Tao Huang, Thomas Peyrin, Yu Sasaki, Ling Song

FOREN 5 D E =~ THLTCAESARID 3 R HF A % 818 L 7-FRAENT 5 Deoxys &Z D
THIHEZIN TS Tweakable 7 2w 7HE 5@ Deoxys—BC-256, Deoxys—BC—384 |[Z-DUWNTHT-72 %2
EVERN R R AR L TWAD, E B B B (Rectangle attack ) 12 &Y . Deoxys—BC-256/
Deoxys-BC-384 N7 /LT K 14 Be/16 Bt DHH 10/13 BEE THEFRETHHI L, Fiz, GlAEHT
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5 Deoxys—1-128-128/Dexys—11-128-128 M7 /LT K 14 BxdDH>bH 9 BT, WBiEkE &
Deoxys—1-256-128/Deoxys-11-256-128 23 7/VTT R 16 BeDHH 12 BEET, WEARETHLH L
DIRENTZ, W, FSE 2018 BEfEH > Rump session (ZHRWVCERAERF 522X CAESAR (28T
BARRBFER (T 7 AT VAN DARITT F U ARSI, Deoxys 1774 FVAND —D L7257,

Understanding RUP Integrity of COLM [FSE 2018]
Nilanjan Datta, Atul Luykx, Bart Mennink, Mridul Nandi

ARRERS S DEFET L~ THh D[ CAESARIOD 5 3Tk 7 A4 1 L 738 RERT 5 COLM {2 DWW THT
T 7R ARG B2 7R L QD RUP (release of unverified plaintext) S/ COLERMEZEZL .
COLM 23F§-> ZHE DR 5AbE O AL E 3 D8 IR & B EA . B HEfh AR BRI 2 &
Wz TG E L ATLEOHRBIR G BB ML 72356 (COLM ZA 7 &L FEFR) 12K L TD B
B ((B1E) 2R L CND, 22 OFERND, FEERD COLM KU COLM #A 71T RUP-secure
EF DI DI HE 2 SHERL TS, 1, FSE 2018 BRf#H1¢> Rump session (235 CREFER; 5=
2 CAESAR IZBUI D5 4 IEERIR (77 AT VAR BWAXIIT TV AS, COLM 3774
FTVARD—DLIpoT,

11.2. FSE 2018 MH & (2 HAE)

Cryptanalysis of 48-step RIPEMD-160 [FSE 2018]
Gaoli Wang, Yanzhao Shen, Fukang Liu

MERAERR S ANICE#HIN b Ny > 2B T RIPEMD-160 ] @ [ Semi—free—start | {28
(= BEE AR 72 56 F COMPELED—FE) T, ZNET 42 ATy 7T EFTHEAFET
Holcb D%, 46 ATy T ETHWEAFETHDLIEN RS, 72721, RIPEMD-160 [X7 /LAy
7T 80 AT 7BV, ARIDFEFKIE RIPEMD-160 D EMEIT L TE BT EDOH 50D TiE
VY, 15, RIPEMD-160 [ZRARBE CHARE YR TRHIHSN T Dy 2O —>Th
Do

Preimage Attacks on the Round-reduced Keccak with Cross-linear Structures [FSE
2018]
Ting Li, Yao Sun, Aaodong Liao, Dingkang Wang

THELE ARG 5 U AR NI RS IV CODKIEERE Ny o = B8 SHA-3 773U —DTSHA3-256 ]
[SHAKE-256 ] ~DJFfE B8 (= 52 HivTo v affiz i3 2 Ay B —Va RSB T 58 8) T,
THIVET 3 BeTITILC 2 BEOHFE & THBATRE Cho7ob D%, IR EZHIRL , 2P, 2
DOFHREETHBEARE THLI LRI, 72721, SHA3-256/SHAKE-256 D7 /LAy 7% 24
BeThDHI= ARl EIT SHA3-256/SHAKE-256 D22 2MEIZ L CEBIZEEDHHHLOT
RN
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11.3. FSE 2018 W% & (3 AHA)

Human-readable Proof of the Related-Key Security of AES-128 [FSE 2018]
Khoongming Khoo, Eugene Lee, Thomas Peyrin, Siang Meng Sim

[FEFBUNHESERE BY AR IS L COD K EREED 7 oy V5 5 TAES [T DWW T, ZHLET
(TFHRE R SR I ZDRE S L QO B S B T 61T B 7253 " AD I/ NDT 7747 S-BOX
(2T, AES-128 (128 E'yMiE AES) DBESEKEE T /LTI THIO TRFRBEIR R LM X
HREFIA e STz, ZHUZED AES-128 OEBHEL BRI 52 DS RE S iz,
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