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ICCHEANCAB SN TEY . CRYPTREC [I7A— A=V TRFICHLERT — 4 & - R E
DRBIO FGRICHLERT —FERERKTHL Z N LEENRERTIIRNEEZEZD
N5 W) REEARE TH D, 7272 L. DivisionProperty ZF|H UL TR
FTH Y MISTYL UADO T 11w 7 IS ~O@M 72 £, A% OB ER Shd,

CRYPTREC M5 U A MMg#dD A b U — AW B2 2OWT, BRI OV TITFFHICRE LT
13720272, 723, KCipher—2 122U T CRYPTREC 7R —A_R—IZTABR L TV A HAREIC
BIRRRFLD oo 1oy | ZEMFHIE IR ET 52 b O TIERW I &L 2R L, HHHFHE
DAETED AT,

2.1.2. ARSI 2 LEMEFMIZ VT

INBHEERE 75 D AMEOARML & 35 BOr A RTEICEI LTk, BERos 2R (DLP: Discrete
Logarithm Problem) D IEICE | XX HRENH D . 7~ FEHHIHR Diffie—Hel lman (ECDH:
Elliptic Curve Diffie-Hellman) FEHICBA L Tld., #7-Z2mAENE LT,

DLP (28 L CiZ. Eurocrypt 2016 / Asiacrypt 2016 (Z331F 5 Sarkar, Singh ®¥ % Crypto
2016 1231 5 Kim, Barbulescu ¥ PKC 2017 1281 5 Kim, Jeong DHBEEIZBWT,
FHR IR - mE ORI O -, B BUFHERERE B0 /3T A — X (TBR O A %
TS T E B2,

ECDH {ZB L Ti, PKC 2017 (24T Shani 23, FK L CTEFR S/ FEH di#R> ECDH #
Z¥p7T o harobty bexa T4 ICHTOIMREMO TRLEE, ThiIZXKD &,
Diffie-Hellman #E> x JFEFEDfE EALE > b DK 5/6 ZFH T 5 Z &%, #LKEFHET D
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LRI BWHNEETH D, Eok FALE Y FOK) 5/6 I2OWTHREARORE I 37
S, BIZHERIR EOFEM B OBA1213, Diffie-Hellman 8D x FERZE 7= 1% v JBEED 1 5%
DEHETHZEIE. BRERKEHETHIZ LR OWVWHETH D,

2.1.3. Ny T a2BEIZBET B E2MFMIZ oV T

CRYPTREC W55 U A Mg# D/~ v ¥ = B SHA-1 1Tk LB OERN L6 7,
Eurocrypt2016 (238 T, Stevens, Karpman, Peyrin ©i% SHA-1 (2% L. Free—Start ffijz<
WREOLEMTIEH DB DD SHA-1 DTV T T2 R (4280 A7 v 7 H 80 A7 v 7) Tk L.
MO THEREFERLICH LI EHE L, ARERIT. BEK 5% (International
Association for Cryptologic Research (IACR)) D7 —4 A 7% A b IACR ePrint Archive
I CTHERANCAB &S TER Y, CRYPTREC [T — A~X—2C, {ERTE Y SHA-1 ICBI9 4T
XK AT L CTHETZWEDRMEAREFE TH D,

F7-. 20174 2 H 23 HIZ, CWI Amsterdam & Google Research DOI:[EAFFETF — L3,
v o = B SHA-1 D525 RO TRl EY L7 & Web ~X— 7 (https://shattered. io/) T
FERIN, ZTOFRKTII, REIRERFOFHHEE Q™) LV b 10 F5#H 281 [=E 0 SHA-1 DOFt
RETHELRBA LI EHME SN TWVD, ARKRONKITEIEL RERESE TRERIT
SNTEWRWA, Ry 2 BERR TR S POF 7 7 A L OB S AR Sz,
CRYPTREC TIXERK 294FE 3 H 1 HAf THR—2A_—IZ T, SHA-1 OZEMAL T NREA TV D
ZLipb, SHA-256 D A BUNFHESER 5 U A b E70i3 THESEGRAG = U 2 b (4B
SNTWD, EMEPHER SNy V2B A~OBIT 2T 2 50 A2 ABRE TH
Do

CRYPTREC W55 U A hME#HD SHA-1 LIS DZ DD/~ v 2 =2 B DL EVEIZ SV TEFFRS
RERELII RN o T,

2. 1. 4. KCipher—2 DfLAREDIREEIZDOUVT

2016 12 H 12 IPA @ JCMVP 7»5 KCipher—2 OfLAEE (LU T, [BAEEEE L W 9) ITBW T,
V7 MU RZOERAEKOBINIARES RS H L\ 5 A CRYPTREC F#5 /%58 T2 d -
7z, 2017 A 1 AIZ CRYPTREC HH R bILEEE @ KDDL IZMWEbtE7o b 2 A, ZDfEfHHE
D, 7 L PRZOERBNICEMDRH Y | ERALKEHEET D OITEE L ERE
(AR, Fi kB L WO ELEXZ LIV E DRIERH - T,

@ Wy B HATFIZ BRI BT 550

FHEAETRC BT 527 b LYX Y OEFREEET S 2 &%, e LITEH L HM T
BN, BHEEE Lz 2 & T, IBHEEEICH L CFF - 72 R ERr il Ok BB K13 72
VA SN D, ERAUCESVIFEEL T 570 BUCIESV IR & 1T - 72 h O RER
BIBETH -T2,
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@ TR
W B HE AT Z B Tl IHERREICE S Bl 2 K L -fHMEE 512 b b
KSWTIHMB AT 7200 EHER L, BIENE BICHICESWEIMETH - 70T, B
REN O RRE~DE LKA 2RO 21T o0, £72, 2017 4 3 AIZBfE S 7=
1 RIS B HIFRFISICB N TS IHARED D EREA~OZE LRI N TR I N,
2B, FREEEIC OV TIE, CRYPTREC B B DALEEED Web X— VA2 BRD Z L,

2.1.5. HIRFOSRIEDERIZONT
# 2.1 @Y, SHA-2, CMAC ¥ X OV DH/ECDH |23 %5 NIST NVE L L TV A ALHEEICA T
W oT-Tz, FrIREEE D ES A LT,
FAEORER, £ 2.2 O, BESRBTHSZOT, HrLWMIHEE~SREOLE %
BODHZE Lo,

# 2.1 : NIST OFr IR HEEE

| IR BritkRE

=

£33

i

Z4

SHA | FIPS PUB 180-4 March 2012 FIPS PUB 180-4 August 2015

-2 http://csrc. nist. gov/publications/ http://nvlpubs. nist. gov/nistpubs/
fips/fips180-4/fips—180-4. pdf FIPS/NIST. FIPS. 180-4. pdf

CMA | Recommendation for Block Cipher Modes | Recommendation for Block Cipher Modes

C of Operation: The CMAC Mode for of Operation: The CMAC Mode for
Authentication (May 2005) Authentication (Updated Oct. 2016)
http://nvlpubs. nist. gov/nistpubs/Lega | http://nvlpubs. nist. gov/nistpubs/Spe
cy/SP/nistspecialpublication800-38b.p | cialPublications/NIST. SP. 800-38b. pdf
df

DH/ | NIST SP 800-56A Revision 1 (March 2007) | NIST SP 800-56A Revision 2 (May 2013)

ECD

H http://csrc. nist. gov/publications/nis | http://nvlpubs. nist. gov/nistpubs/Spe

tpubs/800-56A/SP800-56A Revisionl Mar
08-2007. pdf

cialPublications/NIST. SP. 800-56Ar2. p
df

U http://www. cryptrec. go. jp/method. html
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# 2.2 HIERELZDHEA

TAIY XA | HERS R HLH
SHA-2/CMAC EREEOBBED | T XNIEERL,
EHEBD D,
DH/ECDH fEEkEOS RO | MiBBEE O~y v 2 B%k, KDF, KON, BREIELEAE
EHREBD D, AR SRBUE RGOS M il AR RS D JEARRY 72 7 L
Y RL) ZERWC, Mg T AT A LEELET D
72D DMLER/NRBOHPIZB N T, RTA—FE
EEOf5RIEETH S,

<FHAEREROWE >

RAA L RT A—52 R OVABSEIZBT 2 2 P E DO RO #E )Y Ephemeral 72 F 7213
Static TH D LW KT 2R ZER< . (DH XY ECDH D) KA A /3T A —Z DA
FAZ BE 9 B AERE B OV (DH K2 OY ECDH ) Diffie-Hellman 7'V 2 7 ¢ 7IZBI$ D4LkED 2 (&
[ZDWT, EHEBEENE D MhOMREITo 712,

OABRME EORHZET D KA A 2 RTF A —H R

p DY A XH1024 By 22048 By MZIRESNTZZ L, KD pBLWNqOLELD E
v AR 1T THDHZ LD 2 OOFMEMEMSNTZ, 7z, g OFPRITEET 58, [1, 1]
DM OO D T > F JMIRIRT 5 L0 ) flibiciE ES T,

TR B LAMEFIPS 186 (ZHSNWT KA A R T A= BN EREND Z EIZET TR0,

@ AIRAEEORECEET % Diffie-Hellman 7'V 7 4 7
FHABPCAEUET X TEMET L (Balbd2) 2 LBPRS 2 L DM ER X
VAR

OFEM IR T 2 R A A L /XT A —FAERL

d OBPUZEHT H50R2Y, [1, n-1] O OFEELOFEPHI D T 2 X DTRINT 25 & 5 Frak
IIEESNT-,

ZILIAME, ANS X9. 62 ([ZEEDWNWT RAA U XT A—=FZHET Hh, £721E, FIPS 186
THE SN HEREE M IR A RIS 5 2 L ITETIT R0,

OFsH AR IZBE 4 5 Diffie-Hellman 7V 25 4 7

FHER P CEUET R CTEMIET 2 (Bufbd2) 2 ENARS N Z & DISMIA T I
AN
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2.1.6. FLBEKTEOLLHEFE & MISTYL IZONT
2015 4EHE (ZHI@HERT = MISTYL D7 VT 7 RDBERFER SN2 L 252 1F, BIE,
CRYPTREC ~ClEILimeT 75 03 0> 22 4t o0 | W7 S HE | omﬂ%ﬂ%ﬁbﬂ\m\:k ES
I 5 0D BEP FE 3 AN R SR TREER L TV A iR R B O RBUTIEFEMFIC
Ti”ﬂ@ogwkwoh%ﬂ%ok_k@tﬂ%\%%E\ G BT ZE B
N D HSEEERE B O FPIFR Z L — I TR OTE A fE L=,

<HERE>

) fﬁfﬁbﬂf“éﬁi‘%ﬁ’ﬂiﬁﬁ‘ HERE 5 (ORI D BB E O R (R S RSE I 7R R
— S & AEYBEDOEKT) ODHHE

Wt YiE@@J%’?DaJrﬁ-*%é ES DA LA R U R 5 045 % O fEirticBT 5%

HEIHI

@ #

g

phl

<HERER>
@ AES, Camellia, MISTY1 {ZX]9 5B BiEDFEE
[X2. 1~[X12. 3 |ZAES, Camellia, MISTY1? Z v E CTOREVERHMmRE 2 B H (b~

v 7 UORT, X O EE it 7 v T v v RISk D BB A R L
BB Dh B/ 7 VBB DOEI G TR LTV D, 100% 17 VEEOB R A2 EWS 5, £,
WEEIAZERE T LR LTEBY (R, &, MAENZE128, 192, 256 B> MEZRT,
-, WBEIDLICESTELTEY, B AN Integral W, FANREESBE,
WOAN P B, QAN EABEMER R, IROANUFEESHETH S,
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Asiacrypt

HLLREEED T
MEGHL 7 B
AES128 ZIN4E

FSE

AES128

SEEHEDIH=L

- Indocrypt
Integral B8 & 7 A
Partial-sum - St
technique 253 LRREA LN HES216/37

THR 1 O#BIF

TET. WA
BTLET, WAIF e

WD HDEHE
B% 258 th5
15131 bNER

SmiARIE
(AES IZ LT

I I I I [
2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013

X2.1 AESOEEBEHATEL~ ~ 7

N 128-bit
. GG
256 bit
20 FLE
EBEBTED
THEEDTHE
ERR Acsp
77777777777777777777777777777777777777777777777777 R 192-bit
v
7 B 224-bit 7 8 128-bit
INSA—2D NEA—50D
o ] mitm HEBIF mitm BRI
fffff EWRL (D) [ - B (R )
k\
AES N2 T
J (ACI0£C13)
Y7
e
R A [ L A U AR IR U
2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016

2.2 Camellia O it~ v 7
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100

80

90

701

601

501

401

rrrrrrrrr
FLETHAENS { N
BEETRL
MIBTLETRLA e e REEDHEL.
Y05 BREERS % 7R w/ 4FL 7R w/ 5F] RLAELAILH 70
R, . i
v ”
T k 3
i\ N
or OFL v/ 4FL AEEOE )
) LS
6R w/o FL —~ i., ;{?\1 \;;?
.
i
AAAAAAA et
5R wjo FL™ ™\ 5R w/ 4F 46 BENERL
T 4 Integral
u BiEEgH
3B MISTY1 %8
L 7 RS
tEEy y
4R w/.3FL] o 14 =R
BWATETHL
~ BEBATNT
SERIAAAREIC

T T T T T T T T T T
1995 1996 1997 1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016

X 2.3 MISTYl OB EH i~ 7
fif e FIEOMERCFHEMEE D om LA R Lo @iEns 5 05 % o faibicE+ 5%

WABHERE S L HRER 5 OZE2MFMMTFIEDEVIZOWVWT N DLBEERE 5 OB
RIN—T X oWMEREE LV HR

[ A BRSERE 512563 2 AT I NS HRE R 2R T FIE CTd D FrE/ N T A —Z IR L7 fi#
HrFETE AT DI TR, 2 (D) Z < OABREE SII T A =22 RKRELTD
L TREMEMER CE 2 2 L NE FFENRT A —F R 72 b ik & W72 5 Bk
PHIDND Z & (2) BCBEMERED BASKAF IR D e R R B O BALANVENTITR <L FFE
INT A — BRI 7o AT FEE W & L CHORERHAEEREL V BRRELRZ L. (3)
WA 72 B AT XIS 75 BRER O SMAN & 2 FHAERL PR O 0B TH IR i s D 728,
TR DRV E 5252 & RENER L LTERZOND, TROLBENRIAT
AIREZR/ NS 72N T A= TxF U TG AT RE D Z Rl L, 2 A RICRERANT A= N E
DOREOZEWEZ/T 502 T2, )

[ i SEmT 5|63 DT BRI E DN T A —Z IR LT FIECTh Y i 72
FERT FIEEIAT O TR\, ZAVEIGEERT 5 ORERILT T b [EE O 72 O WIlr i) 22 fig b
FIENEm CERWT LITEKT 5, H@eEns 5 IWn i 22 H i 28 Hk 2R v 1z, 32
FIH DT A= 21Tk U TR a2 0 il 2 FER TR L T 5, Bl 2 (T3 matns
HO—AkESALICE T D5 R 2R EO BN &35 &9 consensus 23N LT LY
%o

WIEER S OB TRACE L T Mo BRBEEOEMFE SN — 712 X 5RER

DR
A e Rz B W T, REFEDHRE LT claimed X 2 U T 4 M ONTHEIC
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i BRI O L Rl I D, BlxIE, 128 By MEOSE | 2EERE (219)
AR THOE RV E R R EN DI T2546 2 T B LT o & A
nEND, H@EEHREICBIT S claimed ¥¥ 2 U T 4 ZHOEBIEREZEEL LTS
72, HEs b o2 &b BIENICHEN S D LW IZIEDWVERE S Y | PR Eofif
a3 L BLEA S ToOffgi & B L, o, #oEEICHT LB EEZZ AN
FEHEIZ LTV 572, AHERR & i U CEHREITD 22V, FERICEZ DT —F EHK
DONLHE L IHET D, ZOHE . FEEROBBEZAT 5 1T RANT L BIZ LI
TR EEODNENHY) | I ZNEEOBBEDERIZA MRy 7 LR DGEBEZ BN
Do

LsL22s G, BERAZREE (claimed £ = VT 4 DM LN THE) & BN 72 %8
DAL ERININD Z LIFAHETH D, EOr—2 L LTL, Eimiiciksnd
LT SICBLENRBBIZEN DML & 5, iz X, MD5 132004 4FlZcollision K
BENRER SHL, T DT <2007 fiStevens HIZ K AHX. 509FFAEDAELE[69] <°
Sasaki & & Leurent B L VEBEFA—NDI T4 T FiE7' 2 b2/ T HAPOP ~D
W49, 67] PRI TWD, <SHA-1, RCAOBIHRE > Z D7, Hament 7 ot
RTlClaimedt X =2 U T 4 R HEL L TEBY ., | ZABELNTGE, ZitEOEKL
RDEFFVERIZI B A TWND Z EMBHHVRE T E AR END, T 2 RoGA TR, TRy
BIME D72 < 720 | —WRDOBIEE O OIEHT M TN 2N ZN LD L EVEDIKT
(ZOWTIEIARA L 20 %, FER, 2012 PR A T2 X —7 v MIL7e~/bY = 7 Flane
W2, I UL IR OMDS dDchosen—prefix collision attack 2NEERHZED AT
AV Tun=[133], LEoEnn, claimed X = U T 4 MO I1Zx% LT,
FHEREZRDL R YEEND, FT7 T RABAITITIENI0 VT L STV
TENDL Y EEOBRIHE OO FICClained ¥ X2 U T 4 BRSO R FIZ OV T
BITE2HET 6% TH D, |

W& MO BREEOEMZ /N —7 I L 2REREE L VR

[ER L7280 BF 552 Tldclaimed BX = U 7 4 M S N K5 B XA BATIRE OXF
RLT 5 & THBHERT T ORAMHERFICE D TV D, EEE, FIRIIIRHE T L2 ) X
LOHENE THIT D 2 LIIERFRIRICDEE ERFRETH Y IR SR
VHE—=T T 0 R ROFE S BT E 2o, ISR A 2 1l 2856, KRR T
BHRSINTWD ARG BE L7 ECHREDR BT FIEICKIT 7T — & AE) & -
FIREICE bbid 2 &R EBERRFDBHG SN D, FINMIZ I Zclained EF 2 U 7 o
DM DIVTZDAE D &N D ks 70 B FEME 2 3% 1T T D UL E keI oI FIL R ~ —
VD EICEERBUAR - RREAHIETIC L VTN RETH D, |

18



<MISTYl OBBICLBERES LT —F 2 HBEVBET 5 DICLERRERE (BERRF) >

BEM SV TWAMISTYID 7V T 7 2 RIREEZ 297 1 7 43 DS-SC » W5 30T 3
HThd, 270y OS5 XT —F 2 WEBHEPBERNDOAFT L LIBE LA,
T — 2 WAFIT LB 72 R[] 2 CRYPTRECE 5 i) TR L7 (X2, 4B M), ToTT /3 A A T
b LT=T7 — % 2R BER CREET 25600, Bl — TR L LT — % 285
HER IR T 2 HA T CIEIERTF—AND D, KHERROF & LT, KilR% CFl
AENTWDHICH — FHlkkFeliCa (GBIEHE : 212kbps) DIGE. 5T — X OIEIC
3. 5fEHE . HEEEHROFTIL, AT U HAEHBM (High Bandwidth Memory)2 (A& U #5k -
8Tbps) DA, W5 LT — % OUEITK. AEN N LRFEIT 2 5,

<K EENFMERES TOHFR>

20154F LT L72MISTY 1O AMEIC B 23 Tl [Z OW®I, FFticnEE T —
ZEPERKTH D Z LD, BENRER TIIRWEE X 5 E T, CRYPTREC Tik, MISTY1
DOEEMEICE LT X & FHE A1TV . CRYPTREC Web¥A M THETHFETT, | &
LTW5, SEEORE - Bt 5E 2T MISYHCEAL TA®R DL Y77 a v %k
EDHDNEND, FTRDO4ODREZFIR L CHRHELIT T,

(1)

1. MISTYIOfEFC TR T — X BN R THDH 2 Linh, BUED RiFZHEFFT 5,

2. MISTYLOFHEAITIEZ D X 5. FIZIZCRYPTRECK; 5V A MIEZEMZ %, (A
LBIfE, 648y M7 r v 72K TKVEWT ey 7 ROKENHHATE 50
ThiuX, 1288y h7 vy VS ZEIRT L ENEELY, | OEEHY)

3. FIHERBIZEOMISYIN L OBATZHELET 2, (FIHREOEERZRT)

4. MISTYI 6 OBAITE2HERET 5, (MISTY1Z THEERGMRES U 2 b 25 DEFAEE
WU A M) CBT)

FHEOMR L & 413, 2 F7F 3 ZEAEMNICTE S T 20220 Tl s 72 S,
L RIOIEBEM R D OF A% % 5% 2, CRYPTRECE LT, BIED RiEZ#ERF+ 250
TR, B0 T 7 v a v ERE LI FR I OVO TRV, B, 648 > b
Tay J SRR IO ZRRFHFIETH Y . BUERE STV HMISTYLIZ
T ABEAERETX 5L LT, 2% Ty s ZDLICEALEHET L Eof ik
TR,

MISTY1OFIFRIL (EZTE bt TWd2) OFEAZMRF L TILE 25, 7 TIC

FIH & TV DS HAFIC6E L CCRYPTRECAMAI 20T 7 ¥ 3 V& Z 484, 22—

EOTEDEIRA LRI IRBHLPEHEL THB ZEDREETH D,
mEDBERBHT,
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2.2. EEMAE L R— N DFRIT

2.2.1. BB 7 NTY XLDOMEHMICET B IEREE

557 L2 Y X AOWEFIHECBIT 5 CRYPTREC 726 OFHIEEICOW T, FRIORT 71
=T MR 2. DIZESWTERY S Z L3 2015 FEEDRE S EHIRGHRIZ TRB I N T
W5,

CRYPTREC WebR—

CRYPTREC |
BB RHEERS 1z T
__________ NHEFIR 1E
| 1§EHEABCHOLT |<_ | _ HEITIGLTRE
I hIZHELEHNAE T
A 4
— ;: ”
REMTERE
- BEREE
((J:\zv;ﬁ;gi R;pgo)rt < (CRYPTREG Report)
wnmpege | ESHERHZEE | p
IR RTREES v N
EERIHEZEAS
e 3 DOHEDZA

E
o P = . aRRF—RAE | Yes /v;c;ﬁ;?\gi.ﬁ;o\—
< - Rk FIFHIRA L E
BEITHLT 2
WERRGTEDITS
TEIRIREL R
(2.4 W73 X LOMEFIHEIZBIT D IEWREE 7 7 —
(G #FEE 7 v — OB %]

(1)  WEETAITY X LOMFMHEER A E L%, CRYPTREC IZBW TR L T\ A1t
FRICKRT 2 BB 2 FH . & L ITHERID E TIEEIE L TORWNAEE
(B LR DR EOE LWME FICORRDHERTH DS W THIlTZ2 L, LA
TOWTNIZET HIERTH L0 ERHT D,

A) 5T T X ADERIREFRIC X D Baxts

B) EfECEFEMDOEmVMEREIIET 2 Z &I K DBFIIGR 1k
C) B2 AT L DOREMHERF DT 8 O X R it

D) XA

(2) LEiEogHEOS B, A LT BICHBE IR sEEERIC O WL, ERae A
BAL. £/o, etibiz L., oMb RE AT 5, 0o D Hgsr:
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HHIZOWTIX, REITELT OIOBEEINTZERTH D 2 L OARSR MR %
FEhid s, 22T, HH LI, IMBTARHSN TV AERICESZFLH T HH DT,
CRYPTREC TIZH HFEMIFEMIEIT > TV, [FHEICE DR - MRS D D572 1E
IS b D LT D, Fio, ZaMFHMIES &1L, CRYPTREC & U CTZRAM 2 i
LEDOFHIEiFEREZ £ Db D ET 5,

(3) WIS T LY X LOHPHIL, CRYPTREC K5 U A MMoH#E STV 5HiE =
FAfT, 36 L OVCRYPTREC B5 5 U A MTHBHE STV, BB m W & i 5 H iR
i B S TR LN S 2R LT 5,

(4)  HI L ORI R S HEHIEE R OFRICESEAMIND, £
oo AU MESEERIL, B B EANREHN R B0 b RF B EAREISIc®mE S s,

2.2.2. SHA-1 DEEMHETIZTOWVT

2017 42 23 RIT, CWI (AT > &) Google (USA) DILRIBFFETF — Lid, Web ¥ A M7
SCHRNB L, Ny v =2 B SHA-L OFEEFERICHIO TRIILIZ %K LIz, 2D,
CRYPTREC @ Web ~— VIZIEEMUE DO EWRT [SHA-1 OZEMAR TFIZOWT) (FRk 29 4F 3
H 1) '%AFELE,

2. 3. HEREMERES U X b~ DOFHBEE DB

2.3.1. SHAKE128

2015 FEEDFFHIC LV, /Ny v 2 BI% SHA-2, SHA-3 73 CRYPTREC B§5-U A h~BI&EH
el Ny ok SHA-3 77 2 U —D 1 5 THD SHAKEI2S [THIES £ TV,
SHAKE128 (22T, ZAVE TORRMEF M & ZEEVEREFHE OfE R o@m Y . K% 256 ©
v LR & T UL, CRYPTREC K575 U A R ~iBINT 5 DT+ ettt L OGEEMEREE A
LTWD Z N FHEINFMMEZ RS TOFEROME., KB I, E7z. SHAKEL28 @
CRYPTREC 55 U A ks OHELRGARRT 5 U A b ~DiBIN2S 2017 45 3 A (BRI S 725 1 | 5
Bt ic TR aniz,

7085, SHAKE128 @ U A NBEINKFIZIX, BIFED SHAKE256 (23 2ELRELT Ihy ok
12266 By RAEETHZ L) EWIIEEZ DTS,

O Lt

SHAKE128 % & te SHA-3 (22T, Frofa k& (ZANMaEt 248 L. 2t +n7e~—
UMb BLEIREB OB RS R E R AIL RO o TR &V ) BRlifsE R 2
BTV,

2 https://shattered. io/
® https://shattered. io/static/shattered. pdf
Y http://www. cryptrec. go. jp/topics/cryptrec_20170301_shal_cryptanalysis. html
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» Donghoon Chang X, (Indraprastha Institute of Information Technology Delhi, India)
2014 B HiffiRE = Security Evaluation Report on SHA-224, SHA-512/224,
SHA-512/256, and the six SHA-3 Functions] °

» Itai Dinur K& (Ecole Normale Supérieure, France)

2014 A HiffrRE3E  [Security Evaluation of SHA-3] ©

© SR
SHAKE128 AT SHA-3 IZDWT, FRlfakd IS/l Ak L, V7 b o = 7 L
N R = T REE BT FIEERE AT D L0 ) FHERER 2TV D,
> THE TIATOIL T & 7o REEMERERHM I B 3 2 F2ERE D — o
il —5% B (BEXIEERT)
2013 AR HEfhia £ [N o = B%L SHA-224, SHA-512/224, SHA-512/256 J T SHA-3
(Keccak) (ZBH9 A S50 7
> FPGA b CoOMERERHM
Veig Gk Bz (BEXGEEKRT)
2013 4R B =[RS B ERHEZ B B 2-3 Iy v aBlon— Ry = 7 F4EE
K OZEDOYERERIE

2. 4. ChaCha20-Poly1305 ® CRYPTRECKE B U A b ~DBIN &R EFIZ AL 7= FAHIZ
2DV T
ChaCha20-Poly1305 |%, =—HF DLW T T UFICHEA SN L7 L, BHEARELTND
TN ZALTHD, # 1 IENSHEMFHIZ RS (2016 427 H 27 H) I KON 2015 A5 3
[l H AR AT # A 7 74— 2 (2016 4F 2 H 3 ) T, EOREMFHEI T 2 HENEEK
boloZ b, BEETEZEE R CREEFT M AT o 72, 3L <X, lSecurity
Analysis of ChaCha2-Polyl1305 AEAD| 8&Z&MdD = L

O FHmRE R GHiE o R k)

A)  FREERE S ChaCha20-Poly1305 (Zxfd %M iAli 21T - 72, ChaCha20-Poly1305 /&,
W BAL D= DIZA b U — ARFS ChaCha20 75%%202%\ FREDT= I A v & — VG2
— R (MAC) Polyl1305 23MlEboit T\ 5%, FGERE = & L TOLZAMEIZE L TiE, ChaCha20
DERIELE RS & R 2 & TE, 7o, Polyl305 NEERL=N—H LNy v
2 B%CHALIE, ChaCha20-Polyl1305 1%, FBFEME A & L COREMEZ -3 2 & 2%
Bl &4 T3 [Prol4],

% http://www. cryptrec. go. jp/estimation/techrep_id2403_2. pdf

5 http://www. cryptrec. go. jp/estimation/techrep_id2402. pdf

" http://www. cryptrec. go. jp/estimation/techrep_id2301. pdf

8 http://www. cryptrec. go. jp/estimation/cryptrec—ex—2601-2016. pdf
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B) Polyl305 22U\ TiX, ¢ -almost—-A-universal THA I ENIFATE, Lol
NPy a2 Th DI LRI TS [Ber05b],

C)  FFIT ChaCha20 OZERMITIEN L, A MY — ARSI L TREIN TV D B FHEYE
X DRl A FER L7z, # A LAEY T —F b L— RA 7T LTk, BLER
RERED T CIHEBBICET 2HAENERICRD EWVWR D, A FF ¥ 2Lk
LCiE, BEFOXMRFIEICEIVBES Z ENHETH D, ZOMOBEIMOKEIZ) LT
X, SEORRY =Y X0 LR DITH 2D > TRV, LLENS | ChaCha20 (2D
Wi, BEEESERGR E AT 2 enTEDEERIDLND,

D) LAEDOFERNG | FFERE 5 ChaCha20-Poly1305 ITXT 5B EITIFH A I LTV RV & HE
T %,

(B 3Cik)
[Prol4] Gordon Procter. A Security Analysis of the Composition of ChaCha20 and
Poly1305, Cryptology ePrint Archive: Report 2014/613, 2014.

(https://eprint. iacr. org/2014/613).
[Ber05b] Daniel Julius Bernstein. The Poly1305-AES Message Authentication Code, FSE
2005, LNCS, volume 3557, pages 32-49, 2005.

@ B ESHEANTRHEZE B COREEMS R
FHIE D D LA — F B E 2. BIEE S CIX ChaCha20-Poly1305 (X, #RiFERF 5 & LT,
EAR B IZ RO TN e EZ 55,

@ W B AR TOEHRM R

2009 £EIT Y A MBUEITHE D BREEZAT o o BRIE, ISR 57 v 3 U XL FHR L 72 5
e DLESRMFL LT, A EEBESBICER I TWDS 2 EEZR L T (EFBUF
HELERE 5 U A D ElET O 72 & DO S HANT AR EITE (2009 4R EE) ) * 10 — 5, TEBEAE LS O 52
BND D ZEAHBICHEERREOT ALY AL LTRSS E LGl H o721,
[EBEE SO EEN D D) Z 2B L CTHEER TRINT 2857 /3 Y XA
L "C CRYPTREC H75- U A N ~DiB M A TLEFIC A T3 2 Bl 46T~ 255121, W HdfiRss
DTHIE 2TV, AT T, W5 EAREE 2 B & TR MR - FEAEMERRFHE 217 5,

9 http://www. cryptrec. go. jp/topics/cryptrec_20090527 application_guide. html,
1 http://www. cryptrec. go. jp/topics/cryptrec_20091001_application_guide_2009-2. pdf
"' CRYPTREC Report 2011 HfE-HXZE S (2. 3.5 FH R HE 5
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2.5. Post Quantum Cryptography (ZB83 B &hmIZ-DVNT
NIST /&, Post-Quantum Cryptography (ZB84 257 /LY X LDRG 4 2016 4 12 H 20 H
2B IEUCEIME LTz, AZECBT D3RI Web ERTABI SN TV D, AEEDO ~ X, 2017
11 H30HTHD, £/, FiediBY . PQCrypto 2018 BERZIZ, IhEE DT LE T —
arnbirTETHD,
® PQCrypto 2018 : Florida, 9——11 April 2018.
®  NIST workshop : 12——13 April 2018.

2.6. XEBFBFERIZONT

CRYPTREC TliX, FEMRIEME LTHA T, REEZAALTWDEN, S%ITLE
DBFEFNONE(BLOEDOICEDNESIT) NN LEFHET 5700, Bl RG
DNFRE U AR E X 2 7 7 4 — AW T, CRYPTREC XLEIZSOWTOREKRRE
BT 52L& L, 2017 4 3 HICBfE S 758 1 RIS BIE I TURR Sz, ¥
L <UZ, WS EIRETs 2016 FEHREZE D 3. 1.3HD 2) 2B RO Z L,

2 http://www. nist. gov/pgcrypto
B http://www. cryptrec. go. jp/report/cl6_kentou_final. pdf

24



2. 7. Z2ESIMKRH

ENA OIS L W5t

n

J

ik, K2R THY TH D,

# 2.3 EHEESE~OSIRI

BRI B9 % DU % 320 L7, 20 L7 [

Tah - BE BREE - # Bl
Eurocrypt 2016 | International Conference on the | A —A MU 7 « 7 | 201645 H
Theory and Applications of 4 — 9 H~2016
Cryptographic Techniques 5 H 12
H
Crypto 2016 International Cryptology TAU L P x| 201648 A
Conference IN—/NTF 14 H ~
2016 428 H
18 H
FDTC 2016 Fault Diagnosis and Tolerance in | 7 A U 4 « %% | 201648 H
Cryptography IN—INT 16 H
CHES 2016 Conference on Cryptographic TAY T Y H | 201648 H
Hardware and Embedded Systems IN—INT 17 H ~
2016 428 H
19 H
PROOFS 2016 Security Proofs for Embedded TAUD P& | 201688 H
Systems IR NS 20 H
IWSEC 2016 International Workshop on HAS « B 201649 H
Security 12 H ~
2016 49 H
14 H
ACM CCS 2016 ACM Conference on Computer and F—ZA KU T 7 |2016 4 10
Communications Security Sq— H 25 H~
2016 4£ 10
H 28 H
Asiacrypt 2016 | International Conference on the | X kF .« N/ A |2016 £ 12
Theory and Applications of H 4 H~
Cryptology and Information 2016 & 12
Security H8H
CT-RSA 2017 RSA Conference Cryptographers’ TAUL Y7 | 200742 A
Track FUUARO 13 H ~
201742 H
17 H
FSE 2017 International Conference on Fast | HA « BT 201743 H
Software Encryption 6 H~2017
3 H8H
PKC 2017 International Conference on FT K e T AA|2017THE3H
Practice and Theory in Public—Key | /L& A 29 H ~
Cryptography 201783 H
31 H

BIFIC, EBRFRSICRRSNRLE LI, WS

W& 185 2R &,
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2.7. 1. FEIBGEREE O HEHAN

* Polytopic Cryptanalysis [Eurocrypt 2016]

Tyge Tiessen

O WESIRNTIZ. 2 DOFILDEN & H & OXEIET 2 K5 L OE & ORFEFHY 72 (K A7 BIR
ERIAL TN, ZOERE LTED L OT X2 N OMERFEREZFIAT 5201
S AT 238 A LT, ANAREZESMATICEE L QIR X 0 HEBAMEN B Y | i iR DES, ¥
FOHEIRRR AES (2B U THB Ay I BREAF I B Ao v HE R A 4572

« A 2 Attack on the Full MISTY1 [Crypto 2016]
Achiya Bar—-On and Nathan Keller

64 By b7 E w7 S MISTYL (63 2 #ERIE B3R S vlz, NIT O K ORE R4
HELELDOTHY, MHiHEEITN 2ICET IR TWVDEN, MRtlZ LR T — X BT
2" THY . FREBIEMNRERLEITE ARV, ARERITFANZ LT v FTARENTE
V. CRYPTREC [IAR— LN — VI TR IR T — F &« FHREORIL LU TG L
BT =2 BEBPERKTHDZ EDLBENREETIIRNEEZEZDND] L) Affa ATk
HThD,

2.7.2. BAREEB DAFFEEANT

+ New Complexity Trade-Offs for the (Multiple) Number Field Sieve Algorithm in
Non—Prime Fields [Eurocrypt 2016]
Palash Sarkar and Shashank Singh

Nr¥ Q=p", n>1 OFMRMAKIZI T 2 B EiE (NFS: Number Field Sieve) O3 LW 2 IH AR
WRTNTY ZALZRET D, p=La(2/3, ¢), ¢, € [3.39,20.91] DA D NFS (X, oI
BT LAY XL XA NFS/MNFS (Multiple NFS: BEEEAER) L0 &/ S WEEE L 25,
ASEAGRIRT LY X L% L7z MNFS IZARZHEARIN T L3 U A A2 L7z NFS &
D BN SWER R L 2D, ¢, € (0, 1.12] U [1.45,3.15] D513, AZHAGERT LY X4
ZfFEH L7 MNFS O FFR &I, Conjugation ZfEH L7- MNFS OFHHRE LRI U TH Y . Z4LLL
NOGEE, AZERBIRT LTV XAZMHEH L7 MNFS OFtREEIE, 505 PEF AL
DH/haLl b,

« Extended Tower Number Field Sieve: A New Complexity for the Medium Prime Case
[Crypto 2016]
Taechan Kim and Razvan Parbulescu

BEBO B BT IS 1T D ZTHABIRA T v 7O RICL Y | MR R ELZHI TE 5
Tl HER L, RGE LTI REORE SOFREOIKETHY . Q=p" IZX LT,
BAREREDOE G, FHREE Lo(1/3, (96/9)) 5 Lo(1/3, (48/9) )T FF, BEEIAEE
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DYt Lo(1/3, 2.15) 76 Lo(1/3, L.TDIC Tz, CRYPTREC Fi5 U A hTHIAAL T 5%
EIRCIL A2 7= 8 CRYPTREC | B4 22 BB 3 A2\ VAN . 27 U o 5 D S 12 Y 1 2
HEEFIH L T ABEAICIIEENLETH D,

* A General Polynomial Selection Method and New Asymptotic Complexities for the
Tower Number Field Sieve Algorithm [Asiacrypt 2016]
Palash Sarkar and Shashank Singh

Kim 52588 > TWZRWHREARE Q=p" D5E OILRE IR G L 2 NFS D54 Le(1/3
(64/9) %) . MNFS DI5H Lo(1/3, 1.88) 2437z, TN E TORDFIFEEIT, Thth L (1/3,
(96/9) ) B LW Le(1/3, 2.12) TH o7z,

* Extended Tower Number Field Sieve with Application to Finite Fields of Arbitrary
Composite Extension Degree [PKC 2017]
Taechan Kim and Jinhyuck Jeong

Crypto2016 CKim, BarbulesculZ & - CT/x X #17-2exINFS (Extended tower number field
sieve) 7 A Y ZALD—LEIRRE L TV D, exINFSITAIRAF Q) (p @ H#E, Q=p")
W2k U C OB BB Z R T oM 7 VI Y XATHY, n= 5 x, ged (0, k)
=1DORHZHEH L5208, —HBIC & 0 & B OWT MR 2 MR L DO E O& Rl kit
LCHEMMREL Lic, ndEREORE, BEBodE AL, (1/3, 1.71) THETES5ZL45RL
77. ZHFAsiacrypt 2016 TSarkar, SinghlT X o TRENT- 32D R X FDE I DMED
odfELy (1/3, 1.88) LV HELS 2> TW 5,

* On the Bit Security of Elliptic Curve Diffie-Hellman [PKC 2017]
Barak Shani

FEETEZSN AN HBROFEM Diffie-Hel lman #EA# 70 oLy hEF ol
T4 EID TR LT, Diffie-Hellman 0 x JEIE D& EALE v SO 5/6 2R 2 5HHE &
L. BERERODLIHAENRIZETHL L E/R LI, £72 5/6 O FALE Y MIDOWTH
FREDFE B2 R LT-, 25 13FEM #hft NP (E1liptic curve Hidden Number Problem) X ¥
IS, FIILRE ORI EhBRIZ DWW TRER O FiEZcE L, Diffie-Hellman #ED x
JEREE 70X y EAED 1 iy d GERIRICB W) HHET2 2 1%, #2RE RO DFHEE
LRI COHDHZ L ERLT,

2.7.3. N aBEOBTEE
* Freestart collision for full SHA-1 [Eurocrypt 2016]
Marc Stevens, Pierre Karpman and Thomas Peyrin

SHA-1 D7 U — A & — NEZERT DAL R ENT-, 64GPU 7 5 A X2k % 10 HE D

27



FHRL BEE 2T EOERE BB O LK BRIC KB Th o7, 2005 450 PR ET 2SI B
DT L—7 A)—LISEDHEH . FFIZ Crypto 2015 (Z351) 5 Karpman & 0 76 B SHA-1 % X V)
miEb T 577 = 7 &= fv, F£72, Eurocrypt 2013 @ Stevens D iz 72 WSR2 155
WEREFM L, ZEH5OI1%, FEERICSHA-1 OFAZIED D X 58ELTWD,

* The first collision for full SHA-1 [https://shattered. io/]
Marc Stevens, Elie Bursztein, Pierre Karpman, Ange Albertini and Yarik Markov
2017 #£ 2 A 23 HIZ. CWI Amsterdam & Google Research D IL[FEWFFEF — LM, /Ny =
Bk SHA-1 DFFZE%8 HAZ WD THlE) L7z & Web ~4—2 (https://shattered. io/) L THEL
Io ZOFRERTIT, BEIRFOFHEECY) LD b 10 FFEV 2% [0 SHA-1 OFHH & T
RaFERLELEBESNTVD, ARRONKITELEEL RERFRFETERIISI AT
WD FERERIZ Ny o BN E U725 PDF 7 7 A L O 6B &4 TH Y | CRYPTREC
TIE3 A 1 BT — A= VI TARIERITHT D M2 E I TR L7,
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2.8. ZESBAETLH
2016 4. MF BB RE ST, # 2.4 OEY 2 AR SN, XS50BER RO
EARBEEIILTO®Y Th o,

* 2.4 WropdiratinZ B2 OB

FHH

itk

1\ | 20164E7 A 27 H REXTREEIE R OKGE, UV —F 7 7 — 718G

ROKGE, SHREHI, AEREOSIIEOZEE, ALK
&

M2 | 201743 H 21 H U —X 77— FTEEOEFE RS ChaCha20-Poly

1305 DOZEMEFMHIZOWT, AAREFEDOSREDOL T,
KCipher-2 DAAEE DL FTIZOWNT, SEREEANRE H, 4t
R 5 D2 M A & MISTYL 12D\, SHA-1 %2
PR T IOV T, BER IR E | CRYPTREC Report 2016
EES

2.9. BRHEREY —F 77— 7BRERR&

2016 R | KIGBHMTRE Y —% 0 7 7 —7 (W6) AIEE) L7~ SEyESIEE L, £ 2.5
DY ThdH, 2.6 KOFK2.7T0@Y, FW6IFE5 I, F250OMER KD
FRBEILLTO®@Y Th 5L,

2.5 2016 O FEEEIHEH

=% SR FEETEA

TN—"T4

W 5 g AT BF | mAS [l BRSNS 5 0D 22 I3 SR KIS0 Mgt o IR S R0 B S e J i R

fli v — % DORNEEM & S F S ERBFHIEICKFEL T D, KU —F

7T N—T 277 =TT, KR R o BERCG BRI RE o K EEE (2B
Lt ZERE TG L OO RCHTEII B 2 A 21T
Do FTo. FIREGR O REEMRCFE M dht b O BERCH S E O
REEPEIZBI LTl BIFEAR L TS PRI 2179,

BER Y | AH WX BRENSY %7 70— BERGHEMRN RO LD

—X I
JL—7

P—ERIZBW T, BB OZ2 &3 HRIE N U 220 575
AzBIRTE, RHICHETE LI L2 S L TRE SN,
EEET 7 2 BN - M D BROBATRHIETICE 425 2 & A%
OFAREZITND Z L2 B E L IS KT A
(BRENZ) | ZRITT D,
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# 2.6 BEEHEINHEY —x 2 77— 7 (W ST M) o B

[ AR Eige
W 10El | 2016 4E7 H 27 H TEEFTE R ORE, 595 OFRA OHED T7 DORET
W2\ | 201742 H 21 H TR D FFTZ BT M, #ERib D& ICBI I 2 MEt
¥ sl _E OB SRR BE O A IS B B MR, S %0
AR B 2 M
£ 2.7 BESEMHEY —X 0 77 —7 (BERES) OB
[ FHH B
1| | 2016 4E 7 H 28 H W B A KT A v (8RB B) OVERT#HZBT 2
R, RIS 2B 2 JEEERE R O B BT D M
Ff. NIST Lightweight Cryptography Workshop ¥, 2
FERRVERC A $HZ BT 2 MFt, CAESAR 7'm &= 7 MR
#2m | 20164510 H 5 H WEHTA RT A v (BRERKE) OBKRE - BT 7
VAU XL D MET, FEEEREMREAN I B3 D M
BEFERRVERIC B9 % Bsd
#3E | 201741 H 16 H WS A KT A v (RERS) OIERRA 7 ¥ 2 —v

IZBIT D iEt. BER S O — 27— BT S,
WS A T4 v (RERES) oB#+5 712
R LB D), SRR I2 BT 2 JEEFEHIETAm .2 B
T OMGET, EREMUERIC BT D RET
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3B KEEWNHAEY —F 7 I N—TDIEH)

3.1. Ty —% v 7 —7

3.1.1. IEBHER
(1) ¥ 1 Bl Ar b oo B o 2 & (ECDLP) o> R #EME L2 B3 2 Fi A

2012 4 DI S HART A Wo GHEKEAE /R I B 1 A AR RICBVWTERBH T2 X 912,
ECDLP (25t~ % F#E L% (Index Calculus) D FHREFHMGIZ DWW TOBFFERE RS TFEF R ST
T TW5, 2015 H~2016 FFEIL, ZNOLDOMENELRHEL, Az E LD,
(2) ZEARIE G Multi linear map) J ON#ERE(L (Obfuscation) O HgiEh A2 B4 2 s

2013 H-~2014 HLEIT, K-S ORI BT 2 A Z1T V), T IS O R M2 B3
LA Z2AFRCT 5, 2015 4E~2016 4RI, ITEENTRDSER L T\ D 2 BB T4 L Ot
(B 2P sEEN M AR AT D,
(3) T > B

BIEAR L TWD FHIMOF IR E S B ELH 25 X 9 RIFFERERED RN E I O
RAEAT 9, Flz. TOP500. ORG' AR T DEIFEMEENICHT 27 — 2 (TS &, fIEAK L TV
TR OFFHZAT 9,

3.1.2. ZEMK B, LFIE)

A EA I UM R

ZH: WA FURE  AARBEESKASE
ZH: KM Fk  EREERY

ZH: ®)Il EK  AAEEESEASE
ZH: BlE R HUR K

ZH: T ®E HRRSHE LS
ZER . RE Mk JUNKRE

3.1.3. EEMEE

(1) &M iR E o BESos £ R (ECDLP) o R #EME 2 B3 2 R4
® 2015 4EJE X, ECDLP |24 A HEHGHRIEIC OW TR EICHR R INTZHm LR C 2R L., i
SRR & S R T LT,

' https://www. top500. org
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® 2016 L, W FE MR LA D& | AR SN TV DG
BiEE AWIC BB FIE A T DB R EERL L T2,
(2) ZEMEES Multi linear map) K OVEEHE{L (Obfuscation) D FBIANIZEE T 504
® 2015 HFEIL, ZEMEFRICETHMEOMLETAEL., BEIN TV LRENIEH
BHNZDOWTE LT, o, BHHRIZE L TE M OV TSR 21TV, Z DOBFFEE)
MIZDOWTE & DTz,
® 2016 HEIX, ZEMEGEMHICE L TLEMEICOWTHNBRHE 21TV, TR ER L
TWLZEMGERICET 20788 M %2 £ & i,
(3) TR DT
® 2015 L, [FREBOMERBEO INEEME ] KO Thg Ml L o BB B RE O IN#EE ) (1<
B4577 70EHEIT-1-,
® 2016 L, TRIMOEHIMA T, WMEOHM « B 4T 28 BHI DN T
REt L7z,

3.1.4. FREHE
(1) 45 M iR o BEBORH M RE (ECDLP) o R 12 B3 % G A

7 b oD BiEBOR 2R (ECDLP) (2 B3 2 48 8GRH L4 (Index Calculus) I DUV TRRA 21TV,
WMRNBEZELHDL T EHE 1 EIW6 I TRR I, FReomy FEm L7z, % 2 [\ W6 12 THERE
SN SRR ICRIT D A E Frilcitd, 2B, A LR — hoEx 3.1 8 8 A1 I
FLT, Eio, AELAR— NI AR 3. 7)) E72iE, TS R - O BEBO SRR B 5 Fe gk
HEE) RO L,

[FEAf L AR — M3V 5 RAfR]

& P il b O BIEROR B RE (ECDLP) 0D [RI#EPE 348 I B AR IS 750X 7 U o Z i 5 D2 ko0 B
RL7po TS (¥3.1), 5D & ZAHECDLP i b RIS T AT Y LT o IETHDY
Z OFREEIIFEOMBUCE L CTHRERFTH 5,

ZD—J5C A FHR B MEFE SR & 72 5 ECDLP (2 BA3 2 FRBGHRIE SRR S = [PQ12],
L2rL, Z OFHREFHN CITMRAENS R +53 224 &E (First Fall Degree Assumption(FFDA) 7 &)
DEAINTEY, EOREOESMITHGRAIC b BUEFERIIC &+ ICLRES TN R,
EHIT o EEFIF LIEGEICM < 2 & BHIRFC& 549 K& 72 ECDLP 23 Y% HGH HIkIc L -
TN LW D R B S TR,

o T, BIRER CTIXTUFIREGIRIE LY . 0 IBO T EEZENEN TV D LT 20N

2 http://www. cryptrec. go. jp/estimation/cryptrec—ex—2602-2016. pdf

32



HHCh 5.

(WG o>k ]

UHHREGHRIEOHEENER KR TH 5 2 & IXEmANC b 3B BRI b HIRE S Tix
SPTSIRES AL TV RV, fE- T, ECDLP ZZZRMEDIRIL & 3 5 5 O 2Rl >W\W T, B
B Tl BBUCHLL T, 5D & ZAHARBNRBRVY o (EN—AD LVl EZ TR L T
WILUEHTHD LT 5, 7272, BIERE . MR EGHRIEOIFEE) N 248 L Tk <
ERD D,

[ &7}%@& ] I J
1 REMDIRBL \\\ ““--§__§-§~:§& %ESSE;F
INBEOD - B D
[EBEWJ:(DDLP M HR{k L ODLP } £ ECDLP }
. pad LN
" e e \
| RS FE

[ FRA | [ﬁﬁs&ﬁsﬂ‘ ECOLPIcET S | | 0% |

S |\ A
MR LRt

[Tl ~ |
[ Quasi—polynomial time ] HEFE BB R 5 BB RS

3. 1 BEHOS SR & 12 DfFHEFIE & OBIFR

Generic Algorithm

(2) ZEHIE G4 Multi linear map) K& O¥EEFIAL (Obfuscation) D ECHTENANIC B3 2 A

ZEMIE GBS Multi linear map) DRAFENAIZET 2FELITV, MIAEIMZ E L HDH T LR
1 IEIWG IZTRRB S AL, TREoiE Y Elii L7z, 2 2 [ W6 |2 THEGE SN L EHE T4 O 58 E)
MHZRET 2 RfiEZ TRClcred, 7238, A LA — NoMEEE 3. 1 & 16k A 21C5Ed. 72, i
U AR— ME, 8k 4. 101) £/21%.  [Cryptographic Multilinear Maps, A Status Report| %

ZHROZ L,

[FHf L AR — M2 5 RiE]
BEREZIN TV A ZEREGHIT. ZEBEGHRICEE S L E Diffie-Hel Iman FEAZHL T
WX L TSR I DMFEET D, AigkAinE 552 (Witness Encryption) X2 kA EEZE L )7 =

3 http://www. cryptrec. go. jp/estimation/cryptrec—ex—2603-2016. pdf
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(Indistinguishability Obfuscation) OAFFEFEBIZHWHAL TN ZE < ORERMEE DAL L
BNZEBRINTWD, —F, GG DT IEZ ERE GBI TETH
52 EBRENT VWD, DF Y FEAIFEER L7 U3 DA FTREME IR ST 7Zniz o,
Z O ATREM TR SN TV 5,

(WG o> f] ]

ZEMIE TR, TEREAN CILFEBL L RE R C A -t T 2 2 &N TE D ATV IT
47 THY, FEFICHEE SNEOERPERE LW C©H 5, B CIXL 2 L ERE 54
ORERITFEIE L2V, EOTFAED ATREMEILEE SN TN I LD | Bl & X HFseBh i3
BLTRBE, 5% LRNRERIFIEMER S NITIC, &b CREl - Rita21TH 2L L9 5,

P
WEATFE ) (Public—key setting)}

Multi linear map Key exchange

[ B0

R CIEHEIER DA > TV

(Secret—key setting)
(indistinguishability) Obfuscation
\

BENFE (Secret—key setting)
EREpnigs i (indistinguishability) Obfuscation
\

(indistinguishability) Obfuscation
adding a signature structure to the input

B R TIEHEILR DA >TLVEL

. FEIREY
[ Multi linear map ]( {(indistinguishability) Obfuscation]

BRTREME DFEEARY T

[ 5-linear map ]

X 3.2 1 ZEMILTALOREKIZEE T D FK

(3) FRIE DT H

[SBRB fRRIE DR | RO TRE Il Lo SR E D IR #EME | (2B LT, 2016 4F 6
H}K OV 11 HIZ TOP500. org D A—/8—a L B a—F—D U X NOFEFHNH-T-728, 2015 4|
VERR U 72 58 [R5 4o i i RE S OV 1 il b D B B T R O IRV L2 B 9 2 IR & 2 E AU S T
L7z (3. 180 fHk A3 [X13.3 KOV 3. 4),
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3HENERT DIZHT-> THEH L7252 WAERICREIT 57— 213 2006 FFEED LD TH Y |, <
RoTEY, BHENLETH S, £7-. WBEOHER - itk L2 BiR T 28 OERICH
WTIE, WBEDIEFANAE L Web ETHRBELE WL HICWET D Z L THEEIET 5,

(4) AR EoBEEO# R O 22 2 B4 2 BB s >\ T

(a) 768 B v bk DLP ORMFLEKIZHDONT

2016 46 A 16 HIZ, A—V 7 U A K NMBRTHRY*(Z 768 £~ kDA XDOHZMIZIIT D B
BOFEICHRI LTz & ORED B S LTz, BIfE, Z OfERIT Cryptology ePrint Archive
2017/067 |Z#g#k S°, EUROCRYPT 2017 (2R SN D FiE L 7o > T\ D, LARTOFRIERIL, 596 £
K (20144E6 A 11 H) ThoT-, fAT » 71 4000 Intel Xeon 2.2GHz  4E, AR AT v 7
12900 Intel Xeon 2.2GHz + 4EA B LT\ 5 (7233, RSAT68 IZ 2\ Clx, HiAT v 712 1500 Intel
Xeon 2.2GHz + 4, MG AT » 71T 75 Intel Xeon 2.20Hz « #EA B L T\, ),

CRYPTREC RF5 U 2 MIHEHFE SN T2 DSA LN Diffie-Hellman DZEEMEIZOWTIL, FK
(GF(p), p 1 HBE) M ORERR SN TEIY . p O A XH32048 B ML ETHIVTE HIZHEIT R,

2015 4T Logjam WA FER LT=fm O TlE, FFEDHE p (6 L CTHEATRIE BURERHEIC ST
5 HEAGEIN « i - MEREOBE AT v FITHY) £ +2I2F T L TRIFIE, AU p kLT
=7y NER DO AN RRCHERETHDL Y A7 R H Z LR L T, H
Kario lK®D 7 1 7 Securitypitfalls @ 2016 4= 7 HOFT—# Iz XX, $60 TOEHELRY A b
DO, FERZHIZIBWT DH BRI TE 20138 54.3%H VD . ZD 5 HDOF 35.5%I1% 1024 ' K
UTO#RETHD, K% 2048 £y ML RICRET 22 EOFEEWMENMNETHL EE2 DD,

(b) Extended Tower Number Field Sieve MD5#EZ-OUNT

A PR RO 2T (DLP) 2 5t 32 THUARRE ] DR Extended Tower Number Field
Sieve (exTNFS) D#242[1]74% CRYPTO 2016 ([ZEREKR S 4172, exINFS Ti&, HIRIEOH TR G
WELDPLRARD DLP %35 2 TV %, CRYPTREC K55 U A MIIT A BREREIERIRD DLP & 224tk
RAL L T 2 WS HAT T S TV RV BT, L L, BIfE, WF%E - BIRSED b
TWLRT U 75 DI A BBOREAIERIED DLP N EVEDIRILE 725 b DR H 5 (B
Barreto—Naehrig Hi#R X7 VU o 7 Cld 12 IRIERIK) 720, T HDORZEMITHENS D &5 2
b5,

* https://listserv. nodak. edu/cgi—bin/wa. exe?A2=ind1606&L=NMBRTHRY&P=3649

® https://eprint. iacr. org/2017/067

% https://weakdh. org/imperfect—forward-secrecy—ccslb. pdf

" https://securitypitfalls. wordpress. com/2016/09/06/ july—2016—-scan-results/
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%k%&@Mﬁﬁﬂf%ﬁ%%&@ﬁkmﬁﬁwa

Ly(1/3,c) = exp((c + 0o(1)) (log Q)§ (loglog Q)g) D
XV HEZDND, EBcPV/NSWIZEFREN NS 2D, £, BEEORE ST L0 i#nril s

SHE BN D (medium prime/boundary/large prime (25507 HILTWA), 2 3.1 ([1]12> H#rHER)
ERESR DE IR (NFS, TNFS) & exINFS OFEED I TH D, EFOEIE c = (/DY LD

dTh D,

#3.1: XN 1IcBTFD ¢ OfF ([0 HEsEk)
p = Lo(1,) 1/3 < 1,<2/3 | best I, =2/3 2/3 < 1, < 1
TNFS [5, 6] none none 64
NFS-JLSV [7] 128 64 64
NFS-(Conj and GJL) [8] 96 48 64
NFS-SS [9] 96 48 64
exTNFS [1] 48 48 64

R N Rk A s 2 B o TV B AL, TOMEZFIH L CELICHERZ/NEL T
EMTE D, FIZZ DL D RIGE IR BRER L (SNFS) L TN 5, Barreto-Naehrig Hi#RD
AT Y 2 7 TIIMEBOSFR S TH D 12D FREURERIE D 7 — A2 d T2 %, SNFS D6 DFF

FEZR 3.2 ([ b)) 12T,

#3.2: N 1IZBTDH " O[]0 HHEEH)

p = Lo(1) 1/3 < 1,<2/3 | 2/3< 1,<1
STNFS-JP [10] 64 32
STNFS [5] none 32
SexTNFS [1] 32 32

Barreto-Naechrig MDD~ 7 U o 7 1%, #lZ21% IETF Internet Draft[2]1Z X AuiE, =S 254

By NEHIERKE 120 EBEEE 128y X2 U T 0 (L0 IERIZIE 126 > K [3])
THDHEBEZLN TV (I D OREMMT T, BIAFEDOHERIXc = (64/9)/3TEE SN
TV Th D, X VHEEN = (32/9)1/3 HI S ez, 128 By hiF
2 VT 4 Bl SN B HREEAS, e 2E, w4l Tl #EXDRREDY & LT
18 Ey heEXa U T A RETHDL EHEEL TS (F3.3),

7% 3.3 JERIKEL 12 OFRF D FHH RN ([4] 2> 5 HEHEL)

). SexTNFS |

n algorithm (n, k, L) with constants without constants
exTNFS (4,3,-) 2138 2116
2 SexTNFS (6,2,4) 2155 2108
L. ZhuEd < ETTHNENRFEEICESWIERNET Th V. FEERICE 2FHEE
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RMTIZE P TR TR, ERICEEHIC EPNE T EEY 525, By bhexal T4 DE
BEDEIZE 5 70 500 % W 9 = DICIZE R ARIENBLETH D,

BN

[1] T. Kim and R. Barbulescu : Extended Tower Number Field Sieve: A New Complexity for the
Medium Prime Case, CRYPTO 2016, LNCS 9814, pp.543-571, 2016. (IACR Cryptology ePrint
Archive: Report 2015/1027.)

[2] A. Kato, M. Scott, T. Kobayashi and Y. Kawahara : Barreto—-Naehrig Curves,
https://tools. ietf. org/html/draft—-kasamatsu—bncurves—02. (Expires: September 19, 2016)
[3] J. Bos, C. Costello and A. Miele “Elliptic and Hyperelliptic Curves: a Practical
Security Analysis” , PKC 2014, LNCS 8383, pp.203-220, 2014. (IACR Cryptology ePrint
Archive: Report 2013/644.)

[4] A. Menezes, P. Sarkar and S. Singh : Challenges with Assessing the Impact of NFS Advances
on the Security of Pairing-based Cryptography, IACR Cryptology ePrint Archive: Report
2016/1102.

[5]. R. Barbulescu, P. Gaudry and T. Kleinjung : The tower number field sieve, ASIACRYPT
2015. LNCS, vol. 9453, pp. 31-55. Springer, Heidelberg (2015).

[6]. 0. Schirokauer : Using number fields to compute logarithms in finite fields. Math.
Comput. 69(231), 1267-1283 (2000)

[7]. A. Joux, R. Lercier, N. P. Smart and F. Vercauteren : The number field sieve in the
medium prime case, CRYPTO 2006. LNCS, vol. 4117, pp.326-344. Springer, Heidelberg (2006)
[8]. R. Barbulescu, P. Gaudry, A. Guillevic and F. Morain : Improving NFS for the discrete
logarithm problem in non—prime finite fields, EUROCRYPT 2015. LNCS, vol. 9056, pp. 129-155.
Springer, Heidelberg (2015)

[9]. P. Sarkar and S. Singh : New complexity trade—offs for the (multiple) number field
sieve algorithm in non—prime fields, EUROCRYPT 2016. LNCS, vol. 9665, pp. 429-458. Springer,
Heidelberg (2016).

[10]. A. Joux and C. Pierrot : The special number field sieve in Fp", Pairing 2013. LNCS,

vol. 8365, pp. 45-61. Springer, Heidelberg (2014)
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(5) Post—Quantum Cryptography MOBE[EIZ-DUVNT

NIST i%. Post—Quantum Cryptography (2R3 57 /LT VU X LADANE% 2016 42 12 A 20 H)H 1E
UTBEA LTz, AZEICET 235/ Web ESTABI SN TWS, ANEO~PNE, 2017 4 11 A 30
ATohdD, £7-. FELOHEY . PAQCrypto BERIZ, WWEED TS LT —2a UBNHHFETH

Do
°

PQCrypto 2018 : Florida, 9-—11 April 2018.
NIST workshop : 12--13 April 2018.

% OFBEIZHOWNT

Post-Quantum Cryptography (ZRIT 2 I A 4% &0 & 9 1HHR L T _RE )
R BLETH S,

RIS BT 5 55 VUBIC BT 57 — 4 TR S BB Th 5,

DLP 768 E' v h O RARZEHITBIT 2 EWME R LETH 5,

SHA-1 OBATHEICBL 5 D £ D ITHER RIS AA TNTCHE 5T L T X LADOBATIC
. SRR D, R, BEET AT Y XAOFE AT, BET DY XA
WO CHEITE 2R BRAT DI, WEHOT A TH A I VR EETHUERD S,
Jb— RRBIERIE, §TTIC RSA2048bit A2 B DBATAMAEE > TV DAY, Z4ud, 20 8Lk
DR MR 720 T %, FER. CRYPTREC T 10 AERIZA LI E LTWB AR,
10 F TR D 220, FRIERICHAAEN DS EIOB AN DI, bo b RO —
R PN SN2l S BT 7 B

8 http://www. nist. gov/pqcrypto
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fHgg A1 FEM B8R _E OBERONER R RE (ECDLP) D REkEM I B3 S FAE

[LAR— b O]

5 I bR 1 O BERCH £ R (ECDLP) 0 IR B 13 T RIS 5007 U o VI B D 22 Ve D HaAg
Lo TnD (M3.1), D& AELP ZiBNRLES T VA ZLT o IETHY . £
OFFERIIHEOMBUE L TRERH CTH 5, £ LT o EOFREL LOENE AW GRS
BROFER N O ZRBREERENRMES DT\ D, 7ol FHRBEER CIIERETILN 110 By MR
LI ECDLP M@ T 5%,

UTAE, ECDLP 2B 2 fREGHRIEOBIENHED STV 5, MG GHRTE TR, S8
REG A LR T 2 K O DL ZAHOE ST REO FE A i < @R 2 0@ UC, ECDLP % #E 5
XA BEICEE ST S, BiE OB TiL, Summation polynomial &N Weil descent &M
FEN, BHEOBBRTIE, ZLV 7 F—RESOFENHV NS,

TEELAS 2 DA, ECDLP (2B 288G IO B ENERHIMM CH 2 Z L 2 FET S
PQI2] AFER N TV DM, FHREEFMBICIS VT, MIAEL AR +53 22 E (First Fall Degree
Assumption (FFDA) 72 &) WEA I TNWD Z E N L 72> TE Y AREDZUVER o IEOFHHZ)
L OHHATREL e > T 5D,

BIRESCIE, BEERAIC B A FEBRAVIC S FFDA SO (E O IESEN+ 3 CEEE N TR 57,
p WEEFIH LIHE I/ 2 L3 IR T & 5 +4r K& 72 ECDLP MEEGHRIEIC K- TRz &
WO RR B STV, bt SEHEIREGERELH OICERIND ) Y —A
WIEFITENZ L BEELRoTWND, 1o T, BRI TR, BTG T, 0L Z AR bBH)
ENRE p ER—AOLZEMFMAELZRA L OIS0 Th s LT 5, 7270, 51 &k
&, UHIEEGHEEOMEE M 2R L TR LERH 5,

72¥. MLIHA TIE, ECDLP ([ZBH T 288G RIEO CHICHEN 2 ERT — 2 2 BHT 52 L b
HHED—D>Tholz, LinL, BETEX LI ETHREOERT — X IIHFEMEL RNz, BB,
SCHEk T AL 2 FEBRENTE S ARBOH R T 2 b 0N Z < | FEHEGHRIEIZ L - T ECDLP & figu
T EBRBNT D72 <, DLz ECDLP OBy hELHHRELI VLD TH- T2,

[LA— N O]
C LU DI
- 2§« #5 b b O BEBOS B (ECDLP)
- DLP JU® ECDLP DiE%
- 3 fffi : Generic algorithm |ZX % DLP DFE
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- pIEOFBBAK O p EIZ KD ECDLP O G046k (3 3. 4)
#3.4: piElZ XKD ECDLP SR GEEk

iR O FEAAE HA X (bit) i EH
LN 112 2009 Bos et al.
T2 DHLRAK 118 2016 Bernstein et al.
Koblitz 113 2014 Wenger and Wolfger

- 4 fi : ECDLP (ZP9¥ 2 fedkit ik
- REGHREIEOB (BCDLP & 5 R I 25 )
- ECDLP 2B S 4a4GIHRIE DN
> AR A AR T 57292, Summation polynomial & Weil descent ZFIfH L C

HSTAREETRERAERT D,
> Frstyle @703 Y XA E FGIM ZFH L CESTARE TR A E . 2 O/ SR
G RRE KT D,

> AR AMELS 2 & ECDLP DR 2 Hivd,
E(F,") o ECDLP (ZBA9 2 HeHGIHRIE DO FHAE & O AT
0(2™ + q" m! Caemp + " ©)
m: Summation polynomial D/NT X —HF
n m=n, 2< o = 3,
Caemp: BRI FEAE AR To DI IERFHRE (2 OB IR E LTH )
-5 i FIRIICI T 2 @R RO
- ZHEAES F THZ LN D ENARET R A< FIE
> Fystyle O7 0TV XLEZHANT, F OERKEEHERIEFO 7 L7 F—HJE G
EEIET 2,
FGLM Z MW T G, ZFFERIEFO 7 LT F—RJE Gy ~E#T 2,
Gux IZBEND —EBITRAOMEZRD, £ G PIMOZEAIZRAT L, =
DHFEZMEV KT Z LT F ORE5E5.
- Frstyle 7T Y X AOHEE
> d ROT VT F—REOFRICKLER S ZHEAKL OERICHAT 5 ZEA0HRK
ZATHGY & T 24751 M(d) Z#4ERT 5, M(d) 1% d RO Macaulay 1T8IDE31T4)
M(d) (Zxf LTI Z TV, d RO T L7 F—RE 24k T 5,
FROHEEZ 7 LT REOHENKED D ETHYIET, (KD d & D, TH
HH7,)
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Fimstyle OT7 V32U X LOFEE L Z OFEM O

> 0((mtDreg) "ree)
BL. m [TEBOMEH, 2<0=3 &T5, £z, ZOHHIREIREICHZD,

> Dieg OFHMIZHEE L=, fiE (First Fall Degree Assumption (FFDA) 72 &) %
AT LLENRH 5,

Fi—style ¢ FDOFHATV &

>  Fstyle TiEMacaulay 175D MTHNI KT L TATRIRI ZAT 5. 1o T, 1781035
1750 Tdr > THEFKIDNEET T DI T MEINTIET R M L, Bz < o A
BV EZLBEETHEMPD D, FriZ, BEOMEEE Dieg DEIMIFENZR IR AEY
EWELLT D,

: ECDLP (2B 2 Fe8Gat 5k R OFsEEh )

First fall degree Deiyey @ (HUICE 5 &) 7 L7 T —RRIEOFHE T4 U 5 ZHEAMMHK T,
fEFRIRTOZIEA £ KV RBO/NSWZHEADREET D L&D, KD £ DRE,
FFDA: Drirse 1 Dreg (TIEIFFE LY,

Petit & Quisquater %, E(F") @4 C Summation polynomial S, & Weil descent %
FIH U CTAR L@ AR R USSR LT Drivee = 0(m?) & BAEH > TV [FP12], 20
Bt BEEOHAERIIHLER C ITHLTUFTEZLND ¢

0 (ZCnglogn)

FFDA 3344

> ESEARECH RIS Ko TEL FFDA 28 0 SZOHB 6 A 0 SE72 W S AFAET D (6. 1. 2
i) .

> EBCDLP C Summation polynomial & Weil descent ZFIfH L7554, BERAIZIE
FFDA 2SpE VW NEDZ & bR Y V72720 2 & b FES Ty, EBRICIT EF)
Tn = 40 K HLWVWETTRIESNL TN D,

E LD

E(F") 10> ECDLP (ZB97 244G HRIE T, Z ORI R ENEIRERRIC 25 2 & 2 FR LT
WD SRR ODF(ET D, LML FFDA 72 &, ZNHOSCERTHIAH L TW A RED IE
BPETLT LB RIES LTV RN,

ECDLP (2B 2 HEHGIRIE L p IEDOHI TEER DI, [6616] THRHATWD XD
(2, BRFETEEIZENS BVDORE ED ECDLP NP TWDHINTH D,

p 15T 110 bit PAEODOKE 0 ECDLP AM#ENGL TV D DIk LT, FaEGHRE TIXR
HALTZ/NE 7 ECDLP LML TR WY,
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- UULEOHHNG, ECDLP (BT 2HEGHRIEL Y o IO MR ERMEL TN D L
Wrv 5,

- AL, ECDLP ST B HREG B BT S BEOBIN £ 48 b LTV < BER B 5,

SEk -
[FPPR12] J.-C. Faugére, L. Perret, C. Petit and G. Renault. Improving the complexity of

index calculus algorithms in elliptic curves over binary fields. In EUROCRYPT 2012,
Proceedings, pp. 27-44, 2012.

[GG16] S. D. Galbraith and P. Gaudry. Recent progress on the elliptic curve discrete
logarithm problem. Des. Codes Cryptography, Vol. 78, No. 1, pp. 51-72, 2016.

[PQ12] C. Petit and J.J. Quisquater. On polynomial systems arising from a Weil descent
In ASTACRYPT 2012, Proceedings, pp. 451-466, 2012
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£18% A2 ZEHFEEMS (multi-linear map) K O#EHE{L (Obfuscation) DB FrENE]IZ
B4 %FAE

[LAR— kO]

i 357

ARUAR—=NME, =7 BT 7%~V 18 FE, 28 ERLOMK, 358 BEROKEOR

M ABEELDNOAROBLEL > TS, ALR— NI, SRR TOREEREMMLZD

DTHY ., FLOER - W HIE - £ 7 7V r—a v - R HAUCKT LB G - B4
PRI T 2 HmEICOVWTER LTS, 2B, ZOLR— NI, 2017 4 1 AR SO RIS
WTW 5,

- EE

- ZEMBEEBRIIE., EEAREN 3O DH, RAIOREIL, Garg, Gentry, Halevi
HIZEDHLOT, WEAEERE B (Graded Encoding Scheme) % A\ 7=#5k (GGH13)
[GGH13a] T&H D, ZAUIHEVT, Coron, Lepoint, Tibouchi HiZ XV, FH - CEhfES
AR (CLT13) [CLT13a] MEZR 47z, S HIZ, Gentry, Gorbunov, Halevi HIZL Y,
75 7N 5t 7R, (Graph-induced Encoding Scheme) % MV 7=#§k% (GGH15)
[GGH15] ML EN 7=, (Section 2.4.1, Section 2.4.2, Section 2.4.3, Section 2.5)

- ZEBEFBROMERIZ OV TIL, LR EE & OE S5 BB~ OIS 72 £ ORAMEEIIER
STV, (Section 1.3)

- ZEBEEHOERGERT ) r—3 3 Th b Diffie-llel lman ZEEELH T 1k 21z
DNTIHE, ZFNENDOZEMREFHBIIES < HRUIZHOWT, SRR CEIT A RE 2 8 )5
ERFET 5, 512, Fakblns 5520 (Witness Encryption) sl B e b )7 =X
(Indistinguishability Obfuscation) EDFFIEFERIZHV TV D LEMEEDZ < 3
FRAL L7 ERB B o TWD, (Section 3)

- 2SS ORBUT LT L b BRI 2 BRI DA D b DIENN Y TIEARW, FEEE,
GGH13 - CLT13 « GGH15 D ENEN DL EMILFMRITES o BARBBE T STV
A RS L T ORI AFAET D, (Section 4. 1)

- HRRREYIC. PRF 2R EMRMEAET HIUED T T, sk L & BB 5
(Functional Encryption) & 23, KEMIZEMTHLZ ENMLNLTWVWD, ZDZ LiE, +
DRER n 1T 5 n EREGEROFETRELERT 5, 202 b i b
FA B S AR T D FIEZICH LT 22 L HRIE 5 O ATREME DS HIfF T &
%o oL, BiREE CIEEERI M RIE D0y TEW 72y, (Section 1.4)

- S EMEEH BMEETIUZ, T A RICHE ST TR DMERATRIETH D Z & bR
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ENTWVWD, L, BEIEGHEN S 5 BRIE GG ~OIEEFIEIZBAEM S5 T2,
(Section 2.3.2, Section 4.2)
- BRI OWTIE, SBDOEDO—> L7 o> TW 5, (Section 4. 1)

BECH

[GGH13a] Sanjam Garg, Craig Gentry, and Shai Halevi. Candidate multilinear maps from ideal
lattices. In Thomas Johansson and Phong Q. Nguyen, editors, EUROCRYPT 2013, volume 7881
of LNCS, pages 1-17, Athens, Greece, May 26-30, 2013. Springer, Heidelberg, Germany.
[CLT13a] Jean—-Sébastien Coron, Tancréde Lepoint, and Mehdi Tibouchi. Practical multilinear
maps over the integers. In Ran Canetti and Juan A. Garay, editors, CRYPTO 2013, Part I,
volume 8042 of LNCS, pages 476-493, Santa Barbara, CA, USA, August 18-22, 2013. Springer,
Heidelberg, Germany.

[GGH15] Craig Gentry, Sergey Gorbunov, and Shai Halevi. Graph—-induced multilinear maps from
lattices. In Yevgeniy Dodis and Jesper Buus Nielsen, editors, TCC 2015, Part II, volume
9015 of LNCS, pages 498-527, Warsaw, Poland, March 23-25, 2015. Springer, Heidelberg,

Germany.
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1% A3 FRIKOFERHT (G- E o R R O M iR _E BB R &

1027 | <

10

21

FLOPS(E'— 7 148E)

1012

10°

D R k)

+ /\7>( 9;§}RLL;€:&$EDVJ%A

F %xrzuﬁumﬁbmiﬁu

2048t: /FRSA’&TEF?’C%E@‘%UN;M\?QE 1]

-#~- TOP500.0rglc&1#%5006 D 2—/\ -1 21—

1536E"y FRSAZ | R THEF I 2D IR PEEE(1]:

L %x% DL mﬁbo%‘é
u7x 7%ﬁk$é&§ﬁbm%n
EXEVEHRLOBA

| 10 024ty I\RSA’&] EF?T%&??%@L;E\E*‘&

—=+-TOP500.0rglc 33 1IN R—/\—0> E2—5 —DIHE[2] £ Z DI FR

HRAN—RIIPEY TR PR E DIERELE(T]

GNFSD4 k(3]

5 —OERER] L DIFRR

[1T]ICRYPTREC Report 2006, http://www.cryptrec.go.jp/report.html

[2]TOP500 Supercomputing Sites, http://www.top500.0org

[3]1General Purpose Factoring Records, http://www.crypto-world.com/FactorRecords.html
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Tltan(# 0y VESTHFAR, KE)
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Cori(EZ TRILF—HRBFEH Y5 —, XE)

| i Ozkforest PACS (RS AHPCEM R, E74) : |
| nplnlal i i

r Peical ; 768y MRSA% EF‘?TWF?%@LLJAEE&%[ I

s [0 Aggq%/ 3 ¥X%U%ﬁﬁbm% ‘

| e el I SN i

L s 582K h ! ! ! | 1
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ZEAA 430Ew 4633t 7k 3 © CRYPTREC http //www.cryptrec. go]p/ —
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(A7)

X 3.3 :
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1M TE DV Z 52 T4 5 DIZEE R S5 ALFEE ) o T
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1 1 1 1
27 —--—-Prime Fields case (B#z#5%112,160,192Ew ) [1]

10" [ |—-—-Binary Fields case (BAz#5'160,192E 1) [1]

-~ ~~Koblitz Curves case (B{iz#/%113,160,192Ew k) [1]

—F+-TOP500.0rglc##3 1 fIDZ—/\—0Y 2 —4 — DIEE[2] £ ZDIER

| |----TOP500.0rglc# (#3500 02—/ ¢~ 1 —5 —DIERE[2] L ZDAMER

o+ ECDLPOSRFHRIRIZ-5] — el = ] Q2 Y N e = e =g
1 024 |- | [11Yasuda, Shimoyama, Kogure and Izu, On the Strength Comparison of the ECDLP and the IFP, SCN 2012 \ | —
I" 1| [2TOPS00 Supercomputing Sites, http://www.tops00.org |7 T = = s s s s s s e T s s s i
[3]The Certicom ECC Challenge, https://www.certicom.com/index php/the-certicom-ecc-challenge | |
I | [41Bos, Kaihara, Kleinjung, Lenstra, Montgomery, Solving a 112-bit prime elliptic curve discrete logarithm ! ! g
problem on game consoles using sloppy reduction, Int. J. Appl. Crypt. 2(3), 212 (2012) ' ' .
[5]Erich Wenger, Paul Wolfger, Solving the Discrete Logarithm of a 113-Bit Koblitz Curve with an FPGA | ' -
. Cluster, Selected Areas in Cryptography, Lecture Notes in Computer Science 2014, pp 363-379 | | — 4
7 i 7 ! : "
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~10°" : : : : L 7]
m ! ! ! ! L .
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o L | | P T+ Oakforest-PACS (Gt AHPCHEHER, H) 1
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T LA s s i e s s s -
| | ficl=zia Sl o BEALS | | | |
L | A Laasp a8 | | | P
CLIE0 N 3
F LT EeCp 100 pn sl 3 1
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3.4 : p{ETECDLP % 1 4 CHif < DIZHER X 1L D ULEEFE ) D T
(2017 =2 A ¥ 1°

W 2=_—a s ta—2—OMREDMONIE T 2 SMERITENTIEH 2 B38L L TE TV D,
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3.2. BERBUY—X L SN —F

3.2.1. TEEHEMY

RSB WG 1, RER S HHTI RO SN —ERCBNT, BEFEIFORR ST iR
DY AT MIBNT, FIAZENEY S R ERINTE, RHICHETE2L20E
LCIEBI %17 9.

2015 4EFEAN G, BREE S 28R« FUH - 2B O BHHHIENIC & T 5, A% ORI RIRE L
EndZ a2 AWML L TRESHETA RI4 0 (BENE) | 2RITT 572012, 2 Fh
o CEAIRI 21T 9

3.2.2. ZEMHK (B, L+FIE)

i

g —5% ARG AN
e Bt Vo= a—N\Wwma 770 Fx )T &
F_RL—3 g3 v AR

\
V.

TAE: OKH WX HAER

ZE . HA FFkm AAREEESERASL

ZH: mH B AL UNES

Z8: /NI —A A=

ZH: /g F MRt b3 ZITBH% > 2 —
%
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function, 1999. & TF ISO/IEC 9798-4:1999/Cor. 1:2009, Information
technology - Security techniques - Entity Authentication - Part 3:
Mechanisms using a cryptographic check function. Technical Corrigendum
1, 2009.
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5 (Volumeb5, No.2, Summer/Fall 2002) |[ZH# 7R OG@IICFHH I LTS
t, @D, Fluhrer, Scott, I[tsik Mantin, and Adi Shamir, “Attacks On RC4 and WEP”,
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Message Authentication Codes(MACs) - Part 1: Mechanisms using a block
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1

FE PR L o BEHON B i 12 B 9 %
ERAGI NG
W AT WRE IEATY BELAISA

INICT 78 KR2E

B E

FEFI ARG 5 I3 BAE, SEBRICE & 10T 2 REMN e NP 5 5 =X
TH 3. Fio, FHLINED ST w2 NBH#E S G e LTR7PY v
EEDET S, X7 v IS R BT & L O e e S B
MiEFIHTE 2 2 EDHENT WS, Zh s OAFEHI S TR d A RAE
LotEMiiEERAL CE D, ZOMEMHEIFRICE W TE Z 50 5 B
¥ (ECDLP) MM 2 LfigiidhTL ).

ECDLP 721} Cld 7  — i, ARRKEEE EosEsos tE (DLP)
RS T7ATY AL E U CTREGHEEYR S 2. #2138, BRE Lo DLP
2R R RBGIIE & L CBURERE P BISARRIE 2 E BT o
%. 4, summation polynomial 27'L 7' —3E% EE2FHAL T,
ECDLP 12 L THAI AR IBEGIBIE 2 BT 2 i ED 5T v 5.

Ao, AR SRR 7Y v PTG 5 2 s OB 41K
BERHAL, 2N DEEICOWTHRS. £/, BFATIRINS
DF T LI EL Y, Pollard D p EHDOMAF DKL HED 7 H5HHE
SRRV EFEROT S, Lo L, ECDLP BT 2 i G L R
DEANIFRT 2 5323H 5.

1 L&

F P ARG 5 3 B S CIA < EH S T v 2 REIN e ABHEERT 5 /5 Xod—
DTH Y, HEMHFRE S TR 2 IR I B Th 2 6 12 BEROT B
E (ECDLP) 2MEh i 2 LfgmIn <L 9. 7o, SERRSE% 3238
THODORBEAME LT, R7V v s L X s RFg 5 5 X03H
D, ZDFEAICE T THIEED 5N TV 5. X7V v TGS, GRIE L
DEERONEIE (DLP) & ECDLP D XI5 % fif: < GHAE O W EEE %2 2 o2k
DHAEL LT 3. floTING D TOLEM2ZHER§ % 1T, ECDLP (%
HESMARETDH 5.

DLP Zf#< 7L 3 XL ISHEDEH OWEE 2 FIH S 2 & TRE L D
DIPEITTEI NS . BEOMA OHWEITHA L 2\ b DId generic algorithm
LXidh, DLP 2 EHTE L EREOGREHICH L GEATE 5. AR WA
generic algorithm & L C Shanks @ Baby-step-giant-step %°, Pollard @ p



%, N i (kangaroo-algorithm) 23281 541%. DLP 23E#&E I 11T 2 HREE
G DhifiE #G L LI, ZThon7Lay X‘A@?r%% 3 O(V#G)
TH5. HOEAOWEZFMS 5 Z LT, DLP Z2#< 72 Ic B 4 ta
HZ OWH#G) ED/NSK T2 LICHENIL T 7 LT XADHET 5.
B Z1E, B DK ZF WERE Eo DLP 123 U CTlE Bk, /N E v
AIRAE > DLP 12/ L TIEBIEUAAT S Frobenius representation discrete
logarithm algorithm 23281 F 541 %. 26D 7))L 3 XL IFIEEGHEE &
FIENLPHAICEL T3

RO X ) ITHRBGHRIE I G IRE Lo DLP 2B GaicB T, 2 kg
CRMEa R b OB LT %53, ECDLP IC/§ 2 %1% 0 R W iEEGE
FHEDOMIEIZ E P EBROBRREICH 5. ZnE T3, ECDLP Zi bR X < i
{ J7¥E1% generic algorithm TH-o7- 2 &6, MG S X7V v /g
FCRAT 2HEMIMBREDIEF 7 X — % DFREIZIE, generic algorithm D
MR E 2N 2 L 2 BUEEBR O KB SN TE .

JEAE, ECDLP 2% 2 8GR OWRIZ 8> T, Semaev @ summation
polynomial > 7'V 7' — BB 2 FIH U 7257 R IREBGIHRIEN S EIRE S
T3, ZOHIZIE generic algorithm & ) bFIHEAEIR W L2 FRT
DXMRDEIEL, £/ —HTCHDOFEEZTHIXMOHFEL TS, Z2D7D
generic algorithm & DHIEZEEL T, 2o @*ﬁﬁﬁ?ﬁ%ﬁufﬁ/ﬁ@}j}y’@

Zigam 9 HLEPEL TV S,

Z DLW DWW TARE X, generic algorithm & b %1% X { ECDLP % f#
CTNTY ZLHBIR R TIRIRE IO Aw LT 5. Z0BBE L
TUTDZODHFERZZES 5 —DIF, #ilc RIEEGHRIEOFHEEFHTIC B »
TEAINTWA{GE (frist fall degree assumption 7% &) [ZDWT, 215
DAE D IE S PEDSBERAYIC b BAEFERRINC D RSN Tw 5 LIZFE AR
WI ETHD [15]. b I — DT LW T 7 X —F (1K EGARKRE
) ISR T, Frie RIREGEHEE D A RIME 2 /R 3 BUE TR 70 65 RSB 1 ©
FHEIN T BV ETHS.

AREOMIZLL T D LB D TH %: 50 2 HiTIIHEM#ES ECDLP DOE#
7 E AN LENE 2B 5. 5 3 fii Tl generic algorithm & U' ECDLP
Z g FIEOMA R E N T 5. & 4 §i Tl ECDLP IZX9 2 AR N 25
BEHAEIZOWTER, 5 5 fiCliE, 206073 X A0 E 2 FIE
%L’CM%& %%, BRBABRRZHS 7L XL L ZOFHERICOL
THWT 2. 5 6 HiCUEFEDBRICOWTHIN L, 55 7 fii¢ ECDLP ICH§
%*ﬁf;ﬁicaﬁnf%{f@%% DWTELED S,



2 1EMh#R L OBERXIEEE (ECDLP)

Z O F THMIRICET 2 W D2 DOER KLY Z OWE IOV T
N9 5. I 5IC—ROBE LOBEBONEETE (DLP) M OHEHi#t D HELE D 72
TR ETH 2 6 L2 BERCHERTE (ECDLP) 122 W TEHT 2. (S5 3CHk &
LT [5] % 5%.)

# K ofR¥Ea% K °RT. AR TRBMHIEOLU T OERZHHAT 5:

E% 2.1. K %3{2'32: LT CL17CL27CL37(147CL6€K (‘:3‘% :O)C‘:g‘%ﬁE ’ED{
TOLIITERT %:

E: f(z,y) :=9* + a1zy + azy — (2° + apx? + ayx + ag) = 0.

E %M TIEED (v1,y1) € K WCBWT, (9f/0x,df /dy) # (0,0) DI Y
SO EE E 7 K LoHihf s X80

B£E5 EK) ZRDEIITED 5
E(K) :={(z,y) € K*: f(z,y) =0}U{O}.

(fHL, O 3RS ET2.) ARTIREHCH D D%VIRD P e B(K) L3
WIGHIE P A0 95, TilD L) ICHESEZEXLET S LT EK) IF
EREZ R (HL Py = (25,y:) € E(K) £T3):

e O ZHfILLE T 5.
L Pl O)ii)_&fﬁ% —7)1 = (fl,—yl — a1 —a3) &'3‘%
o P1# Py DEZEPy:=P1+Ps EUTDIHICED S:

% if T 7£ Zo,
A= 322 + 2a011 + ag — a1y

if x1 = a9,
21 + a1y + a3 ! ?
T3 = )\2+a1)\—a2—m1—x2,
Y3 = )\(331 — 1‘3) — Y1 — ayrz — as.

EEE m I L T m o P e E(K) DMz [m]P TEY. S5IC[0]P:=0
EL, [-m|P:=—[m]P £¥%. tk K »ERETH? & Z HbdhoEHRE
qIEHLTK =Fpn TH2BEE, BEF,) 3AREECHS. f6>TCP e EF)
Aot e L CHBRKRIRE (P) 28T 5.

RIZBEBOSEE (DLP) IO WTHEHT 2. #f G Ot #G TR,
HIR#E G Lo DLP &%, Aol g, T € G ITR L TUTDEM%iH7:
T X € Z/#GL BEHET 2% 6132 N%2 Rk METH %:

T = gX. (1)
LRIz Z 0 g0l % Weierstrass model & & 3.




((1) 2% X 25075613, X % log, T &4<.) HREE G 28 E(Fgn) TH
% & &, Z OHEROTEEIE “REM i oo (ECDLP) ” & XiE
ns. Zogh, B 5 5 2 5 3 AR ORTHTEICE LY T, — %
AN D &k 912 ECDLP 2#%7. Hls, ECDLP &k 7,P € G I LT
DT O&MZM7T X € Z/#GZ BHIET 2% 612N E25HH T 2T
H5:

T = [X]P. (2)

AR Tld, “HIRME EoBEHOSEIE? SEo—ic X CEEH I B 0T
WL 72, B> DLP EREFHA L. Lo L, FRcEE 07 ci3 s
fET 5 DLP 2D W TEZ 2BHED o, —RIVICIZEREE G 134 R
BECERIN, Emd s, Hl2 (2) TH5Z5N1% ECDLP 4, G 13
E(Fgn) T3 7 MR (P) TEZX 5.

FEM SR 527 V) » Z15 513 ECDLP 2@ 5 LRI NnTL £,
EoT I DEEE 2 L2IHA T 21213, ECDLP % f# < 3t5ic+o 7%t
FRRIDNIE L 72 2 X ) [T R GRIE Fyn, it B, LOKIEIRE (P) 5%
HIRT 2008035 5. ZDFERDOHIE LT, DLP 25 2 2 &M#E G Dk
#G T ARELREBCT S LR, B(Fy) ETO ECDLP 2FIHT %25
HlEn BFEBERDIHNIGERZ LR EDETFONS. (BEE LT [15]
#2817 %.) YOI T ECDLP Zf#< 7432 ALICDOWTHHL T L.

3 Generic algorithm &% DLP DFtHE

O TIHEEOARE L TEREI LT % DLP %2#< 2 & IC#E A AR
7N XL TH % generic algorithm IZDWTHFHIHT 2. /2, 2DRE
M7 7N 3 ALTH S Shanks D baby-step-giant-step [28], Pollard ® p
BRI [25] KOTSRS, 26D 7Y R LD,
HZOARZ G L LEZIL, REPITIE OWH#G) TH LI LA
NnTw 33,

3.1 Generic algorithm

AFETIE 5] DES 19.1 IHDWALIT D generic algorithm 7L 3V X
LDOEHRZRHT %:

EE 3.1. AR G VBEZoNTVSELT, GIREBIILZUTOHED A%
19 713 X L% generic algorithm & L .43

o JHTEHE

2HRHE Fgn k0 DLP &%, ekl G =F}, LD DLP D2 L TH2.
3Shanks @ baby-step-giant-step DFFHERIZIEMEICIE O(VF#G log#G) ThH 5.



o WITLDBHE,
o " ODILMEHEL LI RIDIEE.

Generic algorithm Tl%, 5.2 6 Z GRS EG OWE Z > Twi e L
Th, ZNEFHLZEE Mrbitk v,

3.2 Shanks @ baby-step-giant-step

Shanks @ baby-step-giant-step [28] (2D W THHICHAT 2. KX (1) ©
Ing, KEHE G = (g) o DLP 2 T Ee%2E2 5. £T M = [#G]
ELTh= (¢ "M Z3HL, M FDOY R+ BL,GL %35 T %:

BL = {¢':i=0,---M~—1},
GL = {Th: j=0,---M—1}.

(BL DFFHIE baby-step, GL DilFIE giant-step & XXt 3.) Y R b
BL,GL %M~z , G ¢ = Th! 2L, X =i+jM (mod #G) %i&
T ZOTNTY RALIE, VA PDOERT OWHG) MOBHHEKX ) O(V#G)
DF—FREFEMZBHEEL, I512Y A OO Z L BEEFTORET
O(V#Glog #G) RO ZFEITT 5. ZOT NI RALDERL BRI
RINTOLHRF—F—L LTORHERIIED S . (B3E3CE LT [15]
2%F5)

3.3 Pollard D p E& )\ &

% 3.2 fi G/ L 72 Shanks @ baby-step-giant-step (ZHEE 7 7L 3
ALTH LN DT — Y IREF2EMZ LI E T 5. —JT Pollard @ p 5
A 1d birthday paradox ZFIH T 2ERNE T LY XL THS. LoL,
T — & B2/ baby-step-giant-step IZERTT o /A& <, KAl G &
D DLP %f# < 72D B R FHEOREIEX O(VH#G) TH 5. ZOfiTld
HARWNZ p k2B T 5 [7]. GEL <IZ [5], [15] 2RI Nniwv)

CIZCHHE32MiE MU DLP (1) 2&< &9 5. FARWNE pikTik, £9
KR G 2 =2 DIRIEFA CMEZFFOH VI D D DR WES G,Ga,G3
WZaEd 5.

G =G UG UQGs.

W Z DB N S B BOBM TR I NI GEFENE T oN 3.



# 1: ECDLP 2B 7 3 3 EH idd#
g oo fEH ¥4 X (bit) 4F =5

ESES 112 2009 Bos et al. [2]
B2 OfRIE 118 2016 Bernstein et al. [1]
Koblitz 113 2014 Wenger and Wolfger[29]

RIZ (a5, b;) € (Z)#GZ)2 1K LT, by =T gb € G 2859 {h;} %% %
Z). 1EL, an :bo = O,ho =€ (6 Ci G @%‘ﬁzﬁ) é: L,

(ai—|—1,bi) (hz S Gl),
(ait1,bit1) = (2a4,2b;)  (h; € Ga),
(ai7 b; + 1) (hz S Gg)

9%, ZDESRDBKDLO:

Th; (hi c Gl),
h,‘+1 = h? (hl S GQ),
ghi (hi S Gg).
%Kﬁ%@ﬁ%i’@&i (hi,ai,bi7h2i,a2i,b2i) 0)177‘%{%*%1/7 hz = hgz tf% 1 %%‘%
T2, ZDLE TUghi = T@igh2 THD I LSRR D:

Tai—a2 — gb2i —b;

7T #G B TARERFRE LD L) CRESN L0, HOHERT
gcd(ai — a9, #G) =1 2frcE s 2 LD 5,

X = (bai — bi)(a; —az;)~"  (mod #G)

ZEHET LI L TR X PR ons.

p EOFERICOWTHHAT 5. {h;} 37 v ¥ L 5EFITHIUL birthday
paradox 12X D, i = O(VH#G) T hy = ho; LR DMERN 1/2 Uitz s L
W TE 5. £7, (hiy i, bi, hai, i, boi) 25 (Rist, @ist bisy, b,
A(it1)s bagir1y) ZRIET 21213 3 MIOREHE 2 M L T2 THSH 2 &b
5, &l T O(V#G) BORHHBE Z NI E § 5.

Z 2T ECDLP I2B¥ 2inEOREN LI RO Z AN T 5. £ 1 Off
R p EZ YR L 72 generic algorithm (2K 2bDTH S [18]. 2D &,
M D H B D 7% SR RO WA OME 2 MA L T, ECDLP 2% R
KRS TN T RLRERFERIN TRV L2 EKRT 5.

4 ECDLP B9 2iEHHEE

5 3 fi T R7z & 9 12, generic algorithm Z 2% Z & T, ERICGZ 60
7-HIREE G £ DLP 13 O(V#G) BlO#HEE, A 8RR 2 L23C



E 5. — I CHRMA Lo DLP &, BiffiikCR—BUARE & &, HEGHRE L
FIEN BV AICET 2 52T % 2 & ORI X D /S WEHEE, [
L HEFE RN quasi-polynomial time T2 Z LS TV 5. (G
L <iE [5] [8] Z&M.) WE4E, $58GHREEZ ECDLP IZEA L 72W1%805%E® &
NTW3. ZOfiTlE, IEEEHEEIC O W CNLICHI L, 2712 ECDLP I
BATZBIGEE L L Tfibit s Semaev @ summation polynomial & Weil
descent IZ DWW TS, (ZEHRE LT [15] 22815 %))

4.1 IEBGEEE

FEGHRER RS ZoBEIC T oNE 0, 2o ZDODEBITD
WTCHIAT 5. 5 4.1.1 iR 2 HEGHRENE ECDLP % i# < Hanic k<
M S LTE D, 4.1.2 fi TN T 2 IEEBGIHEEIZHRAE Lo DLP % f#<
LA I CHHEN T . AR TS 2 BEGHRIE 1, %8 2 REGEHR
2 EXRT LTS, AWM TIIREGHREE 1 z2HhDGEmze T 5.

DIF o0 REZHNT 2. HEGHRIEREEOARIICEMN 2 2 &3
TEBD, iEMEE L2 0Ic 52 0N BRI OEGOWE 2R T
2728, —MIICIE generic algorithm 12/ HI 172\, 28 4.1 fiiTlX (1) T
xRNz, HIKHHEE G = (g) EO DLP #5261 Tw3s L35,

4.1.1 BEEEE1
ECDLP %## A 285412 X A b 265G HEE 1 oOMEZLITICE 2 5,

AR TR L K I3NB G OENES FB = (m,---m,) #BE
T3

B3R (relation) ¥RREXPE:
(i) a,beN Z#ENY R=¢°T € G %557 3.

(i) FRIOWR % M7 T e; DML (c1,--- ,e0) BEAET 2%
HSE LS, (ET B 4 6 I3 2 WA AT 2

R=]]=. (3)
=1

X (3) X relation & kIE%. 2D relation 2> 6, KFIEEDIT
BT o BNz R L 2808

a+bX = Z eelog, m  (mod #G)
(=1

5 RINC ep ICIE FRDEA STV B0, B (3) ZMrT (e1,-- -, es) BELET BRI
0.



BRSNS, HBOFETI (a.b) & (o1, ) ZEEALE
N7 N VRO (£721350) & LTHRGET 5.

(iii) (i), (ii) DFHEZ T %MHED relation HF 545 £ THDIRT.

IRMACERERPE: BORIRRBIE ©fF o (U7 ATFNT R L C, #G %215 L T 21751
fEzfr) 2 E TN 272§ X, Xy Z5HRT 5.

e=gXiTX2,

(AL e 1 G DRI E T 3))
BEBUOH ST EERRE: X, ' (mod #G) DFET 2% I F 2K T

X =-XX;' (mod #G).

LR k92, EGHER IO O RS> S MR S 5. PIEER
BECIXRTIEZRET 2 L LT3, fillicd G ORBUCHH T 2 #fiis%
(Bl Z I ZERRIEARGEZRTLEA L L) 2R ETL2ILHH D, ORI
B FR 2 2 M IERIICERTE 2 1ZENZ 0, o T, STHRIC X > T
VI B % — O DR & L CTBA T, BEGHE R b =>DFHE
BIEL SR IN TV LERTIHALH S,

KRB OB E I RBGIRIE O 2 IET 2 HELEETH L. DT
R ICRD 5 N2 WEICOWTHNT %

o RTF-HEDME s 1oxf LT, MIBREBEE THONLTIDORES
X O(s) THB. £oT, TORETOITIRIEDRFRIX, 2 EHK
2<w<3INLTOBY) THhHD, HTIEEDME s (XATHE74 R
DINZ VBT EDRHEE L,

e Relation 23135 N 2 HERNTREZIR D H < & 2% K 95 ICHFIHIE %2 R E
T2RENH 5. ZOHHIE, T OMHEEIME & BIRFERER CORIE
ZREDIBTHBPREL %>TLEHI L TH L. WTEEDME s 2
INEWVIEEZ DRERIZNE { %2 5. fE> TRIRIRR BN & BB RE
DFFFHaZAMI L —=FL 7DBRICH 3.

e Relation ZitH 9§25 a2 X FAVNS K42 L) ICHFIEIRZBRE T %40
Wiid 5.

05 4.4 HICHIY % X )T, FRBGHRYE 1 T ECDLP %z &< 854, relation
(3) #AEMT 27 DICHMAN R ZRNTFHEDILTH 2 HHEEONTRTE
HEERBFETTI0ENH 5. ZDFE%Z point decomposition & X .
EAETIE Semaev @ summation polynomial (£ 4.2 i) 12 Weil descent (5
4.3) T 5 2 & THEVARBABRREERL, 2% L 7 —HEE R
TE27NTY AL EZFHL T 2 & (B8 5 fill) T point decomposition
ZRTT HMAPHED TV 5.



4.1.2 BEEHEE 2

AIRA o DLP %M < 56 Bk BEUARE &2 £ v T, Ridofs
BETHED: 1 20 LEH L 2 BEGEHRE 2 ofilans X SN S, Az
MRS 2 LT DffiZHiAMIE L CTHREZR WY, 55GTHEE 2 % ECDLP
WHEH T 25k b H 2 7- 0, O CHEIFUISHANT 5. ZOELLEHANEIZE
RIRREEICB VT, 52607 DLP 2%E# 3% T #& £ 7%\ relation %
AT 5L L, T #RTFRIEOIG TR TR %2 BEBOTBEHE BB a4
52 ETHD. LUNCHEEGHAE 2 oMtEZ2 5.2 5,

RS ERRPE: K THE FB = {m, -7} ZXET 5.
BERER TR

(i) TREDEAZ W7 TIFEREE e DI (€1, -+ ,er,eni1, - es) DIF
ET2D02HEL, BIET 5 R 6IEZNEEIHET 5:

S

L
== I = (4)
=1

{=L+1

Z D relation 1B T ORI IET 5

S

L
Zeg log, m¢ = Z eelog, me (mod #G).
=1 (=L+1

N7 MV (eq,--- ,e5) ZATHIDIT (£7213581) & L TRIFT 5.
(ii) (i) D Z T % %D relation 335405 X THEDIKT.

TRAACRERPE: BIRIRREE 5 & N I A D# log, 7y, - -+, log, s
ZRD 5.

BEBOIEETERRE: a.b e N 23# N R = ¢*T® # N HEDITLTET:
R = H 7'('?.
=1
ZDEE b (mod #G) BHEET 2% 618
X = (Z telog, mp — a)b™t  (mod #G)
=1

MR NEDZ &S, BERBERE TR L 7% LitoH AT
2T X B35,
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4.2 Semaev D Summation polynomial

% 4.2 HibIgETld ECDLP 22w i s 5720, R (2) TRI NS5
IZDWTHER 5. HEGHAD: 1 T ECDLP %< 356, BIRERBR I v
TEAR a,be NI LT

R = [a]P + [0]T (5)

ZEtHE T 5. R R ZWTEIK FB = {r, - , 75} OHI

R = Z[ez]ﬂ'z
=1
& LCHRHET 2EHE, Al point decomposition #ilA, ZNA3AJEETH UL

logr, R = Z[ee] logp m  (mod #(P))
=1

i35,

Semaev (&, BEEDY 2 TH 3 THHRWAHRA F,o LOEHER E 23525
N75412, point decomposition DFFEIZH AT 2iEE & L T summation
polynomial Z$2% L 7z [26]. CD¥fr, E ZLTOHTET I LA TE %

y? =2° + Az + B. (6)
(fHU A,B I3 Fpn OILT A:=4A3+27TB? £ 0 27z TbDET 5. )

EE 4.1. ¢ 135 D EOFBBEHDORELL, E: 2 =22+ Az + B &
Foo Lo FEHMERET 2. DL ZE 2 <m e N ITX L TH m-summation
polynomial S, ZLAND X ) ICERT 5:

So(w1,02) = m1 — 29,
Ss(z1,x0,23) = (21— 22)w2 — 2((w1 + 22) (w1202 + A) + 2B)a3
(129 — A)? — 4B(21 + 22),
Sm(1, Zm) = Resg(Sm—nm(T1, s Tm—nr—1,2), Svr2(Tm—nry -+ s T, )

(iftm>4,1<M<m-23).

722U, Res BH&AERET 2 [4]. m >3 DL E, S, (NP TRIFR 2% IH
ATHY, IOICHRLEH 2 TN LT deg,, (Sm) =2""2 ThH 3.

Summation polynomial S, IFHFEAY 2 7213 3 DEAICH HARICIERTE
% [14] [15] [26].
Z ZC point decomposition IZFIHT 3 S, ODWEZENT S: b
T, T € E ob)
Sm(TL, ) =0 (7)
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Rility ek,

Pit 4+ Pp=0
%% P = (73,7 € E(Fpn) DEET 52 LR3AMTHE. 2D S, DIEEZ
R LT, BIRERECE 2 57 (5) © R 2T FB = {m,- -, 74}
DILDHIT

R=my + -+ 7, (8)

DEIRTIEE2EZS. £T Q= (2,y) € EFypn) O z EEZDTO X
KRG T B!

x2(Q) := .
Smi1 D Tyr W& 2(R) ZfRUAL 725K

Smt1(z1,+ ,2m,2(R)) =0 (9)

2R ZEzEARILELT, 2D (71, -+, Tm) € Fgn)™ BFELTZET
56, ZOLE KT TN LT T =1a(m,) %D m, € FBBHFET 5% 513
relation 23MF 5415 7.

REFGRER (9) 22 E L 2 DI, Frobenius GRZ A L 7% &
(9) P ORERI N5 TRl DENABIT A Z I FEREZ SN 5!

0= Serl(xla"' ,.’ET,“I'(R)),

n
0=z — x4,

(10)

n
0=2a! —x,.

RO 4.3 fiCl3ELREOTE (10) % fiF < 72912 Weil descent ZE A L
T HBICOWTEHT 5. £ 7L 7 —HEEFIH L 7z RECTEA D
fRRIC oW TIEE 5 BiTHINT 5.

4.3 Weil descent

Semaev 12 X - THE A X172 summation polynomial % #JH L T ECDLP
% iR S FEEGTHEIRIL, Weil descent ZE AT % Z &12 X - C, Diem % Gaudry
LICE>THRINT W% [9] [16]. Z DHEiTIE Weil descent ZF/L, %
Nz N AABTER (10) 2R 72D ED K ) ITHIHT 2023 HT 5.
%7 Weil descent (ZBH3 2 LN OfiEZANT % [15):

SHAE L 2 WIA1S relation MRS V®, R 2D B L CRMOHRE 2T Z &1
75,
TZDHAY relation BELNED, R 2LV AB L TEMKDOHEZITH 2 LIk 3.
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R 4.2, BHANE ¢ LHRB n T L T, Fpn % n KILD F, X7 b
WM E L TALEZOREEE {61,...,0,} £T5. 51T f(z1,...,2m) €
Forl21,.0,@m] £95. 2DEE Z:={z;: 1<i<m, 1<j<n}ITxL
T, MFOFERZ7-T f.(2) € F,[Z) D37 12—24HET 5.

P10+ -+ 2000 Zmd01+ -+ Zmnb) = 3 O fi(2).
k=1

S5, D (Tr,  ,Tm) € (Fgn)™ IINLT f(71, -+ ,Tm) =0 TH D%
5\, b5 z; € Fy BWHAEL TUT DSz 79

n
o= ) %0
i=1

fk(Z2) = 0(1<k<n).

fiE 4.2 125D, For FRED m ZHRBOTERIZ F, FRED mn ZED n
ORBGEACEI NG, SOICHIE 4.2 1285 flzr, - ,2m) % (9)
DIAD LI E L7z & E1Z, Weil descent (T & - THENAREAH K (10) 1%
Fy 28D mn ZEBD n+ mn HOEXTHK S 102 DUT OTF O RETT
Bz nsg:

0= fi1(2),

— .q
0=z, — 21,

(11)

-
0=2z% ,, — Zmn-

Weil descent %179 BIIZHEART, 28 & EXOMEENE & S ITHEMT % 53, @7
REOTEAZ BRIk ) ZTHADELBDORE % ¢ L H/INSLTESLT L
PHIETH 5.

HATFHEEOFEE T KT % Z &, Weil descent 1 & > THRL I 115857
RETTBEADLEBOEEZHIN T 2 LB TES. £ Fpn DDHD F, X7
PLEZZEMZ V EL, ZORIL% 1<n' <n &9 5. Z0LERTHE
FBZRDEIIZED 5:

FB= {71’( S E(Fqn) | :C(Trg) S V} (12)

COWRFIEDFEICED z; 1& Weil descent 125> T n/ MO 2z ;
(1<j<n)TEINED, HEKX (9) 13 F, FRED mn/(< mn) ZHD n
HoOREABRNICE BRI N G, Bz Zzn s OREDGEAUC Frobenius
map (SRS %5 2] — 2 5 = 0 ZINA 7 BUT OIE DN ARBTREAZ fif



C(HL Z"={z,:

0=r(2"),

0= fu(Z'),
0=2z2{, -2,

— 4 _
0= Z’m,n’ Zm,n’ -

13

1<i<m, 1<j<n'}CZ Tz ;eZ L¥5.):

n ZBNSKTBE (13) DEBHBV %5 2 LIk ) 202 TlTih

WG a2 MRS B8, (13) 23ME%Z b OWERL THoTLE ).

4.4 ECDLP [cET2EHETEEZOBME

ECDLP IZHREGEIEZEH T 2864 2 HIEREI N T0 5 [15]. 20
TR, im0 ED 5 N T B IRENL AL E LT, BEGHEE 112 Semaev
@ summation polynomial & Weil descent #E AT 2 HENEIT 6N 5.
DEiTIEZ DIFEIT O TSI L, Z DFHERGHGIC OV CHT 3.
$12OBMOLD, X (2) THIND E(F,) L0 ECDLP 2352 57T

W3 ET 5.

T=[X|PeG=(P)CEF:).

ECDLP ICBEY 3885E%,

DEBRERRE: HTHIE FB % (12) O X 9 e 5

B ERRERPE:

(i) a,be N 2% R = [o|P + [0]T %5¥ 3.

FB= {’TF[ € E(]Fqn) | .’E(’]T[) € V}

(ii) Semaev ® summation polynomial S,, 11 D Tpi1 IC 2(R) 21X
ALS, Z3Uzx LT Weil descent #9479 % Z & B2
A (13) ZiElHHE T %:

0= fl(Z/)v

0= fn(Z/),

_
0=z, — 2,

8m RMEE I NARETH 3.
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ZOENRESGT R ERE, FDE

(Z00, - Zmr) € (Fg)™
DT 575 613°, ZDIRITNIET 2 (T, -+, Tm) € (Fgn)™ 2
kv p, WG V ORI 0y, 0,0 € Fpn ICHLT

=Y Z €V
j=1
RS 5. 20X ) —o2DM (z1,- -+ ,7Ty) WKNLT

(xilv 7H) = (x(ﬂ-&)"" 7x(775m)) (14)

i 7o S AT FIEDITTDM (7p,, - -+ e, 1EEZ 2™ MAEFET 5.

2L
R=> m, (15)
=1
27§ D2 RO, MElDOFEAZ W7 TIFATEL ep DA (61, e5)
BRET B!
R =" ledm. (16)
(=1

Z O relation (16) (& FELDFEE AN IR T %

S

a+bX = Z eslogp mp  (mod #@G).
=1

EERDFIE T (a,b) & (e1,-+,e5) ZHEA LR PV ZITH
DAT (F721351) & L TIRET 5.

(iii) (i), (ii) DEHEZ T3 % EE D relation 235405 £ THD K.

IRMACERERRE: PURIRRBIE ©fF o (U7 ATFNT X L €, #G %215 L T 21751
fEzfr) 2 E TN 2729 X, Xy Z5HRT 5.

0= [Xl]P + [X2]T
BEBOHEGETEERRE: X, ' (mod #G) DFET 57261310 LT %K T:

X =-X1X;' (mod #G).

FEL 0 61F, HiL < a,b ZROEL T R 24K L T, AKOGHEZHT 5.
0 SCH T %2 ECDLP 2% A 784, #G B TORELFERE R L IIGEEIN S 720,
X' (mod #G) BHEL B HERIZMEETE 2.
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S5 EEOT7T LT RLADFHHEEICOVWTERT 5. ZOFEEDHE
R I E O [15] TE LD HENTWV S, I 512 [15] TIE, E(Fyn)
FE® ECDLP 2852562 T3 L LT, ¢ 7 n ICHRTHNZIWEA KN
ZDWMDBAITOWTHFL TIHMH L T3, ZHUIES o S 15 5
HHARDS, Fon (n 1335%) £721& Fpn (¢ BEKT 0 3 H0/0hE V) LTERS
NEbDNRL D TH .

AR 2 FElOABICE 56T, Sy @D m & n/(=dimV) 13—
HIIz

mn’ ~n (17)

LD E)ICBEES NS [14]. (COLICHELBWTELH S [15]) %
72, Sma1 DRI AT 72 AR NIX
o(2m") (18)
THDIEPHMBENTVS [14].
BAMRIRSRBRE CER L 72 R 2% (15) D & 9 ICR SN B HEE Probgy, 12
WCEZSL. TIHho0imOHENR L LT, RTEEOME s 13

s~ #V (19)

Zii7z & LTRY. ZOMIE, 7 VY LOEAL 7 € Fpn 252607
FEH AR D o FERELE U TR AR T 2R 1/2 Th DB L &,
U z EEEZ RO GBE DB OWIFHEN 2 THL I LTH 5.

51T, ZofioHNE LBROBEGEHES: & 2 0GR OG22 K E
PICHET AL THD7D, g << n DEHITOVTHERT 5. (ZOHD
Bitr, B g >>n 088 bEEROFHETEIXIZIEHETH 5. S5k L
LT [15] %217%.) 2oHA, (19) &)

s~q" (20)

NI RYASR

3 Probgum &, KTHEE FB IZET 2 m HOmofTHT 5 AR
R € E(F;n) OEGTHMED 2. 20740, Z0 X9 7% m HOTOANTE W
THEULZ2EEZHEATEZ LRKEL TV 5. MONHHEZERE L T, RATFHE
FB 25 m HOIGEBEIMALGOEDRIIKENLIC s /m! THS. F1z,
E(F ) OO ¢ THHI L L, (20) £

s™ 1
Probgym ~ W ~ -1 (21)

NI RYASR

MIARBERE TR TN D7 v 7D O(#V) =0(s) THBH L L (21) £
D, BIRIRERERE ©F44T X 415 point decomposition DA

O(mls) = O(mlg")
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LRHi S 5. fiE> T, point decomposition DFFHLI A+ %2 Chemp & T 5
&, BEIRREBPE ORI R

O(q" m!Cacmp) (22)
L7 5. BIBREEBRE ORI, FATAMREATV IR 2 < w < 3 ITHL T
O(s*) = 0(¢") (23)

Thb. £oT, (18), (22), (23) & b, &EDFHHEEIX
02™ + ¢" m!Caemp + ¢"') (24)

Th 5.

Z CCHIE L 7% 5 DD point decomposition DEFHE R Caemp DEFliTH
2. ZOFtERITENAEOTEA (13) 2@ 720 ICHhELFHRETH 5. H#
VRBAGRERZRE L L FFEIZOWTIEE 5 ficHAT 5.

5 HBREFICKEITZEINBSERDOEE

HOLAREOTRER (13) 2 AT 2L HALEATERINIA T7LIE0 XK
JTLTH B, TOMITHRI) LHAEAS F bAEKOMEEZR>LT 5. 20
k9% F ORBSN MBI Z R & R ik LT T ot
ZHAGDE D HEPASNT VD

o Fystyle D7 NI XL (5 5.2 fili) 12Xk > TELHNES F 02X
ﬁﬁ¥%ﬁ“ﬁ5ﬁo) 7“1/ 7“% —%E GBDRL %51‘%3‘ é .

e FGLM (% 5.3 fiii) Z#F|H L T GBpry, ZEHAETFO 7L 7' F — 5K
GBLEX Iz ?ﬁ?@'@_ 5 .

GBrex &, F THEZ 6 28 AREGER L FH U BOLESZ RO BT
BMAZHRT 2L HAESTH S, £/, F TERINDEA TP 0 RIGT
bHbLE GBrpx 3HIEBICHT 2 EHLEREZ G, 612, 204
BHEHADR%EZ GBrpx DLOLEHRIARAT 2 & CHil- 2L HEK
2135, ZORHEZZEDIRT L TEIREGBERD 2 TOME RO D%
Iﬁﬁﬂ#ﬁfﬁfﬁ‘ﬁj‘% ZEWTES. Li?‘t, GBiex @§+%:X NS GBprL
DZENLDRKEOCT EPBBRVICA SN TV, 22 CTET & GBpry, Zil
B L, FGLM %M L T GBpry, % GBrpx (&7 %

ZDfiTIE Fy-style D 7L 3Y AL E FGLM DFHHEEICO W THHIC
THT 2., ¥4 K 20K X % {21, ,om) BAEHOERLEL, F =
{fi,, fiy CK[X] £ %. 3561 X TERINZE2MROELAE T(X)
TET.
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5.1 EIRBAEREILITF—EEDFHE

55 i bR kI, LIHALS F ©5 2 o 28 REUT A% g <
iz, 9 Fy-style D7)V 3V XL T F O GBpry, it B 208035 5.
ZOfiTIE Fy-style D7)V 3 AL ZHRET 8 E LT, 7L 7 F—HE
DIEARINZFHE T TH 5 Buchberger 703 ZLDF—HKA ¥ % FiH
5.

EE 5.1. ZHAX f € K[X] & K[X] CBU2HHEF < 5260 Tw3
5. COEMFICBAL T f TROREWHE HTL(f) Z2BHE LW, 20
B HOL(f) ZVAMREE X 8. 510 HCOL(f)HT<(f) ZHHFHEA L L O
HM(f) T£T7.

Buchberger 7L 3 XL TIE, S HLIHADEHE &L LIHALESIC X 24IHAD
DR Z#EDIRT 2 L TrL 7 —HRZEET 2. LKA f1, f2 € K[X]
D S LI Spoly(fi, f2) IEFRD L) ITEFEINS:

ICHI(HT<(f1)7HT<(f2))f ~lem(HT<(f1), HT<(f2))
AM<(f1) ' HM_(f2)

Spoly(fi, f2) :== 2.
(25)
7272 L, HIHE my, mo 12X LT lem(my, me) (& Z2 06 DiR/NARFHIHK &
L, ZOREUE 1 £ 55, Fystyle D7)V TY ALITEWT, (25) IKBins
fi DEELEAT left-side & XX, FERIC fo DE5FZIEARIL right-side & &
WE 5. Spoly(fi, f2) DRIFETIE, f1, fo ZZNENHIERME L2 b DDES
(mafs s my € T(X)} O 5B —5T 2 HIFHSNORL (my f1, ma fs)
ZIEN, ZOEZHETH I L TZOHEEZHEL T 5. THUIHREICE
WTIRAKDIEZ HIBRT 25RO — b Tdh 5.
RICHIHALESIT K 2 LA DI O WTHIHT 5.

EE 5.2. fi,fo € K[X] £ELEEIC, HTL(fo) THIDUINZ fi OH M
PHEL, ZOREE Oy £T5. ZOLE

CuM
HM(f2)

LT3, COEEE L D f 12X BHIEMK E XU,

fza=fi—

f2

fi o I3 (26)

- X
%I K 2 FUHEIER) (26) 32 BES F Ot X 5 0 [BIBL Lo HEf

RIS 5 2 L2V CE,
h— s (27)
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DEIHICRT. COBMEIFHIC FI2Xk3 f OffifIE X5 £, (27) D f3
WX LT F Ik 2% 1 M EFETTERWEE, 51 f1 D F I
XBFRE LR

Buchberger 7V 3 X L CTEITEI NS LHEADERREDOFEZEZE |
F270L3Y AL E LT Fy-style D7 LI ZADBETFSNS. 6 5.2 fiT
Fy-style D 7L 3) ZLIZOWTRN %, Buchberger 7 /L3 X A DFEHIC
DWLTE [6] 22N,

5.2 Fy-style DPZILTVXLEZDEESE

PV TF—RIEE R L EL 7L XL E LT, J-C. Faugére 12 & -
TRESINL By, 703 XL [10] KO Fs 73 ) X4 [11] DHEET 5.
(D%, 2N ZnZ B Fy, Fs L X8 INs 20713 Y AL/ L
7> —HEOFHEOEHLEZ R > 72 b DTH S, Fy 1 Macaulay 751 (EFE
5.3) DWEZMMT % 2 & TELHADMEREEOMRNZTH). ZDkIH %k
TNATY RXLIE Fystyle D7) XL E XiIEN 3. Fy Tld Fy-style D7
LY RLIT signature &0 ) R ZEAL TARELR S LA DL PEkR
LTw3,

Fy-style D7 V3 ZLDFHEE, FEAWICAT E T234THERES F»
BT 24 T 7 AVBEFRDOEGHETIHHii ST W5, IEFRDEGEITIE, Fizic
Rz —2BMML T F O8%HAZ AL 7 L CitEEZHIT 5. 2D
72 F DHERT A4 T 700 RLD EE, BRILL LEADERT 5 A
FTVIEMRIZ 1 RILE RSB,

DT CHORICHIo VIR D, ANET2LHAES F BMERT 2477V
0 Xt B FRPEREOGEICREL THHT 2. A 7707 L7
F — KGR Macaulay {771 OfTERILHEAR E 72 5.

5.2.1 Fy-style D7ILIAY XL
Fy-style D7)V 3 A LTl Macaulay {77102 1751 2 FH T 5!

EEDS3. F={f1, o} CK[X]|13H 5 de NIZHLTdeg(f1), - ,deg(fr) <
dY 27T ET D my,me, - € T(X) IZHLTIE my = mg = - DR
DALDET D, IBIT ¢, 1 deg(tyjfi) <d ZWiZzT2TD ¢, ; € T(X) &
L, tiyjfi Zzeci’jyzmg (Ciyj,z e K) DIIHNRHTEETE, ZOLEFD

Hdeg(f;) 1& fi DEXITH 5.
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d XD Macaulay 175 My(F) ZULTDX I ICEET 5:

mi ma

My(F):= tijfi | cij1 cije

Fy-style D7)V 3 ALTIESERE d Z 12, S LIHAD left-side, right-side,
PO IHAL S DRI THIH S 115 ZIHA D & B S 415 Macaulay 17510
ol zdm L <L 7 —RIEZERE T 5. AL, 208airdlici LT
ITEREE (7 AME, MEMLERLY) 2179 2 L THBIEZEEL,
DS 7'V 7 F —HROLZ T % [21].

Fy-style D72 ALK 25MEORHEE LT, ZDFHEIE—MBICKE
DAY ZMEET I ENET NS, Fy-style D7 ILTY ALTIE, 2D
TNV RLDOMWHE b, A=A (Bf) BI7512H%9 C Lickst2 (g,
Macaulay 7O ITHTH 5. ) ERGANN—RTHONIHZHEE L T 5
MORENZ 7 NIV XL E L THBIRETEDRH 5. BURETETIZ A=A 1T
FNITRINDIMEHBADBLRD 2 Z EXHNTH 5720, {T9]D R /8—
AMEHRFEL 72 B LEET 57039 X4 (Lanczos W72 &) 2%
RIICHIHTES. Lo L, VL7 F—HERZEHT 2 Fy-style D7 L3
AL TR L ROTINBBETH 570, A= A2 RRE L%
SR CHE T2 2 1 —MINIc#E L v, Fy-style D 7)L3 ) X L CTIERTAL
PELT FDAN=AMEZFH L THTIIDH A Z2/NSLT57 0T
A I (structured Gaussian elimination) ZFIH T 2% Z E BRI N TV S
[10]. Magma 7% &TD Fy DFEEINET 7y 7Ry IV ATH 570, ZDFEHI
IAHTH 23, fiff L 72475 2 mdICGHE T 5 7 912, iz iz A8 — &
MEZEPEIC L THEXTY) hOmEMLERZFETTLEEIAOND. 2DkD,
Magma CTEEINT VS F, O XI) BRIFENLZFLETCIZHEHTI A€
BIIFBRE L TERIEZEEZOND.

5.2.2 Fy-style 7TV XLDEEE

Fy-style D7)V 3V 2L CEBICHEHT 250K E XX, AN
SIHAE G DL TR DB KRB D A S TIIIFEITIZFMTE 20, o
T, Fy-style D73V R LDEHEEIL, Macaulay {77 D FIRIED G E
EFRUCA——TLpoiHiisns3, (ZUIREGTHEZ RED > T3

22 8=2 5152 ) B e LT, $I1213, d ZHHED» S WO REL Lz e &I, 6K
TR SN2 STEACKIET 2170 BRIC 2 B H 2 Z EBFITF 5N 3.

By OFEEFMICE, F5 1< X 3 AREAFHREOMEEER L 72\ Macaulay 1151017/

BEDFIHEEZ AL 22 LICkh s, —H, Fy-style D7 LT Y ZADGA TS, ECDLP Ok
RIEZBRE L CRTHIDOY A X% & 0 FEICH T 2018 b & 5 [14].
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CERERT2.) LoT, VL7 F—EKDFRERIZ 7L 7F —EIKDILD
WRAXEE D L3928, DXETHD Macaulay {17 DS BIEDRIHEE &
A

D XD Macaulay 1751 Mp(F) OH% A RIEERXA 77 VOEEITIE D X
OHIEADMFBLA T2 D, 240U, m HOLEHD & \EZFF L T D il %%
SHHAAEDLEOMETH 2. THOI A X% N L525LE REBLOE
HiZ NV THB D5, Fy-style DFFERIZUTO LI ICRb 5N 5:

o(3)
m

—77, B2 7V 7 — BB DO IR D HRARRE D 1T ERITTORE % - T
Ml ST 2. BEDTTETIEA 77 WIS X > TE % Hilbert ZIHAD
degree of regularity Dyeg %5 D D 156 OFHi% 52 57280, Dyeg DRE X
ZAHET 5 2 L iCi D,

ZIAEA F D3 regular sequence & KN BTEIC% > T0AUL, Dy, 13
FIZBET 2% HADORBOMTMNZ 51503, 29 THROLEHIZIEZNG D
REDEETMA S Z L2/ %, F 23 regular sequence T2\ & Zik, 2D
A 7 VDILT regular sequence IZ2 5 bDEHMB L, Z2DETEFEZLDL Z
& TREL Dyeg 23T 5.

KEERICERE v1, - 2 EL, 1 RITGERAT TN I D f1,---, fr(k >
m—1) TERINTVE LTS, 22T, d W& f; DRETdy >dy > - > dy
895 . k=m—17T fi, -, fr D’ regular sequence TH LT,

Dreggd1+"'+dm—1_m

TH 5 [20], [21]. LD L, regular sequence TR WA T, FHEERIUH 0 M
TTHIULFRED 2 LR 2D [21]. £72, IEARDEGHITIEEXNZITH
T, IV 7 R DILDIRARRBADFHI S 1% .

—HT, AT TNVDOERZZFRML 726 DA T 7 IVEEDOFX(L % 4
KT A, AR TOFMBZDF M2 2. £/, F 0LER%Z 7%
DT L S TGAITIE, B LA EDEEICERAIID m — 1 82 regular sequence
2% 5. 22T, FENAHAER L LTHEXILE DHBERD X vy 703701
D ERTE L, D regular sequence DA ZIE L CRIHEEDIHIE % % /5
MED H 5. FEMIIE R Z 2 BIARBEIVICIE [12], [14], R EDR TG T 5 B
DEEZD.

Dby fERICGZoN FIZWLT, 207 L 7F—HELEHT 5
T L%, ZD Dy ZHEEICEHIET 2 5ERBIRRTIIH SN TR, 2
2T, F HEOF >REMN 2 MEE Z I LT Doy %2 AIREZRBR b BIE 13T 9
DMMEPED NTVSE. ZDOXK) REFEDPS, 6.1 HiTHHT 2 first fall
degree assumption (FFDA) OEAIGERI LT 5.
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5.3 FGLM &Z0DitEE
5.3.1 JLI7F+—EEDEIEFZH

K FOZEABR R=K[X] DA T7NV I OFERZ 7LV 7F—HEZH
WTRD 2 H7EE LT, T oFFERATFICET 2 7L 7 =K% kDT, £
DLV EHERD S MEICE R Z RO TRAL TV L) HEBH S,

DgE, ~MICEHERAET 7L 7 —EEE T OEKFRD 5 EE Buchberger
THATY AL Fy 2 ETRDZDIHNEB L v, ko T, BRBOLEE
NEfF% L, 7'V 7 — KSR O T WIEIEF BT 5 7L 7 —
HEZRkDTE E, FFEAET 2 &, thoHEFICBET 2 7L 7 — K2 K
& %, HEFFZH# (Change of Ordering) & W32 LD O K DRI 11
Tw3. FGLM [13] 1% 0 KotA 7 7 vicxt L CRIEAEE 0 L CHEIERZ
PaZfT5 7L RLTHS.

5.3.2 FGLM ZILJUXL

ATTNIDB0RTGATT7ADEER, FRE R/I 25 K Lo
ELTHBRILTHY, I O K KB 2FHOMEEERMTH 2. LT T,

< WHETEL 7P K G2k 2 f &% NFL(f,G) B2 LIS
'3‘5. FGLM 7V 3 X A4ld Algorithm 1 TH2 6541 %.

FGLM 73 R A DMK b 2 <) ([CBT 20 & T 2 ZIHAD
ATTN I OHRICEEN D%, REREEICK D, h & < 1ZBI9 2 FIETHL
DEEZBDSHRTL LI bDTH 2. HRZLERL f, = h+Zt€B At
Thsd. 2ITBIR, ZNETIHESNS Gy DILDUHIH (243 H IS
ENT03) O ENTHED Pl »EAA ff%rﬂ’ﬂéfzn'cw%. fhlxt:at el
L5559 % a € K(t € B) WWEIET 2 £ &, fulaima, 8 Gy (OB,
ELBWEE A D BISBMENS. < T8 7 —HKERD
2ICiF, h LTz ETCIHONL HDOEDILTHHE DTN DDA
ZEZUL L. 20 Algorithm 1 @ 11 fTHOEKTH .

GV <ICHTE T OV 7 F—HETHLI EhD

fh|)\t,=at, el NF‘<(fh|>\t=at7G) =0
TH 5. NF OBIZEIC XD NFL(fuln=ar, G) = E|x=a, 213%. E%X% R D
HIERIC DWW T 2 L

E= ch(/\t;t € B)s

ses

L#HFL. TS BT 2 B RIEAAES (G o L oiIEA T
bllizzn k9 tﬁlﬁﬂio)ﬂm) TH%. koTE=013

cs(Ae) =0 (Vse€b)
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Algorithm 1 FGLM 7L 3 X A

Input : 0 XKJGA 77V I D < I3 7L 7 —HE G
Output : I ® <1 BT 27 L 7 —HE

LG+ 0;B+0: N+ 0, H+0;h1
2: loop

3:

4:
5:

10:
11:
12:
13:
14:
15:
16:
17:

6
7
8
9

E < NF4(h,G) + Y _ MNF(t,G)
teB

if E=0 %723 M =a, € K (t € B) D3 % then
G1+ GLU{h+ Y at}

teB
H <+ HU{h}
else
B+ BU{h}
N < NU{z1h,...,znh}
end if

N« Nn{t|t BHIEKXT, $XTD s € HITNL sft}
if N =( then

return G,

else
h+ N T <, 2B L T/ HIER
N « N\ {h}

end if

18: end loop
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ED. cs(\) E N D—RRABEDT, E=0%2KF Ny =a; BT Z LI
PR ORBIIFESINS.

5.3.3 FGLM ZIJUXLOtESE

FGLM (2B 2 F4at51%, NFL(t,G) DFME L fula,=a, € I ZHT
M = ap WHET 2089 DB HRERRZ RO CGHRZEMHETH . T
DAt o FNE, BIEADO Y A FMEER ETH D EHTE S, LN T dimg R/T
oy EBL T OFESOMEBESEL .

e NFL(h,G) DFlH

h#1DEE h=x;h £EFBDT, NFL(h,G) = NFL(;NF(I/,G),G)
W&,z BB f = NFL(2:f,G) @, R/I DFIEZER & LT
i S 1T 2 RBUTHIZ KD TEBIIE, —2D NFL(h,G) 1%, BRIk
DTH2IETDNFL(W,G) »6FHl 42 TIHETE 2. ZORBTY
DFER, v HOHIEN s € S ICBIT 3 NFL(255,G) DAtHTH 2
D, N EBICGIRELTH 22 HAHL 2036479 2 &£ T, 2, (55H
(i=1,...,m) DERBUTIHZ O(m~y3) TITH 2 LI TES.

o IR A D KM

BAT Y TITBIT 5 N ORISR G L O(3) THT 228, 21
&ALV — 7 OEEL (O(my) TH B 2 EWRIND) FUIHRDIET &
O(mA*) £%>TLEDH. Lo L, & NFL(H,G) b% se S D—RkA
ELTEMEL 72 b DIEEHZ TREFL TR IHE, #i727% NFL(h, Q)
WKNLE=0%8%2 N\ =a DEETEHED P, TO=MEKIC
LBRAHBEICEIVHETE, 1 AT Y7 0(W?) £4hd. I5IL, 20D
FRD 0 THRVEE, ZORREMIMATH MBI E W) MR
7enb. koT, V=7 DR EEOLE T, SIEHRARMBTHIEL %
% FHE O(my?) TH 5.

PLEICX D, FGLM 743 XL DFHERIEZ O(my?) L% 5.

Summation polynomial 2> 5 F§k S 11 2 BTG HEARDEE, 28IL 25
(i=1,...om,j=1,....,n") D mn/ HTHY, % 2z ; ITHL 2l —2i;=0
DA FT7NVDERRIZAS> TV EDT, RO E 4 ¢ fThs. Lo
Ty lEE4 g™ L b, FGLM IC & 2 FEERANER 7 L 7' —HEEK A~ D IEIE
MO RIEFERIE O(mn/¢®™) £7%. L L, ECDLP O8Iz —i
IS v IR ERMICEHTE 21Z 8IS W LA NTWE M, fit- T,

Mz gy 1 ZERBGRRDMBOMEE LS L2 £ 25, ECDLP #{88GEHRE o S5
&, v BREVIZER S5 relation DEEDHINT 2. ZIUIEEGHEE L REDTEAZ
R DD 2 EICD %D 5. Lo L, HKFE Tl v ZHIINE 9 CEHEAIEZ EF s 713y
ALIFFELIN TR,
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ECDLP % IBGHEE T B4y, Fy-style D7)V 3 AL CTHELE S5
Baz MR T, FGLM O Z 1UIEHTE 213 SIS/ E o,

6 ECDLP IcE9 2EHHEEDOHRER

ECDLP (B § 2 feBGEHREOWIEE ICOWTIE [15] It v 6T
B, Flizz o 10.2 fiTld E(Fyn) £ ECDLP % ¥EFS BRI CfF < 2K
AHEIEOEBAREIC OV THERENT WS, ZOHERDF—T7— FEko
T\ %DM first fall degree assumption TH Z) Z DfliTIX first fall degree
assumptlon ZOWTHIT 5. 7, FAEF, ICE1F %5 ECDLP ~OfEGEE

CEOEM 23] 12DV TH RS,

6.1 First fall degree assumption (FFDA)

2012 4F, Petit & Quisquater & first fall degree assumption (FFDA) & X
BN BIREZBEAT S Z & T, E(Fyn) 1D ECDLP % $EEGHAE T 720
(AL 72 E I R SRR BRI O (207 logn) o 2 2 L &R L7z [24]. HL
C' 3 2 KDEBET S, ST, IRXE n BB X Z 2000 £ HKE VY
ElE, BEGIEIEDOFE 2 A T iE generic algorithm D Z Lk D/NS KRB 2
E%xALTz. LU ECDLP 128 1F % first fall degree assumption O %4
IZOWTIEREGRD TN T S [15}. Z DOFiTIE first fall degree assumption
BT 2 FEORBIRIC DOV THR S,

6.1.1 First fall degree assumption (FFDA) Z{R%E U -5t HEE5F

ECDLP (Zh7 255G HRE T —#AVIC FGLM DEtREREIZ Fy-style O
FHRE Cr, £ D/NSW72®, point decomposition DEFFEE Cyemp (& Cr, T
FHEiS 5. S 51T Cp, 1& degree of regularity Dye, THREI 115,

ZD Dyg ZEPIT 2 E LT, Petit & Quisquater & first fall degree
Dfiyst ZBAL (ZOfITH X = {21, ,2n} THSHZ EITER.):

EE 6.1 LHAB R =F[X] IKNHLT Fi={f1,,fs} CR &7 3.
B2 hi, -, hy € RIZNLUT, Darge DT D% 72 THRANDRETH
5 & Z, Dt & F O first fall degree & X S55:

o S hifi #0,
o deg(Zle hi fi) < Déirst,

® Dgps¢ = max;(deg(f;) + deg(hy)).



25

(:@ﬁﬁy@%) A {21,1,-" ,me/} THHZ LITTE
degree (AT L T T OIRGEZEAL 72

(RE 6.2. f € Fou[X] 3BEH 2, ICH LT deg,, f <2 —1 ZiiizzT T
%. Fon % Fo-X7 FVZEM L L TR E EDTHT R FIVER V OR%E
n L35V ZFHLL f ~D Weil descent THEK I 41 % # RETFER
IR 2 LIHAERE F CF[Z] L L, E51C Fy KRTD 27 — 2
EMATEEE Frpob £T5. TDEE Frpwobh D Dyeg 2V TUTFHLD
hYASR

eI

) 51, first fall

Dreg ~ Dﬁrst .

Summation polynomial Sy, 41 D &y, 12 7 € Fon ZRAL LK S i1 (0,0 =r
BRE 6.2 D f DEZERET. ZORODISICUTOREZEAL TW5:

{RZE 6.3. f 7 summation polynomial 7> & EK I N7 LIHATH > THIK
E 6.2 IZRR YLD

RAE 6.2 D f 2 Spsi|aysr=r CHIBZEIEED Frpop 2 Fs,, ., Frob
£9%. ZDLE, Petit & Quisquater 13 Fg,, | mrob TG A5 A 2 HAEK
FEREZM I EICHEHLAEAELELT, 7y 7 /L7 —E7 LY X
Lz TRLTED ARGE 6.3 Db & TENZMEL 72 DICHELEFRRE Caemp
X O((n')@Psrst) T, Drgy & m? ERBED > T 5:

Caemp = O((n')*™"). (28)

72720, 2 <w < 3 IFEATHIRETSIRE R L § 5.
(24) 12 (28) ZRAL T E(F2n) LD ECDLP %f#< 7= MBI HE
Ctotal(IFTL) %gilzﬁﬂjj‘%

O™ + 2" mI(n)*™ +27'%). (29)
IIZT12<a<liZNLTn =n*m=nl""Lt95% ZDLE
m! ~n'"*logn'=? (30)

DI D V2D [14]. FE- T, (29), (30) £ D

Ctotal(FZ") = O(Qtl + 2t3 + 2t2); (31)
t1 = n2(1_0‘),
ty = n®+n'"%1—a)logn+wn?"Yalogn,
t3 = wn®.

Lo TRIT 32 LT, (31) Ta=2/3 #RAT S LIk DD F 25

2/3

Ctotal(]FQn) = 0(20n logn)

2R LEBC I C <2 %21,
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6.1.2 First fall degree assumption (FFDA) Q&%

KE 6.2, 6.3 & first fall degree assumption (FFDA) & ki1, W< 2»
DHERTIE FFDA % <R3 2 853, 21z FIH L T For L ECDLP %
fif < T I E LI REE B > Tw5 [19], [24], 27). L2 LZhoo
CHRIZBWT FFDA IFFEHE LTz, & 51 236 O SCHR O Bl I 5
THONL BRI For DIERRE n OKE XIF, [19] TlE n = 26, [24] T
& n =20, 27] Tld n =40 $TLA>TED, generic algorithm 12 X %
ECDLP 2B 9 2 5MEDsk (R 1) ICHRTT 5 L/hS v,

FFDA 238 Y 327 % WA IAAET 5. Bl Z XL HRES By C Flag, 2o
& By CFlas,xy) WERA 6N E LT, Fy, Fy @ degree of regularity % % 1
ZM Dreg 1, Dreg2 & L, ARRICZNZND first fall degree %2 Deiyst 1, Diirst 2
ETD5. IHIHTRD D ET 5

Dﬁrst,l ~ Dreg,l << Dreg,Z ~ Dﬁrst,2~

U By, F, IZBWT FFDA 8D i>TWw3 2 L2 EHT 5. Lol
F=FRUF, CFlzy, - ,z4) ICDWTERLZ, F D degree of regularity
1& Dyego TH Y, £7 first fall degree 1& Dpysi,1 Tdh 5728 FFDA 13D
ST\,

FFDA OIEYMYEICEEM 2R $SRERMBIAET 2. Bl 21 [17) TIE, w22
D n <40 12X LT E(Fen) £ ECDLP % S3 ZFIH L TR EziT-
TEDY, Dirst & Dreg DFENE n IS 2B RE G272, llL, Zhix
FFDA 23R DT\ E#FRELTW» 3.

PR & 912 FFDA 13K D 2D T LMD 27700 T & S EE T3 F 726
HINTE 5T, £1T9KEBIERETORMEFHBEDOWEE D T I N T
72\, L L, summation polynomial & Weil descent %z #JH L 7z ECDLP
BT 2 EEGHREIRIC X o T, 1K & RIERE TOBUAEIEER DB 51Tk
BLTORWI E2EET S L, FFDA 3R THWV LIS [15).

6.2 T, ICB9T3 ECDLP LIEBGEEE
ECDLP 7213 Tid7 <, (1) D& 9 %D DLP 2 SEIc i, KHl
B G DNBHVNE EBF OB cEIN GG, MILHER2F p 1IKk->T
k
#G =[]
i=1
DEHCEINDBLE, 2D G LD DLP (3 Pohlig-Hellman & 7L a3y X
LT
k
0 (Z(eiaog #G + m—)))

i=1



OB TIPS 2 EBHSNT VS, E- T, 5 THH T 2 XK REED
WBUFFERE D X ICHREL TV D

2016 4, Petit & 133K LOEHINER E(F,) (k1) % ECDLP % fi# < 58
12, R EIEED R BT 72 L BEE p IS WTLU T DD Y 2o & FITHR)
LR LN 2 IBEGEHTEORF IR OBRE 2 HRE L 72 [23):

k
p—1=:85T, T::Hpj%pl/m.
j=1

7220, p WEZoNER B UATOFELE LY, m EFHT % summation
polynomal S,,11 THZA6N3 LT 5. F; DRFH TN T TH 5
bD%EV ELTHTRE F ZRDXHICHET 5:

F ={m; € E(F,) | x(m) € V}.
CDEE, x(m) 3 F, IZBITS
L(z)=1-2a" (32)

DODRTH 5. 2D L IFUTOREBDOEEELE L TRTIENTES,

Lj(x) = P (jzla"'vk_l)a
Ly(z) = 1-a,
L@) = (Lyo-oL)(@).

ZDEEMUTOLENTE Z 6 N5 REBGRENZ M Z & T relation %
BB ENTE S
0 = Sm+1($1’1, v 71'm71,$(7€))7 (R = [(ITP + [b]T c E(Fp)),
Tijyr = Lj(ziy) (i=1,--- ,myj=1,---,k—1),
0 = Lg(zig) =1,---,m).
CORETEDFHBRDOFHIAL G Z STz, 7z 23] TIE I ORE
BRI L0 OO TRICOVTIBR STV 358, 20-bit FLEDK

I D p ITANT 2 EEAERDI WA I LT 5 7210 C, BRI P AR IR
BOBE L X >TZ\n,

T FEH

AR TIETEDSNEFEA AT DN T %, summation polynomial & Weil
descent ZF|H L 7z, ECDLP ICBi T 2 fEGIREIC WG L 72, 2O
155 £ 4/ TR LT p; # py THBBEIZ R,
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NI, P —_A G [15] 25, COMOGHEGEOMEZEEB L 726 DT
b 5. [15] TIHENARBITHER 2 M C TTEICBIT 28083 23, S ooy
1% first fall degree assumption & & DIFEICHE LRI TH D720, ZDE
REME TR E LT Fy-style D 7)L 3 XA E FGLM #flAaGbHE 725k
BT 2fii2 a8 7-. £7: [15] ARSI NBICHER I N, TR LMK
#t E(F,) 1o ECDLP % #&J& L - fi 8GR [23] 12D W THFHHIL 7.

%6 fiicii 7% X 912 BE(Fe) £ ECDLP %M@ < fEGHEET, 20
SRR PUERRERIENIC 22 2 E FER L T BRI ODFEET S, L L
first fall degree assumption 7 &', FIH L T 2 KEDIEYS X4 L b LRGE
INT B LIRS %\, Generic algorithm & ECDLP % fi# < 18 ¥GHE L
DU TEREA DI, [15] THBRENTVS & 5 12, B ETHIE I Ph ]
EVOREIDOHBURIZE TS ECDLP 2MEITTw» 550 Th 5. FHEGHE L
DEEE, RO N7/ S A RE EORHIIERIC 31T 5 I8 L 028E 10375 v
ZEh o, BRI Tl ECDLP Z A L 725 D% 4% generic algorithm
DHERICL > TRHEINERETH 5. £/, TORSHERKE LICE TS
ECDLP Zf88GEIHEILETHECHEAIT, 8 5.2.1 fii TRz X 912, Fy-style D
TN ZLBWREEDAE) ZHET LI EDEEHELLRSTVS., T
D &%, ECDLP ICB¥ 2 HBGIHEIEN B i cHMI TR w—K & LT
F%. L L7%A235, ECDLP (BT 2 iEBGHEIL O ENAIE 5% b iEH T
DNEDDH 5.
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Executive Summary

A few years ago, Garg, Gentry and Halevi (EUROCRYPT 2013) proposed the first candidate
construction of cryptographic multilinear maps, a primitive first envisioned a decade earlier
by Boneh and Silverberg (Contemp. Math. 2003) as a higher-dimensional generalization of
bilinear pairings on elliptic curves.

Boneh and Silverberg themselves had pointed out several interesting applications of
multilinear maps, such as one-round multiparty key agreement, verifiable pseudorandom
functions and efficient broadcast encryption. Furthermore, following the construdtion of
Garg et al., a flurry of new research uncovered even more farreaching applications, including
long-awaited primitives like attribute-based encryption for all circuits and general functional
encryption, fruitful new ideas like witness encryption, and the startlingly powerful notion
of indistinguishability obfuscation.

However, the candidate construétion of Garg et al. was not provably secure. As a
result, part of the new research focused on clarifying its security, and on exploring alternate
techniques to achieve multilinear maps.

This document aims at giving a bird’s eye view of the main results so far, in terms
of new definitions, candidate constructions and major applications, and to summarize
known attacks against existing schemes, discussing their current status as far as security is
concerned.

This is a very active and rapidly evolving area of research, so we cannot even come
close to an exhaustive survey of existing literature, and although we have strived to take
into account some of the most recent published results as of late 2016, significant shifts in
our understanding of multilinear maps in the near future are not only impossible to rule
out but even likely to occur. Indeed, it has happened on several occasions already that a
newly proposed scheme has been broken, fixed and broken again within the span of a few
weeks.

With those caveats, here are some notable takeaways from the state of the art at this
point in time:

* There are three main constructions proposed for multilinear maps: the original
one from Garg, Gentry and Halevi (GGH13), a variant “over the integers” due to
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Coron, Lepoint and Tibouchi (CLT13), and a “graph-induced” construction by Gentry,
Gorbunov and Halevi (GGH15).

Although these constructions are conceptually inspired by fully homomorphic encryp-
tion schemes that can be proved secure under well-understood hardness assumptions,
the multilinear map schemes themselves have no proof of security. (Note that the
same is true for bilinear pairings as well).

Over each of the three constructions, there exists a polynomial time attack against the
basic Diffie—Hellman key multiparty exchange protocol. In fadt, the conceptual counterpart
of the CDH assumption fails to hold. As a result, most of the (stronger) assumptions
used to prove the existence of more interesting cryptographic notions like witness
encryption and indistinguishability obfuscation also fail to hold.

However, this does not necessarily translate to a diret attack against the actual
instantiations of the primitives themselves. For indistinguishability obfuscation, in
particular, attacks are known against some instantiations, but countermeasures have
been proposed to circumvent them. Thus, there are constructions of indistinguishability
obfuscation over GGH13, CLT13 and GGH1p5 against which no attack is known at the
present time. Whether this will continue to hold is difficult to predict.

Theoretically speaking, and assuming standard cryptographic hardness assumptions,
it is known that indistinguishability obfuscation and secure functional encryption are
essentially equivalent, and imply the existence of secure n-linear maps for polynomially
large n (both in the original sense of Boneh and Silverberg and in the sense of graded
encodings, as introduced by Garg et al.). This means that any alternate method to
construct indistinguishability obfuscation or fundtional encryption would indirectly
yield secure multilinear maps. Unfortunately, no such method is known at present.

Conversely, it has also been shown that 5-linear maps for which the (subexponen-
tial) DDH assumption holds are sufficient to obtain indistinguishability obfuscation.
This means that one can bootstrap constant-degree multilinear maps to arbitrary
polynomial degree, and also that we seem to be tantalizingly close to achieving
indistinguishability obfuscation (and hence everything else) from bilinear pairings, a
primitive that we are much more confident does exist. Closing the gap from degree 5
to degree 2, however, appears to be an elusive problem.

There is no prospect of achieving practical levels of efficiency for any of the primitives
considered in this document in the foreseeable future.
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Chapter 1

Introdudétion

1.1 From Diffie-Hellman to multilinear maps

“We stand today on the brink of a revolution in cryptography,” wrote Diffie and Hellman
in their seminal New Direllions paper from 1976 [DH76], which introduced the main ideas
of public-key cryptography. In particular, they described the well-known key exchange
protocol which bears their name: Alice and Bob can derive a common secret by exchanging
messages publicly on an insecure channel. To do so, they agree on a group G (say a cyclic
subgroup of large prime order ¢ in the multiplicative group [, of a finite field ;) and a
generator g of G. Then Alice and Bob choose random exponents a,b € {0,...,¢ — 1}, and
compute the group elements
A=g¢* and B=g¢’

respectively. Alice sends A to Bob and Bob B to Alice, and they can then both compute
the common group element g** = A® = B However, the problem of distinguishing g®
from a random element of G given g, g% and ¢” is believed to be hard (for the group
G mentioned above, and many other groups like suitably chosen elliptic curves). As a
result, an eavesdropper learns no information about the common secret by intercepting the
communication between the two parties.

As we well know, that idea, and the corresponding Decisional Diffie-Hellman (DDH)
hardness assumption, proved extremely fruitful. It can be used to construct semantically
secure homomorphic encryption [EIG85], digital signatures [Schg1], efficient pseudorandom
fundtions [NRo4], CCA-secure encryption [CSo3] and more. And it is cited as one of the
main reason for Diffie and Hellman’s Turing award.

Nevertheless, some cryptographic primitives cannot be constructed from DDH. For
example, Papakonstantinou et al. were able to obtain a black-box separation result [PRV12]
between DDH and identity-based encryption (IBE). To construct IBE, a more powerful
setting is necessary, and that setting emerged in the early 2000s, bringing about what would
be fair to call a second “revolution in cryptography”: the era of bilinear pairings.

The existence of efficiently computable bilinear pairings between certain families of
elliptic curve groups was first understood as a cryptanalytic liability [MVOg3], but Joux
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noticed that it could be used construdtively to generalize Diffie-Hellman key exchange to
three parties in one round [Jouo4]. Indeed, if G is a cyclic group of prime order ¢ endowed
with a symmetric non degenerate bilinear pairing e: G x G — G, Alice, Bob and Charlie
can use it to derive a common secret as follows. They choose a,b,c € {0,...,q — 1} at
random and compute

A=g¢% B=g¢" and C=g°

respectively, for some agreed upon generator g. They can then all compute the common
value

e(g,g)abC =e(A,B)°=e(B,C)* =e(C, A)b

but an eavesdropper seeing A, B and C cannot distinguish that value from a random
element of Gr, assuming the hardness of the decisional bilinear Diffie—Hellman (DBDH)
problem, which is believed to be hard over well-construéted pairing-friendly elliptic curves.

Using this new bilinear structure, Boneh and Franklin were then able to construét the
first IBE scheme [BFo3], opening up the path to numerous new cryptographic notions,
including public-key encryption with keyword search [BDOPoy4], attribute-based encryption
(for boolean formulas) [GPSWob6a] and homomorphic encryption for quadratic polyno-
mials [BGNojs]. It also led to more efficient constructions of previous primitives such as
signatures [BLSo4], group signatures [BBSo4], non-interactive zero-knowledge proofs [GSo8]
and more. In short, the possibility offered by bilinear pairings to carry out not only linear
operations in the exponent of group elements but also one level of multiplication proved to
be particularly fecund. It also earned Joux, Boneh and Franklin the 2013 Godel prize.

Soon after the cryptographic community realized the power of bilinear maps, Boneh
and Silverberg [BSog] asked the natural question of whether this development could be
pursued further, in such a way that several levels of multiplications could be carried out in
the exponent of group elements. This would be possible using what they called cryptographic
multilinear maps.

1.2 Multilinear maps from geometry?

For cyclic groups G and G of prime order g, a map e: G — Gr is said to be a (symmetric)
n-linear map (or just a multilinear map when n is omitted) if for any aq,...,a, € Z and
Jis---,9n € G, we have

ayp-an

e(g?l,...,ggn):e(gl,.,,,gn) s

and furthermore e is non-degenerate in the sense that e(g, ..., g) is a generator of G for
any generator g of G. For such a structure to be of cryptographic interest, one needs to be
able to compute efficiently with it (in the sense that e itself and the group operations on G
and G are efficiently computable), and it needs to satisfy some notion of security—the
most basic of which would be to ask that the discrete logarithm problem in G be hard
(which implies that it is hard in G as well). This is in essence how Boneh and Silverberg
define cryptographic multilinear maps [BSo3].
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They observed that if one can construét such cryptographic multilinear maps (satisfying
slightly stronger security notions that the basic discrete log one), a number of interesting
cryptographic consequences follow, beyond what can be done with bilinear pairings. In
particular, using an n-linear maps, one can obtain a one-round Diffie-Hellman-like key
exchange protocol between n + 1 parties, as a direct generalization of Joux’s protocol.
Indeed, if users U, ..., U, want to derive a common secret, they can simply pick random
exponents ao, . .., a,, compute the group elements A; = g% € G and broadcast them.
They are then able to compute the common value e(g, ..., ¢)% %": user U; can obtain
it as e(Aj41,...,An, Ao, ..., Aj_1)%. However, under the obvious generalization of the
decisional Diffie-Hellman assumption, that value is indistinguishable from a random element
of Gt given only the A;’s, making the protocol secure against eavesdroppers.

Other applications mentioned by Boneh and Silverberg include efficient unique signa-
tures and broadcast encryption with short keys and optimal communication complexity. It
turns out that multilinear maps also imply much stronger cryptographic notions, including
indistinguishability obfuscation (see §1.4 below).

So do these multilinear maps exist? The question is especially natural in view of the
fadt that bilinear pairings on elliptic curves are a special case of a type of multilinear
structure that exists on very large classes of algebraic geometric objects. Roughly speaking,
a geometric objedt (say a project algebraic variety) gives rises to certain groups called
“cohomology groups,” together with multilinear maps between them known as cup-products.
An object of dimension d has cohomology groups of degrees 0 to 2d and degrees add up in
cup-products, so one could in principle construct a 2d-linear map from degree 1 to degree
2d from any d-dimensional objedt; in fact, elliptic curve pairings are essentially of that form.
However, it is unclear in general how to compute on those groups efficiently (or what the
suitable analogue of pairing-friendly elliptic curves would be).

Boneh and Silverberg carried out a detailed analysis of the most direct generalization of
elliptic curves to higher dimensions, namely abelian varieties. As for elliptic curves, their set
of points is endowed with an efficiently computable group law, and that group is isomorphic
to degree 1 cohomology, so that one can actually compute inside that cohomology. This
makes it possible to define multilinear maps in various ways. Unfortunately, Boneh and
Silverberg found that, unlike what happens with elliptic curves, the target group of those
multilinear maps does not appear to lend itself to efficient arithmetic operations: what one
gets is essentially a higher tensor power of the multiplicative group. For example, over the
finite field F), the target group is essentially F;, except that g° is represented as the tuple
(9°t,...,g%) € (F})* for any (ay, ..., aq) such that a = a; - - - aq. Clearly, one cannot even
efficiently decide equality in that group without breaking the computational Diffie-Hellman
problem.

al
5 -

More generally, their paper shows that, under widely believed assumptions, it is impossi-
ble to construct n-linear maps from geometry whose target group is I} itself (as opposed to
a higher tensor power, say) for any n > 2. This does not entirely rule out multilinear maps
from geometry (e.g. one could still conceivably have multilinear maps whose target group
would lie in an elliptic curve or some other group with efficient arithmetic), but makes it
implausible enough that the problem has only been revisited on a handful of occasions
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since then [RHog]. In any case, after Boneh and Silverberg’s paper, constructing multilinear
maps was considered intractable for at least a decade.

1.3 Fully homomorphic encryption and graded encoding
schemes

New ideas to tackle the problem of obtaining multilinear maps only came about after a third
“revolution” swept the world of cryptography, mainly from the mid-2000s onwards: lattice-
based cryptography, ultimately leading to the construction by Gentry of a fully-homomorphic
encryption scheme [Genog], which solved a major, 3o-year old open problem [RAD78].

Before Gentry, some encryption schemes like those of ElGamal and Paillier [EIG8p,
Paigg] had made it possible to carry out either additions or multiplications on ciphertexts.
The pairing-based scheme of Boneh, Goh and Nissim [BGNos] supported arbitrarily many
additions and one level of multiplications. In contrast, fully-homomorphic encryption (FHE)
makes it possible to carry out both additions and multiplications on ciphertexts, arbitrarily
many times (and as a result, any efficient function can be evaluated homomorphically on
ciphertexts).

A few years later, this led to the intuition that FHE ciphertexts behave a bit like the
exponents of group elements in a multilinear map. More precisely, they behave similarly to
the exponents of group elements in what Garg, Gentry and Halevi call a graded encoding
scheme [GGH13a]. Roughly speaking, such a scheme is a family of efficient cyclic groups
Go, - .., Gy, of the same prime order g together with efficient non-degenerate bilinear pairings
e: G; x Gj — Gj4; whenever i 4 j < n. In other words, if we fix a family of generators g;
of the G;’s in such a way that g;1; = e(gi, gj), we can add exponents within a given group
GZ’:

gt 9 =g

and multiply exponents from two groups G;,G; as long as i + j < n:
b b
e(gzqvgj) = gf.,.j.

This makes ¢g{ somewhat similar to an “FHE encryption” of a.

Of course, there are a number of differences. First, FHE ciphertexts should be ran-
domized. This is not a serious difficulty: one can allow for randomized representations
of group elements as well, and such representations are in fact permitted in Garg et al.’s
definition of a graded encoding scheme. However, one should still make it possible to test
the equality of two (randomized representations of) group elements in G,,, say; this cannot
be done publicly in an FHE scheme, as it would break semantic security. Nevertheless, this
may be doable once some limited information about the FHE secret key is made public.
Finally, a third difference is that one should not be able to invert the bilinear pairings, so
the representations of gi" and g7 cannot be of the same form when ¢ # 4. This can be dealt
with by introducing some secret multiplicative factor in ciphertexts that will appear at the
power ¢ in the ciphertext corresponding to an element of G;.
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These intuitive ideas essentially describe how Garg, Gentry and Halevi’s GGH13
multilinear maps [GGH13a] are obtained based on (the large message space, somewhat
homomorphic variant of) Gentry’s FHE scheme [Genog)].

More precisely, Gentry’s scheme is defined over the cyclotomic ring R = Z[x]/(x™ + 1)
for some m, with respect to a certain principal ideal / = (g) with small generator g. The
plaintext space consists of small elements in R/I (say polynomials with 0/1 coefficients)
and a message m is encrypted as c = m +r- g mod ¢ € R, = R/qR for some small noise
r. In contrast, a GGH13 encoding of m at level ¢ is of the form:

m-+r-g
ci:Tmodq,

where z is a secret masking element, and one can see that linear operations at a given level
as well as multiplications between levels work as expected (as long as the noise values r
remain appropriately small). Equality tests at level n are carried out using a zero-testing
parameter py of the form:

U mod ¢

Pzt = h.z". g
where h is small: the idea is that p, - ¢, = h - (mg~! 4+ r) mod ¢ will be small if and only
if m = 0, allowing to test for equality to zero, and then usual equality by linearity.

For Gentry’s scheme to be secure, the generator g of I has to be kept secret, although a
“bad” basis of I consisting of large vectors can be published. Since p, depends on g, we
can see that the zero-testing parameters reveals some information about the FHE secret key
as expected. This partial key leakage, which is inherent to the conceptual construétion of
multilinear maps from FHE, is the reason why we are not able to prove the scheme secure
even though the FHE scheme itself has a proof of security.

Soon after Garg et al. published their candidate construction, another FHE-inspired
construction was described by Coron, Lepoint and Tibouchi [CLT13a], related this time to
the FHE scheme “over the integers” of van Dijk et al. [vDGHV10] (or more precisely, on
the batch variant due to Cheon et al. [CCK"13]). The main ingredients of the construction
are essentially the same as those of [GGH13a], although a number of technical details are
different.

Later on, variants of those two constructions were proposed to address certain technical
issues, although with limited success [LSS14, CLT15]. In addition, a substantially different
construction (GGH15) was introduced by Gentry, Gorbunov and Halevi [GGH15], inspired
by the LWE-based FHE scheme of Gentry, Sahai and Waters [GSW13]. The functionality
achieved in GGH1j differs syntactically from that of GGH13 and CLT13: instead of being
arranged in a graded structure, the “groups” containing the encodings correspond to edges
on a direted acyclic graph, and two encodings can be multiplied together if and only if
their associated edges are adjacent. It is not immediately obvious how to use that primitive
to construct the same cryptographic objects as with standard multilinear maps, but Gentry
et al. showed how it can be done in a number of specific instances, including multiparty
key exchange and obfuscation.
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1.4 Some applications of multilinear maps

Multiparty Diffie-Hellman key exchange. As we have mentioned, the most direct
application of n-linear maps is a one-round protocol for (n + 1)-way Diffie-Hellman key
exchange. This protocol can also be instantiated in the graded encoding scheme setting of Garg
et al. [GGH13a]. Note however that since encodings are randomized, to derive a common
shared key, the parties need to be able to extra¢t some deterministic value depending only on
the underlying “group element” that randomized encoding represent. This procedure is an
extension of the zero-testing algorithm alluded to above, and is part of the formal definition
of a graded encoding scheme. See §2.2 for details, and §2.3 for a formal description of the
multiparty Diffie-Hellman key exchange protocol over graded encoding schemes.

Attribute-based encryption for circuits. One of the great successes of pairing-based
cryptography is the realization of the notion of attribute-based encryption (ABE) [SWog,
GPSWoba]. In a (ciphertext-policy) ABE scheme, users have secret keys associated with
certain sets of attributes, and messages are encrypted with respeét to policies which are
Boolean functions of the attributes. Thus, a user with attributes  and y can decrypt
ciphertexts associated with the policy = A y, or the policy x V z, but not the policy z A z. A
major challenge in constructing ABE is the requirement that the scheme should achieve
collusion-resistance: if Alice has the attributes x,y and Bob has the attributes y, z, they should
not be able to decrypt a ciphertext with policy = A z even when colluding together.

There are construdtions of ABE based on bilinear pairings that support policies rep-
resented by arbitrary Boolean formulas of the attributes, or more generally by span pro-
grams [GPSWobb], but techniques based on pairings have so far failed to achieve ABE for
arbitrary polynomial-size Boolean circuits. One seems to encounter a fundamental limitation
of bilinearity when trying to obtain collusion-resistance for arbitrary circuits, due to a class
of attack known as backtracking [GGH " 13c, §1].

On the other hand, over multilinear maps, relatively direct generalizations of the classical
pairing-based constructions of ABE yield ABE for all circuits right away, as shown by Garg
et al. [GGH'13c, GGHZ14]. Later on, Gorbunov, Vaikuntanathan and Wee were able
to construct attribute-based encryption for circuits from standard lattice assumptions as
well [GVW13], but the problem of a pairing-based realization remains open.

Witness encryption. Shortly after the first multilinear map candidate GGH13 was pro-
posed, Garg, Gentry, Sahai and Waters introduced the intriguing and powerful new notion
of witness encryption, and showed how it can be realized from multilinear maps [GGSW13]. A
witness encryption scheme is defined with respect to a certain NP language L, and consists
of two efficient algorithms: Encrypt(1>‘, x,m) takes as input a security parameter, a string
x and a message m, and outputs a ciphertext ¢; Decrypt(c, w) takes as input a ciphertext
¢ and a string w, and outputs either a message m’ or L. Correétness states that if = is
an instance of L and w is a witness of x € L, then Decrypt(Encrypt(1*, z,m),w) outputs
the same message m with probability 1. Soundness security states that the encryptions of
distin¢t messages with respect to a string = ¢ L are indistinguishable.
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In other words, witness encryption makes it possible to encrypt messages with respect
to an instance x of the language L, and one can decrypt a ciphertext if one knows a witness
to the fact that x € L. Security does not imply that knowing a witness is necessary to
decrypt in general. But depending on the language L, it may be the case that instances and
non-instances are computationally indistinguishable without a witness (consider e.g. the
language of Diffie-Hellman pairs over a DDH group), and soundness then implies a form
of semantic security with respeét to adversary who do not know the witness.

Witness encryption is a powerful notion; it implies strong forms of identity-based
encryption, and even ABE for all circuits in an essentially black-box way [GGSW13]. The
original instantiation was based on a hardness assumption that mimicked the construdtion
very closely, but constructions based on less ad hoc assumptions were later proposed as
well [GLW14, AJNT16].

Functional encryption. The notion of functional encryption is a far-reaching generalization
of ABE introduced by Boneh, Sahai and Waters [BSW11]. In a functional encryption scheme
defined with respeét to a funétionality F': K xX — {0,1}*, a user secret key sky, is associated
with an element % the set K, and if a ciphertext c is an encryption of x € X, the decryption
algorithm applied to sk and ¢ returns F'(k, x). For example, ciphertext-policy ABE is the
special case when elements k of K are sets of attributes, elements of X consist of a pair
(m, f) of a message and a predicate, and the functionality F'(k, x) evaluates to m if f(k) is
true and to L otherwise.

A number of special cases of functional encryption have been described in the context
of pairing-based cryptography, such as predicate encryption for innerprodudts [KSWo8,
OTog], spatial encryption [Ham11] and functional encryption for inner-product functionali-
ties [ABDP15, BJK15], but they tend to be limited to fundtionalities that are “bilinear” in
some sense.’

In contrast, one of the first results to emerge as a consequence of multilinear maps was
a construction of functional encryption for all circuits [GGH'13b]. That construction is
in fact based on the indistinguishability obfuscator proposed in the same paper (see below),
so it relies on multilinear maps only in an indirect way in some sense. However, other
instantiations based diretly on multilinear maps (i.e. without obfuscation) have later been
described, starting with the scheme of Garg, Gentry, Halevi and Zhandry [GGHZ16].

Indistinguishability obfuscation. Perhaps the most impressive result that followed the
GGH13 multilinear map candidate was the description by Garg et al. [GGH"13b] of a
possible construction of indistinguishability obfuscation for all circuits. Program obfuscation,
roughly speaking, aims at making it possible to publish programs whose functionality
depends on some secrets in such a way that even the source code of the program will not
reveal those secrets. They are, in some sense, hidden in plain sight.

"More general notions have also been achieved over lattices, such as leveled predicate encryption for
circuits [GVW15], and even some strong forms of functional encryption for circuits with a single-bit out-
put [GKP"13]. Those notions, however, are weaker than the functional encryption schemes achieved from
multilinear maps.
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Strong forms of obfuscation can be achieved for very limited classes of functionalities
using standard cryptographic techniques. For example, one can publish the source code of
a program that checks if its input is equal to a secret password (a so-called “point funétion”)
without revealing that password: simply put in the program the image of the password
under some one-way function. But being able to do the same with much more general
classes of fundtion is immensely powerful: for example, it allows to convert any symmetric
key encryption scheme to public-key (just publish as “public key” the obfuscated encryption
algorithm with an embedded symmetric key).

Unfortunately, as part of their study of various notions of obfuscation, Barak et al.
found that the most natural notion of program obfuscation (“black-box obfuscation”) is
in fact impossible to achieve for general programs [BGITo01, BGI"10]. However, they also
introduced weaker notions for which they could not obtain an impossibility result, including
indistinguishability obfuscation, which Goldwasser and Rothblum later showed to be, in a
precise technical sense, the best possible obfuscation [GRo7].

An indistinguishability obfuscator & for a class € of circuits is a circuit transformation
which is functionality-preserving (i.e. for a circuit C' € ¢, 0(C) is another circuit which
agrees with C' on all inputs) and guarantees that for two circuits C1,Cy € € that are
fundtionally equivalent (i.e. agree on all inputs), then &'(C}) and €/(C3) are computationally
indistinguishable. Note that it is not immediately clear what that notion could be useful
for: for example, since point fundétions associated with distinct passwords are inequivalent,
there is no guarantee that applying an indistinguishability obfuscator to such a function
will hide the password.

Nevertheless, most readers of Barak et al. and Goldwasser—Rothblum would probably
have assumed that an impossibility result for indistinguishability obfuscation to be a lot
more likely than an instantiation, so Garg et al.’s constrution [GGH " 13b] came as a great
surprise. Moreover, their paper demonstrated that the notion is in fact actually extremely
powerful, since it was sufficient to achieve the long-awaited construétion of functional
encryption. Following their work, a number of papers, such as [SW14], developed more
systematic techniques to use indistinguishability obfuscation, and it is now understood to
be powerful enough to construct, in the words of Bitansky and Vaikuntanathan, “almost
any known cryptographic object.” [BV1j]

Relations between some of these notions. It is interesting to note that the more pow-
erful notions described above, namely functional encryption and indistinguishability obfus-
cation, turn out to be essentially equivalent, and also equivalent to multilinear maps.

More precisely, as we have said, indistinguishability obfuscation (together with some
standard primitives like PRFs) implies (compacdt, multibit) functional encryption for all
circuits [GGH " 13b], even with adaptive security [Wat15] (and in fa&t, there is a generic
conversion from selective to adaptive security [ABSV15]). Conversely, (compadt, multibit)
functional encryption for all circuits is sufficient to achieve indistinguishability obfusca-
tion [AJ15, BV15]. In fact, recent candidate constructions of indistinguishability obfuscation
such as [LV16, Lin16, AS16] have used some form of functional encryption as an intermedi-
ate building block.
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In addition, it is now known that if n-linear maps satisfying certain DDH-like security
notions exist for some sufficiently large constant n (the current record is n = 5, obtained
by Lin in [Lin16] and Ananth and Sahai in [AS16]), then indistinguishability obfusca-
tion/function encryption exist as well. And conversely, Albrecht et al. have shown that
indistinguishability obfuscation (again together with standard primitives like homomorphic
encryption and NIZK) is enough to constru¢t multilinear maps [AFH " 16].

This means that constructing multilinear maps, functional encryption and indistin-
guishability obfuscation are equivalent goals, and future construdtions could be obtained
from any of those primitives.

1.5 Attacks against multilinear map construdtions

If secure, we have seen that candidate constructions of multilinear maps have very interesting
consequences in cryptography (and we have only touched upon a few among many). The
actual security picture is far from clear, however.

Indeed, attacks have been demonstrated against all constructions so far, and we describe
a number of them in details in Chapter 3. The current situation is that, due to a long
series of attacks [CHL ™15, CLT14, CGH" 15, CFL*16, HJ16, CLLT16a], multiparty Diffie—
Hellman key exchange is broken over all of the proposed candidates. In addition, a number
of attacks have been demonstrated against several constructions of indistinguishability
obfuscation [MSZ16a, CGH16, ADGM16, CLLT17], but not all schemes are broken yet.

We can also mention that GGH13 and CLT13 are both broken in classical subexponential
time and quantum polynomial time. In the case of CLT13, it is because it relies on the
hardness of factoring. In the case of GGH13, it is a consequence of recent progress on the
cryptanalysis of some ideal lattice assumptions in the presence of very small noise [ABD16].






Chapter 2

Definitions and Construdtions

2.1 Multilinear maps

2.1.1 The Boneh-Silverberg setting

Boneh and Silverberg introduced the notion of multilinear maps in a cryptographic set-
ting [BSo3]. The definition they adopted for their purposes was touched upon in §1.2. We
recall it more formally below.

Definition 1. Let G and G be cyclic groups (denoted additively), and e: G — Gr a mapping
for some integer k > 1. We say that e is a x-linear map (or simply a multilinear map) when the
Jollowing conditions hold:

1. G and Gt are of the same prime order;

2. foranyay,...,a, € Z and g1, ..., g9x € G, we have
efar-g,...,an-g) = a1 as-e(g,...,9);
3. if g is a generator of G, then e(g, . .., g) is a generator of Gr.

2.1.2 Efficient algorithms

Boneh and Silverberg called a multilinear map as above a cryptographic multilinear map when
the groups G and G admit efficient group operations, when the map e itself is efficiently
computable, and when the scheme satisfies some notion of security like the hardness of
discrete logarithms in G. Since efficiency and security are asymptotic notions, they can
only make sense with respect to some instance generation algorithm.

Following [GGH12], one can capture these notions (minus the security, which can be
definitely independently by a suitable game) by saying that a multilinear map scheme is a tuple
of algorithms (InstGen, add, neg, EncTest, map) for instance generation, group operations,
membership testing and multilinear pairing, which can be described as follows.

17
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Instance generation. InstGen(1*,1%) is an efficient randomized algorithm that takes as
input the security parameter A and the multilinearity degree x, and outputs a description of
the groups G and Gr, their order ¢, a description of the multilinear map e: G — Gr, and
a string g € {0, 1}* encoding a generator of G. The tuple (G, Gr, g, €) is denoted by pp.

Membership testing. EncTest(pp, b, ) is an efficient, deterministic algorithm that takes
as input the parameters pp, a bit b and a string « € {0,1}* and decides whether z is a
valid representation of an element of G (resp. Gr) when b = 0 (resp. b = 1). It is assumed
that representations are unique, so we simply denote validity by membership: z € G
(resp. x € Gr).

Group operations. add(pp, b, z, y) is efficient, deterministic, and returns z + y when b = 0
and x and y are both elements of G (resp. b =1 and z,y € Gr). Note that this is sufficient
to efficiently compute a -  for a € Z, by double-and-add. Similarly, neg(pp, b, z) computes
—2x.

Multilinear map. map(pp, z1,...,2x) is efficient, deterministic, and returns the target
group element e(x1,...,z;) € Gr.

2.1.3 Symmetry vs. asymmetry

The multilinear maps describe above are symmetric in the sense that all the source group
are the same (or equivalently, are efficiently isomorphic). It is straightforward to extend the
definition to multilinear maps of the form e: Gy x- - - xG,, — G where the groups G; are all
of the same prime order, but there does not necessarily exist efficient isomorphisms between
them. That setting occurs frequently with elliptic curves (for type II and type III pairings in
the sense of [GPSo08]), and has been described for multilinear maps by Rothblum [Rot13].

2.2 Graded encoding schemes

As discussed in §1.3, the functionality achieved by constructions such as [GGH13a] and
[CLT13a] differ from the Boneh-Silverberg definition above in at least two important aspedts:

* contrary to the Boneh—Silverberg setting where elements of the source group are
combined in one go to form an element of the target group, encodings are arranged
in several levels, and one can pair elements at level ¢ and level j to obtain an element
at level 7 + j, and so on several times;

* a single “exponent” can be represented at a given level by many different encodings.

The corresponding notion is captured by the definition of a graded encoding system, and
its algorithmic description, as presented below.

2.2.1 Graded encoding system

We recall the formal definition of a x-graded encoding system from [GGH13a]. For simplicity
we only consider the symmetric case below. See [GGH12, Appendix A] for the description
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of a more general framework that can handle asymmetric multilinear maps and gradings
with respect to more complicated monoids.

Definition 2. 4 ~-graded encoding system for a ring R is a system of sets ./ = {S,(,a) €
{0,1}* : v € N, € R}, with the following properties:

1. For everyv € N, the sets {Sl(,a) : o € R} are disjoint.

2. There are binary operations + and — (on {0,1}*) such that for every o1, a2 € R, every
v € N, and every u; € S8 and us € S, it holds that ui + us € ST and

Séal_aQ)

U] — Uy € where o1 + a9 and oy — o are addition and subtrallion in R.

3. There is an associative binary operation X (on {0, 1}*) such that for every a1, 2 € R,
every v1, va with 0 < vy + va < K, and every u; € 35?1) and uy € 5532), it holds that

Ul X ug € S(al.(m)

vitvs  Where oy - g is multiplication in R.

2.2.2 Efficient procedures

We also recall the definition of the procedures for manipulating encodings. As previously
we consider only the symmetric case.

Instance generation. The randomized InstGen (1%, 1) takes as inputs the parameters \

and k, and outputs (pp, ps), where pp is a description of a k-Graded Encoding System as
above, and py is a zero-test parameter.

Ring sampler. The randomized samp(pp) outputs a “level-zero encoding” a € S(ga) for a
nearly uniform element oo €g R. Note that the encoding a does not need to be uniform in
S\,

Encoding. The (possibly randomized) enc(pp, i, a) takes as input a level-zero encoding
a € Séa) for some a € R and a level i < k, and outputs a level-i encoding u € Si(a) for the
same q.

Rerandomization. The randomized reRand(pp, 7, u) re-randomizes encodings relative to
the same level i. Specifically, given an encoding u € Sq(,a), it outputs another encoding
u' € nga). Moreover for any two uy,us € Sf,a), the output distributions of reRand(pp, 7, u1 )
and reRand(pp, 7, uz) are nearly the same.

Addition and negation. Given pp and two encodings relative to the same level, u; € S,L»(al)
and uy € Si(a?), we have add(pp, ui,us) € SZ-(QHO‘Q) and neg(pp,u1) € Si(_al). Below we
write u; + u2 and —uq as a shorthand for applying these procedures.

) and = gla2)

Multiplication. For u; € SZ.(O‘1 ;

(a1-a2)
sleno2),

, we have mul(pp, u1,u2) = u; X ug €

Zero-testing. The procedure isZero(pp, pz, u) outputs 1 if u € S,EO) and 0 otherwise.

Extradtion. The procedure extracts a random function of ring elements from their level-x
encoding. Namely ext(pp, pu, u) outputs s € {0, 1}, such that:
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1. For any o € R and uj,us € S,ga), ext(pp, Pzt, u1) = ext(pp, Pat, u2).

2. The distribution {ext(pp, px,u) : @ €g R,u € S,(f)} is nearly uniform over {0, 1}

2.2.3 Approximate graded encodings

As pointed out in [GGH13a], actual constructions only achieve a slightly relaxed definition
of isZero and ext, where isZero can still output 1 even for some non-zero encoding u with
negligible probability, and ext can extradét different outputs when applied to encodings of
the same elements, also with negligible probability. See [GGH12, §2.2.2 and A.2] for the
corresponding definitions.

2.3 Security definitions: the example of Diffie-Hellman key
exchange

The sheer number of subtly or wildly different hardness assumptions used for security
proofs in the field of pairing-based cryptography has been the object of many comments, for
better or worse [Boyo8, KM1o]. Unsurprisingly, the more convoluted setting of multilinear
maps and graded encoding schemes has seen the use of an even broader range of potential
hard problems (see e.g. the discussion in [LV16, §1] for a discussion of the particular case
of obfuscation candidates). It seems difficult, at this stage, to point to a particular security
definition that could be singled out as the corre? desirable security goal when trying to
construét multilinear maps.

Nevertheless, one simple security definition has been emphasized in a number of
construdtion papers, including [GGH13a, CLT13a, LSS14, CLT15], namely the graded
encoding analogue of the decisional Diffie-Hellman assumption. Since it is so common, we
recall it here, and add a few comments afterwards discussing the place of that assumption
within the literature.

2.3.1 The graded decisional Diffie-Hellman problem

In their original paper [GGH13al, Garg et al. introduced the graded decisional Diffie—Hellman
assumption (GDDH) as a security goal for graded encoding scheme. It is defined as
follows (this is the definition from [LSS14], which looks slightly different from the one
in [GGH13a, CLT13a], but is easily seen to be equivalent as long as reRand behaves
corredtly).

Consider the following procedure, parametrized by A and x:

1. Run InstGen(1*, 1) to obtain (pp, py).
2. Sample a; < samp(pp) for 0 < j < k.
3. Compute u; < reRand(pp, 1,enc(pp,1,a;)) for 0 < j < k.

4. Sample b < samp(pp).
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5. Compute the product encoding u* = ag - H;Zl u; of the u;’s by repeated application
of the mul procedure (encoding at level x).

6. Set v(®) = reRand(pp, x, u*).
7. Set v(1) = reRand(pp, &, enc(pp, &, b)).
8. Pick a bit 4 uniformly at random and set v ¢+ v(?).

The GDDH assumption asserts that an efficient adversary receiving as input the values
(p:"pzt, ug, - - -, Uy, v) can only guess the bit § with an advantage negligible in the security
parameter \.

Clearly, the GDDH assumption implies that the N-party key exchange protocol defined
below is passively secure.

Setup(1*,1%V). Output (pp, ps) < InstGen(1*, 1%) as the public parameter, with k = N —1.

Publish(pp,i). Each party i samples a random ¢; < samp(pp) as a secret value, and
publishes as the public value the corresponding level-1 encoding, computed as ¢
reRand(pp, 1, enc(pp, 1, ¢;)).

/

KeyGen(pp, Pzt %, Ci, {c}}j#). Each party i computes ¢; = ¢; - H#i o and~ uses the
extraction routine to locally compute the common secret s < ext(pp, Pz, €;)-

2.3.2 Discussion

The GDDH assumption does capture the security of multiparty key exchange (almost
tautologically so!), but may not otherwise be a particularly useful security definition. The
hardness assumptions under which more interesting primitives like witness encryption (e.g.
in [GGSW13]) and indistinguishability obfuscation (e.g. in [PST14]) have been shown to
exist are usually considerably more intricate, and not much has been done over multilinear
maps with Diffie-Hellman-like assumptions. As a recent result counter to that trend, albeit
in the Boneh—Silverberg setting rather than over graded encoding schemes, one can mention
the surprising construdtion by Lin of indistinguishability obfuscation from (subexponential)
DDH over 5-linear maps [Lin16].

Another issue with the GDDH assumption is that, unfortunately, proposed multilinear
candidates have turned out not to satisfy it: as we will see in the next chapter, attacks
have been found against multiparty Diffie-Hellman over the graded encoding schemes
from [GGH13a, CLT13a] and their variants! This is of course considered a serious problem.
A silver lining, however, is that GDDH is not as basic a problem as it sounds.

Indeed, one particular feature of the multiparty Diffie-Hellman scheme as described
above is that it relies on the possibility for all users to publicly generate and rerandomize
their own encodings. In contrast, in many other schemes, including witness encryption
and indistinguishability obfuscation, the ability to generate encodings of new values is
only used by the same user that generates the system parameters. In those settings, it
is thus possible to require secret information in enc and reRand, whereas only arithmetic
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operations and zero-testing/extraction remain public procedures. This leads to the definition
of what Albrecht et al. call secret-key graded encoding schemes [ACLL15], which tend to be
much more difficult to attack than Diffie-Hellman key exchange. Nevertheless, attacks have
indeed been found in that setting as well (e.g. against constructions of indistinguishability
obfuscation [CGH ' 15, MSZ16a, CLLT17]), as we will see in the next chapter.

2.4 A concrete instantiation: the CLT13 graded encoding
scheme

The graded encoding schemes from [GGH13a] and [CLT'13a] are very similar to each other,
but a thorough presentation of GGH13 requires somewhat more background material,
especially on algebraic number theory and Gaussian sampling on lattices. Therefore, for
simplicity’s sake, we only give a complete description of the CLT13 scheme. We refer back
to §1.3 above for a conceptual-level description of GGH13, and to §2.4.3 below for a short
rundown of the main differences between GGH13 and CLT13.

2.4.1 The shape of CLT13 encodings

In the “integer-based” scheme of [CLT13a], a level-k encoding of a short integer vector
m = (m;) € Z" is an integer ¢ such that for all 1 < i <mn:

TitGi +m;

ok (mod p;) (2.1)

c=
where the 7;’s are p-bit random integers (specific to the encoding c), with the following
secret parameters: the p;’s are 7-bit prime integers, the g;’s are a-bit primes, and the
denominator z is a random (invertible) integer modulo o = [, p;. The integer c is
therefore well-defined modulo z(, where x( is made public. Since the p;’s must remain
secret, the user cannot encode the vectors m € Z" by CRT directly from (2.1); instead one
includes in the public parameters a set of ¢ level-0 encodings m; of random vedtors a; € Z",
and the user can generate a random level-0 encoding by computing a random subset sum
of those z'’s.

From (2.1) we see that each integer m; is actually defined modulo g¢;. Therefore, the
CLT13 scheme encodes vectors m from the ring R = Zg, X -+ X Zg,.

2.4.2 Detailed description of CLT13

System parameters. The main parameters are the security parameter A and the required
multilinearity level x < poly(\). Based on A and x, we choose the vector dimension 7, the
bit-size 1) of the primes p;, the bit-size « of the primes g;, the maximum bit-size p of the
randomness used in encodings, and various other parameters that will be specified later; the
constraints that these parameters must satisfy are described in the next section. For integers
z, p we denote the reduction of z modulo p by (2 mod p) or [z], with —p/2 < [2], < p/2.
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Instance generation. (pp,p,) < InstGen(1*,1%). This algorithm generates n secret
random 7p-bit primes p; and computes zg = [[;_, p;. It then generates a random in-
vertible integer z modulo zp, n random a-bit prime integers g;, and a secret matrix
A = (a;;) € Z™**, where each component a;; is randomly generated in [0,g;) N Z. It
also generates an integer y, three sets of integers {z;}7_;, {7 }§:1 and {II;}""_,, a zero-
testing vector p,;, and a seed s for a strong randomness extractor; the shape of these
elements is detailed below in the respedtive algorithms where they intervene. The parame-
ters pp = (n, n,a,p, B, 7,4, y, {J:j}]T-Zl, {x;}ﬁzl, {Hj};?zl, s) and py are finally output and
made public.

Sampling level-zero encodings. ¢ < samp(pp). Recall that the parameters pp contain

a set of £ integers ’;, where each 2’ encodes at level-0 the column vector a; € Z" of the
/

secret matrix A = (a;;) € Z"**. More precisely, the integers z

remaindering, subject to the condition that:

are generated by Chinese

ah =75 - gi+aij (mod p;) forl<j </, (2.2)

I,

where the 7! ’s are randomly generated in (—27,2°) N Z.

ij
Using those values ’, the randomized sampling algorithm samp(pp) works as follows:

it samples a random binary vector b = (b;) € {0, 1}* and outputs the level-0 encoding

l
— .. /.
c= E b; T mod xg.

J=1

From Equation (2.2), this gives ¢ = (Z?:l rgjbj) cgi + Z§:1 a;jb; (mod p;). As required,
the output c is a level-0 encoding:

c=r;-gi+m; (mod p;) (2.3)

of some vetor m = A - b € Z" which is a random subset-sum of the column vectors a;.
The sizes of the reductions [c],, are then well controlled for all i:

|7 - gi +ma| < £-2°7

A left-over hash lemma argument ensures that m will be statistically close to uniform
over R = Zg, X --- X Zg, for suitably chosen parameters. See [CLT13a] for details.
Encodings at higher levels. ¢; < enc(pp, k,c). To allow encoding at higher levels, a
level-one random encoding of the vector 1 was published as part of the public parameters
pp. That value is an integer y is generated in such a way that:

i gi +1
z

Yy (mod p;)

for random integers r; € (—2°,2°) N Z.
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Given a level-0 encoding ¢ of m € Z" as given by (2.3), a level-1 encoding of the same
m can be obtained by computing ¢; = ¢ -y mod zo. Indeed, we then have:

1)
r: g, +m;
= % (mod p;) (2.4)

for some integers rl(l), and we get |T§1) - gi +my| < £-220+9) for all 5. More generally to
generate a level-k encoding we compute c; = cp - y¥ mod .

Note however that this element should not be published as is, since it would then be
possible to go back to the lowerlevel encoding c by simply dividing by ¥, thus inverting the
multilinear map. Instead the level-1 encoding c; should first be re-randomized into a new
level-1 encoding ¢} for the same vector m, but whose distribution is otherwise independent
of the original c. This is done with the following algorithm.

Rerandomization. ¢’ + reRand(pp, k, ¢). To allow rerandomization of encodings at level

k = 1, the public parameters pp contain a set of n integers II; which are all level-1 random

encodings of zero:

Wij " 9i
z

11;

j (mod p;) forl<j<n.

The matrix IT = (w;;) € Z"*" is a diagonally dominant matrix generated as follows: the
non-diagonal entries are randomly and independently generated in (—27,2”) N Z, while the
diagonal entries are randomly generated in (n2°,n2° + 2°) N Z.

The parameters pp also contain a set of 7 integers x;, each one of which is a level-1
random encoding of zero:
sz% (mod p;) forl1<j<r,
and where the column vectors of the matrix (7;;) € Z™*7 are randomly and independently
generated in the half-open parallelepiped spanned by the columns of the previous matrix
II. This somewhat complicated choice is made to ensure a proper rerandomization.

Given a level-1 encoding c¢; as given by (2.4), the procedure reRand rerandomizes it by
adding a random subset-sum of the z,’s and a linear combination of the II;’s:

T n
03201+ij‘$j+2b3'ﬂjm0dxo (2.5)
=1 i=1

where b; < {0,1}, and b} < [0,2#) N Z. One of the main technical difficulties of the
construction of [CLT13a] is the proof that the distribution of ¢} is nearly independent of
the input ¢; (aside from the fact that both encodings correspond to the same vector m).
This is shown using a “left-over hash lemma over lattices”. We refer to the original paper
for details.

Adding and multiplying encodings. It is clear that one can homomorphically add
encodings. Moreover the product of x level-1 encodings u; can be interpreted as an
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encoding of the product. Namely, given level-one encodings u; of vectors m; € Z" for
1 < j <k, with uj = (ri; - g + mi;)/z (mod p;), the product

K
U= H uj; mod T
=1

satisfies:

=

K
(rij - gi +myg)  ri-gi+ < mij) mod g;
j=1 B j=1 d
zhk = 2k (mo pz)

U

for some 7; € Z. This is a level-x encoding of the vector m obtained by componentwise
product of the vectors my, as long as [[’_ (rij - gi + mij;) < p; for all i. When computing
the product of « level-1 encodings from reRand and one level-0 encoding from samp as in
multiparty Diffie-Hellman key exchange, one can easily check that |r;| < (4n?2HtPTo)s. .
2°+ for all .

Zero testing. isZero(pp, Py, Ux) < 0/1. Zero testing of top level encodings is carried out
with the parameter p,; obtained as follows as part of instance generation. First, an integer
matrix H = (h;;) € Z"*" is randomly generated in such a way that H is invertible over
Z and both [|[HT||, < 2% and |[(H™!)7||o < 27, for some parameter f3; here || - ||oo is
the operator norm on n X n matrices with respedt to the /> norm on R”. A technique
for generating such an H is presented in the appendix of [CLT13b]. Then, p, € Z" is
computed as:

n
(Pu)j = Z hij - (z” . gi_1 mod pi) . sz-/ mod xg. (2.6)
i=1 il #i
To determine whether a level-x encoding c is an encoding of zero or not, one computes
the vector w = ¢ - p, mod z( and tests whether ||w||~ is small: isZero(pp, pyt, ¢) returns 1
if ||w|| < xo-27" and 0 otherwise, for some parameter v.
The authors of [CLT13a] show that suitable choices of S and v can ensure that this
zero-testing procedure is then correct for all encodings ¢ whose noise coefficients are
appropriately bounded.

Extradtion. sk < ext(pp, px, ). To extract a random value depending only on the vector
m encoded in a level-x encoding c, one proceeds as follows: multiply it by the zero-testing
parameter p, modulo z, colleét the v most significant bits of each of the n components of
the resulting vector, and apply a strong randomness extradtor (using the seed s from pp).
More formally:

ext(pp, pzt, ¢) = Extractg (msbs,,(c - Pzt mod xo))

where msbs, extracts the v most significant bits of the result. If two encodings ¢ and ¢’
encode the same m € Z", one can show (using the precise result establishing the correctness
of zero-testing) that ||(c — ¢/) - px mod zg|lse < Zo - 27%~*, and therefore we expect that
w = ¢ py mod zg and w’ = ¢ - p, mod x agree on their v most significant bits, and
therefore extract to the same value. And conversely if the encoded values are distinét. We
refer to [CLT13a] for the nitty-gritty details.
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2.4.3 Differences with GGH13

Recall from §1.3 that the graded encoding scheme from [GGH13a] is defined over the
cyclotomic ring R = Z[x]/(x™ + 1), with respect to a certain principal ideal I = (g) with
secret, small generator g. A vedtor m € R with small coefficients is encoded at level k by
an element of the form:
m+r-g
¢y, = ——— modg,
z

where z is the secret masking element. This is essentially the same as (2.1) above.

A crucial difference, however, is the shape of the zero-testing parameter. In GGH1g, it
is simply of the form:

1

px=h-z"-g7" modgq

with h small. Indeed, multiplying a level-x encoding c,. of m gives:

Pu-Cx =h-(mg™ +r) modq
which is small when m = 0, but large otherwise since g~ !
modulo g.

Adopting a similar zero-testing element p,, = hz"/g mod z( in the CLT13 setting,
however, does not work. This is because multiplying that value with a level-x encoding
¢y, yields an integer modulo zy whose reductions modulo all of the prime faétors p; of xg
are small. But since those prime factors must be kept secret, there is no way of checking
that direétly. This is the reason why the vedtor p,; in CLT13 has the different shape (2.6),
involving extra factors of the form [],; p;.

Other differences between the GGH13 and CLT'13 constructions mainly reside in the
technical details of how various properties of the schemes (such as correct sampling and
rerandomization) are proved in both settings. And of course, they have different properties
in terms of security.

is expedted to be of full size

2.5 GGHa1j and the graph-induced approach

As mentioned in §1.3, the third main construction of multilinear maps after [GGH13a]
and [CLT13a] is due to Gorbunov, Gentry and Halevi [GGH15] and differs substantially
from the previous construdtions even in syntadtic terms. The primitive that the authors
achieve is not a graded-encoding scheme, but what they call a graph-induced encoding scheme.
In what follows, we recall the definition of that primitive, and give a description of the
scheme they propose.

2.5.1 Graph-induced encoding scheme

The primitive construéted in [GGH15] is parametrized by a certain directed acyclic graph,
and encodings are associated to edges (or more precisely, paths of edges) on that graph.
Encodings on the same path can be combined linearly, and multiplication is permitted
between encodings if and only if their associated paths are adjacent. These properties
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are captured by saying that a graph-induced encoding scheme is a tuple (PrmGen, InstGen,
Sample, Enc, add, neg, mult, ZeroTest, Extract) of efficient algorithms described as follows.
These procedures are subject to some technical correctness conditions for which we refer
to [GGH1g5]; the paper also discusses possible variants that we do not address in this
document.

Parameter generation. PrmGen (1%, G) takes as inputs the security parameter A and the
underlying direted graph G, and outputs the global system parameters gp, including in
particular the graph G, a description of the plaintext ring R, and a distribution x over R
from which plaintexts are sampled.

Instance generation. InstGen(gp) takes as inputs the system parameters and outputs the
secret and public parameters sp, pp.

Ring sampler. The randomized Sample(pp) algorithm outputs an element of the plaintext
ring R sampled according to the distribution x.

Encoding. Enc(sp, p, ) takes as input the secret parameters, a path p = u ~» v and a ring
element o € R in the range of Sample, and outputs an encoding u, of a according to the
path p.

Addition, negation and multiplication. The arithmetic procedures add(pp, u,, u;),
neg(pp, up) and mult(pp,up,u;),) are deterministic and take as input the public param-
eters together with some encodings.

Negation takes an encoding u, of some o € R with respect to a path p, and returns
an encoding of —a relative to the same path p. Addition takes encodings u;, u;, of some
a,a’ € R with respeét to the same path p, and returns an encoding of « + o' relative to p.
Finally, multiplication takes encodings u,, u;, of a, &’ € R with respeét to paths p, p’ which
are consecutive (i.e. p = u ~» v and p’ = v ~> w), and returns an encoding of « - o with
respect to the composed path u ~» w.

Zero-testing. The procedure ZeroTest(pp, u) is deterministic, and decides whether a given
encoding u is an encoding of 0 or not.

Extraétion. The procedure Extract(pp,u) is deterministic, and returns a A-bit string
depending only on the underlying plaintext o of the encoding .

2.5.2 The GGHzip instantiation

We now describe the candidate graph-induced encoding scheme proposed by Gentry et
al. in [GGH1j5]. Their paper actually describes several variants; we focus here on the
commutative, ring based version, which is the one they use to achieve multiparty Diffie—
Hellman key exchange.

That scheme is defined over the cyclotomic ring R = Z[x]/(x" +1). Plaintexts are small
elements s in that ring, sampled according to a Gaussian distribution . Public parameters
consist in particular of row vectors A, € R (where R, = R/qR) associated to the vertices
v of the underlying graph. An encoding of s associated with a path u ~» v in the graph is
then a matrix D € R™*™ with small coefficients such that:

A, -D=s-A,+E (mod q)
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for some small error vector E € R™. Such encodings D can be generated given some secret
trapdoor information generated along with the public vedtors A, using classical lattice
techniques [GPVo08, MP12]. Formally speaking, the graph-induced encoding procedures
can thus be described as follows.

Parameter generation. PrmGen(1*, G') computes the system parameters gp, which consist
of the graph G, the description of the cyclotomic ring R, the vector dimension m, the
modulus g, the plaintext Gaussian distribution Y, a dispersion parameter o used in trapdoor
sampling, and the number of most significant bits ¢ used for zero-testing and extraction.

Instance generation. InstGen(gp) uses the trapdoor sampling algorithm of Micciancio
and Peikert [MP12] to generate the vectors A, for all vertices v in the underlying graph
G, together with the corresponding trapdoor information 7,,. The algorithm also samples
a seed and some extra information for randomness extraction. The vectors A, and the
extraction information form the public parameters pp, whereas the trapdoors 7, form the
secret parameters sp.

Ring sampler. The randomized Sample(pp) simply samples an element s € R according
to the Gaussian distribution Y.

Encoding. Enc(sp,p,s): to sample an encoding for s € R along the path p = u ~ v,
this algorithm first samples an error veétor E € R™ according to x™, and computes
V = s A, + E. It then uses the trapdoor information 7, and the Micciancio—Peikert
algorithm [MP12] to obtain a small matrix D & Rg‘xm such that D- A, = V over R,. This
matrix D is the required encoding.

Addition, negation and multiplication. Addition, negation and multiplication are the
corresponding operations dire¢tly on matrices. It is easy to see that they behave as expected.
Indeed, in the case of addition, if D; and D5 are encodings of s1, s relative to the same
path u ~~ v, so we can write:

A, D=5 -A,+E; (mOd Q)

A, Dy=5-A, +E (mOd q)
we obtain:

A, - (Dl + Dg) = (81 + 82) A, +E; +Eo (mod q).

Similarly, two encodings D; and D3 relative to path u ~» v and v ~» w can be multiplied
to get an encoding relative to path u ~~ w. Namely given:

A, D =s5-A,+E; (modgq)

AU'D2:52'Aw+E2 (HlOd Q)

we obtain by multiplying the matrix encodings D and Ds:

A,-D;-Dy=(s1-A,+E;) Dy (mod q)
=518 Ay +5s1-Es+E; Do (modq)
=s1-82-Ay+E  (mod q)
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for some new error vector E'. Since s;, E1, Eo and D5 have small coefficients, E’ still has
small coefficients (compared to ¢), and therefore the product D; - D3 is an encoding of
s1 - s for the path u ~~ w.

Zero-testing. The procedure ZeroTest(pp, D), for an encoding D relative to the path
u ~ v, returns true if and only if ||A, - D|| < ¢/2!*!. The justification of that procedure
is that A, - D = s- A, + E is small for s = 0, but not otherwise (because the matrix A,
itself is not small).

Extraction. The correétness of zero-testing shows that the ¢ most significant bits of D
depend only on the underlying plaintext s. Therefore, we can carry out the extraction
procedure by applying a randomness extradtor to those ¢ bits.
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Zeroizing attacks: breaking Diffie-Hellman key exchange
over GGH13 and CLT13

3.1.1 Notation and attack goals

The GGH13 and CLT13 schemes share a very similar structure; here we summarize the
common features that are used in the attacks:

Each encoding is “associated” with the vector of small integers in the numerator. For
GGHag this is a 1-vector consisting of a single algebraic integer,and for CLT13 this is
a vector of n integers in Z. Below we write informally v ~ (ay,...,a,) to denote the
fact that the encoding u is associated with the vector of a;’s. Roughly speaking, the
goal of the attacks is to recover the veétor (a;); from the encoding u. Recovering this
vector (even if not in full) is usually considered a break of the scheme.

An encoding of zero is associated with a vector divisible by the g;’s, namely u ~ (g;7;);
for some 7;’s.

Addition and multiplication of encodings acts entry-wise on the vector of integers in
the numerator. Importantly, the addition and multiplication of these vedtors is done
over the integers, with no modular reduction. This is because a wrap-around in these
operations is an error condition, and so the parameters are always set to ensure that
it does not happen.

If u ~ (g;r;j); is an encoding of zero at the top level, then applying the zero-test to u
yields the integer w = }_, r;p;, where the ;’s are the multipliers from the numerator
vector and the p;’s are system parameters independent of .

In other words, applying the zero-test to an encoding of zero yields the inner-product of
the associated vector (without the g;’s) with a fixed secret vector. (In GGH13 this is the
1-vector (h), in CLT13 the vettor is (p}h;);, where we denote p} = zo/p; = [[,; pi)-
Importantly, here too the inner product is over the integers, with no modular redudtion.

31
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3.1.2 Weak-DL attack on GGH13 and the Hu-Jia attack

The first published attack against the GGH13 scheme appears in the original paper itself
[GGH13al. It considers the following setting. Suppose one gets a level-t encoding of zero
ug ~ (gr) and many other level-(x — t) encodings u,, ~ (a,,). Multiplying ug by any of
the u,,’s yields a top-level encoding of zero ugu,, ~ (gran), and applying the zero-test
yields the algebraic integer w,, = hra,,. Note that this almost recovers the numerators
an,’s; indeed we have them up to the common factor b’ = hr.

If we also knew the ideal I, = gR that defines the plaintext space, then being able to
recover the numerator up to a constant is enough to break many hardness assumptions.
For example, given an encoded matrix we could compute its determinant (modulo ;) up
to a constant, which would tell us whether or not the encoded matrix has full rank.

Typically, however, the ideal I, is not explicitly given. Even in that case, however, Garg
et al. described how it can be recovered in certain cases using GCD computations. Roughly,
we can use GCD to identify and remove the common faétor //, thereby getting the a,,’s
themselves, except that these are all algebraic integers so we only have GCD in terms of
their ideals. Recovering the ideal I, = aR is not always useful, e.g., if I, and I, are co-prime
then knowing I, does not tell us anything about our plaintext coset a + I,. However if
some of the u;’s are themselves encodings of zero, namely a; = gr;, then given enough
ideals I,, = gr; R we could again use GCD calculations to recover the ideal I, itself, and
then use that knowledge to attack the non-zero encodings among the u;’s. This attack was
called a “weak discrete-log attack” in [GGH13a]. It is easily seen to break the multilinear
analogue of assumptions like subgroup membership: see [GGH13a, §4.2].

3.1.3 The zeroizing attack of Cheon et al.

In [CHL"15], Cheon, Han, Lee, Ryu and Stehlé describe a major extension of the GGH13
zeroizing attack, which can be used to completely break multiparty Diffie-Hellman key
agreement over CLI'13, and more generally any CLI'13-based scheme in which a similar
family of low-level encodings of zero are available. The attack recovers the factorization of
Zo, and then all secret information.

To mount the zeroizing attack of Cheon et al. [CHL"15], one needs three sets of
encoded inputs, which we denote by & = {A4; : i = 1,...,n}, B = {Bo, B1}, and
¢ ={C;:j=1,...,n} (with n the dimension of the numerator vectors). The A’s are
all random encoding of zeros, the B’s are the target of the attack, and the C’s are just
helper encodings of random vectors. The levels of these encodings are such that multiplying
A;- B, - Cj yields a top-level encoding of zero for any 7, 0, j. Below we denote the numerator
veltors associated with these encodings by

Ai ~ (glri,b o agnr’i,n)a Bo’ ~ (ba,ly ceey bU,ﬂ)? and C] ~ (Cj,la ey Cj,n)-
Multiplying A; - B, - C; yields a top-level encoding of zero, associated with the vector

A; - By - Cj ~ (173,1b5,1¢j,1, - - -, gnTinbonCjn). Applying the zero-test we get a four-wise
inner produét, yielding the integer w[i, j| = > __ pr7i kbo,kCj k. We can write this four-wise
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inner product in matrix form as

p1bs1 Cj.1
wo’[ivj]:(’ri,l T’i,n)x X )
pnbo',n Cjn

and denote the veétor on the left by a;, the matrix in the middle by B/, and the vector on
the right by c;. For a fixed o, let ¢, j range over 1,...,n. This yields an n X n matrix of
integers W, = [w,[1, j]]i,; = A’ x B, x C', where A’ has the a;’s for rows and C” has the c;’s
for columns. Since the r;;’s, by 1’s, ¢;’s and py’s are all random (small) quantities, then
with high probability the matrices are all invertible (over the rationals). Having computed
the matrices W, the attacker now sets

W =Wy x Wit = (AB)C") x (AB,,C")™ = A" x (B, x B, ") x A",

Observe now that B* = By x Bi_l is a diagonal matrix with by ;/b1 ; on the diagonal,
and thus the eigenvalues of B* are all the ratios by /b1 j. And since W and B* are similar
matrices, then also the eigenvalues of IV are the by /b1 ;’s. Hence once it computes W,
the attacker can find its eigenvalues (over the rationals) and obtain all the ratios bg ;/b1 ;.

These ratios may be enough by themselves to break some hardness assumptions, but for
CLT13 it is possible to use them to factor z, thereby getting a complete break. Specifically,
since each ratio is rational it can be written as u/v = by /b1 ; with u, v co-prime integers.
Recalling now that By, B; are two encodings at the same level (say, level ¢) with numerator
vectors (bo 1,...,b0n) and (b1 1,...,b1,), respectively, we get that

’LLBl — ’UB(] = [CRT (ubl,l — Ubo’l, Ce ,ubLn — ’Ub(],n) /Zt]xo.

This means that the j-th CRT component is ub; ; — vbg ; = 0, and with high probability
the others are not, so we get gcd (o, uB1 — vBy) = pj.

3.1.4 The attack of Hu and Jia

The attack of Cheon et al. [CHL " 15] relies crucially on the fa¢t that CLT13 is defined over
the integers, and on the fadt that finding the fadtorization of z( suffices to break the scheme.
These aspeéts have no counterpart in GGH13 setting, and therefore the attack does not
apply (although it does apply to a matrix variant of GGH13: see [CGH ' 15]).

However, it turns out that the GGH13 version of multiparty Diffie-Hellman key exchange
is also insecure. This was shown by Hu and Jia [H]16], using another attack that expands
upon the weak-DL attack above. One can sum up the attack as follows.

An eavesdropper in Diffie-Hellman key exchange sees encodings u; = e;y+piozo+pi1x1,
0 < i < K, where xg, zg,y are level-1 encodings of 0,0, 1 respectively, and the e; and p;;
are small. The secret derived by the parties is obtained from the most significant bits of
Pat - [ [ wi, or equivalently h/g - []e;.

The first step of Hu and Jia’s attack is the weak-DL computation. Applying zero-testing

to u; - xg - y”_Q, one gets:

V; = Py ui - o - Y2 mod g = e;boh + &g
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for some small ¢; (without modular reduction). Similarly, applying zero-testing to z¢ - y* 1,

one obtains: ~
&= pu - o - y*F mod q = boh + &g
again without modular reduction. As a result, 77! - v; = ¢; (mod I,), where I, is the

principal ideal generated by g, as above. If we denote by w; a representative of 9~ !-v; mod I,

then the product:
K K
n = Hwi = Hei (mod Iy).
=0 =0

Thus, there exists some (y € R such that n =[] e; + (g. This element (, however, is not a
priori small, so we cannot directly solve the problem by taking the most significant bits of
7. Instead, Hu and Jia introduce some auxiliary zero-test values as follows:

X = py - xlxiy”_Z mod ¢ = h(1 + ag)”_lebig
Y =pu-21y"" mod g = h(1+ag)" 'byg.

Then Y - 7 is congruent to Y - [[ ¢; modulo b; g, and since X is a multiple of b1g, ' =
Y - n mod Xj is also congruent to Y - [[ ¢; modulo b;g. Thus:

y/z1-n mod g =pu-y"-[[ei+ ¢ - (1+ag) mod g

for some small ¢’. Thus, we have computed h/g - || e; + small error mod g, which breaks
the Diffie-Hellman key exchange as required.

3.1.5 Other zeroizing attacks

Following the attack of Cheon et al. [CHL"15], several papers attempted to modify the
CLT13 construction in order to protect against the attack. However, the modified variants
turned out to be vulnerable to extensions of the same attack.

This includes in particular the “immunization technique” suggested by Boneh, Wu
and Zimmerman [BWZ14] and the countermeasure proposed by Garg, Gentry, Halevi
and Zhandry in [GGHZ14, §7], both of which can be broken by essentially extending the
dimension of the matrices involved in Cheon et al.’s attack by a small factor, as described
in [CLT14, CGH"15]. This also includes the CLT15 graded encoded scheme, proposed by
Coron, Lepoint and Tibouchi in [CLT15], which was broken soon after it was published by
Cheon, Fouque, Lee, Minaud and Ryu [CFL"16], again using a simple extension of Cheon
et al.’s attack.

3.2 Graph-induced cryptanalysis: breaking GGH15 key
exchange

Diffie-Hellman key exchange is also insecure over GGH15 multilinear maps. The protocol
was broken by Coron, Lee, Lepoint and Tibouchi [CLLT16a], both in the basic case and
when additional security defenses are implemented. Their attack also breaks the graph-
induced variant of GGH13. We give a description of the basic attack below.
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3.2.1 GGHaijs-based multiparty Diffie-Hellman

We first recall the structure of the multiparty Diffie-Hellman key exchange protocol over
GGHzaj; [GGH1j5]. We consider the protocol with k users. As illustrated in Figure 3.1 for
k = 3 users, each user i for 1 <4 < k has a directed path of vectors A;1,..., A; 1, all
sharing the same end-point Ay = A, ;41. The i-th user will use the resulting chain to
extract the session key. Each user 7 has a secret exponent s;. Each secret exponent s; will
be encoded in each of the k chains; the encoding of s; on the j-th chain for j # 7 will be
published, while the encoding of s; on the i-th chain will be kept private by user ¢. Therefore
on the i-th chain only user ¢ will be able to compute the session key. The exponents s;
are encoded in a “round robin” fashion; namely the i-th secret s; is encoded on the chain
of user j at edge / = ¢ + j — 1, with index arithmetic modulo k. Only the vedtors A, ;
for 1 <i < k are made public to enable extraction of the session-key; the others are kept
private.

Figure 3.1: Graph of a key agreement between 3 parties for GGH15. The vertices contain
random vectors A;;, and encodings are represented on the edges. Each party is represented
by a different color, keeps the encoding in parenthesis secret and publishes the two other
encodings.

3.2.2 The attack of Coron et al.

In [CLLT16a], Coron et al. show how an eavesdropper can recover the secret key derived
by the parties in the previous protocol in polynomial time. The attack proceeds in two
steps:

1. As a first step, the attacker will express one secret exponent s; as a linear combi-
nation of the other secret exponents ¢ ¢, using a variant of the attack of Cheon et
al. [CHL"15]. However this does not immediately break the protocol, because the
coefficients of the linear combination are not small.

2. In the second step, which can be seen as a generalization of the techniques of Hu
and Jia [HJ16], the attacker will compute an equivalent of the private encoding of
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User 1 from the previous linear combination, by correcting the error due to the large
coefficients. This breaks the key-exchange protocol.

We now describe the first step in the particular case of 3 users, which illustrates the main
ideas of the attack while avoiding some technical complications. We refer to [CLLT16a] for
the whole details. In the 3-user case, we have the following relations:

Ai1-Dig =s1-Ai2+Fi; (mod q) A11-Crig =tie-Aipg+E; 1 (mod q)
Ai2-Dis =s-A13+F;2 (modq) Ai1p-Crag =tar-A13+Ei2¢ (mod q)
Ai3-Disg =s3-A¢g+Fi3 (mod q) A13-Ci30 =t30- Ao+ Eq3, (mod q)
Ag,l . Dg,l = 83 - AQ,Q + Fg,l (mod q) Ag}l . 027174 = t37g . A272 + E2717[ (mod q)
Ay -Dgo =s51-Ag3+Fyo (mod q) Ayo-Coop =tir-As3z+Eyo, (mod q)
Az3-Do3 =s2-Ag+Fa3 (modq) Ay3-Cosp =tar- Ao+ Eg3, (mod q)
As1-Ds1 =s2-Aszo+F3; (mod q) Az1-C31y =tar-Asa+E3;. (modgq)
Ass-D3s =s3-Asz3+F32 (mod q) Asy-C39¢ =t3r-Asz3+Eszoy (mod q)
As3-D33 =s1-Apg+Fz3 (mod q) A33-Cs3¢ =t10- Ao+ E33, (mod q)

where all encodings C; ;, and D; ; are public, except D1 ; which is private on Row 1, D33
is private on Row 2, and D3 7 is private on Row 3. The corresponding graph is illustrated
in Figure 3.1. Note that on each row we have used the same index ¢ for t; ¢, t2 ¢ and 3,
but on a given row one can obviously compute product of encodings for different indices.

In the first step of the attack, we show that we can express s; as a linear combinations
of the t1 ¢’s. For this we consider the rows 2 and 3, for which the encodings D32 and D33
corresponding to s; are public. In the remaining of the attack, we always consider a fixed
index ¢ = 1 for the encodings corresponding to ¢3¢, and for simplicity we write t3 := t31,
Ci3:=C131,Co1:=Cgy11and C35:=C321.

Since we always work with the same ¢3, on Row 2 we define the produét encodings
627214 := Cy,1-Cy2y4, and on Row 3 we define the product encodings (53’274 = C31,0-C3p2;
recall that we use a fixed index for t3. Therefore we can write:

Asy-Coop=tig-ty-Agz+Egsy (mod q) (3.1)
As3-Cozp=trs-Ag+Ez3, (mod q)
Asy-Caop=top-t3-Azz+Ezar (mod q)

A33-C3z30=t10 Ao+ E3z3¢ (mod q)

for some small error veétors Em,g and Egg,g.

For simplicity of notations, we first consider a fixed index ¢ for the encodings corre-
sponding to t1;, and we write 1 := t1,, CQ 9 1= Cg 24 and C33 := C33;. Similarly we
consider a fixed index j for the encodings corresponding to ¢ ; and we write t5 := 3,
Cy3:= Cy3; and C3 9 1= C3 .2,j- We use similar notations for the corresponding error
vedtors.

All previous equations hold modulo ¢ only. To get a result over R instead of only
modulo ¢, we compute the difference between two rows, for the same product of secret
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exponents. More precisely, we compute:

w=As1-Ca9-Co3—Az;-C35-Cs3 (3-2)
=ty -t3-ta-Ag+tr-ty-Eoz+Eon Coj
—ty-ty-ty-Ag—ty-t3-Ezz—B3o-Caz
—t)-t3-Eoz3+Eog-Coz—ty-t3-E33—Ezp-Csz. (3-3)

Namely the latter equation holds over R (and not only modulo ¢) because all the terms
in (3.3) have small coefficients; namely the only term ¢; - t2 - t3 - Ay with large coefficients
modulo ¢ is canceled when doing the subtraction.

We have that w is a vector of dimension m. Now an important step is to restri¢t ourselves
to the first component of w. Namely in order to apply the same technique as in Cheon et
al.’s attack, we would like to express w as the product of two vectors, where the left vetor
corresponds to User 1 and the right vector corresponds to User 2. However due to the
“round-robin” fashion of exponent encodings, for this we would need to swap the product
Eg; - C3 3 appearing in (3.3), since Eg,g corresponds to User 2 while C3 3 corresponds to
User 1; this cannot be done if we consider the full vector w. By restricting ourselves to the
first component of w, the product }733,2 - C3 3 becomes a simple scalar product that can be
swapped; namely the scalar product of E372 by the first column vector Cj 5 of the matrix
Cs3,3. We obtain the scalar:

w=ty ty By +Bop Chy—ty-t3-F33— Chg- Ky

where Cj ;3 and Cj ; are the first column vectors of Cy 3 and Cs 3 respectively, both of
dimension m; similarly E» 3 and E3 3 are the first components of Ej 3 and E3 3 respedtively.

We can now write w as the scalar product of 2 veltors, the left one corresponding only
to User 1, and the right one corresponding only to User 2:

_ 0 / i
w = tl E272 E3,3 C3,3 .

Note that the two vedtors in the product have dimension 2m + 2.

As in the attack of Cheon et al. [CHL"15], we can now extend w to a matrix by
considering many left row vectors and many right column vectors. However instead of a
square matrix as in Cheon et al.’s attack, we consider a retangular matrix with 2m + 3
rows and 2m + 2 columns. In (3.2), this is done by considering 2m + 3 public encodings
Cy2; and Cs 3; corresponding to User 1, and similarly 2/m 4 2 encodings Co 3, and 63’273‘
corresponding to User 2, for 1 < ¢ < 2m + 3 and 1 < j < 2m + 2. More precisely we
compute as previously over R the following matrix elements, restricting ourselves to the
first component:

(W)ij = Agy-Cooy - Chz,;— Az - Csaj- Cia, (3-4)
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and as previously we can write:

t3 - Fa3j
A Ch
(W) = [tl,i Esoi Esga, Cé,s,z} |ty s
_E3,2,]
We obtain a (2m + 3) x (2m + 2) matrix W with:
t3 - Fa 3 j
: Ch,
W — . . . ! . . »95]
tl,z E2,2,z E3,3,7, 037372 . _t%,j . t3
—E32,;
A B

where the matrix A has 2m + 3 rows vectors, each of dimension 2m + 2, and the matrix B
has 2m + 2 column vectors, each of dimension 2m + 2; hence B is a square matrix.
By doing linear algebra, we can find a vector u over R of dimension 2m + 3 such that
u - W = 0, which gives:
(u-A)-B=0.

Heuristically with good probability the matrix B is invertible, which implies:
u-A=0.

Since the first column of the matrix A is the column vector given by the ¢; ;’s, such vector
u gives a linear relation among the secret exponents t1 ;.

Moreover, since the encodings D2 and D3 3 corresponding to s; are public, we can
express s1 as a linear combination of the ¢1 ;’s, over R. Namely we can define as previously
the produc¢t encoding ]5272 := Cgq,1 - Dg o, with:

Ag1 -Dog=51-t3- A3+ Fas (mod q)
for some small error vector ]?‘272, and we can now compute the same (W);; as in (3.4) but
with D3 5 and ngg instead of Cy 2 ; and C:’3737i, where Dg’?) is the first column of D3 5. More
precisely, we compute for all 1 < j < 2m + 2:

- / ~ /
wj=Ag1-D22-Cy3,;—As1-Cs2, D33

which gives as previously:

t3 - a3
~ C. ., .
2,3
w; =|s; F F D% .| - 125
j [ 1 22 F33 3.3 ty) i3
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This implies that we can replace any row veétor [t1; Eoo; E33. Cj 3, in the matrix A by
the row vedtor:
[s1 Foo F33 Dy (3.5)

where Dg73 is the first column of D33, and F3 3 is the first component of F3 3. Using the
previous technique, we can therefore obtain a linear relation between s; and the ¢ ;’s over
R. More precisely, with overwhelming probability, such a relation can be put in the form:

2m—+2
B8y = Z it (3.6)
=1

with © € Z and A1, ..., Aam42 € R. Indeed, we obtain such a relation by computing the
kernel of the matrix analogous to W above in echelon form over the fraction field of R,
which gives the kernel of the corresponding matrix A (assuming that B is invertible). Unless
a minor of that matrix vanishes, which happens with only negligible probability, this gives
a relation where the coefficient of s; is 1 and the other coefficients are in the fraction field
R ®7 Q of R. By clearing denominators, we get an expression of the form (3.6).

Then, by considering exactly one additional 1 ; (say ¢1 2,+3) and carrying out the same
computations with indices ¢ = 2,...,2m + 3 instead of ¢ = 1,...,2m + 2, we get a second

relation:
2m+3

V-8 = )\(-t“.
T 9
i=2

If the integers p and v are relatively prime, which happens with significant probability, we
can apply Bézout’s identity to obtain a linear relation in R where the coefficient of s is 1:

2m+3

s1= Y it (37)
i=1

which completes this first attack step and our description.

3.3 Attacks on obfuscation

We conclude this chapter by a short discussion of proposed attacks against constructions of
indistinguishability obfuscation. Since a precise description of the constructions themselves
exceeds the scope of this document, we simply give a very rough idea of what the attacks
can achieve and of their limitations, without any attempt to provide technical details, for
which we refer to the corresponding papers.

3.3-1 Attacks against obfuscation over CLT13

Candidate constructions of indistinguishability obfuscation from multilinear maps (aside
from more recent techniques via functional encryption) can be broadly divided into two
types: one the one hand, obfuscation for branching programs, that rely on Barrington’s
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theorem to obfuscate circuits, and on the other hand, circuit-obfuscation construtions, that
work directly on circuits. Limited attacks exist on both types of schemes when instantiated
over CLT13.

Attacks on branching program obfuscation. Recall that a branching program is a
colledtion of pairs A; o, A; 1, 1 <7 <, of d x d square matrices together with some input
assignment funétion inp: {1,...,t} — {1,...,n}. It computes the Boolean funétion on n
inputs bits given by:

f(zy,...

) = {1 L Ay =12
0 otherwise

Roughly speaking, branching program obfuscation candidates such as the one described by

Garg et al. in [GGH"13b] work by taking such a branching program, randomizing it using

Kilian’s technique, increasing the dimension of the matrices with some diagonal padding,

and then encoding the expanded randomized matrices element-wise using a multilinear

map.

In [CGH"15], Coron et al. showed that such a construétion provides the necessary data
to apply the attack of Cheon et al. [CHL*15] in the particular case when the branching
program has a decomposable struclure, i.e. when the successive matrices can be divided into
three groups, each depending on a different subset of input bits. This attack does not apply
to actual obfuscation candidates, however, because the branching programs produced by
Barrigton’s theorem never have the required decomposable structure.

However, Coron, Lee, Lepoint and Tibouchi [CLLT16b, CLLT17] later showed how
to dramatically expand the scope of this attack, and make it practically relevant to an
actual obfuscation candidates when applied to a large class of funétions. The key idea of
their attack is the observation that the order of matrices in a branching program can be
rearranged in an essentially arbitrary way by taking tensor produéts, at the cost of increasing
the dimension. This can be used to force branching programs into a decomposition suitable
to apply the previous attack, at least if the blow-up in matrix dimension is not too large.

As a result, they were able to break the original candidate obfuscator from [GGH " 13b]
when instantiated over CLT13 multilinear maps, as well as the so-called single-input versions
of many subsequent candidate obfuscators, including [MSW14, AGIS14, PST14, BGK" 14,
BMSZ16], again over CLT13. A surprising feature of the attack of [CLLT16b, CLLT17] is
that, assuming the existence of certain classes of pseudorandom functions computed by
branching programs of short length, it can also break the obfuscator described in [GMM ™ 16],
which is proved secure in the weak multilinear map model, a model that was believed to
capture all known classes of attacks on multilinear map constructions.

The attack of [CLLT16b, CLLT17] can only target functions satisfying a property called
input-partionability, however. And soon after the attack was made public, Fernando,
Rasmussen and Sahai proposed a generic countermeasure to protect against all attacks of
that nature [FRS16]. It works by adding to the input of all funétions a “signature structure”
that prevents input-partionability.
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Attacks on circuit-obfuscation. Coron et al. [CGH"15] also showed that the attack
of Cheon et al. can be extended to partially break the circuit-obfuscation schemes of
Zimmerman [Zim15] and Applebaum-Brakerski [AB15]. More precisely, the two papers
present a “simple” scheme (which is essentially the same in both papers) and more advanced
variants (which differ between the two papers). Coron et al. target the simple scheme, and
show that an attack similar to Cheon at al.’s can be applied to that scheme when obfuscating
simple enough circuits, such as point functions.

Note that this simple scheme uses so-called “composite-order” multilinear maps, which
cannot be instantiated over GGH1g, so a CLT'13-based instantiation is the only possible
concrete instantiation of that scheme known so far, and it is partially broken. However, the
more advanced versions are not shown to be vulnerable.

3.3.2 Attacks against obfuscation over GGH13 and GGH1j

Setting aside obfuscation candidates relying on composite order multilinear maps (which
cannot be instantiated over GGH13), the first attack against indistinguishability obfus-
cators over GGH13 was the annihilation attack introduced by Miles, Sahai and Zhandry
in [MSZ16a]. It is conceptually different from zeroizing attacks.

The attack targets a family of obfuscator that Miles et al. describe axiomatically, and that
captures in particular the constructions from [MSW14, AGIS14, PST14, BGK " 14, BMSZ16].
One way of describing the general idea of the attack is to note that the zero-testing values
w; arising from the evaluation a given branching program are ring elements that can be
expressed as polynomials >, fi;(r1,. .. ,7¢)g’ on the error factors 7y involved in encodings.
And for a different but functionally equivalent branching program, one will find polynomials

ilj # fij in general. One can then for instance distinguish between two different but
functionally equivalent branching programs by finding a polynomial relation () between the
fio’s (ie. Q(f1,0,---, fm,0) =0). Indeed, such a relation will ensure that Q(w1,...,wy,) is
always in the ideal /; for the first branching program, whereas this will typically happen
with only negligible probability for the second branching program, for which the polynomial
relation does not hold.

The attack of [MSZ16a] even applies to the dual-input versions of the schemes mentioned
above over GGH13. However, several subsequent multilinear map constructions have been
proved to be secure against this class of attack [GMS16, MSZ16b].

More recently, several extensions of the attack of [MSZ16a] have been proposed. Chen,
Gentry and Halevi [CGH16] show how to break the original obfuscation candidate of
Garg et al. [GGH"13b] over GGH13 using annihilation attacks. They also combine the
annihilation technique with the attack of [CLLT16a] to break the construdtion of obfuscation
over GGH15 multilinear maps [GGH1j]. Like [CLLT17], however, these attacks are limited
to input partitionable functions, and can thus be thwarted using the techniques of [FRS16].
One can also mention the work of Apon et al. [ADGM16], which introduces an efficiently
testable condition for breaking obfuscation over GGH13 using annihilation attacks, and
uses it to attack a larger class of branching programs than [MSZ16a]. The constructions
that are provably secure against annihilation attacks [GMS16, MSZ16b] remain unaffected,
however.






Chapter 4

Conclusions and Perspectives

4.1 Status of multilinear map-based primitives

We present a snapshot of the current security status of major primitives based on multilinear
maps at the time of this writing. The situation is likely to evolve rapidly, however. For an
up-to-date overview of current results, we refer the reader to Martin Albrecht’s excellent
resource entitled “Are Graded Encoding Schemes Broken Yet?” [Alb16].

Multiparty Diffie-Hellman key exchange. Over all proposed multilinear map candi-
dates, multiparty Diffie-Hellman key exchange is broken. Over CLT13 multilinear maps,
it was broken by Cheon et al. [CHL"15], and later attempts to protect against the at-
tack [BWZ14, GGHZ14, CLT15] were also broken by extensions of that attack [CLI'14,
CGH" 15, CFL*16]. Over GGH13 multilinear maps, it was broken by Hu and Jia [H]16],
and that attack also applies to the optimized versions proposed in [LSS14, ACLL15]. Finally,
over GGH1p5 multilinear maps, it was broken by Coron et al. [CLLT16a].

Indistinguishability obfuscation. Attacks have been demonstrated against some candi-
date constructions of indistinguishability obfuscation over each of GGH1g3, CLT13 and
GGHay, but not everything is broken. More precisely, the annihilation attack of Miles, Sahai
and Zhandry [MSZ16a] and its extensions [CGH16, ADGM16] broke almost all indistin-
guishability obfuscators over GGH13 existing at the time, but later on, constructions were
proposed that are provably secure against it [GMS16, MSZ16b]. The zeroizing attack of
Coron et al. [CLLT16b, CLLT17] broke almost all indistinguishability obfuscators over
CLT13 existing at the time in the single-input setting. However, dual-input constructions are
unaffedted. Moreover, the attack only affects input-partitionable functionalities, and can thus
be thwarted using the generic countermeasure of Fernando, Rasmussen and Sahai [FRS16].
Finally, Chen, Gentry and Halevi [CGH16] obtained an attack indistinguishability obfus-
cation over GGH15 [GGH1j5]. However, this attack also applies to input-partitionable
fundtionalities only, and is thus thwarted by [FRS16].

43
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Other primitives. No specific cryptanalytic work so far has examined the security of other
multilinear map-based primitives like witness encryption. However, a reasonable expedtation
is that construdtions relying on secret-key graded encodings, like witness encryption, are
likely to behave similarly to indistinguishability obfuscation, whereas construdtions relying
on public-key encodings, like some constructions of ABE, are likely to fall prey to the same
kind of attacks as Diffie-Hellman key exchange.

Note also that indistinguishability obfuscation is sufficient to obtain provably secure
multilinear maps [AFH " 16], so theoretically speaking, as long as indistinguishability obfus-
cation exists, everything, including multiparty Diffie-Hellman, can be instantiated securely.
Of course, the efficiency of such a giant pyramid construction is guaranteed to be atrocious.

4-2 Future prospects

As we have seen, the whole multilinear map edifice is standing on shaky ground, and its
security situation is quite precarious. Further progress on the cryptanalytic side is likely, and
could easily bring about the unravelling of the last few remaining candidate constructions
of indistinguishability obfuscation. And even if one believes that those schemes will stay
secure, it is fair to say that the current situation, in which we have to rely on multilinear map
constructions that were found to not even satisfy their original, basic security definition, is
unsatisfactory. Progress is also being made on the construdtion side, however, and it could
ultimately yield to much more solid foundations. This could come from several directions.

Indistinguishability obfuscation. The conditions needed to obtain indistinguishability
obfuscation are becoming less and less stringent. Although early candidate constructions
required multilinear maps with polynomially large degrees satisfying very strong security
assumptions, this has recently been reduced to conservative assumptions over n-linear maps
for n as low as 5 [Lin16, AS16]. If n could be reduced further, one might eventually be able
to dispense with multilinear maps altogether and obtain everything from pairings.

Functional encryption. Compact fundtional encryption for relatively limited classes of
functions would also suffice to obtain indistinguishability obfuscation and hence everything
else. And current techniques are not very far off from achieving it from LWE [GKP"13,
GVWag].

New multilinear maps. Since low-degree multilinear maps are now known to suffice for
indistinguishability obfuscation, and hence essentially all applications, geometry-based
techniques, which were originally ruled out by Boneh and Silverberg, might be usefully
revisited, as has been done on a few occasions [RHog].

In any event, the field of multilinear maps can certainly expect many interesting develop-
ments in the months and years to come.
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An Analysis of OpenSSL’s Random Number Generator [Eurocrypt 2016]
Falko Strenzke

OpenSSL 557 A 77 U OFEFAERIZI T DAk x 2 fagg ks m S iz, =0 hr B —0DfK
VREETIZZE O NIE = v b r E—REFEREZR O 3, £/o REBIZ= > be e —& 440
FTLHBBITADMEREE T R L LTHIfFSh D b B — LU EZE LRV, BT,
RATORKIZE VD ELSERGEZ b LTHEKENT 256 By hOEFXF 2T 4T
F72<, 240 By o= hrE—ZHIRESNATLE D,

3. Crypto 2016 DHFFK

3.1. Crypto 2016 M%HF*x(2 HE)

Backdoors in Pseudorandom Number Generators: Possibility and Impossibility
Results [Crypto 2016]
Jean Paul Degabriele, Kenneth G Paterson, Jacob C. N. Schuldt and Joanne Woodage
Dodis HIT X D% & LM EBUELBAERDORELZ RE L, ZNETELALNTNZLD b
PRI LF AT Z N TEDLZ L 2R Lc, FRIT, — DDA D35 2 bitiui,
'y 77 73R, b3 _XTomhEREET 2 2N TE D% E LFAEEEL
AR ORISR E 5 272, F7-. Dodis 6@ ACM-CSS 2013 DEIRIZEITH, AL%E
FromEgR 727 & U BBV 2 R LT, BEMIRRE R & LTIk, REES 1 Xloxf L
THERPRE 2 k (I LTE, By 77 79 —13 k HLLEOBENCY 7 Ly va Sk
RBAFEETLZ AR THLZ a2 R LT,

A 270 Attack on the Full MISTY1 [Crypto 2016]
Achiya Bar-On and Nathan Keller

64 B b7 E w7 S MISTYL (63 2 BERE SRR FER S iz, NIT O R ORE R &
HRLELOTHY, MBHHAEEITN 2VICET IR, TWVDER, MRt T — X &lT
2 ThY ., FELEBENREB LTS 20, AERIFFRNCT LT P TARINTE
V. CRYPTREC [ — L= VICTRGRICK IR T — F & - FHRBEORI KO MRG0
T —REPWRTHDZENOLBENRERTIIRNWEEBZ LN LW RigEAE
HThD,

3.2. Crypto 2016 OHE (3 HAB)

Extended Tower Number Field Sieve: A New Complexity for the Medium Prime Case
[Crypto 2016]

Taechan Kim and Razvan Barbulescu
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BEBC B EM I B T 2 ZHARIRA T v 7OUBIZ LY, EHHEEZHETE 5
ZEERLE, HBRE LIEEBERIITREDOKRE SORHOIERETH Y, Q=p" 1Tk LT,
BIRERIEOS A, sHEEE Lo(1/3, (96/9) %) 75 Lo(1/3, (48/9) V412 Fif, BSR4
DA, Lo(1/3, 2.15) 75 Le(1/3, 1.71)IZ FiSf 7=, CRYPTREC BF 5 U 2 F THRIH L TW5
FRTIL 2228 CRYPTREC I EHEFN 2 508 32 W, T Y U VI BSOS T E
HEEFH L TOWDADGEICITEERILETH D,

New Insights on AES-Like SPN Ciphers [Crypto 2016]

Bing Sun, Meicheng Liu, Jian Guo, Longjiang Qu and Vincent Rijmen

A3 Tl S—box & MDS ATHIDW 5 27 L <§i~2 Z &1 &V AES J& SPN I 75 D! M
BICHER LZEMEICET 28 LWRRZ R 5, BRI 5 XK BEE— NIZBWT, 5 77
VR OAES 1T X AEBEFEBIFRETCTH D Z L EIR Uiz, ARERITEER EICRBT D
BAES IZHT 2 bRV TH Y . AES T 25 5 772 Ralkilid, BRm 5 0 gEe—
NIZBWTORARETH D7D, BYCEICHEE— FIZB T DM AES OkF =2V T 4~
—T UL, BB S CHBEE— FOZN LT8R 208 L7,

Another View of the Division Property [Crypto 2016]
Christina Boura and Anne Canteaut
R T A EEOMEDEAIZ LY, Eurocrypt 2015 [CEBWTHEMIC LV EASH-
division HHEIZHT ¥ LW e —F &2 525, #1HIZ, ZOFLWVERIZEY , BB
FED division MEE 2 &=L LEFOT 5, KIZ, division ﬁ %2 — b L7e)Y 74%/\
OWEEZZETHZLICEY, Ty Ik %@u&%ﬂé’%ﬁkﬁé L ERETT 5, iR
B AT OEEIZxT 2 Shox DIPEZE 34T L, &m<k%®¢®ﬁ@mEﬁmk®%$%r
L. ZOXEICx4 5 Sbox DiXEFEHEL RT,

3.3. Crypto 2016 OFEE(4HAB)

Automatic Search of Meet-in-the-Middle and Impossible Differential Attacks
[Crypto 2016]
Patrick Derbez and Pierre-Alain Fouque

KX T, FEWICRERZ T AT vy 5 — /31 MG vy MMEm, SPN,
Feistel, Lai-Massey 7 12 v 7 55— 2% 2 BOF M —EB L ORA[REESHRY -0 &
179 =R T VA Y AL %k T 5, ZRNETOY—LD LI, 5 ®WE%A/ﬁM
INAZ DT, 2D DO/ W TZ BB IR ST & 2R O TIE R e L@ r
Va—nATNTY AL EEFTLHZLICKY, HENICKBEOKEZ RO 5V —/1LTh
Do AV —Z XY AES. mCRYPTON, SIMON, IDEA, KTANTAN. PRINCE. ZORRO %6% < DM
EWER LTz, KY — VIR Sk it BN LD BV 2155720125 Z LN TEX 5,

Memory-Efficient Algorithms for Finding Needles in Haystacks [Crypto 2016]
Itai Dinur, Orr Dunkelman, Nathan Keller and Adi Shamir

BN LW N=2" DA X FOEF Y (FLEDID) OFns | BREWA N2k (8H &
I, FRCNOT LEMZT—HESH Th 0 3 IEF IR OISR p>>1/N DA EE X
Do BT NAY RENZORHANOLT TV T2 LNTERVWEA, 204Xy
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k% B DEEM OB BRI 22 b L— A 713 0 22/ 5- 2 B854 0(1/Mp 2) B
MzangEed 5, RmSLTEIDMANRT VX LRANCHHRENREE f Z@EH L TERS
NHRBIZBNT, o L $IE2ERTHIT AT XL EHETDH, 20X D205 5IEN
BOTERZEL AT EAET X TOTESIT 0) DML EFF SN, L TWDTESIT 0(pN) D
Wiz v X ramr7 77 TCETMMEEND, —EDOZEMMNEZ LNTHAIT,
NestedRho & AfHT 7o LWRB R AL T 5, Hor =2 X%, 1/N <p < 11BN
T, BHEREDO O0/pH) 7TV XLED <, NP < p < N OEED p IZX LT,
VNRERFLERFEREZURT 5, X0 REREMRHDGE, WITHEIZRZT LI U XA
EHABEDED Z EICHICHFRFEEZ T2 LN TE D,

Breaking Symmetric Cryptosystems using Quantum Period Finding [Crypto 2016]
Marc Kaplan, Gaetan Leurent, Anthony Leverrier and Maria Naya-Plasencia

FSCTCIE, WRERER D BEFREOHELGDEICB T IS I 7 0 7&2FEEL
TWL 7 VTV EATEDHBEELER D, ZOETNVIZEWTIBER 52 L8 T 5
7212, Simon D7 /LAY XL ERETN D (B b B2 XEPRR &7 7 /12 U X 4) &1 Fhic
O EBFTT 5, WL OO AR EZ2ERRITIEDW K EIL Simon DT /LAY X
AT XV B EE b SN D, FHEBEEICBO CIEERERIT Q @V BAEBMNEEZH,
HORBINIEAYTHEEN L S L X1, BEFETATIE 0@ BAEETRALEIND, 20
X2 VT BT CENTE, & bIAL FHDIL TV AEGER T — K EFERER 5 (B 21,
CBC-MAC, PMAC, GMAC. GCM, OCB) IEZFERATMHE SN D Z & Znd, ARBEITZ < D CAESAR
{5t (CLOC, AEZ, COPA, OTR, POET, OMD. Minalpher) (2 & H A[HETdH 5, Simon D7 /L=
URAAFATA FRBICHEHT 52 T, Hlllp e L@mgEns 5ty 72 = > 7 O &
TETIVIZEIT IR EIERIIC SRR 5,

4. FDTC 2016 M

Differential fault analysis of SHA3-224 and SHA3-256 [FDTC 2016]
Pei Luo, Yunsi Fei, Liwei Zhang and A. Adam Ding

KE ) = AL —=RAZ RFEOITN—TIZ LD KRERFEE > 3 = BIS SHA3 ~DZ5yif f
EHTCH Y, T TNNA NEBEET VORE L ZNIC X DR BT kAR LT,
SHA-3 DX A v= A FE{224, 256, 384, 512} D 9 5, SHA3-384, SHA3-512 D755 HfEf| H XK
BEITPEIC R ST 223, SHA3-224, SHA3-256 IIARE R A M) (SHA3-256 (THES A =
U A Mg O 5) .

5. CHES 2016 M

5.1. CHES 2016 %% (1 HB)

Correlated Extra-Reductions Defeat Blinded Regular Exponentiation [CHES 2016]
Margaux Dugardin, Sylvain Guilley, Jean-Luc Danger, Zakaria Najm and Olivier Rioul
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TV ANFTUHXI a3 (extrareduction) WA RF ¥ o xAfFH & LT, X FEFH
& AT IERAGH ISR 2 3 LWBEGR I DA A RF v RV A R LT,
COWEIZ. 2O00HEK LTI AVED 2 TIREBEOT I AN T Y X7 g UEICHE
FET DA T AEFHAT 5, #iSC Tl RSA O FEEE~OFEE 23R STV D43, BCC D3
EALEHAITHDLELTWD,

5.2. CHES 2016 M%F*x(2 HA)

CacheBleed: A Timing Attack on OpenSSL Constant Time RSA [CHES 2016]
Yuval Yarom, Daniel Genkin and Nadia Heninger
Ty o va FAIVITHBIMEEZLSY 7 b 2T REDT 7= 7 THD

“scatter—gather” ZEIEIZXF LT “CacheBleed” AT T-Hil-7eF v v XA I
WEBAERL TS, ZOXR T Ao attickbd~Ar7nrakt vy~ 707 —F
77 F % Td% “Sandy Bridge” v~ 707 —F%T7 7 F ¥ DF v v a2,y 7§ (cache-
bank conflict) ZF|HT 5, A 7/ Xeon E5-2430 T, OpenSSL /3— 3 2 1.0.2f @
FY o TEREIGLIL—F D “scatter—gather 7 FEIEITHF L THEZITV, 4096 £~ b RSA
(2% LT 16000 [B O SALER 2 B35 2 & T T A X— MEOBURITHE LTz,

5.3. CHES 2016 O%*% (3 HAB)

A Design Methodology for Stealthy Parametric Trojans and Its Application to Bug
Attacks [CHES 2016]
Samaneh Ghandali, Georg T., Daniel Holcomb and Christof Paar

BiMove Yy 7 #0BEET FTUTUAXLAYULDONRT A—Z B EETH LT, BE
DH =47y NAIKIZN— R =T OAT VAR oA OKEEZENT D FiEER Lz,
KEFERRY | FFEDOY—F U AIZKH L THEEZBESEDL NI H—X—=Z2D hr A DR
BEMDTEBLL, BEMHTLIY ALERHNT/RA EOETOS — MIBIEZ /7S
. MU T = ADND 72 SITCRFHZ S APEIE 7 4 /L RFEAE L o ATk L THEZ A 2
7 MR-, 32 By MRRERIKICZ DOAT V2R ha A OKEEZ@EH L, Biham 512 X
STEAINTENTHKELZPE L, ECOHEGE 7 12 I /L ~DOREEZ R LT,

6. PROOFS 2016 D33

Algebraic Security Analysis of Key Generation with Physical Unclonable Functions
[PROOFS 2016]
Matthias Hiller, Michael Pehl, Gerhard Kramer and Georg Sigl

Physical Unclonable Function (PUF) Z fAW/-8BERTiEICOWT, BT —H L~ L
NR—=F—=HDER Tt A2 TTHE 2R EAFRE (algebraic core) ZEA L, T4
ZHANWTINETRESINT PUF Z WAL FEL DT L, Bt x 2 U7 o &kEt
RWEATIR LT, 208X 2 ) 7o ReHEEL ML I R2nWT e —F 373 ) XA LR
JVTRMER X WEFAET D,
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7. IWSEC 2016 D%

7.1. IWSEC 2016 O%F(2 HE)

On the Division Property of SIMON48 and SIMON64 [ITWSEC 2016]

Zejun Xiang, Wentao Zhang and Dongdai Lin

SIMON (Z%9" % Division Property %V /= integral f##TIZOW T, B w MMEMAZIZH
ATl AEnE R L THRETH2Z2ED ML —RAET (DE DX, time-
memory & distinguisher ®IEFEMED ML — R4 7) ZEBR T HHFIELIRET 5, SIMON D
WHEA < KE)Y | PEBR> 7 b & AND Jl{ICI51F % division property O&HEZ a9
Do IHIT, 2ODHELRDIRAEZ IR, division property DIsREICIIT D Eix L IREED 5
BERREIT 5, TOME. B2 50T integral distinguisher D E XD KX 2EIOR
DHPEER Y 7 MZFBIT S division property DIRIKICHEL 525 Z LB nhol, KF
%% SIMON ([ 45 2 & T, F#& S SIMON4S K& T8 SIMON6G4 (22T, s & OfE R X
D170y RSN 12T 72 RO distinguisher & B2 T %,

8. ACM CCS 2016 DR *

8.1. ACM CCS 2016 MFF* (1 HB)

On the Practical (In-)Security of 64-bit Block Ciphers Collision Attacks on HTTP
over TLS and OpenVPN [ACM CCS 2016]
Karthikeyan Bhargavan and Gaetan Leurent

1288w ML EDT 0w 7 YA RaFFOAESHA L LT 5—J5, 3DES X° Blowfish
RED 648y F T u v JEFEE TLS, SSL, BL N IPsec 2 ED 7 ba/LOHFTUVVE
7 OT7NTY RARYHR— SN TS, FEZ CBC E— REHAWTHIHAT 254,
2% Tuy DT —Z O EAbEIT O L EEBENEYR TERWVERTHIILTLES &
SO Z L THD, L, ZOX) REBEZLEFIIRDSELIDTHLWTHS D
LEZEZ BN, FERICEKROREEDOH D ERKBER LRI TR T, ZTOfmL T
(X, BERAICHEDR RN 5 2 & 2 EBRIR Uiz, WRITIL 7856BDT — X ZF L, IKFfH]
IZLTI9-38Rfl 2 LTz, 2O DHBOEBROES S, RC4 BMEDLIL TV DHELED
BEREORG ST, ZRUZERE 20 0EET 2, BRAERRET 57-01201%, 648> b
Ty IS EEINCT D - RET DRSS, BEBEENKEBIZMNE L R DI L
RHANCEEE TR EORPIRINTND, o, ZOREEZIT TO{ERKRFERV
XDt E BRI STz,

Message-Recovery Attacks on Feistel-Based Format Preserving Encryption [ACM
CCS 2016]
Mihir Bellare, Viet Tung Hoang and Stefano Tessaro

NIST standard |2 X VB XL TV 5 Feistel # A 7 OILi@gERy 5% A\ 7= Format
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Preserving Encryption (Z%9 % generic attack Z/x L7z, WEIZEEL CTiX., Z D
TR L TWA message—recovery security DEEET /LIZHI., Formal Preserving
Encryption THE I N TWAERIZH > TEIEIINL TS Feistel # A 7 OH@eERs =
12X LC. left-half attack, right—half attack, full recovery attack Z1T->7=, ¥
B distinguisher ODIFEZ R T DAL 5T, message recovery M AJHE & 72 B MM 715
s Lic, BRI WY A XD message (Bl 2 1E, 4bit A vy &—I7RE) ThhEwER
WAy E—VEHETED L LTWD, BEITIX, 2 O 7L (FF1 NIST standard @
Be) . 2% oY 7V (FFT3 NIST standard O54) AL T 5, Z OfENT % [ElkES
DI, EEXGLERD A v E—VOE Yy MIIZK LTI U AT Z L TH
HELTWD, BEHLITTTIC NIST IZZORRZBMEL D EDT L,

9. Asiacrypt 2016 DHEE

9.1. Asiacrypt 2016 OFFE(1 AB)

A General Polynomial Selection Method and New Asymptotic Complexities for the
Tower Number Field Sieve Algorithm [Asiacrypt 2016]
Palash Sarkar and Shashank Singh

Kim & 238 > TOZRWHEE AR E Q=p" DGH OIRIREBIRETE LB, NFS DIGE Lo(1/3,
(64/9)1%) . MNFS D5 Lo(1/3, 1.88) 2472, ZHE TOR/NGHREIT, ThEh Le(1/3,
(96/9) V) B LW Le(1/3, 2.12) TH -7,

Linear Structures: Applications to Cryptanalysis of Round-Reduced Keccak
[Asiacrypt 2016]
Jian Guo, Meicheng Liu and Ling Song

Ny 2 B Keceak 126 LT, 3 v HAR—/LD Guo & 1 BRI L 5 Hiffr 28 L,
X 0D/ VEHEE T 4 BY Keccak DJFUEBERIZRTh L=y, 7V Ay 7 D 24 B¢ Keccak D
TRME B INTITIEE > T, FEBRKEOFHR X, SHAKE1I28 DH5#H 2!, KECCAK-
224/256 DFE. %K% 225/PTHh B,

9.2. Asiacrypt 2016 OHFF (2 BHH)

Nonlinear Invariant Attack — Practical Attack on Full SCREAM, iSCREAM, and
Midori64 [Asiacrypt 2016]
Yosuke Todo, Gregor Leander and Yu Sasaki

IR E LN BT LW A T OREAZE AL, SCREAM, iSCREAM, Midori64 (Zi#H]
L7z, 2O OB T DEOT LG5 LT LR/ NEOFHFE A N ULaMER L7z, ~—
R bl DTay I WG ~OIERALEBEEIL, CBC £ — KX CTR £ — N TOK 5 3CHAM B 5
RSN D, T ABEET T VI TRAERE 7 SCREAM 35 X OY iSCREAM -SG5 3¢
DHNHEE SN D, FHEE T MIZBW T, Midori64-CBC T, HUMIRE 5 0K BIZ & v
XHAEE D,
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9.3. Asiacrypt 2016 DOFF (3 HAB)

A New Algorithm for the Unbalanced Meet-in-the-Middle Problem [Asiacrypt 2016]
Ivica Nikoli¢ and Yu Sasaki

nEy hOTUNRT UARBEKONT (—FHIEH O —HDORGEI A NB0D) OfEZERE
UL, T BRI S, M A Z2fFHR R, N=2" & LB, TMEN O b L— R 71268 ) BL 40
DNTAFHET VT Y AN K PN L PH—BREOBITH D, 7o T U ALZHRLE
& van Oorschot-Wiener WATEZEHRRD 2 DDT A T 4 T flHrGbEsZ Lick . MR
RELVFTHIUT, TMRN TS TN Y XL EHERNT D, KT AT X LE, TN T A
TR SRR I C 2RI HA & 2 IR 3 2 Ak i E & ik 4~ %

Applying MILP Method to Searching Integral Distinguishers Based on Division
Property for 6 Lightweight Block Ciphers [Asiacrypt 2016]
Zejun Xiang, Wentao Zhang and Zhenzhen Bao

FSE 2016 ICBWTHEE Xy h_X— R D division property |2 X K% SIMON32 |2
WAL, K - AEVEHEENRRELS D7D, 32 By NUTOT vy 7 ROKFIC
L2325 Z EMTERD o7, R TIE, IRGEEEGEEZIE L, 7 a vy 74
A AN 32 By b EORFEIZE9 5, SIMON, SIMECK, PRESENT. RECTANGLE. Lblock.
TWINE (2% U CIEBE A 4TV, SIMON32, 48, 64, 96, 128 (Zxf L T#& 4 14-, 16-, 18, 22-,
26— BtOEGHR A2 RO 5 2 LN TET,

10. CT-RSA 2017 DR F*

10.1. CT-RSA 2017 O%%*x(1 HH)

A Tool Kit for Partial Key Exposure Attacks on RSA [CT-RSA 2017]
Atsushi Takayasu and Noboru Kunihiro

AR SCTIL, RSA B 5 OFERIRKEO — iR B B U A2 ek L, 20>V FIC
%95 B A T, AKEE T Ernst & OB (Eurocrypt 2005) | 122 -[## (SAC 2014, ICISC
2014) % D i e b W8 2 Kl 72556 & LT A, Sarkar-Maitra (ICISC) . HINEK(J. Math.
Cryptology 2008) % DBEHIO i BB Z 5 KR Z 52 5, AERIT—MALOBEA R R &
DERWERZ G2 50H25T, —i7eT T U A>T D720 RSA BRI O %4
AT —L % R & LT, Coppersmith{EZH LR S Z N T B,

10.2. CT-RSA 2017 O FK(3 HAB)

Improved Key Recovery Algorithms from Noisy RSA Secret Keys with Analog Noise
[CT-RSA 2017]
Noboru Kunihiro and Yuki Takahashi

HEW 72 ) A X% B Te RSA OREHED B u % 11 5 A 5 % 5, CHES 2014 T2
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REINTI)AREE0CTIa T —2nb@azmliE+ 52 20703 XLOND—D(X,
J A XDOBA BRI THEERET 208, RIS ) A RDOGEIINT L 3T o ADBA I KE T
17220, KGR ST, DN T VR T U ARTFa s ) A4 A RE#EEZRET L H LT
LAY XATRRT D, IO T7T LT Y XA, BLOFOKRIFEZR L., RIZ,
I A RGARD B ERNZ DN > TNDEWVWI RO & T, TR T U R ) A Ro3Hi
W L7273 ) RLERES D, KT X AORIIEMEZHIOR L, BEMOFER LY
HLENL TS AIBEINEZL D) A ANEENTVWAEATH#EZEIET DL Z L E2RL, &
WS R, FICHBOMEEEDRVEEIET LI XA ERT, K7 Y X NIHDIT
BT =25 M T AT ZLAEFH LT A A5MAONHERBELY, AL >0k
EIICWOOT N TY ZLANGEREEIET D, L0EZ DO/ A4A X550, B-FO T L
FYRXLLY LREEIZKIIT 5 Z & E2RT,

11. FSE 2017 DR

11.1. FSE 2017 O%* (1 HE)

SymSum: Symmetric-Sum Distinguishers Against Round Reduced SHA3 [FSE

2017]

Dhiman Saha, Sukhendu Kuila and Dipanwita Roy Chowdhury
BB SN AT Y MCHT D SHAS DA v —V XA V= 2 hORFHIRENS

RASERE N 2R L, 25 A& AW TSHAS 7 7 2 U —D #7272 Distinguisher Z 4%

L7z, “SymSum” &£ T S 72 2 @D Distinguisher | % SHA3 @ 9 B &5k L. &k T

V7= Distinguisher TdH B “ZeroSum” XV & 4T EENLTWA,

11.2. FSE 2017 O & (2 HE)

Conditional Cube Attack on Round-Reduced ASCON [FSE 2017]
Zheng Li, Xiaoyang Dong and Xiaoyun Wang

PR 5= X TdH D CAESAR IZBWTH 3 7 7 RIEMICHEA TS ASCON ~DHETH
By ZALET ASCON ~D¥Ee L L ClL, Differential-Linear T 7 /L Ay 7 12 Beth
4/5 B ¥ T, Cube-like LTI N ANy 7 12 B, H15/6 BeEZ TOHBEMNRIMOLN Tz, &
F Hld Huang LB LI E X 2 —THB L b L, 7VAXy 7 12 Bt 7 B
DWEE TR LIz, #E A X128 By MK LT T7ET 2% OFtHKRH T, BICHHEET
BT 2T OFEIF M £ THIATRE TH D, 722 L, WL 7L Ay 7 12 BeD ASCON ~
DB E 1XE - Ty,

Cube-like Attack on Round-Reduced Initialization of Ketje Sr [FSE 2017]
Xiaoyang Dong, Zheng Li, Xiaoyun Wang and Ling Qin

Keccak X — 2 DFRIEHE 5 Ketje Sr ~® Cube-like WA 1T >7-, Ketje Sr . FRIEHF
WA Td % CAESAR IZIBWTEE 3 T 7 o MM £ THEATZ Ket je DFE—HERTH D, W
BORRE, TEODKetje St vl & v2 (V21X CAESAR DFE 3 T Ra L XTRENTM) (12

167



LT, ZREN W, 2" OFHREE CTHEETHIHIZ EE2RLE (v LD v2 O FREHL
o TWD), FOM, Ketje Jr vl,v2 R0 Ketje Minor/Major vl,v2 70X OB LT
WA, 2L, WG 7L 2Ny 7 13 BRIkt L TOER L 1TE > TV,

11.3. FSE 2017 O & (3 HAE)

Significantly Improved Multi-bit Differentials for Reduced Round Salsa and
ChaCha [FSE 2017]
Arka Rai Choudhuri and Subhamoy Maitra

Salsa |% eSTREAM =2 ~NIZHTRE S 72 20 Bt 7256 £y MEEDO A Y — ALK 5T, 12 D
FREIR B 1F1ET %, ChaCha I Salsa ®—>D/NY 7o R T20 B, /256 £ gD R LY
— AFFETH Y., ChaCha20-Polyl1305 AEAD 73 TLS1.3 CTEH SN L H & L T35, Salsa,
ChaCha (X 24V E T 420 Bt 8B, 7TEEE COBENRHKIN L TV, ZOFmILTiEd
LHFED MBI K o TRBERPIBEHUIHIET Z L B TE TRV, iR
PR R OB pEh LTz,

Optimal Differential Trails in SIMON-like Ciphers [FSE 2017]

Zhengbin Liu, Yongqiang Li and Mingsheng Wang

SIMON-like 727 1 v 7 55 D Fii 72 2278 (Trails) ZPRRTH7 13U XL ZHRE
LTW%, F£79 SIMON-like 727 7 v REEE DO ESHERO IV Effg/e EREZ R LTZ, Th
IZESE, ML AR T NI X AZIGH L, &l 72 200 OHmBET VI ) X 8%
REL WD, BEERTLITY XAZX Y, SIMON32/48/64/96/128 @ 12/16/19/28/37
Bt DEE 72722508 (Differential trails) OfEREZ/R LTz (F4, 274, 27950 270 2
% 271) o [RAIERIZ SIMON DU 7 2 KT % SIMECK (22T D el 72 72 57 BB O e 3R
J- & 4kiZ, SIMON, SIMECK @74y (Differentials) O LR LT,

12. PKC 2017 D%

12.1. PKC 2017 O%%*&(2 AB)

On the Bit Security of Elliptic Curve Diffie—Hellman [PKC 2017]

Barak Shani

FRETEZ SN RO Diffie-Hel lman 8 71 ha /LDy hEx =Y
T4 HHO TR LI, Diffie-Hellman 0D x JEE D FALE > DK 5/6 23R 5 R &
L. BERERDDIHEENFRETHLZ a2 Lz, 72 5/6 D FLE Y MIOWTH
FREDFE R AR LIz, 25 3sM iR HNP (E1liptic curve Hidden Number Problem) & ¥
N D, FIIERE EOM BRI OWTEEMO FiEE2d#E L, Diffie-Hellman #0D x
JEREE 71Ty FERE D 1 sy 2 GERERICEBWT) 3815 2 LT, Bk E R 51 EE L
FETHHI LERLT,
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Extended Tower Number Field Sieve with Application to Finite Fields of Arbitrary
Composite Extension Degree [PKC 2017]
Taechan Kim and Jinhyuck Jeong

Crypto 2016 CKim, BarbulesculZ &1 o T/R & #172exTNFS (Extended tower number
field sieve) 70T Y XAD—ALZIREREL T D, exINFSITAIRAEF Q) (o @ FH,
Q=p") Zxf L COBERRHEA R T 2 RkEm7 VT XA THY, n= 7 &, ged

(n, k) =1ORFIZHEA SN DM, — MR LY i BROWTEMEE & HEFE L >R D
AR U CTHEAFTRE S LTz, a3 BRI ORE, BEBod#Aa Ly (1/3, 1.71) TR TE
A EHE LT, ZHhuFAsiacrypt 2016 TSarkar, SinghlZ Lo TRENTZndd20D & 3
DA I DR DO FGEMEL, (1/3, 1.88) XD #HL 2o T 5,

Provably Secure NTRU Instances over Prime Cyclotomic Rings [PKC 2017]
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