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F£2F EREY
2.1. BE

B BUFHESERT 5 U A MCREE S0 2 AR 5 X0 eMix, (a) n=pq HIFHEK
o3k (Integer Factoring Problem, BAF IFP LBE$%.). (b) ARRA LOBERCE
¥R (Discrete Logarithm Problem, LA DLP &3 %,). (c) #&M ihi#R _EDBERo 4k
fiRE (Elliptic Curve Discrete Logarithm Problem. LAF ECDLP L B&4%.) DWW iuh
DOREEVEIHRAT LT D, TR S HITRETS 2002 AEEHAEE ] o 3.2, 4. 8 B
FEEOME, (1) ABEREEHRORITICHONT (p. 12) Tk, FRFENLLTO L 5 724k
L T&E,

(a) n=pq M IFP ZRMOBENOENT A—H n=pq OV A X3 1024 £~ FELEDH
DEFMT D2 L2 HERET 5,

(b) DLP ZREMDOBENG/NT A—HFp OV A XF1024 By ML EZERIRT 5 Z L %20
HEDET 2,

(c) ECDLP ZEMEOBLSNOENIEN 160 By R EDERNFZHOL I R/RT A —4
BIEINT S 2 LA HERET S,

—7J5. NIST (National Institute of Standards and Technology : CK[E) E 7 HER A
Z2F7) 1. Special Publication 800-57. Recommendation for Key Management — Part 1:
General (Revised)! @ 66 ~X— M Table 4 IZRBWT, £ 2. 1 IIREND L O R EL 5
A THEY, 2010 FLKE, B X O REBGRIRBEONEEMEIZBI T 5 /37 A — &R TILmM
WEEMEZRD LD FIMICE LTI LSRN+ TR L 2R LT 5,

F7-. ECRYPT*Cl%., HWR#EHEE (ECRYPT Yearly Report on Algorithms and Keysizes®)
#AFK L THY | Chapter 7, Table 7.2128VT, K2.2\TRE D X 5 22 A4 HERE B-HIFIC
BT DHNRT A=Y A XD RINT WD,

T 2T, AR 18 T, BEmrRTE  (GEIRE ARRTRESCA RAR KOs H g b oo B ot
BRE) OREHIZHOWTHEZITV, FIZAREESHFROEX 2T 4 T A =44
A ZADBPUZ DWW TIRET ZAT O 72D, FBUC AR5V — % 7 7V —7 %k LT,
=% 77— (W6) MEB L EENEEIEE L, 2.3 D8 Tho.

! http://csrc.nist. gov/publications/nistpubs/ 7>5H AFAHE,
2 http://www. ecrypt. eu. org/index. html
3 http://www. ecrypt. eu. org/documents. html 7>5 ATF-AIHE,
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# 2.1 Table 4: Recommended algorithms and minimum key sizes

Algorithm security lifetimes Symmetric key FFC IFC ECC
algorithms (e.g., (e.g., (e. g.
(Encryption & | DSA, D-H) RSA) ECDSA)
MAC)
Through 2010 2TDEA Min. : Min. : Min. :
(min. of 80 bits strength) 3TDEA L=1024; L=1024 =160
AES-128 N=160
AES-192
AES-256
Through 2030 3TDEA Min. : Min. : Min. :
(min. of 112 bits strength) AES-128 L=2048; L=2048 =224
AES-192 N=224
AES-256
Beyond 2030 AES-128 Min. : Min. : Min. :
(min. of 128 bits strength) AES-192 L=3072; L=3072 =256
AES-256 N=256
2.2 Table 7.2: Key—size Equivalence
Security(bits) RSA DLOG EC
Field size Subfield
48 480 480 96 96
56 640 640 112 112
64 816 816 128 128
80 1248 1248 160 160
112 2432 2432 224 224
128 3248 3248 256 256
160 5312 5312 320 320
192 7936 7936 384 384
256 15424 15424 512 512

12




7% 2.3 Rk 18 4R FEHEENIA H

J—X 7T A FEIREIHEA
— 74

NBREERT S WG | REFR | OFEE o FRE O RO FHE ROV TOFEA - Mt

@A R B O 1 i L D BEBORH R R D FHRL R DV T i
A - RS

QFE T BUFHELERE 75 U A MIFEH S ATV D ABHSERT 5712
B9 2 ALARE DO SETSE (NIST R ANST ICH T 2 RE LIS b
DYIZHOWTHA - fEt

Friz, OB LTI, #Eimm7e B8 0 Cid, Y7 b =T EERN— RNy =T %E
R LY, EBR A SIS U CHBICHERFHEREDO RS Y 217572, 2. 2. 1 HilcBW\ T,

R OHERIFBE O R EEM: O MR DWW T OB E 277, FEE. B 3 EASRO
L, E£7-. OITBELTIX, A4, NIST @ FIPSI86-3( KT 7 MiR) & FIPS186-2 & D3
BUZOWTEFAEZIT o7 (2.2.2.2 HiaB ). FMRMA - BEHT, REEICERT
HZrELT,

2.2. EHEFDHRS

2.2.1. AEABESRMICHEOLIZEMEETMIZONT

2.2.1.1. n=pq & IFP DX £ %ETE

<YV 7 U =T il >

F 2. VIR ENTZNISTIZ LD THEY A X203 1024 >~ h® n=pq B! IFP 73 2010 4£ £ TH
Zh(FFZ, TNUBEOFIMEIZMRIEL TW W) | EoRIE, V7 ho o7 FE%HE - 7L
TEEP ER S TWDHMZERIZL T, MAET D522 HME LT, BIEO L ZAKRLAH
YBCTH D REBURS DWW EEFWT, n=pq B IFP OFHE EZ G L7z, 4 EIEERERFIT 72 6]
FIDvh, 1536 By b L 2048 B RO [SDVMLEL] ORE Y 7 vy o T HEETDH LT,
FHRBEEZ RO 2L L LT, o, ZEAERFIECIHMES N2 768 ©y R & 1024 By
FOFRERIZOWVWTHRE L TWD, T I T, —REES D VIEICEIT DR RFH 0 1 2IH
Thd 1500 & TEIBAREREE) 1, BRI 23 TR OFMEIZBS W CH% T
D, TNETDL A, —REBULS D VEIZ LY ofif S oG B O RGBT,
S WIELD BB ARESLEL L D 2 < ORI ZE L TWL Z ERAMBINTND Z &b,

PRI, ERERL., B EINERE RS GRS N ANMEMEE . RO (el SR (NICT)
OEFMIBIC L DEETH D,
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COHEERED VITIEE4MERH D,
2412V 7 b =T MO REZRT  £2.4 577 71CFT5E M2 1DXHIThkD,
SEM IR L7z CPU | AMD Athlon 64 2.2GHz (2GB RAM) TH 5, #£ 2.4 OFAITITE T,
TOITIEES D WD /N T A —ZBRDEIELSILTHD D, REDHEARENQATH DT
DALY ORBENRE DT D EIZHEET S, L, B3EEZ22ROZ L&,

F 2.4 SDHVALEREFRIOHER] (HEAZIX, AMD Athlon 64 2.2GHz x 4=°)

ERTA=HD 768 1024 1536 2048
YAX (B H)
5D WL D
IRT A — BRI O il &
FAEVIZHIFK (2GB RAM) 23H 535 | 1108 8.4 x 10° 4.5 x 10% 25 x 10'°
BORMEL Y
SDOWVRPRCERT 53T A — 2 %R - 2.8 x 10| 0.92 x 10| 4.4 x 10%°
EROSELELGAORELY
FAEVIZENUZ EFIRID 720 GE - 1.05 x 10°| 0.18 x 10"?| 0.4 x 10
DREFES Y

X 2.1

5D WALERRERT OHER] (BEAZIZ, Athlon 64 2. 2GHz

x )

KXEVHIRED
EXEUHIREL

INSA—TBIRICKDHEFD

R

o

AMD Athlon 64 2.2GHz x 4

1024

<= KT = TRl >

1536

ETAX(EY B)

2048

5 AMD #1:#Y CPU T& 5 Athlon 64 2.2GHz % 1 4EREME LT - L ICHEONLHREEEZERT D,
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KRB N— U =7 OWBMEREE , BIERTREeN— R =7 & LU CaRER - s
NIEV AT L%FET, ZORNBMEREZFHIIL, Y7 hY =7 OMRE L T 5 2 & THER
Lico n— Ry =73@E L UL, HFHdEIr7essE (NICT) 1T X 2 ZEFei 5 k- Th%
ENT=HNEfEN— R = 7B (50 OUEEE) 2R H LT, EBRrEiro7-,
SDNVOREFE LTI SN BEROMEEL, WD, 52D WVAEERKE T35 £ CloFE
% log MEDIEREHFIL, 5D VAT D BRICATIT 237 A =2 HEETHL . 5
VLB A FEHE T D4 E (BN~ K7 =7, PC LOY 7 ho =) IZhrbbT—ETH
Do ZTOZEHRFIHLT, "—=Fy=7 MW & V7 by =7 (SWIZI1T D UBRRER-] O g
AT o712,

K25 — N =7 iHEORERZRT, BUED & Z A, i n— Ry = TIEEDOELEIC
53R MNIAHTH D03, RITEIEN AR L 72 o oA 11T, WEEATRE & 72 2 REHIAY,
V7N =TI EAGAE LD LS DICRELAREND DS, BRI, F 3 EESRO
Ze,

Fz2.5 N—Ry=zy (HN) &VT7 b =T (SW) OLBEHERED LR

ENRTRA—=HDP A X (Ev ) 1024 1536 2048

SLERPERE D LE R (SW D WLERIERS,HW oD ALERAF[E]) 5.73 8.83 10. 41

<FtHEELHERENIZOVWTOBE>

2.4 TRSNICHHERZHE LT, RREEDFTE ORFFNIZ AIEEIC 2 5 6 D & #HEH
ENHRHIZHONTELET S,

%—IZ, n=pq B IFP OB/ RHERICE L CTE, LT X 9 RRife & i),

AE 1 S0V OHEEREDL VICO WL, £2.4 DEZHRAT 5,

AIE 20 ERBOMEOT LT Y XA L TE, 2anb 30 FfITT L—2o A
=M< —RBIKSDVEL Y B NFRORNWT LAY ZALARFER I
BNbDET B, £, TAIAV XLEORERLEBLRNWEDET 5,
DEY | FHREMEREORN LIC K IR OW RN, BetEE g T E
PRERR & BT,

AE 3 S WVAEROFEN | R CTUHE LK D L2 b > T, RIKES RN
FETLEbDEHBRT, WnERIRETRM OFRIC BN T, 52 Vs

O IHHIBEM TS (NICT) DZERegt [ RIRB#E O REEME 25D < W5 O BTN B9~ 2 W22 B
&1, http://www2.nict. go. jp/a/q265/s802/s1_seika. htm

TERRICIE., AR A KL T D7D, BT A REKGFE L TEZ OB —RIITH B,

§ PMSEATBUENIUL ISR S L7 ©— Z MERE 1 & 7 1 v 7 A (PFLOPS) & FEBL 23 T8 /153 3
2lb—varEHa L Ea—# « 2 RF L MDGRAPE-3 O X 5 RATREMERE 2 b5,

http://www. riken. jp/r—world/info/release/press/2006/060619/index. html
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ERIEREBIFIIFR U A —F —ThH D2 &, —MBEIESDWIEICL Y 4
it SN AR OMATEIZB N T, ZNETDE ZASDWVLE O
DRIEREEL LV 2 < OB ZE L TWDH Z EMnDY, 2O X 9 IE
L7,

AT, RIERMREOFER TR L CiX, SESERETAERETRE TH LN, K
=% 77 N—=7TiE, LFO L) i),

HifE4:  FHEREMEREORSETHICE L T, A—R—ar Ba—H DR F~v—7
FERID 1AL S 500 (L% 1993 4F00 6 PAEMIZEF LTV D Web 1 b
TOP500. Org'*(Z i EHG#l S AL 7GR IC 51 5 FLOPS (' — 7 #E1E) Dt
EEIMETHZLICRVERT S, 2220 LF70iX, 2o X 57210
WAL L TWDIGFTAMIZIE R < CEBRICHEIS N A—/ "\ —a ' a
—42DHrH, BHEEZLOORELELTHIELWEEBEZLNDLINLTH
5o

BE 5 STEOII CPU HONAR— S —a U Vo — X |21 B8 B VERE & @)
INBOSTERBPEREIC O W TR, EIER%E Uk ) ThDHE LT,

BRI, AHEEOHMEICE L CiX. LLTFDO X 5 REiHEZ2 & T T,

AR 61 — MRS D WVIEDOLELT H > 1E S CPUDBIIEF 2 V5 b D7D T,
FHERE S OB, BEEEBEMEREE VDSOS TH DN, mifE 5
IZX V| CPUIZISIT VB NEUR R MERE ~ DR 2T > 72,

AEE 7 JLUES L L CHW D Athlon 64 2.2 GHz @ FLOPS™ (v"— 2 MEHE) 1%, (7
=y 7 JEIRED x GRB INEUR A = v M) L > TR S 2, Athlon
64 2.2 GHz OETX, 4.4 GFLOPS TH 5,

PLEORHRDIE FFRES TS 0 & FRISN D RHREAFRRE S OHER & n=pq Y IFP DX
B EREEREOMGRE ST 7ICTHE, 2208510,

O DLP OIFEITIE, BIEMREE O F R 5D VLEL L D LR 2 B3 H D,

O OMNATBOEN G BULERHEERERS . B BUMTBUE B F 3 DR ORE SHINIC B 5 2t 2R A
TRAE R, 200442 A, H4E

http://www. ipa. go. jp/security/fyl5/reports/crypt_requirement/documents/crypt_requirement. pdf

W EEEONEN AN IS, FEVNECREEMERR 2 2 7210, — R R R M ESEZRET D
LINPACK & WO R F~v—27 7 7T AOFERPFIH ST D, LINPACK PEREIZ B — 7 MRERE & 13 R 5,
Fio, HEBOT =T/ FrilLoTUE, ZZIKEEL VLI RA— o Ea—F L d D,

2 http://www. top500. org

¥ 7wy A (FLOPS) = 1 BPRICAR R B) NS 3 T & 2 A R AL,
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2.2 1HEMTESD VB Z5E T T 2 DOIZER S L MBPERED T

o7 ZOASE PN ét\ﬂfgﬁﬁﬁfﬁ’(nT?ZﬂDkEYéné\&ﬁi:
10 FOREXFBUSBIOEDOBE — T T T T T s I

b= /05 X — S BIRIC & BB D DI —i— = —mm s e
L M i T ]

1024 | |
1536y 32 WMBZ 1R TRT § 2 DICERT D IERE:
EAEUSHED OBE
o [ /TA SRR S BEEE OB :
10°7 F-sxEUsinmLoBs bt
?‘E .’_,./-" )é/.
H 7. Gy
N )\’,\.:/2%/\0) ﬁ-/;f’i%ooc)
I 10" R v .
J 10248y k33 WILEBE 1 EBTET T 3 DICERS N3 7 T
%) —EAEUHMED OPE — - :
o F- X5 X %;}Ru&éaﬁz%ﬁomﬁA
o CRXEUHGELOBE o =
T 10" 7 1
BlueGene/LGKEO—L > R+ U/XEZ| [E_LW;NJWTEE(E' Red Sto n(ﬁ:*/ﬁ"/f':/"ﬁ]ﬂ%ﬁ)
SRS £ 2 L= (BERRBRI) ~ o e | 8- TSuBE T Y koS Ry EETRAS - FHERIRE )
12| gy 7 A‘M’“A’ |
10 ’EF[ e
peRrs e
AT 00
e Y
P
e
10° ot q
1995 2000 2005 2010 2015 2020 2025 2030

F (A’

[n=pq % IFP OZEMFHEHD F & D)

Bl WBIEIZ L > T, BEMIUESERT-ED L0 RFRITAE T RN KL,
WIZ, F2.4 TRENTZFHEEZFH LT, A4 XAH1024, 1536, 2048 £y hDE/ ST 2
— X DORNESRE | EMTRETTDIE, TOFEMO CPU 28 & OFRLE OEEPERE % Ff
OMBENHLNEHEG Y, TNE b o TEMERBRA—/"—a B a— 2N DO ER
%%%Téﬁ%ﬂowf?wbko*%ﬁ%&éV%@@ﬁ@%oﬁ%&M@ﬁﬁ@%%
AWbDHLDOTHHN, A——arEa—2OHEENITZ D CPU OFS/ N IUSTHE
STHEEIND Z L NRLN =8, CPU DYRE)/ NS ﬁ%ﬁ%ﬁﬁ%@@ﬁ%kﬁ%kﬁ
72 LaHl 21T - 72, 7235, §24:xwrgﬁéhfwéAmbmmz%mu;44ww%
(BE—2MHE) ThdH, T2 TIHHRRENMRITISDVAEOFHEEZ KX D5 L5 b - T8
TLEbDERRT, £, SHOMEOERIZ L > T—REERSLWEFEOT LT Y X
LAOFBEENMEKT S bV EDLH, SAEIOFMTIX, FHEMEROR RICK 25E
BESI DR R IR LD ER &5 2 7=,

UEDRED S & /8T A—=ZDH A XH 1024 £ bD IFP  (n=pq HIFE K%/ iR
) & L EROFHEIC L > TR T SE 572D, 10°FLOPS 235 101FLOPS O ALEREE /) % FF

W HE (axX b)) #IERY I 2 b—F GEEEVFICRREEAE) £ 400 B, TSUBAME (R T3 K5 K 20 (&
M. BlueGene/L CKEw—L & « U NETESEHFZEAT) K118 R, Red Storm CKEY T ¢ 7 [ELHF
ZERT) 99000 J7 KL
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OFFHENER S, SRR R — A= a P a— 2 NBEORERE T TRE LS
BT, FO LY EET AL, 2.2 12733 X 912 2010 4~2020 FEOH L HEET 5
ZEMMTET,

1o T, %N?x—5nmq@%4fﬁ1w45ykfhénmqﬂlwcﬁ@mﬁéﬁ%
*w&néﬂ iﬁﬂki*zﬁw W’E%A—F?ITW DEIENFREE 72 o T
Balcid, WEWREL 2N Y 7 b = T BIC L2568 0 b I 627 5 laetk
75%5#\ NIST 75>ma“?$4;£7/1/: U XL LR (i‘% 2.1) lZBIFT D, IE/NT A—H n=pq
DY A XH31024 £ kD n=pq B IFP OFHBIROBAUZEI L TiX, AR LKL -
O, BIEHEEBE L TN ZENRMELEZ D,

2.2.1. 2. DLP 0% & 14 5Tl

Bl BB L - T, BEMEIZBEEZ TS X RFRITAE T TN & 2R
L7,

DLP & n=pq & IFP ORI 72dt A E&O A — 4 —1Z[F U Th 5, BURTIX DLP OfFD L7z
FLERIE. n=pq M IFP TOMEDNILTFLERITIE S, 10 HE 50 HIFREE By b DA XA/ S0,
T AU DLP (2B 2 Rl ZE 23 SR RE o R RE OAFJEIE ETEFIZAT DAL T N2 Th
HEBZBND,

o> T DLP R—=Z2 D724 A XL, n=pq W IFP N—ZADLEIREEY A XL [F%FT
HD, FEHIE, FIFEEZROZ L,

2.2.1.3. ECDLP % & 14 5Tl

B 2 BRSSP R OBRIE O SR RIS L - T, RIS -5 X o e dinE
CTWARWZ LA LT,

BRNG « (EF 1R OAHEREE & HmeEns = ORF SL 1A 5y O QL & i35 & |
R CHRRETH D Z LRI H TN D *ﬂxE’JiﬁECDLP IR AMRYE L LTI
Rho ENRBHENTH Y, ECDLP DAY A X% k LT5 L, TOFFEEITO (2V9) J:t,c
5% ZOZ &b, ECDLP (2D < ARG 5 DL E Y A XORIEIZ I, s 5

YA XOFHEZ T2,

7> T, ECDLP (232 < ABAERE 5 DLV 1 XX, 1608y ML ETHIUE, D
< EBMFETITLETHD EFHMETE 5, FRMIEL, HIEEZSRDOZ L,

P fm)=0(gm) &iF n ITEKFELRVIEOER ¢ LB n AFEAEL T, n2Zn THHEED n (2O
T f(n)Scgn) DT DI ELEEKRL, Z0&E, fn) 1L A—F— gln) THD LV,
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2.2.2. REDOTMEABELI M

RSA E4 (FEFBURHELERE S U A M IZFLHE S AU TV 2 RSASSA-PKCS1-vI_5 & & 1p) 1ZDW
T. ABFEH (public exponent) e /XL | BARIAKEONRT 4V VT EOF = v 7 %
AL L 7= R0 70 AL (TR 97 5 BB 717 CRYPTO 2006 (2006 428 H) D7 7ty ia

L TREINTND, BARIFHICHENT, Ny Y aliD T — % OB IS T — 2
MRV L DF = 7 2F{T9 %5 2 LR, RSA BA DAL e 1T, e=3 FD/NE iz
FIA L2V E ORI IR B LETH D,

2.2.3. NIST DEESHMTIZE4{L B[]
2.2.3. 1. INY 3o BEEESE
AEITIL, 2006 4 8 H 1247421 7= NIST 2nd Hash Workshop ®&E[EIZ-DOWTE & ¥ 5, 2nd
Hash Workshop Tli%. FIZ&k A Ny o =2 % (Advanced Hash Standard. WL C AHS) @
ik, BLORZET v RCBEET DiEimoM T2, LTI 25048 U, SR 6k 4
\ZFLHT D,
(1) NIST Hash Workshop {2351} % i
TRUZBWT, S MYy 7 T oI E A TEE T 5,
(a) Ny v B O RE L ZeMIZEET 2581 oW T
ARWS TlEI Ny ¥ 2 BBORERKE & ZRMEICET AR RN W ORI, R
WMRET —<IXFEIZLTO L I It Tnb,
Merkle-Damgaard OFERKIEZ W2 W N 3 = BE ORE R R
FOREMEFEHNARETH D L 9 72Ny ¥ = BB ORE R E
BEfFONy v 2 B AW TRE L SN EEMEEHIRT 57200 Tk
(b) FEIATAZBITDH NNy v a2 BEEOFHEEIZOWT
KATAZBTH Ny o EEAMAAZZSEL, ZHUCESWTEED Ny v =2
BaERERT RETHD EDERENMTDONT,

(c) SHA-256 &A% OBHIZET A XRXVT 4 Ay a

(i) BifE. SHA-1 & SHA-256 723 % T\ A REIZ OV T
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SHA-1 OFIFIZOWTITY I RIEZR WD TIL AWy, Ny 3 2 BEEOFEHTEE L
THEX2 VT A RN TA—ZEZEAT LRI TIERWD, EWoTmi@Emn b o7,

(i) RHEIWZBLENO Ny v 2 BEITRD b D HEEIZHONT
Ny Y aBBOREMEZOWTIIER ERB Y collision—resistance &R 5H X
X Thd. EBROMAFREICA L-EEEZEFEARXTHE, Lo mEmN
mEhniz,

(iii) AHS OFHA 22N T
AHS & LTI~y v 2 BHERETHZ L & L, FIAMEICS U THRRIC
KHETE DL I T variant ZHE L THBMERDH DL LEDOERDBKRBTH-T,
AHS 13+ 7e R ERIE CHRETEZ 2 DEZ HIE L, TOMOERE~DFHIT,
BRI DY 27 TITH & L O RN STz,
AHS DORREFHIBWTIL, By Y2 BRI EZLI2bD L &< DF L
REHERBICESW T b OB F VED L DO RMENRH ST,
AHS DFXEHX, AES 7'm Y =7 bk EFEERIZITOID & O RN S LTz,

(d) Ny v BRI EL LY — IO T
MD5 <> SHA-1 D& MBI 2 fffro, WY — LV ICBE T 2 BRI Thivz,

(e) BSHBONEA Y 22— L2 O T

AHS BEHEAL, D R 5 2 2 — L2 DU T FIPS180-2 £ 2007 4 & 2012 H-IZ AUE. S5 TE Ty
2012 4E75 AHS ZARE(L SN D XA I 7 ThDH T DRSS, AHS b ZHUZHDLEDIE
THEZ Hiv, NIST [k, AARIROERGA: & TN EERE, £ L OULHEDO 7o DL RS
LRz, ZDBANTV w7 a X FaRFETDLR, 2012 FEHRET D EBBRIEN
oo 7REBERIZBNWTIE, 74—y 7227 VT ALEZEETE LT ENRE
., ZOMIMBMEME OB E TR E RO EBHER IR, REIZ, Ny va
BIMIRIANT 7Y r—2 a VICHEH NS DO THLZ LR ROBNTEY, U R
B DENAETH L ZENRRNWEIRRTZ, £72, AES LRBRO T 1 A2 Y | HRE
DHZEMEEZEA L, BIINDH Ny 2 BT 1 DT, mode ITFFT 2 LRI NT,

(2) WAy > = BN O TR

2007 £ 1 AT, NIST X AHS 73 U R A DINEIZ DWW T, Federal Register Vol. 72 (Z
HEHLTBY, BIERTY v 7 a X bEFELTWD, NT Uy 7 aixy hokdaly
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13 2007 4F 4 H 27 H Td» 5, Federal Register 2 SN AEOEIHEDORA » MILLT
DY ThDH,

(@) BEHOT NIV XALD KT 7 MTBW THRAKBRMLE 72 FIH
T Y ZLNFTAR S, M EEHANEET, FEMERBI ZBEET S Z &
TNAAY XALNIEHPERN— R 2T &Y 7 My = TICRETELHT &
TTY X ALE 224, 256,384,512 By RO ERL Al b 2%y FOAT)
W d 5 2 &

(b) ISEECBET D
ToTY ZRIIZONT, FEEIHERETORNX, T—T 0, RITIRA—FEET5%
ElefgEniEk s Tns Z L,
Rz A2 MEIREFORILSCE X2 U 7 4 ORMEZET Z &,
RE¥x=o A2 M, X2V T4 20 ESEL7200, 700 R EOEIERREZ:
1 DU EDNRT A—=ER0, ZOMOEEFRERE/FICONTORREITH Z &,
ANSI CIZL DV 7y L AFEL KR FELTRT D2 &,
8bit, 32bit, 64bit 77 v b7 A —AIBITHEHEELLER AT EORED Y
AN BN
A=Vl Ay afllORERT L,
ROz itk 422 &
T XAOR R ERIREZFRT D2 &

(c)  FRAlH:E
— 7, 2" pre—image resistance, collision resistance Z & ir & ME
T UH LT T 7V OB A REN
TN Y X LOREVETR T 5 BAR i et
B CH CE ot X o U 7 ¢ BRIZBIT HLLM
FHAE SRR
VR AT &
TUY RBUREDRT A—5 FITIT D Rk
FHEO T NE

(3) Wy v 2 BEEEERA T Y 2 — L

AHS 7 v T ZEDNEZDWTIZNIST E VDX A LAY 22—V BNLLFD X 9 IR
EnTWn5,
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#£2.6 Wy 2 BEEGREDIRA T YV 2 — /116

Year 1(2007)

1Q HNROFERMAER, AR D8N, FHIEAEORDORRENTY v
T A SO

2Q 3R MRS 2 kIS O FE i

3Q B/ NROBRAAR, AT 2 B, Tl EEAEO KA O AR

Hroy v =2 BBO TR

Year 2(2008)

3Q oy v a2 O RERGOEI Y
4Q ST NN T ZLD Ve a—b | AR RAGFEMITIR S Tl o7 v =

U R LD E

B 1 7 ROWBEMET T A9 % 1st Hash Function Candidate
Conference DRME L. o B ICL AT LT —2 a v OE
BTy ROGMT AT ZLIHT 237 ) v 73k boOsE

Year 3(2009)

4Q

INT Vw7 aRrs hOkEDEIY
2nd Hash Function Candidate Conference ZBAfE L. o7 /L3 U X AD
FHIAE R OWT O, INEEICL DT A Y RADEEDRRZTT )

Year 4(2010)

1Q T LAY RNk THT7 Y v 7 a X hOFEREBZIC, it
TN RALOEREEELZFE L, BEDT-ODLKR— NEAERKT 5
2Q AT VT XLDT ;7 AL EELR— DA

R fEmi 7 L) X ADISEE L HIETEOE
BT 7 ROBRLA

Year 5(2011)

2Q KIET O RONRT Y v aks MET

3Q Final Hash Function Candidate Conference DB L. Fi&fgdfi7 /L =Y
ARLDIGEFEICLD AR MZOWTDT 4 AH v a rDEN

4Q NRT Y w7 arty NOFEREBZIL, RNy v 2 BB ERE

R ERE B LR — k2 1ERk
W Ny v 2 DT F T R

Year 6(2012)

1Q

W Ny > 2 BB OO KZ 7 b & {ERK
RZ7 FOREENRTY v 7 aRX s hogEE

10 (1 A-3 1),

2Q (4 H-6 1), 3Q (T H-9H), 40 (10 A-12 )
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2Q s ANT Vw7 aXs hOFEOEIY & ARk 2 MR D %G O i

3Q = RNy 2 BEEUT T D R R E O7KRR O i
2.2.3.2. D FRAREE SR ATEE

NIST (X, 2006 4F 3 HIZT ¥ Z VELICHIH S oM 57 03 ) X LOWETImIT T R
7 MR AR LTz, ZONEINTZHHIESE FIPS186-3 (Draft) : Digital Signature
Standard (DSS) (. 2000 4= 1 HITHAT 47z FIPS186-2 (b5 & D TH Y | 2006 4 6
H12 BiZR_T7 Y w7 aXty baEET LTS, FIPS186-2 & FIPS186-3 (Draft) & M F724H
EREUTICE LD S, FEM BB U Tl 5 1T 5,

(1) DSA DAARIZ DN T
FIPS186-2 TidEF 2 VT 4 /XT A —H p DEEL LT 64 DfEHRTHD L 572 512
5 1024 ¥y hDOBOMEZFEE LTV, FIPS186-3 TiX 1024, 2048, 3072 £ b
MHEBRETHIIITHELTWD,

(2)  RSA OfEARIZ DN T
FIPS186-2 Tldt ¥ 2 U T 4 /3T A —H DfE%EFEE L T\ 72> 7253, FIPS186-3 T
X 1024, 2048, 3072 By R HiERAZTH L OICHEL TWD,

(3)  ECDSA OftEEIC DN T
FIPS186-2 CliX ANSI X9.62 (1998 4ERR) (ZVEHLT 2 K 5 IZFEE LTV 2D A, FIPS186-3
T ANST X9.62 (2005 4EAR) ICHEHLT 2 X o BlES N TWD,

2.2.3.3. CMVP Bd»&

NIST 1% FIPS #U&<° SP CETHUE SNH 57 /LT3 XA 1 ha /LB IELL Y 7 K
TN Rz TICEESNTWEDPRET H 70745 LT, BEEY 22—k
FE7 1 7T I (OMVP) Z2 T LTV 5, I 5 2 = — /L O FHiIE FIPS140-2 (2001 4E3&%)), 2002
#£1Z change notice 2,3,4 NI TSN TITOI D, Hi%HiFs TIL, Cryptographic
Module Testing laboratories & L CEGRI LTV D H = FRAEMBEN, ¥—F v hEhd
ety a— N UNBEREX 2T 4 LB E L TWA N ERAE L., EEER-TF
V2 —/VIZBI L TIZ NIST XN CSE (0 F X BUIB(E L 2fkER) 726 FIPS140-2 785k 4 &

%, BIFENIST X FIPS140-2 OkETh Tdb 5 FIPS140-3 D KT 7 MRZEIERT TH 5, LL
TIZ FIPS140-3 OAERCRIL & fldk 35,

7 Change Notice 1 (2001 4 10 H) OFITH&IZIL, 1024 By hOIEOHZEZHHEL TN\ 5D,
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2005/01/12 NIST 7% FIPS140-2 OETR CTd> % FIPS140-3 DERLZ T F 7 &
2005/02/28 FIPS140-3 THET 2 X =2 U7 4 BIRIETHa A M2 EKT
2005/09/26 Physical Security Testing Workshop % BH{

2007 4F 3 ABIfE FIPS140-3 N T 7 M 1 R4 NIST 23MEpkd, R 7 o7 w2
U o —% 2007 55— DU 5 90 H TR O WA C3E6E T 7E

F 2. TICB W T FIPS140-2 A A 2 T -y v 2 B IChH— RO U A F 2 id#d 5,

F 2.7 FIPSI40-2 i8iEa =TTy v =2 BAEEGEE IC H— R Y A b

B e ~oH Eil=) SHA =20

PIV EP v. 108 Java Card 4/11/2006 SHA-1 Optional P1V Data Object Implemented: *

Applet on Oberthur ID- (#209) 1) Card Holder Faf:ial Image .

One Cosmo 64 v5 Smart 2) Card Holdgr_ Printed Ir_1f<_)rma§|on

Card 3) X.509 Certificate for Digital Signature
Oberthur Card 4) X.509 Certificate for PV Key Management
Systems 5) X.509 Certificate for Card Authentication

SafesITe FIPS 201 applet, 4/20/2006 SHA-1 Optional P1V Data Object Implemented:*

Version 1.20 on Gemalto (#427) | 1) Card Holder Facial Image

2) Card Holder Printed Information
3) X.509 Certificate for Digital Signature

GemCombi'Xpresso R4

E72 PK Card Gemalto Corp. 4) X.509 Certificate for PIV Key Management
5) X.509 Certificate for Card Authentication

SETECS Inc.'s 6/6/2006 SHA-1 Optional P1V Data Object Implemented: *

OneCARD"™ PIV-I1 Java (#427) 1) Card Holder Facial Image

Card Applet (Version 1.2) 2) Card Holder Printed Information

© 3) X.509 Certificate for Digital Signature
on Gemalto GemCombi SETECS Inc 4) X.509 Certificate for PIV Key Management
Xpresso R4 E72 PK card : 5) X.509 Certificate for Card Authentication

2.2.4. ISO/IEC JCT 1 /SC 27 OHESHMIZZEALENA]

ISO IZHBWT, Ny v = BA%IT 10118 THUMK L ST\ D, 2006 4F 5 HiZfThh/z~
U v R&#ClE, 10118-1 (General Part), 10118-2 (7' v v ZEf5FIH) 2o\ T, AE
L@%Eﬁﬁiﬁbiﬁ:o 10118-3 (R Ny ¥ 2B 12OV TiE, $TIZ SC27 @ Web HA
R TNIST DRMRITIBET 2 3 A RSN TWED, SIEmERNEEN T2 2 &n
e X7z, 10118-4 (RAMEBEFIMH) 2o\ Tix, BEILICBET 2 &ER Th -, Bk
R S, Bk D 2 & b7, 2006 4E 11 HIZATONZE T 7 U T,
10118-2 (T DWW T, FIEXFIZOWTiEmAMTONIZIEN, FENORELOFERH Y |
AE LIZOW T O mMNMT N T, £ OR TRFOEIMN~OBE OEH, BEER, Bz
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Ny Y aBBOREN RSN, A%, BESGTORmEIT) Z e eRrol,
2.2.5. |ETF ORESHEMTZE/LEIR

IETF (Internet Engineering Task Force) 1%, A > ¥ —x v MZEAT 2 HITOELELY E
HDLHETHY, A F—xy FTHWOHAL T 1 b a Vv OEEEIT> T %, IETF £
HelX, REC LW O TIKS RIS L, A Z—xy MIEERT D, %5wi4y&~*y%

ZHRRT 28 OM4RE, §
Mailing List IZ & % Zim

XU T o BEEINC, 2O L R HrE
WAL ZLT O W6 2NEEN L T\, Y% U 7 Tl
LTWAE %)l ‘_‘/I/j:iﬁ‘]“ PGP “%‘) S/MIME ‘H“_‘/\ 7 7/1) T ]\mu thEj:iﬁT Kerberos,

AR—MET

Fal T A EIROHBIEBIT>TEY,

DOF 73 AT RE
ﬂ E%ll\

Y a AR TW A ENERET S,

A% 1% MD5 =2 SHA-1

REFICR M STV S, IETF T, 4EIC
IR LR

3 EAT O D EHEE S

DD, IETF OEXF =T 4= 7Tk

&m%%wkﬁ%1)74&mlomfﬁ
WEE T B4 A

B biBE A2 EHT 571 b2 TS 7o b, HOFTIESHWLATWS &
WD DT 70N o =2 B
ERDEDITHENSGETSN TV b & THRIND, # 2.8 TIX 2007 4F 3
BT, X2V 742 7 CHIELZIToTW0WDHEXR 2 U 7 1 HiffoHp Ty

#* 2.8 IETFARHEBURICI T 5 v ¥ = B ORI R DL
WG% Xt R AR FEERFC FANV B Ny aBERORSR
RFC4556
kerberos | ' =217+ | RFC4120 SHA-1 « MACD 4R
(kertros RFC3962 RS HOWR
RFC3961 7x&
A— LA .+ | MD2,MDs, « BEFERICHITD
openpgp (PGP) RFC2440 7#& RIPEMD160, | Awt—I4 SRR
SHA-1 DR
. RFC2634
smime iidmﬁﬁ' RFC2630 MD5,SHA-1 :M@;gﬁgg@
( ) RFC2311 7i& 7T
RFC4650 RFC4359 « MACO A
msec | JL—TRRE RFC4534 RFC3830 «PRF
BETORL RFC4442 RFC3547 MD5,SHA-1 | . BF2&I=H115A400—3
(MSEC) RFC43837:& BASTARDERK
H—nN-954F7 oL * MACDA KL
tls s RFC2246 73& « PRF
??‘[Es)jmj)b MDSSHA-L | . gz gaicsiratoe—y
FADTRDER
18 R PRE 133l 7 > & ABEL, MACIE A v — VRBiEa— R&HET, il W6 Oz pkix,

THEL L TV D ARSI EICBS W T O RHAREER Ny V2 BB BHES N TN D
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PLF G, 4566 [m], 45 67 [A] IETF meeting (2B W Cirbizikim a2 W6 fEIZ5i# L. T
PRI OFEERIC OWTIEAT k6 ICii#+ 5,

(1) 66" IETF Meeting
[BRMEH] : 2006 4£ 7 H 9 H-14 H
KRI—F 4 7Tl NIST O FIPS YE & DL, 7'a b aukknddam S vz,

(a) Public Key Infrastructure (X.509) WG (pkix)

(i) DSA, ECDSA 38 LTIV SHA-2 DT /L= U R LFRBIF 2oV T
BrLWRZ 7 ME, o PKIX I-Ds & [AIERIZ, FIPS186-3 DfARICHERIL S 2, Z 2
THEHTRELE X, CAs [T ECDSA BL OLGEIELON D Ny V2 BT LT X
LEHICAICIRET 2 WO BEMETH D, Lol RPsIiZidny v =BT L=
UZXLZRRE LRWIEFOZHZFF L TV 5,

(ii) PKIX OFFH BRI B ID H7 /L2 U X A2 T
PR CEIL, ECC TN Y RADTDHIZT NI Y XA IDs #FEET D, Subject
public-key info D/XT A —& 7 4 — /L RZE L TRILTHZ LIZLD, EOHEN
o7 TV X LOLRIEDEG 2T 2, TAiE ANST EEHEDRFLIEICUE
LLCWD, 72720, ZRIEPKIX BN E TIZZ OFEDERORB 1L L 17—
[PRQAYAIAN

(b) Transport Layer Security WG (tls)

(i)  SHA-384 {2\ T
NSA “Suite B” 1% SHA-384 ZFIHH L TWA DT, SHA-384 2 & _R& TH D & Dt
BN S, PR RIZH R o T2,

(2) 67" IETF Meeting

(B H T : 2006 4= 11 H 05 H-10 H

X2 VT4V TOWIZEBNT, Ny ¥ aBEORY F IO TIHICER AT 72
DT t1sW6 DI TIH o7,

(a) TLS (tls-WG)

TLS1. 2 THWS LA PRF OF 7 4L |k PREIZOWTERIN e S, Bi7- 72 cipher
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suite Tl SHA-1, SHA-256 {Z%fJis L7= PRF 2 EHETHZ N TEHHLDLE L, T7
# L b PRF (345 suite DFREIINED Z & & L=, 45 suite TREM AT 729
WCHWSHN DNy v 2 BT HRIETE SHA-L, HDAWIEENLL EDZ e % 6o
oY A THEI L. T ROy S BT SHA-256 L5 D LA E
iz,

TLSL. 2 IZOWTlE, T Clizt+oemitak 2Tk, S%IIMARICET a3 A b
ITRDNZ L L LTz Ny v 2 BB D agility AR~ BERIZH =70 iR 2 Z L,
HARDUWETZ#IBD Z 725720 BRSO CTEET 2 X&E L OB R HT,

2.2.6. ECRYPT &M

ECRYPT "i%, Bt - BIROWIIE « BAFEZ RS D720 O, WA (European Union)
WRET D, WL & BANBARE O 7= D FE6K (2002-2006) Hekf A3t (Sixth Framework
Programme) *|ZBW T, FHRESHEM 7 2 7 F & (Information Societies Technology
Programme) D—Egé L TEMIN TS, & LTCEUIDFEHREX 2 U T A HFEEDT-DD
THEEETH V. 2004F2H 0BT Bl TS D TH D, ECRYPTIL,

(1) Symmetric techniques virtual lab (STVL).

(2) Asymmetric techniques virtual lab (AZTEC).

(3) Protocols virtual lab (PROVILAB).

(4) Secure and efficient implementations virtual lab (VAMPIRE).

(5) Watermarking and perceptual hashing virtual lab (WAVILA)
DEDDIFENZ 3L TN D, Webth A MUTIZFFB OMEFEN AR I N TN D,

STVLTIiX, eSTREAME WD ZAFRT, KEDHIIEE D DIRES NI A Y — AR5 OFHE 7
oYy NRGET Ch D, SHFEEIL, 72— A3 EHOBREDTZ®, SASC 2007 T—7
Ta v (20074E1H31H-2A1H) 247441, Fast Software Encryption 2007 (20074E3
H26H-28H, V7B TNI)DT Ty a PIBNT, £2.90M0 | 7 =—X3 f&
OV A NPAFRESNTND, 2008412 1XeSTREAMD Fc i 2R3l AN IS S b FE L 7o
TWb, Ny 2 BRICBE LTI, REE, 200745112V —27 v a v 72 Blfed 5 TiEIS
725 TUN5%, F7z, VAMPIRETI, BB EHt IRk o — RU = 7O A B & LT,
SHARCS (Special—purpose Hardware for Attacking Cryptographic Systems) 2006 U —7

Y http://www. ecrypt. eu. org/index. html

2 http://www. cordis. 1lu/fp6/

2 http://www. ecrypt. eu. org/documents. html

2 http://fse2007. uni. lu/rump. html

% http://events. iaik. tugraz. at/HashWorkshop07/
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va v/ (20060F4H3H-4H) #2005 5 & fkeE, SFEELBMEL T D, REE L
BTETHDIY, TOMOAEEDERBME L L, AZTECTIX, BEFarBa—FnE
RENELTOLEETH DL L) RAREN 5RENET L2 L2 L L7z, PQCrypto
2006 V—2 a7 (20064E5 24 H—26H) ZBAfEL T\ 5,

7%2.9 eSTREAM 7 =—X 3 DV A

Profile 1 (SW) Profile 2 (HW)
CryptMT (CryptMT Version 3) DECIM (DECIM v2 and DECIM-128)
Dragon Edon80
HC (HC-128 and HC-256) F-FCSR (F-FCSR-H v2 and F-FCSR-16)
LEX (LEX-128, LEX-192 and LEX-256) Grain (Grain vl and Grain-—128)
NLS (NLSv2, encryption-only) MICKEY (MICKEY 2.0 and MICKEY-128 2.0)
Rabbit Moustique
Salsa20 Pomaranch (Pomaranch Version 3)
SOSEMANUK Trivium

2.2.7. 1Ch—F~A®/Ny > 2 BE% SHA-256 =K

ICH— R &EIE, H— RNICHER A E Y (RAM, ROM, EEPROM) ZfAATeHIZ LD |
WERDBERA N T A 79— FITBANEHE P DR TREORBREOI Y A2 FERIC L
71— RThb, CPURaTaty b EHAATrZ & T, [FRQHEZAEEE L7z IC 4
— RH KD — KRV Z =Dk sh T s,

ICAH—RIXICF vy 7 TT 7B AHIMAZAT ) FENTE L7720, ICTF v T &Rk L, &
HZEE 2 W TR Z T L7Z2 W IR D IXMAE N AR ATEETH D | —RITHER T — Rz~
UETHDHEEZHILTWAD, L, 1990 X HEEN S . Kocher <° Anderson & ®D
FIEIC L 0 | EEE EOMFEEZFIHE L2 A RF v xVEER R EOBCRITIENBRS S,
ESEOFAH LR 72 1C 1 — ROFERHA L TWD, ZD7d%E O 1C H— R
NUZ—E, BFD ICHH— RPNELIEET VI Y ALE2FEL ZRICHATED
Z & HRT =8, Common Criteria (CC) T X 27 « 32 AT 57 —ANEL 7
STETW5D,

Common Criteria (¥ = U7 ¢ BEL DEFRAGHE —FEMEAE L LT, 1996 4212 CC %
1 hR. 1997 4FIZ CC &5 2 it & LT CC FHIliAEYEDN IR E . FEIT S 47z, E D% CC & 2 Il
ET-OEEAR AT CCH 2.1 BitAS IS0/IECI5408 & L CIHEBMEERMK & /e > TW 5, B
FEDOFAMGIEYEIL, 2006 4 9 HICHRESNIZ CCHE 3. L ME S Tnb, BATIHIE
AL HEMERERE (IPA) 73 2004 4E X v 1SO/IEC15408 DFRFFE A B4t L TV %, Common
Criteria TiL, FHflixtG & 72 285 (HDHWITHKEE) NED X I X =2V 7 1 Hie
A TWDMNENI X2 U T A HEINENRE 2N DEF 2 U 7 ¢ BEREDSN IEfEDD

2 http://www. ruhr—uni—-bochum. de/itsc/tanja/SHARCS/

28



WIEICEEINTHDENE NI X 2 U T A RIEEFEZHONITH2MERD Y | HFH
MDEDREDFRFMEEZ L > TEESNTWDENE T BBEOFELRIE L~V (EAL) 12X
S TG EIT-o TS,

# 2.10 Tl WEHIFAZ AW —E A TELFIHI TV DNy v = BE 924
L7=— KD H 5, SHA-256 (ZxfhG L7z 8dh & EAL IZ DWW CREHT 5,

IC — REFIH LY —ERF, EEINTWDIIEEST LI Y X LAOFEFAEOFEN i
%k%b\*f—t“x@~of‘%5}:%i%hé T — R REEZE D2 —VPIThAmT 5V
—EANEL, FET LT XLEHOOICH— REREIRT 53X MPRERIZR D, Bl
E(m%ﬂ%%ﬁfwémﬁ—ﬁ:%mfﬁﬁéhfméﬂyy;%ﬁ@ikhemﬁ%
(LR I TS SHA-L TH Y, SHA-256 [ZxHi L CW A — Riddb#cdh 5,

% 2.10 SHA-256 %t IC 71— RHLE,

EUREA TEMD version 1.0 (2004-3)

sliET Microelectronica Espanola S.A.
fREEL AL | EAL4A+

BEAR 2006/01/23

#&% | Java Card Open Platform
B5& 5T Axalto

{REELAJL | EAL4+

REH 2006/05/10

B0 4 Renesas AE55C1 (HD65255C1) smartcard integrated circuit version 02
with ACL version 1.43 and additional SHA-256 function

HETT Renesas Technology Corporation

{REELARJL | EALA+

FER 2006/05/15

2.3. FRESMEH

RK 18 AL, [N - [ESF DRSS L B S MERL BT I B 2 1 HUUER & S hiE L 7=,
ZIN LT ERR A - EAREIE, £ 2. 11 T80 Th o, SEHE LIZEREO P T,
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Ny Vo BB SHA-L (2T DT OHER DS B BUFHEER S OZ 2 KRES<BEDD b
DELTEITOND, SHA-1 1TUTFE, ZEME~DBRENEE Y . EEEIIEREOIRE LA 58
BETIE 720, 64 BRETHOTEVS, S%OMERICERTAOMNERH L, £7-. KEH

NIST R Z I E=ZT, FHONy Vo A NFETDHENI T T U A% L TN 5,

#2.11 EHEZ# - BERNRE~OSIRI

Fah - Rt BRfEE - #T il
FC Financial Cryptography and Data Security | Anguilla, 2006/2/27
" 06 British West ~
Indies 2006/3/2
TCC Theory of Cryptography Conference 2006 New York, USA 2006/3/4
2006/3/7
FSE Fast Software Encryption 2006 Graz, Austria 2006/3/15
2006/3/17
PKC 9th International Conference on Theory and | New York, USA 2006/4/24
Practice of Public Key Cryptography ~
2006/4/26
EUROCRYPT EUROCRYPT 2006 St. Petersburg, 2006/5/28
Russia ~
2006/6/1
ACNS 4th International Conference on Singapore, 2006/6/6
Applied Cryptography and Network Security | Singapore ~
2006/6/9
ACISP 11th Australasian Conference on Melbourne, 2006/7/3
Information Security and Privacy Australia ~
2006/7/5
SAC 13th Annual Workshop on Selected Areas in | Montreal, 2006/8/17
Cryptography Canada ~
2006/8/18
CRYPTO CRYPTO 2006 Santa Barbara, 2006/8/20
USA ~
2006/8/24
NIST HW NIST Second Hash Workshop Santa Barbara, 2006/8/24
USA ~
2006/8/25
VietCrypt International Conference on Cryptology in | Hanoi, Vietnam 2006/9/25
Vietnam 2006 ~
2006/9/28
Asiacrypt Asiacrypt 2006 Shanghai, China | 2006/12/4
2006/12/7

% Fast Software Encryption 2007 (20074E3 H 26 H-28 H, VIR TN I)DT Ty asicBn
T, 70 RO ZERE RN HE SN T D (http://Fse2007. uni. lu/slides/rump/sha. pdf), 72F. EERIf#
PiLDH SHA-1 11X 80 B Th b | MiZEN AL INT-DIX T DM TH 5,
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SCIS (EM) Symposium on Cryptography and Information | I%, 2007/1/23
Security 2007 A A ~

2007/1/26

CT-RSA RSA Conference Cryptographers Track San Francisco, 2007/2/5
USA ~

2007/2/9

TCC The fourth Theory of Cryptography Amsterdam, 2007/2/22
Conference Netherlands ~

2007/2/24

Flo, HBIEZAT R o T2 PR TRE SN BRI Ak 3 1Rd, BUFIS, EER
FPREICEE SN2 OIS, BRI ORI IC OV TR~ S,

2.3.1. /Ny L BB O BEERIM

SHA-1 {2 DWW TIEIER D558 RBEL DFRERD 58 BLdr b 64 BrCH g (77 v Rk
80 B) SNT/=Z LA SND, MEORDE IR OGN 1 71y 7 DT F A MIXIL 80
Etrp 58 Br DA E TR m DIk L, ZORERTIE 2 7u v 7 OFT X A hT 64 BN
JRE THIZTOIZHEI L TWD, ZOMEIR. HEEXYy 7272V 27 1 v 7 L0 58l
BROBAIZ I EEE AR LN LI AR EN S 5, [Finding SHA-1
Characteristics, Christophe De Canniére and Christian Rechberger , Asiacrypt 2006]

HILE MAC (Message Authentication Code) & L T HMACS-SHA-1 75 SHA-1 A4S ENT
EHERNCHN LN TWD AN, ITFED SHA-L 12T 257 & v 7 ZFIH L7z IMACS-SHA-1 72 &
X2 T X v ZIZOWNTH LWERH o 72, HIAC & NMAC (X 1996 4EI2H U 7 4 L =7
KRFY T 4 =IO Bellare RICKVRESN TN A v E—VRiEa— FOFRT,
FrlZ HMAC 13 L S A VDI TV D, AEIO#A T, HMAC-MD4 <> HMAC-MD5,
HMAC-SHA-0 {Z DWW TITBLEMZRT Z » 7 3 A[RETdH ¥ . HMAC-SHA-1 (2D NTId 34 B
it SHA-1 Z W2 IMAC IZDOWTIE T Z v Z AR TH D L WO b D TH o7y, TNV T T
R SHA-1 Z MV 72 HMAC-SHA-1 (ZOWTIFEEME T ¥ v 7 RRETH %, [Forgery and
Partial Key Recovery Attacks on HMAC and NMAC Using Hash Collisions, Scott Contini
and Yiqun Lisa Yin, Asiacrypt 2006]

SHA-224, 256 {ZOWTHT H v 7 DRLEVBH-7=, L ZOFEFIT SHA-224 DIGET
19 BeJEffiiR, SHA-256 DI5E T 18 BJEMiRDOE IR RN ATRE (/LT U7 Fid 64 Br) &
WIHIHLDT, BEMTIIALT o ROZEMEITE NI N TWARY, [Analysis of
Step—Reduced SHA-256, F.Mendel, N.Pramstaller, C.Rechberger and V.Rijmen, FSE 2006]

2.3.2. R hY—LESORERN

Z P Y —=LEFIZOWTIE, A U =Ll 5OEEBHSHE 1S0/IEC 180334 [ZERH S T
WD SNOW 2.0 (2 27 # v 7 BRERINTZZENERIND, ZOT Xy 7% 20
RSO NRINEHED Z EICEDHEIRIFEY PREHTELE VI D THD, £1EME
L ENDRAIEDEL  ERREBICITR > TV, [Tmproved Linear Distinguishers
for SNOW 2.0, K.Nyberg, J.Wallén C.Rechberger and V.Rijmen, FSE 2006]
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2.3.3. 70y BESOBEKIM

7Ty JEFIZOWTE, PEBFRROMEEIC LD 7 BrE 1L 8 Bk 192 £ R
B AES (213 2 BESENREE D BT K DT N ER S D, TERDMRSERLEITH T L T
RV AR T 0 T T BURFHESER 53 00 % AN T BB N b D D IEAF TR 128 A i B AR
oL~ am b3 TETEY, ABROBMIZIERTL2LENH 5, [Improved
Related-Key Impossible Differential Attacks on Reduced—Round AES-192, Wentao Zhang,
Wenling Wu, Lei Zhang and Dengguo Feng, SACO06]

2.3.4. ARBREES ORESRIN

RSABAIZHOWT, IEL < ZRWEIEIZHT 2 R R KB GIEN R S LTz, BARIIZ
I%. PKCS #1 (RSA Cryptography Standard) %523 < RSABAIZOWTARGEEOIES ¢ 28
NS BABRERFONT 4 VT ROF = v 7 2 E M LIZEIEIIX L, REICHST S
string ZMEIT 52 LICE Y, BERETZHE SN TLE O BAORENHIRIAES ICFEE T
& HATREMEZ4EHE L7z, CRYPTRECE L Tk, BEIZ20024F (2% DfERRMEZ R L Tz,

( CRYPTREC Report 2002 P112 Zf) AFE£RZ b U FICHARMBRERIT LA — k- SRR
72 &Rk L7z, [Forging some RSA signatures with pencil and paper, Daniel
Bleichenbacher, CRYPTO 2006, Rump session]

RSA HE AR LT, BEHE d 2V S WA ORI RN FIEDIFZERER AN < D)t
SefE R L U GREN TV A, CRT(Chinese Remainder Theorem) 5% WA F1ESS Lattice
R LT T5ik, WERTTIE DRI 3 2 0 L T2 7R ERER VRSN TV D, £z,
d VNS WA DBEFIEICKTT 5 — (b ~DilA 7 EH 4770041 T %, [New Attacks on
RSA with Small Secret CRT-Exponents, Daniel Bleichenbacher and Alex May, PKC 2006],
[A Strategy for Finding Roots of Multivariate Polynomial with New Applications in

Attacking RSA Variants, Ellen Jochemsz and Alexander May, Asiacrypt 2006]

FTo, BEHCH A OMEIZE L THIFENERL L TETW5D, EEMRERE b2
S5FITITNTZ o TWRWAS Z ORI ITIEICEET 2R3 A TR Y . LR OE)
FNCEENMETH S, [An Algorithm to Solve the Discrete Logarithm Problem with the
Number Field Sieve, An Commeine and Igor Semaev, PKC 2006], [Cryptanalysis of an
Efficient Proof of Knowledge of Discrete Logarithm, Sébastien Kunz—Jacques, Gwenaélle
Martinet, Guillaume Poupard and Jacques Stern, PKC 2006]

Zofh, EFEFIEL TV DEIE & LTE, ID XN—2RZFH LS FIEO LT
UAL 7 habRe Lattice & AWIZHT R EDFIT BN 5, BOKRTIE, B H2EICH
T LR EBEH SN TND LD THY . CRYPTO 2006 @ Invited Talk D—DIZH 72
S TUW/=, [Receipt—Free Universally-Verifiable Voting With Everlasting Privacy, Tal
Moran and Moni Naor, CRYPTO 2006], [Defeating Malicious Servers in a Blind Signatures
Based Voting System, Sebastien Canard, Matthieu Gaud and Jacques Traore, FCO06],
[Cryptographic Protocols for Electronic Voting, David Wagner, CRYPTO 2006 Invited
talk]
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ZEWFEHOET ML TE, IERESHVLNTWET U F LA T 7 VET V2B
NOZBENHY, IVHRECHLEEET VORENERILL TWD, —HITE, 74—~
LAYy ROWE L Zae LI ET /L OkE [Automated Security Proofs with Sequences
of Games, Bruno Blanchet and David Pointcheval, CRYPTO 2006]<f&E# D7 /L= X A
PRIET 2K 577 v b arOREMIEHFICANLEBELAbND 2= "= a K-
Y7 )LEF )L (Universal Composable ModeD)IZBH L T, ERIBEINTWVWAETLNS L
DN TVETARCHEILA L2 ET AA~DT T —F BT 5 LA TE TN D,
o, TERLET SR TV L faiabFEOBEEE 2 MK L7 7 L OME R EH RS
N7z,

[Generalized Environmental Security from Number Theoretic Assumptions, Tal Malkin,
Ryan Moriart and Nikolai Yakovenko, TCC 2006] , [Universally Composable Security with
Global Setup, Ran Canetti, Yevgeniy Dodis, Rafael Pass and Shabsi Walfish, TCC 2007],
[Long—term Security and Universal Composability, Jorn Miller—Quade and Dominique

Unruh, TCC 2007]

2.4. ZERBMERE

Rk 18 AFEE, WE AR Z B ST, £ 2.12 0@ Y 2 BB SN, K SHEIEED
—X 7T N—=7F, K2.13 0@V EF6 FPfES NIz, FHRE ORI R RO ELEEEIT
TowEY THD,

(1) WP REAE R

X 2.12 Wi sHEIRE B S OB

] FHH e

FlE | PR IS4 T A 24 H | IEEN S EHERE. EEADIRILHRGE
g2l | EE 193 H 9 H | BRI, CRYPTRYC report 2006 i

(2) BEEHEHIEY —% 77—

% 2.13 KEHEHEY —X 0 77— DRk

[ FAH s

H1E | ERk 184E 8 H 4 H 1 BB SRR B W6 (JEEh 58t D)

HoE | SERRI8AE 9 A TH 55 2 [AIABHSERS 5 We (JEEVNA D)

F3m | PR I84FE 12 A 27 H | 55 3 MIABAEERT S WG (PRI S D FF ik

FHAalml | PR 194 25 H 55 4 [RIABREERT 5 W6 (R il D k)

ol | PRk 194 25 H %5 5 [EIABHEERE 5 W6 (R 1)

F 60 | AR 194 31 7 H | % 6 [MI/ABABERES WG (CRYPTREC report 2006 F5ik)
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O 3.1: [EO6, EQ7, p.26,Table 7.2: Key-size Equivalence.]

Security(bits)] RSA DLOG ECC
field size | subfield

48 480 480 96 96
56 640 640 112 112
64 816 816 128 | 128
80| 1248 1248 160 | 160
112 | 2432 2432 224 | 224
128 | 3248 3248 256 | 256
160 | 5312 5312 320 | 320
192 | 7936 7936 384 | 384
256 | 15424 15424 512 | 512

0 3.2: [BBB+06, p.66,Table 4: Recommended algorithms and minimum key sizes]

Algorithm security lifetime| Symmetric key FFC IFC ECC
algothrims | (e.g.,DSA, D-H)| (e.g.,RSA)| (e.g.,ECDSA)
(Encryption &
MAC)
Through 2010 2TDEA Min.: Min.: Min.:
(min. of 80 bits strength) 3TDEA L=1024; L=1024 f=160
AES-128 N=160
AES-192
AES-256
Through 2030 3TDEA Min.: Min.: Min.:
(min. of 112 bits strength)  AES-128 L=2048; L=2048 f=224
AES-192 N=224
AES-256
Beyond 2030 AES-128 Min.; Min.: Min.:
(min. of 128 bits strength)  AES-192 L=3072; L=3072 f=256
AES-256 N=256
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58



REE4 PSEC-KEM Key agreement
BAELIT it AR — LR —
FOXC : http://info. isl. ntt. co. jp/crypt/psec/index. html
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« B8 URL <http://csrc. nist. gov/publications/nistpubs/800-67/SP800-67. pdf >

w4 AES
A AR

« FIPS PUB 197, Advanced Encryption Standard (AES)
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E-MAIL : crypto—ml@ml. soft. fujitsu. com
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B R bk
c WA DBIERSA B = U T ¢ £ (http://www. rsasecurity. co. jp/)
HEERCA DT LT Y X AIT-OWTIELRSA Laboratories 733&4TF L7- CryptoBytes
ZE (Volume5, No.?2, Summer/Fall 2002) |ZH# IR OGHICHHE I TN S
. Fluhrer, Scott, Itsik Mantin, and Adi Shamir, “Attacks On RC4 and WEP”,
CryptoBytes, Volume 5, No.2, Summer/Fall 2002
« 2/ URL <http://www. rsasecurity. com/rsalabs/cryptobytes/index. html>
1.3 ~yvaB%
54 RIPEMD-160
BEHLT ik
« ZHR URL <http://www. esat. kuleuven. ac. be/ bosselae/ripemd160. html>
54 SHA-1, SHA-256, SHA-384, SHA-512
B R bk
« FIPS PUB 186-2, Secure Hash Standard (SHS)
« 2P URL <http://csrc. nist. gov/CryptoToolkit/tkhash. html>
1.4 #ELELERAERR
54 PRNG in ANSI
BEHLT ik
« ANST X9.42-2001, Public Key Cryptography for The Financial Services
Industry: Agreement of Symmetric Keys Using Discrete Logarithm Cryptography
- 2 M URL <http://www.x9.org/> 72 3 . [A Bl K E 1L B K& W =
(http://www. jsa.or. jp/) MHATFHRETH A,
54 PRNG in ANSI X9.62-1998 Annex A. 4
B Ak

< ANST X9.62-1998, Public Key Cryptography for The Financial Services
Industry: The Elliptic Curve Digital Signature Algorithm (ECDSA)

- & M URL <http://www.x9.0rg/> 72 B . MHABZIXT A XA H S
(http://www. jsa.or. jp/) OB AFARETH D,
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54 PRNG in ANSI X9.63-2001 Annex A. 4
B bk
« ANST X9.63-2001, Public Key Cryptography for The Financial Services
Industry: Key Agreement and Key Transport Using Elliptic Curve Cryptography
- 2 B URL <http://www.xQ.0org/> 2 B . HHKZ 1T A RXEKTH =
(http://www. jsa.or. jp/) MO AFAEETH 5,
B4 PRNG for DSA in FIPS PUB 186-2 Appendix 3
BEHL R
« FIPS PUB 186-2, Digital Signature Standard (DSS)
« 2 URL <http://csrc. nist. gov/CryptoToolkit/tkrng. html>
B4 PRNG for general purpose in FIPS PUB 186—2 (+ change notice 1) Appendix 3.1
BEHL{T ek
« FIPS PUB 186-2, Digital Signature Standard (DSS)
« 2 URL <http://csrc. nist. gov/CryptoToolkit/tkrng. html>
B4 PRNG in FIPS PUB 186-2 (+ change notice 1) revised Appendix 3.1/3.2
BEEL AR

« FIPS PUB 186-2, Digital Signature Standard (DSS)
« 2 URL <http://csrc. nist. gov/CryptoToolkit/tkrng. html>
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Finding SHA-1 Characteristics [Asiacrypt06]
Christophe De Canniere and Christian Rechberger

X =T MYy 7 RFNN—RUAROEFIEE Canniére I HIZ K 5 SHA-1 1EZ2%8 7B
BOFRLEEROWE T, 16k 1 71 v 7 D6 80 B 58 Bl TH A S Tnizd
Zx L, 271y 7 64 BEM TSI LIz LW D b, AREIOHEHE TIEIEHT * ¥
TRV RT 47 LW FEEOBEANC LV HwERRREL M EXED 2 & THAITHK
NI EMELTWD, ZOFEFIH LT, SROk&EmXEAEG 2o, ZO#HT
(X Shamir R LV 71T 0 v FOGEDABRDREICOWTEMR 2 SN BHET v
LoV THY EERE LN > TWRWERTFTh o7,

Forgery and Partial Key Recovery Attacks on HMAC and NMAC Using Hash Collisions
[Asiacrypt06]
Scott Contini and Yiqun Lisa Yin

HMAC & NMAC 1Z 1996 4FI2 1 U 7 4 )L =T K¥EY T 4 = KD Bellare KIZ L 0 25
ST A v E—UFGE=2— FO LT I HMACITEEL SR HDnH T g,
Z @ HMAC i MD4, MD5, SHA-1 72 E D/~ & = B A WEBEE & L CTHW TV D035
FEERDICK > TRASNTEEE RIELFINT 52 L THMAC 0L bbb TL
F O ENWE SN, BARRE L LT MD4 & e HMAC I 2 BUBR AR HAA S
7o,
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Finding SHA-1 Characteristics [2nd NIST HW]

Christophe De Canniere and Christian Rechberger
SHA-1 OfE 23 B 2RO 58 Benb 64 BrE THHF L7 T, Non-Linear
Characteristic 72 2 &2 F U > TV D

Cryptanalysis of the Full HAVAL with 4 and 5 Passes [FSE06]

H.Yu, X Wang, A.Yun and S.Park
Searching for Differential Paths in MD4 [FSE06]

M.Schléffer and E.Oswal
A Study of the MD5 Attacks [FSE06]

J.Black, M. Cochran and T.Highland
The Impact of Carries on the Complexity of Collision Attacks [FSE06]

F.Mendel and N.Pramstaller
Wang KOMPNER L7, /v v =288 MD4, MD5, HAVAL (1259 % B IEDIEAB DO
DERIL, ERRICEZEORB IR Lz & W BRBHKR W, 7277 L, BEE TITH
REINTWLDIEIMDSETTH D, RBAMEIFER S NI RITWERO FIEZ HMIZISH L
TbDTHY, HERKY bAEGITHERZHE LT D FELZRE LD TIEZRY,

Analysis of Step-Reduced SHA-256 [FSE06]

F.Mendel, N.Pramstaller, C.Rechberger and V.Rijmen
BT BUFHESERE B U A M STV Dy v = B SHA-256 (2%f LT Wang K5
WZEDT %y &l LTo RO RPN HRE Sz, BURE SHA-256 OeMEITE )
ENTHRNEDOD, 5% LT 7 = 7 ZRFT 52 L2 L 2RI R 3 5 ATt
HEETE W& D Rz R~

Herding Hash Functions and the Nostradamus Attack [Eurocrypt06]
John Kelsey and Tadayoshi Kohno

NIST CTH; 5 Z2rtl, FERE(LESE Z Y LT\ 5 Kelsey XvH, Ny o= B%E W T
WEMRH A L TWDLLFEIZHONWT, JARNTFLRAT Xy 7 LTINS WEFIEIZ LD &
BHETHDL LWV IGEHN R EINT, ZOWEFIETIE, toXFETRLTBE, BN
Y afBIET AR L TES 2 EZAHRE LTEHY, B CUELAM LI L ZIZFELHIIN
YV afiEFFOLIICLELHHICHE T H2FETHDL, ZOFEICED 128 By by
V2 B O%E T 28T RIOHE CHEN ATRECTHDH & LT D,

VSH, an Efficient and Provable Collision-Resistant Hash Function [Eurocrypt06]
Scott Contini, Arjen K. Lenstra and Ron Steinfeld
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Lenstra K52 X 5H Ly o =2 B% VSH (Very Smooth Hash) O#£%, VSH 1tk
FCORBRANZES S ZRME LRy v 2 B L #2720 | RSA W & [AERIZECY:
HNCIRES Z DLW EDNFEATRE CTH D, LRMEDFEV ATRETH W I OFERETH 5
&) FBIIAERICIENE IR 22 © O Th 528, SHA-1 O E L CITLPIHEE) 1GHz
YT 47 LI T 1 Mbytels &<, BURBFRAIR B DIZEE > TV 5D,

Collision-resistant no more: Hash-and-sign paradigm revisited [PKCO06]

Ilya Mironov
WHEONy V2B ERWEA vy =Dy V2 BEFIH L TELA ZAERT DB
Ny v 2 O collision (T k- T, BRMENELRDND, ZOMELMRSTIEL LT, &
iT target-collision resistant hash function (1£3£7%>% UOWHF : Universal One-way Hash
Function & L THILNLTWD) & HWERERAER S TW5b, & 252 UOWHF % H
WOLGEE Y FEPES RO TLEI LWORMBEARH o7, AEELTIIE Yy FREZFL
#x>> UOWHF ZHEprie & 32 xR L,

Higher Order Universal One-Way Hash Functions from the Subset Sum Assumption
[PKCO6]
FRon Steinfeld, Josef Pieprzyk and Huaxiong Wang

2004 12 Hong, Preneel, Lee K525 0, MD O EFIH L T ¥ =712 UOWHF
AR T 5 A D security notion 2ME'E STV D, A%FK TlE Subset Sum Assumption
IZHS E MR L7 Subset Sum Ny a2 BEAREL, AREHNCLY, ERETORESN
Te e 2723 UOWHFE 2SRRI Ch D Z L& R Lz, £, EHAEL
T® long-input Z X% L4 2% UOWHF Ot v hEOEM AR E~OWEMAHIR bRl
7

Constructing Secure Hash Functions by Enhancing Merkle- Damgard Construction
[ACISPO6]
Praveen Gauravarum, William Millan, Ed Dawson and Kapali Viswanathan

MD5 <> SHA1 72 &, X— 2 L LT\ 5 MD(Merkle-Dangard)-structure % 54K & L7z 87
Ly &2 BB O T EZ RS, R UK LT, R b T\ D W F L4
M LEDREMEFMZIT -7, 25 HL. 3C LIS & DT, MD5 <° SHA-1 DRk
(ZHRL L 72T ARS8 B o £ BIS D ) 2 B RR BN TR L& b, i R & i
HADEFD G O ATD—2LF5HNLR>Tno, £, BBIRE LT3C+HE
DETREINTND, 3C L OHEROENT, fBEROHIEZIZICOD 2 O %S
bOLEERVbD LD 28 EY Y ML, MEALIZEEESIOERTD G BEEDOAT &7
HHDTHD, 3C DHERLDA Y » b & LTIIER L AV H TS MDs X SHA-1 72
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Forgery and Key Recovery Attacks on PMAC and Mitchell's TMAC Variant [ACISP06]

Changhoon Lee, Jongsung Kim, Jaechul Sung, Seokhie Hong and Sangjin Lee
MAC(X v&—T %4 Y= A | ; Message Authentication Code, 55 Sz A v E—U N
HEINTWRIEXAADREFE LIEDLDTHD Z L 2R T LD S,) IZHETH N
KOPDONRNY)=—2arDHb, PMAC & TMAC (2R3 2 REMENT 21T > T fb R %
¥##, PMA KT TMAC IZOWTEDGIERTREME A fiafi L7z, E7o, mlF=Ucx LT, Key
Recovery B A FREME L IERM L. Z4uH PMAC X TMAC %, flio MAC [Z¥E 7
BN =g OGRS R HE 20 SRR T T D,

Side Channel Attacks against HMACs based on Block-Cipher based Hash Functions
[ACISPO6]
Katsuyuki Okeya

Ny Y a B AR T D IERERIEIZIZ WS O DR FIENIREZE SN TWS, B Th TR
v W a_N— R L UTEMBERZWRT 5 PGV IELMEIND FEDRH 5, RIEEXTIE,
Z D PGVIEIZ L VAR T & D EMBIEICK T 5% A FF v RV KESOMHEIZ SV T OfE
Wk 2 m Lic, BARICIZR T s 7 a v 7 53 BARN 2 55 121 12 B O [
BN S BT RT DI A5 L DUERDRERDH D, ZZTEYA FF ¥ RVK
B 1 i CTH 5 DPAGESYESi#HT ; Differential Power anaysis)% FH\CZ o 12 FE¥EO
JEMEBAEL DIRMT 24T 7 o 72, RER. 12 FET 8 FBIIM B EH T& . T THWHN DL
BEARE L, BREEZITR ) TN TETLE Y, 5V 4 ffHO S b 3 FHHIC
DOWVWTH DPA & L ITZENICHTO2HENEMATETLEI>LALRH Y . TOHEITHO
—HERET LI ENHKRTLE D,

Strengthening Digital Signatures via Randomized Hashing [CRYPTOO06]

Shai Halevi and Hugo Krawczyk
SHA-1 72 £ OfeFatE gt A3ETe, EFEIC SHA-1 BMEDLITND VAT A EOHIT,
Hisk B IR 0 /IR RS T TR e Z R BIZV, &0 9 BERICHT 2075855 %, Randomized
hash EMEIEN D HFREZRE, BAREOFTHOWTW DI Ny V2 BEOHS %,
SIGN(HASH(m)) & v 9 Rk 5, SIGN(r| HASHGr |m) ) & WIHOHERICE Z 5 Z LI LV,
FCEbi T DNy v = B, Collision-Resistance OME 28 X7 & & B4 DL
FPRTD, EWIRIRE R LT, BEGNIX, Ny v aBEEIET 7 v /Ry 7 A0 %
F. VAT ANDEEET T Z ER AR E 2> TRV, Ny valBEzObLOE A
NERDDITHARTHRA)/ NS 2ABOBETHEE L Z kD LD Z &, Target
collision resistance FDOWAEZIRE L, ESFXNOZ AR 1T > TV 5,
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On the Impossibility of Efficiently Combining Collision Resistant Hash Functions
[CRYPTOO06]

Dan Boneh and Xavier Boyen
Bicipny v HZ, 2EBEO Ny V=B Ha Hb ZHWTHRTSZ & fg%iwf
AEEIT, WITuh— 2 Collision-Resistance DIEE 2 AT iX. 2O H /1A
Collision-Resistance OMWEZH T 5 & 5 et T EICBET DITRER, b v~ /I/focji
Re LTI 2EEDO Ny =¥ Hoa, Hb OHNEEZZOEEH 22y V2B HD
HIMEE T2 HER S D08, ZO%EHIMEDY A X%, ~y ¥ 2 B4 H_a OHHED Y
AX + Hb OHIMEDOH A X Lo TLEH, RERTIL, LVEWHIETSHY 720
5. Collision-Resistance OMWEEZHT 5 XL 5 efiic/eny V2B H %2 2 @EO Ny &
2% Hal Hb MO T 22 LIIRARETHDL Z L 2R LT,

New Proofs for NMAC and HMAC: Security without Collision-Resistance [CRYPTOO06]
Mihir Bellare

HMAC <° NMAC 7% PRF(Pseudo Random Function ; ##{EIELEEIS) & L CTARED Z &
2T GET 2) &1, EAMEBIES PRF ThAHZ &L, FTHEDLILTNDE Ny v = B

7% Collision-Resisance THh 5 Z ENMETH D L I T\, RBERTIL, —DHDSE

1 FEAERR%)S PRE Th 5. OHMNTZ S ThiuL, HMAC X° NMAC /% PRF & #72

FTENHFKDL, EWnO ZLERLE, o, SHICEMHERED. PRF TR THEEE

FIZRK EZ D E > ThiuiE, MAC & L CORREITIR- T Z &3 HkD, FHRL,

Keynote Speech: "Message Modification, Neutral Bits and Boomerangs: From Which
Round Should we Start Counting in SHA?" [2nd NIST HW]
Antoine Joux

itk MD4, MD5, SHA-0, SHA-1 % Ot CHLLAIEEI 2 Rz L T& o7 7 AEBE ¥
LY A 2R ER O Joux KIZ LD SHA OZRMEICET 25 T, =2 — 71y
M. AvB—VEBERELMFEINDE R REIEICOWTHR L, 7—AF 0T H vy 7L
FEEA D8 LWEIEIZ DWW THERL L. SHA-1 OFEZEPEVRBERINDLTHA S L9
SR A R )T,

Grobner Basis Based Cryptanalysis of SHA-1 [2nd NIST HW]

Makoto Sugita, Mitsuru Kawazoe and Hideki Imai
SHA-1 \ZBHT 2 B RICOWTHEB L, S3* U A& LTHFES L7z, NIST @ Kelsey
K6k % 72 SHA-1 OFHiliF1%%4 SHA-256 O MM #E T L7286 D20 T o R
IZOWTOERMAH Y | BLk SHA-256 ~DiE H 2 A THREEZ S50 0 IE L T D 50
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Precise Probabilities for Hash Collision Paths [2nd NIST HW]
Werner Schindler, Max Gebhardt and Georg Illies
R BSI ® Schindler FIZ K 554 T, MERMET L Z AW oy & = BB O E5 gt
BT D LA DORER, HEE A RO TWDHEY | ZOHIETBB ERE
i cdH 5,

Automated Search for Round 1 Differentials for SHA-1:Work in Progress
[2nd NIST HW]
Philip Hawkes, Michael Paddon and Gregory Rose
Wang #0212 & 2 E 2838 L THRZ IR SNk TH > 12 2200 R ADFERIEIZ OV T D
T, WEARDT LT XLEANTWD OO, FIEFERRMPILZR S TR,

NIST HW TOZF D73 Y A ADOERE [2nd NIST HW]
Eli Biham #Zf# 2 LA/ v =273 Y XA HAIFA O I RFOEEBZFIc L 5
270y Eony v BABORE,

Classification of Hash Functions Suitable for Real-life Systems [2nd NIST HW]
Yasumasa Hirai, Takashi Kurokawa, Shin'ichiro Matsuo, Hidema Tanaka,
and Akihiro Yamamura

HEMFICBT DNy 2T T ZATONTOEEN? SO R ERZSITHONT,

v ¥V a BB O - BROTHFICET 2558, MH—r - MAMAGRR 2 pEOE s

L. BHELIEE 2Oy 2 BITRO 6N D ERFER LT T 058 541To 7,

Formalizing Human Ignorance: Collision-Resistant Hashing without the Keys
[VietCrypt06]
Phillip Rogaway

Ny v a BB ENECTHWDEL R EDOT VY X AOREMEFFHIZOWT, EETITA
WDy Va2 BRI E Ny VA BB TR SN DICHEDL LT EERITITHREL D
vy aBBEAHOND ZERDH D, ARKTIIZIOX Yy vy FICHEAL, #BELO Ny
2B EHWES AT 2LEEMIEHIZ oW TE & L., digital signature,
pseudorandom function, Merkle-Damgard construction (22U CEAKIZZ DT - 22
FER LU, BARRTFEET Black-box reduction (2L L - A 2 -3V T 5,
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Discrete Logarithm Variants of VSH [VietCrypt06]
Arjen K. Lenstra, Dan Page and Martijn Stam

EHOLOLURORE AT, RSA 72 8 LFAEROBBEZUE & Lo L BMEREF ATRER /N v &
= B3 VSH DMER SN TV o, AR TIE, FEROMR T EHIESE REL T 2MEE
BRI BRI & L7z VSH-DL #4282, TIZZDON =—2 g O—o2L LT, HEZHW
THELERL TS, TR == g U EOA Y PF 72 VSH IZOW TR R ED
g bR LT D, FEM R 82 WSS RENSIT 208, ZRMENRM LT 572
EORML—FRET7RH 5,

How to Construct Sufficient Conditions for Hash Functions [VietCrypt06]
Yu Sasaki, Yusuke Naito, Jun Yajima, Takeshi Shimoyama, Noboru Kunihiro,
and Kazuo Ohta
Wang HIZE > TRESN TV D Ny ¥ 2 BBOMITFIEDE L 72 5 FIED — DI 8K %
A[HE & 3% sufficient condition ZRET DM H D, ARFEER TIL, Z O sufficient
condition Z HEIZHIH 27 L T Y XLEZREELTWD, 2O SCTATY XLDAT)
MO E T2 HRERIIE, DT B TH S5, £/, MD-family /v v = BE & Y
SHA-family /~ v ¥ = BIEUCHEH ATBER T LT U XL Th D, 2D SC 7Y X L% FEEE
\Z Wang & OB TyEZEA L, MD4 - MD5 « SHA-0 - SHA-1 ZE 2O C O ARG S %
BTV D, BT, MD5 22\ TiE, Wang K505 IEHR ST 720 > 72 condition %
RO 2DIZHE LT D,

On the Internal Structure of ALPHA-MAC [VietCrypt06]

Jianyong Huang, Jennifer Seberry and Willy Susilo
MAC (2%, ™y v a2 BEE WA v E—VF8RETH 508, £ ORERIZ L@ = D AES
ORERRDO—EZFIH L2t Dlz, ALPHA-MAC 2% %, A¥EKTIL, £7 ALPHA-MAC
(k55 2 R R (Second Pre-image Attack) (& DWW THREAIEE k% -
FRAT 2 AT 72 IS INEMETZRIRR ISR T DT 21T 70 o 72, £ 6005 AES O—FZ Ml
TMAC ZHT 2 & 9 A BT 2 NE T IE DM A 2/ TV D,

Improved Collision Search for SHA-0 [Asiacrypt06]
Yusuke Naito, Yu Sasaki, Takeshi Shimoyama, Jun Yajima, Noboru Kunihiro
and Kazuo Ohta
BB ERFONBRSICE D SHA' L OIHAA—Y a » ThD SHA-0 OEZEHERICET 2
AT, Pk Wang IKICE D 52 B0 TU e 239 & ) 2S5 ahs 4 236 [THIgK L 72 & W\
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Indifferentiable Security Analysis of Popular Hash Function with prefix-free padding
[Asiacrypt]

Donghoon Chang, Sangjin Lee, Mridul Nandi and Moti Yung
A v ROBEFRET 7 4 RICK 2B RR T 0y VS X—Al y V23
BARERKT 2 HIEIZOWTORH, SHA-1 % THHW LTV S Markle-Damgaard & I
IZ0 D E LAY 7o i ikiE A _X— A2 L7z 16 PGV & double block length PBE%% & IR 5
Nandi KRR D 2 HOHE DL EMEIZ OV TOFEHEZ 52 T\ D,

Multi-Property-Preserving Hash Domain Extension and the EMD Transform
[Asiacrypt06]

Mihir Bellare and Thomas Ristenpart
Multi-party Preserving Z5#t & BTV D N> & = B OB LVWERIEZTRE L2 6 D T,
LEVESTE W RED ORI 72N » ¥ 2 IO FIRETH D & LT D,

Combining Compression Functions and Block Cipher-Based Hash [Asiacrypt06]
Thomas Peyrin, Henri Gilbert, Fréderic Muller and Matt Robshaw

7 F AT L a A Peyrin K 512 X 5 double block length FEZILD 7 v v 7 B g X— R

DNy v 2 FBOMRIEICET 25T, ZER7ny 7Ry vaBREVWOIH LT L

— AT — 7 R L, W8 E%E DF (Degree of Freedom) %% & MUL (Multicollisions or

Multipreimages) KB L5 2D L TWD, ZONEEE LT, By =

B DRERIEIC SOV TIRE L TV 5,

Cryptanalysis of Reduced Variants of the FORK-256 Hash Function [CT-RSA07]

Florian Mendel, Joseph Lano and Bart Preneel
FOLK256 (22 THEMIZHB ) THERL S L2 80 28, ARICHIE CTh 2 L IRE L7256 O
L-FOLK256 {Z%}3 % truncated differential attack |2 & 2 fig##Tis F oI E, gt o Tk
Coding Theorem THW57 7 = 7 ZF|H, Low Hamming Weight & 72 > 72355 (2T
DT W =AM ET D, ZNDDMTT 7 = 7134 U ¥ F /v FOLK ~D#TIZ
JBEAT D2 ZENARETH D LD b, AFREZ BITHER ISR % e-Print [IZH# & DF,
(2 FSE 2007 TOERNTESH TN D,

Second Preimages for SMASH [CT-RSA07]

Christian Rechberger and Vincent Rijmen
Pattern construction property (PCP) & Forward prediction property (FPP) % f#fr4 %
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Z L2 LY output ®FESy A 2 b r—/L L, Second Pre-image attack DfENT 21772 > 7=,
FCHWA1TS] (nxn) & A Y E—VORI L OBMERR t=n+l OLEITMHERL THRIIL,
t>n+1 OEFAEIT 1/ poly FEEDHERTHRIIT S Z & 2R LT,

A Bit-Slice Implementation of the Whirlpool Hash Function [CT-RSA07]

Karl Scheibelhofer
AES % _— R THERK S VTV D 2N & = B3 Whirlpool O @i 3225 FiE D53, Bit-slice
D77 = 7 &M\ T Whirlpool DZhHH 72 EHEEITIR > T2, EDRNEFRIT OV T Table X
— ADFLE L G U TR A R LT, ATRZRIELE Tl table look up % 402 &9, Timing
attack 737 H IR #E 72 ME/% & 72 > TH Y [ table N—ADEEITLLR 95% DT — ¥ B &I T
%, 37% interaction 23 M L, 63% A E V &(code + data) ZHIIH Tx 5, & LTW5%,

NyvalBE0al) Va VBREOHER -Hi7-72 Advanced Message Modification D#EE
[SCIS07(= )]

WNIE #hST. KH Fnk, BEEE H-
Differential Path Search Algorithm for First Round of MD4 [SCIS07([EN)]

£ #&. fEx R & KRB fik, Bl 5
Strategy for Selecting Disturbance Vector of SHA-1 [SCIS07(E )]

ARy B, NBE M. RIE ML e oK & NI ®KEL BE AL OKHE ORER
SHA-1 53 /S ABET LY X2 [SCIS07(EM)]

xR & PR #hOT. RIE ML A s, T KEL BB H-. OKHE Frk
SHA1 £/ /32 BHEAERY — /v [SCIS07(E )]

KU L Pex oKk A& SHIR OB, NER #ir. Tl KA, BIEE H. OKHE Fik

BFEERFPREN, & L@FEET, FRRFAIZE DT =Ly ¥ = B OMTIZ
B 2#E CTh 5, SHA-1 @ Disturbance Vector DR, #5532 D HEA K, Message
Modification DF7=72 2 WRIZOWTORHTETH Y | BIET VRO SHA-1 D25
R BRI BN ED TWD S, BRI E MR L2 T b 52V iREN R X
NTNDENS ZEThoTz,

Groebner basis based cryptanalysis of SHA-1 [SCIS07(E )]

A Fk, G FB, R BRR, A3 Bk
KHELIZED 7 L7 —REE iz SHA-1 OffFTICBd 2 <, 7 L7 —REOH
AR ARV FTER ST VT ) AL EMAGHOE T Wang HIZ X FTEE kB LT
W5, ZOHELZAWT 58 B THEZER RITHII L, E7MERGEMAH NS T oo
TNT Ty ROGEDOHERETHE 21772 > T\ 5,
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New Guess-and-Determine Attack on the Self-Shrinking Generator [Asiacrypt06]
Bin Zhang and Dengguo Feng
Self shrinking generator & FEZIL5 1994 F(Z KA Y @ Meyer K H 2 K » TIRE I Lz A
kU — AH5 5 HOMENT T, Time-Memory Trade-off &9 2000 -2 Shamir #i% 512
KX IEINMNEL Y L EHE7Z, guessrand-determine & W) fiEMTIEAIRRE LT, =
DI AU XV AT I BEL I A Y 82 KIGICHITR L TR Y | W5 PRI BIRZR DS R Tl
LN, NITA—FEREMAHAZETCZIOREZRIBT L2 LITIRGTHLHTEO DA
M) —LBESZ AN 2 EOEH EOMBEITENEZXO6ND,

On the (In)security of Stream Ciphers Based on Arrays and Modular Addition
[Asiacrypt06]
Souradyuti Paul and Bart Preneel

SSL 7 ECffibiu T % RC4 72 E23E T 5 array-and-addition &5 XA 7 DA KV —
LIS 2T T, HEROREDT v 7T — RO TNTHL L EFHTLZET
FRMT A AIRE CH D Z L &R LT, ZOHEICLY, ERMHEICKEI SN b DI L
TN ATRE T H D & LTV DA, EEICHKFT 2 Z LICK VIR TREICT 2 2 L ITW
IRV E LTS,

Efficient Computation of Algebraic Immunity for Algebraic and Fast Algebraic Attacks
[Eurocrypt06]

F Armknecht C. Carlet, P Gaborit, S. Ku'"nzli, W. Meier and O. Ruatta
Z b U = B BT D R K O B B SR % e A VERTAT R & 2R 2 i
LW RER, EROLEMEFMEILIEROKE L FEOHAENLET, HEVFEH
HTIXerole, ZORKTIE, 7 L7 T —REORSIEREZIAR LT T 2 8Dk
T, ZEMFHMOFHEDRZ®mD TN D,

Construction and Analysis of Boolean Functions of $2t+1$ Variables with Maximum
Algebraic Immunity [Asiacrypt06]

Na Li and Wen-Feng Qi
REPI BB IZF T 2 22O RE L LT Algebraic Immunity & WO REN KA Yo
Meyer i HIZ L VIRE SN TWER, ZOREITH L TR ROZEMEZFFS X 9 72(2t+1)
BRI O7 = VEBOMRIEEZRZL, ZOBBEMWLS ZE TLeERA Y —
LGSO ARRETH H & LT 5, 7272 L Algebraic Immunity & 5 REFEGHIIIC
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Improved Linear Distinguishers for SNOW 2.0 [FSE06]

K. Nyberg, J. Wallén C.Rechberger and V. Rijmen
A N U —ARFEOEESFE ISOMEC 18033-4 TEUELIL TS SNOW 2.0 (2435
TH Yy I PRESNTL, ZOT Xy 7% 21 ORIOWMITRINESD 2 L1 L0 i
MO PBHTELE NI D THD, FLEMEEINIRINENRELS, ZOT Xy 7I1dZE
FHENRER TIIRVWEE LN,

Cryptanalysis of Achterbahn [FSE06]

T Johansson, W .Meier and F.Muller
Cryptanalysis of Grain [FSE06]

C.Berbain, H Gilbert and A.Maximov
Cryptanalysis of Stream Cipher DECIM [FSE06]

H . Wu and B.Preneel
Chosen Ciphertext Attacks Against MOSQUITO [FSE06]

A.Joux and F Muller
Distinguishing Attack on the Stream Cipher Py [FSE06]

G.Sekar, S.Paul and B.Preneel
Resynchronization Attack on WG and LEX [FSE06]

H . Wu and B.Preneel
e-STREAM ZH#2 L & 117= Achterbahn, Grain, DECIM, MOSQUITO. Py. WG. LEX
WX T D BBBEN R SN, WEBEPBRINTND & V> THEIIZE DR 53 %E &
2HDIF TR, TAIY ZLOLROERITE L SN TS, e-STREAM (3 2006 4 2
A CH 1 IREHIE 7 = — X &A%, 2006 4F 7 A5 55 2 eI 7 = — X% Bisa L, 2008 4F 1
AIZEELVAR— 2T TFETH D,

The Design of a Stream Cipher [SAC06]
Lex, Alex Biryukov
Dial C for Cipher [SACO06]
Thomas Baignéres and Matthieu Finiasz
On the Problem of Finding Linear Approximations and Cryptanalysis of Pomaranch
Version 2 [SAC06]
Martin Hell and Thomas Johansson
Multi-Pass Fast Correlation Attack on Stream Ciphers [SAC06]
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Bin Zhang and Dengguo Feng
Crossword Puzzle Attack on NLS [SAC06]
Joo Yeon Cho and Josef Pieprzyk

ECRYPT THEREREINT-HEADR AN — A EICOWTOMNTEENEREINT,
CRYPTREC HESERT 5 & X BE TN A N Y — ABF S DfITIENE EICER L TV D Z
LA SRS,

QUAD: a Practical Stream Cipher with Provable Security [Eurocrypt06]

C. Berbain, H. Gilbert and J. Patarin
LN 2 R Z i 2 & (MQ R OBCFRIREENEZFIH LT ZatEnNiE
BT& 5 A MU —AlEE QUAD Zikit Lc, ZEeMOiERE T2 6, ZHLENIZV S
OMERINTWNDLA, ZNHITEIREENRKE SEMW TR -7z, QUAD 1TiEHF O
PC T 4.6Mbps TH Y AES LV 072 VBN BERE I FRELD To LN R
WEFIRL TS, VORI L 45 28 H# s 2 RTRAOMIEIL, 717 ) —
ﬁéf“%:ﬂﬁﬁ L2 EDOWIFERHEA TE Y | GEFUS KM 72 W DMEE R NS ETIE A 5,
Fro, HBEONFEE NS FHmAVH < . BURRBBEITS T 2 Z A RAETE T
tﬁuv‘: W 9@2%&%%75%7’:0

Ensuring Fast Implementations of Symmetric Ciphers on the Intel Pentium 4 and
Beyond [ACISP06]

Matt Henricksen and Ed Dawson
eSTREAM |(Z)i 5t S 7= A b U — A5 5 ( Py, Phelix, Mir-1, MAG, HC-256, Dragon 7% &)
® Intel Pentium 4 ET implement L7ZBEDOZNRIZHOVWTOEEFEREZHE, <D
algorithm |Z eSTREAM OALZEDOEED A RT7 A4 NZHI- 72D DIZR > TWD N, B8
72TV bORETTIHRNLE LTS, ZITOBEMRIT, 71I Y X hak
b 5B TR, FEROIMA OO E DL LTHLESIT TN D,

MV3 --- A New Stream Cipher Based on Random Walks [CT-RSA07]

Stephen Miller, Ramarathnam Venkatesan, Ilyva Mironov and Nathan Keller
A~ U —AKEE % provable secure (24T D 412, self masking & fit DA A 1R, 7
A7 47 & L7Tld graph @ random walk OS2 FIHT %, 7=, [LPSS6lOT 7 =7
Z AW TRERMIIC random walk @ expander ZH5AE L. 2RI MER T 1L 2122,

A Simple Related-Key Attack on the Full SHACAL-1 [CT-RSA07]
Eli Biham, Orr Dunkelman and Nathan Keller
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Ny o B SHA-1 IR E 2 R > A B U — A5 SHACAL (22T, Related-Key
attack |Z X HENTHE R ORE, EHEGEH T 5554, time complexity X° data complexity 73
RELZOTLEVRHETH D, ALK TIE, Slide attack 235EH LW K5 etk %
AN T — X WIAE L4 @ Related-Key Slide attack (2 X 2 f#HT #4772\, time
complexity 7% constant FREEICHIR CE 5 Z & 2R LT,

Differential Power Analysis of Stream Ciphers [CT-RSA07]
W. Fischer, B. M. Gammel, O. Kniffler and J. Velten

A FTF ¥ RNVEKEONRLE LTA RN —ARFFAE BT 5TV AHFEIE, s iR =
RNFHEERE S ITH D LHD I, ol LTHHIWE A T DT LY X LALHEGRII7R
ERNTRE I - T e, AFERTIE, eSTREAM IZH =2 MY S Tn5 2 DDA RY
— A5 (Grain, Trivium)a % —47 v & LT R &2 R T, IV 29 < HBRETH &
TTNAAD ) A Z% Y FREMPIY A RTF ¥ RAVKELZFEBI gL Lo, £, K
Hrid, 114 RF ¥ RVHEICHTL THWHIL S Template & 77— % & HOTIZHE
BRAWE T2 Ltk s, LL TS,

A b Y — BEEEITHT 2 RETE D FAT I ReE DRREE[SCIS07(E )]

N RS, AT R
ANV = ARSI D MRBEBEIC DN T, F4 7Y XA L ey b RRE 2 51
(CHLAEDE D Z &I LV MRS HRFH OIS L7z & )G, Mg bEs
BRICEEIRET D vy MIOFKEILZ T8> T D,

(3) FnvimEs

The Security of Triple Encryption and a Framework for Code-Based Game-Playing
Proofs [Eurocrypt06]
M. Bellare and P Rogaway

Triple DES ® X 912, [A CH 5L A B 72 2 88 C 3 [Blfk 0 R 2 2MEisfbikld, #os
BERRBCBI TR U CIIREEICZ ML m BT 525, 2L OBEBIEIT S L TR A
EFDENEIRIBROMBEIZ o T2, ARIORKXTIE, FrHmllik3< sy —n - 7oA
AEBIEIZ L 5T, Triple DES 78 DES KXV ZEETHHZ A RLTZ, 72720, SREIORER
E— D ORI R EE IS < Rl 47, WG L —BIZE L TOWRWRIZHEERET 5%
N D,

A Zero-Dimensional Groebner Basis for AES-128 [FSE06]
J.Buchmann, A. Pychkine and R. Weinmann
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T2 Z RSN, BUEFA CTIIREINKE CIZAESIIM 2 L IZREETH 5 L 9 R
NIRRT D, AEIOFEER CTIZAESOILREICEHT L7 L7 —REZFHETHZ &I
MO THIALTZE WD BDTH LA, T OfE RITMTNIIESEE DT, SHBOFMET
HHLLTWD,

Improved Related-Key Impossible Differential Attacks on Reduced-Round AES-192
[SACO6]

Wentao Zhang, Wenling Wu, Lei Zhang and Dengguo Feng
flBEIR AES (Zx4 25T Z v 7, PERZEEOMIER IS L D 7B ET21% 8 Befliklik 192
By MNEAES Sk BN REZE D BBIC K DT CTh 5. TEROFFERCERITEHT L T
TN RN O B BURHELERS 75 D Z BV I BTN OO, 4% O F & 0O AT REME K
CEEDMHEHTH T,

Advances on Access-driven Cache Attacks on AES [SACO06]

Michael Neve and Jean-Pierre Seifert
PIRTY v 2 7 #HfZ O & FIFO cache attack & FEEN 2 fRHTIEIC XD AES OFENT T,
128 £ b AES Ot 20 OB B L2721 THETEX 5L 0WH) bDOTH D, K
IZ cache attack Z & Te YA NF v R/VEEE &AL D AT TSR IR AT 5720, AES
MEBIfEIRE LI Z L 2 BIR L0, HHFUERER S Th 5 AES IZOWTORERIZITIZ
EHEND,

An AES Smart Card Implementation Resistant to Power Analysis Attacks [ACNSO06]
Christoph Herbst, Elisabeth Oswald and Stefan Mangard
IEZ DFENRA B LA F‘?"’V*/I/Iﬁ%’*’\@fﬁ‘fﬁi%%fzﬁé?Yiﬁ)?/%%o BT D
NDLAF 7T TR, WS OPOKBEFIEIIK L TIRBRIS I ENTE R, £
ITC, JUyA MU EZFIIINZ S Z L2k, H lﬁﬁlﬁﬂﬁ'ﬁ%§< T LM AREL R
Do VAX U ZIREBE BT AHEIN NS < T X MEIT B A N R E W,
T I T, WHOEMOMAGOE LRI L, M - FONDMEL 23 L, # L)
XNERE LT,

Cache Based Power Analysis Attacks on AES [ACISP06]

Jacques Fournier and Michael Tunstall
AES Zxf L T, cache ZHWEHTIZOWT ORI Z /R L7z, FEARIZIE, 2004 4T
D.J.Bernstein {Z & - TH#E & 7= cache timing attack <° 2006 4£(Z Shamir H 2 Xk ¥ F
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F I 2[R U< cache |2 X% timing DT 2 BB L2 FIETH 503, FFIT cache (T
v NLTEBRDORE — o OftT 2 BB L, Zivx O F MTIZER L Tkt $: sz I
FTWD, TS s LT 2 DO HIENE RIS TEY . —2I21% ByteSub function %
target £ LH DT, 2 2HDJEE LT, MixColumn operation @ xtimes % target & L
TfRiT 24T 572, ZNHOFEOBEMICL Y, AES OV X OEHRE space % 2128735 268(C
HI T 2 Z etk s, FLARAFEIVA RF vy 2 VKEOXE E LT Z415 masking
WoroTe b LTOHARKETH S, L DIR,

KFC - the Krazy Feistel Cipher [Asiacrypt06]

Thomas Baignéres and Matthieu Finiasz
KFC(Krazy Feistel cipher) & FEZIVD 7 0 v 7 BB OFHRR, AA A TR K2 —H
XD Serge Vaudenay % L % decorrelation FRiglZ i< ZaMFHMliTFIEIC L V%
AMERYIO CRE SN EBEN R 5 Th D & R L TWD, 72 LERMEGEA S H 5 FE
DIENH > THO TR NDHEDTHY |, Z O S NE FEAFHESIRG 5 X 0 &2 aMERn
BWEEIMLTLHEE X2,

Generic Attacks on Unbalanced Feistel Schemes with Contracting Functions
[Asiacrypt06]

J. Patarin, V.Nachef and C.Berbain
BFBUFHERE SO 7 0y 75 THEEMN O TND 7 = X7 UG & TN 2 i
T, =Z&EKEDO MISTY 72 £ THWHNTW D RFESENZ A 7 DG DRt 2 K% 25
fili L7=b D, & 2 FEONE DIt TRERGE 2251l T 0 B SRS REBIRZROFIR ThH
L5, BARIR I 5 ORI EERE N DR TR < B BUMHERES 5~ OB 72

OB,

New Cryptanalytic Results on IDEA [Asiacrypt06]
FEli Biham and Orr Dunkelman and Nathan Keller

OpenSSL 72 CIZHWHILTWAH 7 1y 75 IDEA IZ%T 5 A A7 = /LD Biham #i#%,
Dunkelman & O F— A2 K DL RMEFH0RR T, EROMHN 7NV A~y 7 85 B#%x b
BRZHE/N LT2 BT L CTOMEHE T o 7o OISk L, B RE B & MET 5 B IE T 7.5 Bt
M/ NSRS L CHROEBIRR LD bR s RSN R TH L LWV b D, 7272 L Z DT
EITER OFFHEI LN TR 2 E I TR MFHETH V. Bt EATZ L
EEZARVWSDD, T vy ST FIENRERITES L TRRITTND Z &R L TV,

Cache Based Remote Timing Attack on the AES [CT-RSA07]
Onur Acigmez, Werner Schindler and Cetin Kaya Kog¢
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—%|Z cache attack & PRI 5B EET1EI21E Trace-driven attack, Access-driven attack,
Timing-driven attack 72 &% 5, remote 7O OFE{EIZH#H L CTWVWAHAKEEIH T
Timing-driven attack TH 5, TERHSIL TS remote attack & L THERFINTWNDH D
DDZ%L 1L, U T V7 remote TIEZR< | HTFDREEE ATV, RBEROWBEFIEIL
O DOREEEY BN - Y 7 L7 remote attack & 72> T\ 5, fEMTOIFEHT 2002 I
DES 1Zxt L CHMT 21772 572 Tunoo & D7 7 = 7 \ZHBL LT fT FIETH D05, RiEE
J5 0% Tunoo H D FHEDOH THEE L 4Tz cache cleaning OEMEZ LI L L7V,

(4) ABARFTILITYX L

Forging some RSA signatures with pencil and paper [CRYPTO06, Rump]
Daniel Bleichenbacher
RSAZEA T, AEEE e 2/h& < BAMGERONT (VI ROTF = v 7 2 HIE LIz
FIELOLS | A EICEL DNMRIE S D aRER H 5, @E, PKCS#1 (RSA
Cryptography Standard) @ RSA B4 TiX, LEIZA v =V DOy v afliz /T 47
LTHEbNzEy MilEd d ®T 2521280 (d 1IWERER. BAEART D, ELW
FAETIE, BREDBEIC AT 4 o Iy Y afiORSE2F =y 7 L, NT 471
REH7estring NN TWRWDEND DH Z LIZRo TS, LML, Ny v affidoksDF
v 7 HEM LU EETIE, AIEZ string 2T M THRETE 20, FBREIX, AR
BEEEL e 8 3 RED/NERMEDLAEIZIX, AIEIZDIT S string T 52 LIk,
BRETZBEL SN T L 9 B4 ORENILBIIA S ICFZH T DRt L7,
EREDFEFITHK LT, CRYPTREC & L Tl BEIZ20024-0 CRYPTREC Report 2002(Z T
Z OfEbE A fEHi L Tz, (CRYPTREC Report 2002 P112 £ f#)
X RO ERAE N FICAFEBEREEIZ LA — b« $HER 2 E 2R L T D,
[NIST]
Web ECZDOHFEFEL AL, CMVPO—8 & L TEjid 2CAVPOT A M T, LEiloOR#Eb] 7%
ERINTRWDT =y 7T 25K IIMEE LT, FRRBBIC L 5 B4 OGN LD BARK L LT,
* RSAEX ORBASEHREICIE e=3 ZRIH L2 &
Ny ValEOREDTF = vV HMEITROZ L
R EERETTND,
RSA-statement_10-17-06
http://csre.nist.gov/news-highlights/RSA-statement 10-17-06 .pdf

[JPCERT]
JPCERT/CC REPORT 2006-09-21 % T FalNA %,
(€77e0)
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[6] #i%iD> RSA FEEIZHB W TEADNIE L < FREE S 2U70 W fEga M ik
US-CERT Vulnerability Note VU#845620
Multiple RSA implementations fail to properly handle signatures
http://www.kb.cert.org/vuls/id/845620
B S (HAGE
JP Vendor Status Notes JVNVU#845620
BE D RSA FEIEITIBWTEADIE L < BiRE S fu72 W st
http://jvn.jp/cert/JVNVU%23845620/
JPCERT/CC REPORT 2006-09-13 =
[2] OpenSSL IZREHENNIE L < MRGE S v Jagstk
http://www.jpcert.or.jp/wr/2006/wr063501.htmI#2

[CERT]
TRV AR— &4,
http://www.openssl.org/mews/secadv_20060905.txt
OpenSSLIZET % /3w F & 8B,
http://www.openssl.org/news/patch-CVE-2006-4339.txt

An Algorithm to Solve the Discrete Logarithm Problem with the Number Field Sieve
[PKCO6]

An Commeine and Igor Semaev
KRB RO mEETIE LS L CEFER SN TODEIKRS D WEOHEZ VLT,
HERO BRI 3 2 mdl fRE FIE AR T DA OV T OB L, RRB R T 5
fRVEFE L L THIHGI TV D Matyukhin O G {EZ ~—2 & L fiFEOEFE THRSZIZFHFTEE
BLEENA[RE & 2R D8y DIEBEAE O EmH(LIZOWTEZR LI L 2 A, MM LR AEETH
D& DFRE R E2GT-, BREOEEZCOTLMRTIIRS HETHH LORE LV IZL
ExoTn5%,

New Attacks on RSA with Small Secret CRT-Exponents [PKC06]
Daniel Bleichenbacher and Alex May

CRT (Chinese Remainder Theorem) % FI|ff] L 7= RSA 55 D34 T, FEHE d 23/ S Wi
BT DONT, ERRIE L CTWiEHT D bound % EFEIAFERZELS Z LIk L7z, B
(Z1% 2002 412 May 2322 L7z 2 O LB F1% (Coppersmith’s method ZX— 2 & L7z
FIE)D BERSy A 2 B it D FiESClattice 2 I U 72 FIESE 2 WV THT IR 2 &
LT R SCCTIRE LT 151X RSA 2 B L7-#k % 7271 (Galbraith, Heneghan,
McKee HIZ L V#REINTWD F7ESL Sun, Wu HIC X VBRI TV D HIEZE)ICKH LT
biAT 5 Z LK D,
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Cryptanalysis of an Efficient Proof of Knowledge of Discrete Logarithm [PKC06]
Sébastien Kunz-Jacques, Gwenaélle Martinet, Guillaume Poupard and
Jacques Stern

NBREERE ST 3 X LORGEE T DR E U CERRE M LA TR HW LIS B

KHBEIZ DWW T, HWD group @ order 3 & H A EFRE SV TRV K S BREGEIT O

T witness ZRODLFENHKTLEI ATRBERHHZ L Z R LT, ZNUHIFNRTA—FD

RIENAHEE TH 720 T HIRERR 7 — AT Z 5 %, #UIZE T BOFHERER 52 v

TWHHBE~DRBIHEVENLEZOND,

On the security of OAEP [Asiacrypt06]
Alexandra Boldyrava and Marc Fischlin

OAEP |3k » 7o UFHE L L TR H LT 5 (PKCS D#1 v2.1, ANSI X9.44, IEEE 1363,
ISO/IEC 18033-2, SET)RSA # AR & L CLeMA4n LS5 A Th D, WOt
WZiE, —RIZ 3 FEO— MRSV S, ZOREMHIZHONWTIIT VH L F T 7V
ETNREEZMWCEEA SN TWD, =, ZUyF LA T I NVEHWRWET VTR, &%
B Lo TUIZDOLEEENFEH T R r—2AndmEIcHEINTWD, ARETIET, 2
NOEFITHNONTWDLEABN ED X S REHAET THNIT, TOHNUIED L S REe
PEE CIIRIETE 5200, Znlic, OAEP & LT, — AL L7RERME Ozl Tid
WA, FITEHEDIL TV D BEICKTT 24D, 2 —ERFZMIETHAIZED L D ITR
DINIOWTHRRICHSRTZ, &V RTABD XD BRI 2 AN ED b7
FERTHDLEBEZOBND,

Chosen-Ciphertext Security from Tag-Based Encryption [TCC06]

FEike Kiltz
(elective-tag secure)Tab Based Encryption scheme D %4 112 > W T & £ L |
CCA-secure TBEGERIRFF B LK EIZXf L CEX =7 72 Tag-Based Encryption) - weakly
CCA-secure TBE - stag- weakly CCA-secure TBE D% & CCA-secure PKE GEIRES =
B Z % LT = 7 72 Public Key Encryption) © CPA-secure PKE GE4R S-S0 (2
%t LT =7 72 Public key Encryption), & NI CCA-secure IBE GRIREF 5 LB |2 %}
L T =77 ID Based Encryption) * CPA-secure IBE - sID CPA-secure IBE (selective
ID (Zxf U CRIROESCK BT ) LT = 772 ID Based Encryption) D BIfRM4: % f#HT L |
reduction ORRZ R L7z, ENENDENMEEZ E > D D RE TV D RISHT T2 R L2155
NTWo, £l X7V 72547 MTEAWTICT LA T 7 vET NV EANT
W EMRERTEEZY TBE AR L7, 5612, KWk L7255 % rump session
TRB LT,
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Simplified Threshold RSA with Adaptive and Proactive Security [Eurocrypt06]
Jesus F Almansa, Ivan Damgérd and Jesper Buus Nielsen

WIS BRI X OEIRAY 7 B 22 AT 70 O BUEE o6 L T /eBfEf £ RSA OfEk
DORERR ST RN MELS | ERW TR o7c, AEEXTIT LRRoZ 22w 7 L0 2%
722 F AL, FHIOBS N O —H RNV LTS EOXSER E LT, ek
TIHNRDJRK & 72 5 Tz refresh 4T 72 DT IR TER T 5 2 & 3 A[RER H
KeERoTVD, HIZREGANTEFLEMEOEHET V& LTHER S TS UC
£ /L (Universal Composable Model) T & D4 2VENFEH A[RETH 5,

A Strategy for Finding Roots of Multivariate Polynomial with New Applications in
Attacking RSA Variants [Asiacrypt06]

FEllen Jochemsz and Alexander May
RSAIZEIL T, ed =1 mod N 725 d /NS WIGEITHT 2 KEIFHERW S D0 b Tz
TRV D D, AFRTIE, dPV/NSWHEOBBEFIEIIS L TOFEO— Kb ZRA, 1k
HOITWAORER L VSR LR R EZ R LTz, HARMIZIL, Coppersmith 723245 L7-Fik
\ZHIY . LLL algorithm 72 &% W CEARR 725K & LT, QiaocLam SFR({EE 7 & X
O CTHE ARG EEZFIH L7z 5R)X° Common Prime RSA( p-1=2ga, q-1=2gb for a
large primeg, ®(N) = (p-1)(q-1) DRk AE £ RSA) 7 23T D fEMTfE R Z2 R~ LT, Fik
FENTWL FIRIZEET 2 — ki Sz & LThH, FoifED% <13 heuristic 7235537
2L 5 Th D,

Towards a Separation of Semantic and CCA Security for Public Key Encryption [TCC07]
Yael Gertner, Tal Malkin and Steven Myers

Non-Black Box M#g5iTlX, Semantic Secure public-key primitive ThH o7& L THZ
AUTHZA L7 ML, BB S SLIHBICK L TRETHD I EaR L TNDH I LT s
U, L9 Z & AR LT, Semantic Secure 72 encryption primitive 75 (% CCA1l
secure(§ 7205 CCA2 )72 &R T 5 X 9 72 black-box reduction |Z/F1E L7222 &
%7~ L 7=, Semantic secure 72 encryption primitive % #:(2 CCA Z %3 % ik L L T
non-black-box & J 257, RpEk7e S i 727 encryption algorithm % . FERHZ1T72 9 ?QL
G L2702 X AOH D decryption algorithm O H THIFH T 5 LovZzun, & LT3,

Analysis on Bleichenbacher’s Forgery Attack [SCISO7([E )]

G B, T HA, R
CRYPTO® 7 7 v v = > CBleichenbacher K% L7-EEO T Z#FH L=
RSASSA-PKCS1-v1 5 %F(ZX7 2 BBRIEDFERIM O B LM R4 T, HIRHIIZRFC 3161
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TRESNTWD I A DAL T ORENBTEICATRETHD Z L 2R L, FftohT
FEONTVDHRSABA DT T, e=830FMHINTWDLTr—ANGS5 &5 2 Latahi, Zhb
[ZOWTIIHRHIZCAZR EDFEN A > TV D BT R B AR 217720 T L &R L7z,

Generic Transforms to Acquire CCA-Security for Identity Based Encryption: the Case of
FOpkc and REACT [ACISPO06]
Takashi Kitagawa, Peng Yang, Goichiro Hanaoka, Rui Zhang, Hajime
Watanabe, Kanta Matsuura and Hideki Imai
—MRDBBAGERE 5T LT Y AL LTI X277 AT ZNCEET D Z LD
KD FyEE LT, FOGER-MA)EHSS REACT 72 ENH B TWD, AFEKTIE, Thb
NIDBHAICH#EMAT 52 ERbHDZeamL, WHLEEOEX 2 U7 1 DWEZIER
EuaBLR LT, ¥z, FOE#H G ZLE L IDBRSICEA LRI, BX=2 U7 1 DOl
BNRE L0 ZA MTT L2 ERHRDEHTAGRE LG Gl 217 o 7o R AR
L7z,

Tag-KEM from Set Partial Domain One-Way Permutations [ACISP06]

Masayuki Abe, Yang Cui, Hideki Imai and Kaoru Kurosawa
RWA =V E2B R AL - HETDHZLDTE A7 Y v FIESORAKIC
DWT, ik Tag- KEM/DEM 2385 SV T\ 5, AFEER TIE, RSA X° Rabin 572 &5
MRS EAE DY & &I, ERAELRKROEX 2 U 7 0 B AT LY
N7 Tag KEM 2165 Z L OikHp = a— NOEEIR LTc, £, kL0 D
O — e FRE TR S & | ERFIEE RO X 2 U 7 1 B2l 5 &
D N7 tag-KEM DM HIE S /R L, TOBREIToTof Ra R LT,

An Ideal and Robust Threshold RSA [VietCrypt06]
Hossein Ghodosi and Josef Pieprzyk

BALERKRR S L, BAMEHEEICRE S T 25AREMET LTI L2 W5
BWZ, KD B WL DONZE OB FEFIR R I TS, FRIZ RSA Z W5 FiEIC
B 20k FIEOMBER L LTIE, =T T5A NP HIEE, FAUADFA Lk
TR RN A AN KREL RS TLED WD mlddh D, AFEFK TIL, BfEfT & RSA
BALEENT DHEIC, BAUADRTATL28HOY A XL, =T 32 A OIS
LWk ziRg, 12T 5. B2t « REIC OV TOMT 21T/ > T\ 5,

The $2$-adic CM method for genus 2 curves with application to cryptography

[Asiacrypt06]
Pierrick Gaudry, Thomas Houtmann, David Kohel, Christophe Ritzenthaler

84



and Annegret Weng
FEFE L DN BHEERSE 5 12 B\ TR AR MBR 2 W T 2 72 DT B R AE 7 7 AL A% G
BT H5FET, ZO0HNTRELT LHRNT D EIERE20 0D, < DEEHERE
DHEIRICEIRTE D L FEL TS, ZHUT K Y BFEM MRS ORIk E D b &
Gig ol ERL TS,

Relationship between standard model plaintext awareness and message hiding
[Asiacrypt06]
Isamu Teranishi and Wakaha Ogata

PA(Plaintext Awareness) [X[BR94,BDPRIS8] 5 (2 Xk v $#&£"8 S /= /AR 57 /L 2 U X 4
2T DS T, AX X — RET /L TO PAIX[IBPOM] TRENTWAETH H, AWK
Tid, TABREERE 57 VT Y ZLH PA D&Mz L, I OW(One-way) Th 2 Z LA
REALEAEIE, ZO T VT Y XAIL, CPA-secure Th A Z L Z/R LTz, TERAFERE LT,

[/ABREERE B 7 L 2 U R AN PA O5M%217- L, ¥1Z CPA(Chosen Message Attack)(Z %}
L CEZ2THIURX, £t CCA2(Chosen Ciphertext Attack)iZxf L CZETH D] Z &n
IRENTND, REROFREIERR RS, fike LT, [R5 7 /13U X L7508 PA
D&M EHIZ L, BIZ OneWay THDHZ ERREINDIGE, D07 03 Y X AT
CCA2-secure TH D] LW\ 9 Z LRI NI,

On the Equivalence of RSA and Factoring w.r.t. Generic Ring Algorithms [Asiacrypt06]
Gregor Leander and Andy Rupp

Factoring [ & RSA BIREEDOZEMMEIINVEZRIN TV RWEETH 203, AWK TIL,
flexible LE(Low exponent)-RSA R/ % Ht#fi\ v, LE-RSA % Zh R RS DBt ECHER L
7= generic algorithm 23MF7ET 572 B 1L, Z iU Factoring fifiE 7 /v 3 ) X AIZEWT 5 2
ENHKRDZEER LI, Tbb, ZOMOEAIZE L TiE, LE-RSA [ & Factoring
RIEN I D VWD Z xR LTz, (L, ARBEORFILH < £ T generic algorithm
IZIR D55 Td Y | non-generic algorithm (Zxf L T & /mB 725 25K TidZe vy, full paper
Wi23E D 55 eprint (2B INLDHED I &,

Trading One-Wayness against Chosen-Ciphertext Security in Factoring-Based
Encryption [Asiacrypt06]

Pascal Paillier and Jorge L. Villar
KPBB(Key-Preserving Black-Box Reduction) &\ 9 reduction /1% % T Factoring [
RIS S5 DR 2N & —RITHERA AR 525 LTS s IND-CCA,
IND-PCA 72 EDRAZ v — RET L TORMRIEIZOWTELERFER AR LTz, FACT
(ETCoOFRHKEFOIV A MEHETLIME) Lo MEEZIH, T2 UBK
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(Unbreakabiloty) & W 59 &% FiH 72 L, UBC-CPA 28 FACT L& ChHHZ L &R LTz,

B2, FACT (£ OW-CPA & (3% M2/ Z & IND-CCA & IIEMiciLziniaun& v

I fE % KPBB reduction Z VWV TRLTWS, (EROFERE LTIV H AL T I NVET
/LT IND-CCA & FACT R CTHDH Z L ZEHRT HRER B RINTNDD, ARBEROK
REMKS DL T HELFTINVET IV TOREMERIIEX ¥ v TRHDH 2 LN 5,
factoring X— A DKF 57T LT U X A D IND-CCA-secure (272415 DL, encryption
twinning technique AW H LTV A AR50 5,

Impossibility Proofs for RSA Signatures in the Standard Model [CT-RSA07]

Pascal Paillier
RSA BAIZOWTAZ A= RET N TIELOREML AN TE RN L&A L, fE
BHFEE LT, HEBEOREE L LT, CMA - KMA - KOA Z#E L, ZetoLr~ L%
EF - UF - RE - BK ##87E L, EFA 28 Inversion of RSA L [RI%ETHDH ETHE, TDOFE
HAWT REA ZHMT2ZENHKTLE) ZLZRL, MRELTREL TN
instance-non-malleable RSA DIEICFENAE LD Z &R LTE, ARERIET X247
INVETNVDOFFOREDRE LBEET N EDMIZX Y v 7 RHDHZ L EZPRL TS,
Z OfERIT. RSA-PSS 72 BTk L CHRKRIC R T Z E N A[RE & D,

A Practical Optimal Padding for Signature Schemes [CT-RSA07]

Haifeng Qian, Zhibin Li, Zhijie Chen and Siman Yang
RSA # A4 7D A v —VEHEES T, #@% Optimal &9 & | X v &— |+ ELEH Y
|=|modulus| &£72>TWHZ & SF, KD optimal 72 A vt — U [EIEBEL OHERKIZ
I% ideal cipher ET7 AAHWHLILTWERN, 78y 7P A4 ANMKEWTZHFEIED cipher
TR T D Z EDBNEETH > 7o, ABEKR TN T 1y 7 %4 XD ideal cipher
T optimal 72 A v —URIEEL R LT,

Timing Attacks on NTRUEncrypt Based on Variation in Number of Hash Calls
[CT-RSA07]
Joseph H. Silverman and William Whyte

NTRU 1% OREROFEN S, BB EITRVERIZ, G TRINHBEHOERENZ D
input OF S ITEAE L TR Z(b N AL D, 20T —F OV X 2% G o0
REF OFEVNIZDOZOEF L L Th D Ny ¥ =2 B OB AR b BT 5, 22T
ARERTIEZ Oy ¥ = BB OLBHGRF IR UM TR 2 522 2 n Lz, B
AJIZ 80bit parameters (Zxf L Cld, 47.2bit @ pre-compute CTHEATA[RETH V. 128bit
parameters Tid 70.0bit pre-computation THHTRIEETH S & LT 5, AEDFEFR
LT, By v a BB E Tt A 2 HICT 5 EDORDBET LTV,
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A Practical and Tightly Secure Signature Scheme Without Hash Function [CT-RSA07]
Benoit Chevallier-Mames and Marc Joye

Gennaro-Halevi-Rabin HIZ L W #ER SN BEAL X E X — R |Z[GHR] T E L2 5
division-intractability DTEE & &3 & L 722\ tight reduction CZZ &M REH A RE 72 A
ZZ3 %, tool & L T chameleon hash function Z V>, \ 35 challenge |ZAHYS T 5 E0%0
Z random TlE72 < random prime Z M\, 7~y ¥ =2 BEE AW ERLOME 2727
FREEHFLTWD, #7L 5T strong RSA assumption [23E35< T, AF U #— K
7V TRAEMEREN FTHE,

How to Strengthen any Weakly Unforgeable Signature into a Strongly Unforgeable
Signature [CT-RSA07]
Ron Steinfeld, Josef Pieprzyk and Huaxiong Wang

PEFFER & LT, Boneh-Shen-Water © 7% PKC 2006 T partitionated signature & L C/R
5 ELHFATHIZL, strong unforgeable signature (ZZAH#A [ AE72 A H AL L T
Do AFETIX, RO X5 RME N ENGE T HIEE DO DE4 % strong unforgeable
signature ([ZAHAR[RE72 28 A T KA HRZE L T 5, [BSWO7] T partitionability 23443 C&H
STEDIFREHDOERIC ) F< ¥ 22 b= T D Lo ear bu— L alRER M0 2R T 5
A CThHoT-, BEFXTIEZOE D% 2 HOD trapdoor /N v v = B A HW T, EitoM
BV Td - T H simulatable & 22 DA 2R T 5 2 L IC KD AEEDEA FK
~OEMHZAREE LTWD,

Token-Controlled Public-Key Encryption in the Multi-User Setting [SCIS07([E )]

H RARE, W ET
NG ST LY X LTS b7 EDTRON DR T 2 MEXFIH S, a1k
BNV SN D05, AR TIEZ OB SEICHW b NIZ T o F MMEDNRIR L2856 Oif
B DOFEMEIC T 2 RBMEDMT 21T e o 1o, EFLEME LIcGE . & OMENM:Z Mk
TERVWARER ST L TY XL L EREZEE L TH R H 2% OS5 XOMEMEZTILD
WeT7 VA XNENDLDLZ L ER LT,

Rl E & AV e ABEERE B DR 2T OV T [SCIS07(E )]

AL e, Tk TR
2005 4E:7> 6 2006 FERTHZ T CHREZDOK L HIZ L W B S -REuhE Fokv 7 v a v %
Ko BB CRE 7 v a V) ICEE S < ABRSERE 5 ORI DO\ T OMBHTHE R 2 3 K,
ANBRgEE LRI 2180t im o R TR Weierstrass EHER O HiHZE., —ED
EfEmTIIRE LTV DA, Z V7 FRIEICET 2 AN EEZ T, Kkt
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Va UMEEMRS 2RSS T D ELE IR LRKRDDZENAIEETHH Z &
Fox LT,

Some aspects of CVP oracle attack on knapsack cryptosystems [SCIS07([E PN)]

INEE TR BRI ETT
20054F Z A B Nguyen & Stern H 12 L > TIREINTWAHCVPAE Z 7 VA EE LT v
TPy TGS ITRT D BEBEIEIIR LT, BRI EOREDFEITRETIN b D D) FEIL TR
EAT709 2 L COMGEER AT, WEFEOFEMDELE L LT, Lagarias-Pdlyzko |2 X
STREIN TV DOIHBEFIEL OB Z{TIR o7,

() BES7aran

Receipt-Free Universally-Verifiable Voting With Everlasting Privacy [CRYPTOO06]

Tal Moran and Moni Naor
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Defeating Malicious Servers in a Blind Signatures Based Voting System [FC06]
Sebastien Canard, Matthieu Gaud and Jacques Traore
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Key Exchange Using Passwords and Long Keys [TCCO06]
Viadimir Kolesnikov and Charles Rackoff
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Efficient Blind and Partially Blind Signatures Without Random Oracles [TCCO06]
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Ring Signatures: Stronger Definitions, and Constructions without Random Oracles
[TCCO6]
Adam Bende, Jonathan Katz and Ruggero Morselli
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FEEITD, TNETREINTVIHILTRINTVWDOIERICKTOER LTI, 4
EARARMEICOWTIRIZE L ORI MO PVERFELELD LN TE D, BEAMICHS
WL, AOS[Asiacrypt02] IZ L VIBEIN TV DEHILIZONTHE K I, Ekofz
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On the Definition of Anonymity for Ring Signatures [VietCrypt06]
Miyako Ohkubo and Masayuki Abe
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Parallel and Concurrent Security of the HB and HB+ Protocols [Eurocrypt06]

Jonathan Katz and Ji Sun Shin
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On the Generic Construction of Identity-Based Signature with Additional Properties
[Asiacrypt06]

David Galindo, Javier Herranz and Eike Kiltz
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Identity-Based Multi-Signatures from RSA [CT-RSA07]

Mihir Bellare and Gregory Neven
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Public Key Cryptography and RFID Tags [CT-RSA07]
Maire McLoone and Matt Robshaw
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Pairing Based Threshold Cryptography Improving on Libert-Quisquater and
Baek-Zheng [FCO06]
Yvo Desmedt and Tanja Lange
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Efficient Provably Secure Restrictive Partially Blind Signatures from Bilinear Parings
[FCoe]

Xiaofeng Chen, Fangguo Zhang, Yi Mu and Willy Susilo
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Privacy-Protecting Coupon System Revisited [FC06]
Lan Nguyen
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Efficient Broadcast Encryption Scheme with Log-Key Storage [FC06]

Yong Ho Hwang and Pil Joong LeeEfticien
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2 B L BEDOBEEIZ W 2 BB DM A S DEIC L VI E{ LT broadcast L7277 —#
DEZIZHWDHOE D Y TEITH, ML LT, ko FXITH~, computational
complexity, transaction complexity 238/ L, (L TX 7=,

Cryptographic Protocols Realizing E-Markets with Price Discrimination [FC06]
Aggelos Kiayias and Moti Yung
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Parallel Key-Insulated Public Key Encryption [PKC06]

Goichiro Hanoaka, Yumiko Hanaoka and Hideki Imai
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Strongly Unforgeable Signatures Based on Computational Diffie-Hellman [PKC06]
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On the Limitations of the Spread of a IBE-to-PKE Transformation [PKCO06]
Fike Kiltz
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New Online/Offline Signature Schemes Without Random Oracles [PKCO06]
Kaoru Kurosawa and Katja Schmidt-Samoa
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Anonymous Signature Schemes [PKC06]

Guomin Yang, Duncan S. Wong, Xiaotie Deng and Huaxiong Wang
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Security Analysis of KEA Authenticated Key Exchange Protocol [PKCO06]
Kristin Lauter and Anton Mityagin
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SAS-Based Authenticated Key Agreement [PKC06]
Sylvain Pasini and Serge Vaudenay
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Conditional Oblivious Cast [PKC06]

Cheng-Kang Chu and Wen-Guey Tzeng
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On Constructing Certificateless Cryptosystems from Identity Based Encryption
[PKCO06]
Benoit Libert and Jean-Jacques Quisquater
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Building Better Signcryption Schemes with Tag-KEMs [PKC06]

Tor E. Bjorstad and Alexander W. Dent
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Do Broken Hash Functions Affect the Security of Time-Stamping Schemes? [ACNS06]
Ahto Buldas and Sven Laur
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Certificateless Public-Key Signature: Security Model and Efficient Construction
[ACNSO06]
Zhenfeng Zhang, Duncan S. Wong, Jing Xu and Dengguo Feng
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Nitesh Saxena
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How To Shuffle in Public [TCCO07]
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Escrowed Linkability of Ring Signatures and its Applications [VietCrypt06]
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[OKS06] T S 417z CDV BT MZBWTLE LR 2 FAO MR BT N a2 %, 1827
T BT DG L RODMBHERDDDRDERERIME OO ThHolcL LThEFaT
WZBATRE R e e o T D, 1 20D AT, DHEEHEOY A ZD/NSLT5HZ &%
B LA ERSTEBY . ZOHEBMEMHEDOY A XD lower bound +1 bit THT 5 Z
LR G E o TS, 2 2 DFHAIL, HEEVEE DT A X RO IEH O LR
% Flexible (Z5RE A RER T E 72> TV D,

Efficient Selectively Convertible Undeniable Signature Without Random Oracle
[Asiacrypt06]

Kaoru Kurosawa and Tsuyoshi Takagi
BRARIBL (RO BEAEPERT HZWMADHZNZDEL S EMRIET D Z ERHEKD
BLTR)EZHOLNZOELIZRIETEDIBAICEEBAE R FXIZT>WT,
Cramer-Shoup E#4 & ~N— A ZH LW ZE R, #RETRUTGHED DRRGE TR B4 ~D
ZHaT, OGEAFTBELITHER Lo EFBIR LB ORIZIRE L TEE AR J7 T
o TWD, £, TERIBEHIELRRY, T LF T 7 i DT ZeMREN] AT RE
K& TpoTND,

Simulation-SOund Non-interactive Zero-Knowledge Proofs for a Practical Langage and
Constant Size Group Signatures [Asiacrypt06]

Jens Groth
Eurocrypt06, CRYPTOO06 (Z#¢ < 5%, pairing 7¢ £ ® Non-Interactive Zero-Knowledge
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proof [Zxf 9 5, simulation-sound extractable NIZK proof for satisfiability of paring
product equations (Z%9 %, Common Reference String #F|H 35 Hik, <7V 7%
MW7 e haroRetsz 7 o X 547 7 Va2 HWTICGER 21T 5 A2y —n &7 0
R Do RIRDFHL % F L DICAGRIHBBEZENNTEY web (AT LD &,

Human Identification through Image Evaluation using Secret Predicates [CT-RSA07]
Hassan Jameel, Riaz Ahmed Shaikh, Sungyoung Lee and Heejo Lee

Human Identification Protocol (HIP) % 40{i[iZ& % = 7 (MR T X 20Kkt T 2 A, B
ik CE TV DETZI MM TE D & 57 graphical 22§ a W57 70 —F & ke, 20
o7 —FIc L D9EkRMES L LTI, Completely Automatic Public Turing Test to
Tell Computers and Humans Apart (CAPTCHA) 7 Eurocrypt2003 T Luis 52X 0
REINTWDLD, HEDHANTIIAMEZEL L ODARFENTE 52 PC 12L& £ O )s ¥
LL<7o>TLES L9297 Graph Tho7o, AL TIT PC THATYH secret 2 =7
LTWD ANMICITFAIATRETH D . secret 3 =7 LTV PC KO ARNIZIZZ Dk
MNHNEETH D LD BRITEEZRREL TV D, BLEMIZEHRWAEETH D instance DEUZMR
RBos - FWRIORNES O J5 - K0T 77 4 TIRBEEF ~DORL - — & witness % Hl
STLED EZNBICHT HFEEPITRATLFICTR > TLE I FICHT DRSS HZOH
BERoTND,

Directed Transitive Signature Scheme [CT-RSA07]

Xun Y1
Transitive &4 1% 2002 #0 CT-RSA T Bellare 512 L VB INT-BAH HFNTH D0,
N—= T RO HFATIHE > T 5 path ZIAERMBFEL TW £ N Tho7z, &
A L7 MZ edge #7 DEARGENTT2 2 517 E LT DL RX—2ADOHFRUFBEICHRE SN T
Wz, RSA X—=2DHAUTHOWTE, MBS TR oo, AFERTIE, F11L 7
IZ edge [IZHYT DO DOEAE XA LY MIRRETE S RSA X—2ADHF AL, 1k
FHRUICHRTEL YA IR RIBICHIH T, path NELRDIZEICEZOHRITREL 8o
T2,

Improved Efficiency for Private Stable Matching [CT-RSA07]

Matthew Franklin, Mark Gondree and Payman Mohassel
fE N @ preference DEAMEZ IR DD, v v F U Va2 PRETHHAEL LT FC06 T Golli
ONBELTEFADRH D, 15 DA UX communication complexity N KAEKE 725 T
LEIREN DT, RFHETIEL Golli 5D FHFAUZEE~, communication complexity <°
round complexity N7 FX AR, V—/L & LT modefy 1-out-of-n OT(Oblivious
Transfer) & Bl & #EE R ERE 52 H N CTW\Wb, BiZ~ v F 7 %55 Matching
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Authority(MA) 28 2 ADOEA BRFT L, 2hR 17 XA 12,

Compact E-Cash from Bounded Accumulator [CT-RSA07]

Man Ho Au, QianHong Wu, Willy Susilo and Yi Mu
Nguyen 5 723£% L T\ % bounded accumulator % L T, #h5#y72 E-Cash ® 5%
&2, pairing % F\ 7= revokable 72 signature # £ L. £ 11 % E-Cash system @+ TH
HALTW5, 2 EMEH LIS AICE O —FOEAMEI S5, revoke S L7z —HE,
RIEZATIRSTZ N T P a2 TR ID NS, £Ox2—NfTo74
TO LY ainrevoke SNVTLE D &7 -oTn D,

Authenticated Group Key Agreement Protocols with a Privacy Property of
Afiliation-Hiding [CT-RSA07]
Stanislaw Jarecki, Jihye Kim and Gene Tsudik

AR TrL, FrE o E4 M (affiliation privacy) & W O ME&ZFEHH L. ATE OEA V2 RF
L7-% % T Group Key Exchange #1772 9 FiEZREL T\ 5, [AFEHIZTELV, ACNS06
C single use certificates # HHWc FRARE L THR, ABRTIT MO PKI ZHi#E L L
THH ZEDHkD X E#E, AT Burmster-Desmedt HIZEVIEIN TV D
Group Key Authentication ® 53, Z 1% Affiliation-Hiding 72 Authenticated Group
Key Agreement ([ZiiE, b &b EDFHKERZEDOHEEMHET TS, (2 communication
round, 3-4 exponentiation per player), RSA X— A C#H DL X—ATHEMAEETH Y |
TUH LT T I NET VT REMGERREE D Z &,

New Efficient Password-Authenticated Key Exchange Based on RSA [CT-RSA07]

Sangjoon Park, Junghyun Nam, Seungjoo Kim and Dongho Won
PAKE(Passward Authenticated Key Exchange) & L CT#h=Ry72 ik & L CIdBEBod#
BIZES S FR R ENRBEIN TS, RSA XA 7 THEKL L O & LA, #@F DL #
A ARSI BB TH 5, ARETIE, MWD DL %1 7D PAKE
X0 HEEWT U FMUOEFE ERZFEN 7 EPAKE ##2%, 2B L UL, 707 a4
77 NVETNTREMGEEHAELS LTV D,

Non-Degrading Erasure-Tolerant Information Authentication with Application to
Multicst Stream Authentication Over Lossy Channels [CT-RSA07]

Yvo Desmedt and Goce Jakimoski
FFIEE=0 erasure code 2R EAZH TERWVEREEE TN L TED (7 AREHO/LUE)
WELZEBRTLINZHEE LTS, kAN E LTIE TESLA 23508, Z0FATIE
packet = &2 MAC/tag # 2 5 X ) RABEICTH 74, BEE - HEE L DICAHENRKE
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<, EHETHoTo, KRRBEETIE, TN DDIHRNREE HIEZIRE, LEERD
MAC/tag ZHEDR D DR X 25 Z LIk 0 2RO HRE B, HEL 725 KR
D MAC/tag £ % RAD 5 %12, design theory, %72 cover-family(superimposed codes)(Z
EH, £7-. TESLA A& b 6 - L 2h#EAY 7 authentication code I ANV X, HIZZEN %
BHAZHEN L TR AT 72 5 FIT KD R REUE FIEE R CTE D L LT D, (FERRIC
IFHEA N E DD LWV DRSS authentication code DDV IZT 4 ¥ X VB % F
)

Tackling Adaptive Corruptions in Multicast Encryption Protocols [TCC07]
Saurabh Panjwani

Non-adaptive TZ 472 Broadcast Encryption 7' & k 2 /L{ZS5W T, %@ adaptive
corruption (Zxf L CORZEMZFGT 5 — M FIELRE LT, H L8 TH O A K51t
LTChLET S BE 7'm haliBnT, =2—%8% n & L, % chain 2MES L O
YA INVENT T 75L&, ZDT T 70 sink [TAHST D855 DO#E (corrupt L T
LITZENOIARE S L Thillive W) I2BT 2 L2230 L7z, Adaptive 7° 5
Non-adaptive ~DJ@EZNFENR Q)L L 725, FERIL passive adversary DA 2OV T
DIV LD, BE (Broadeast Encryption) A D 7 1 b 2 /WZIEHTE 5008 5 MR
N iy 8

Secure Linear Algebra Using Linearly Recurrent Sequences [TCCO07]
FEike Kiltz, Payman Mohassel, Enav Weinreb and Matthew Franklin

Matrix @ singularity ZHH P bERZTO T 2 HBITHZEDTE S
interactive 7’17 k = /L DL, Olog n) ® communication round & total T P
communication complexity 75 OmAFEE DM S THEILTE (@nput 1 n2 Th D), Y
RPN BHSERS  & Yao @ garbed circuit protocol ZF|H L Tu%, Yao 7w s = /LiXk
approximate symmetric key encryption & semi-honest 72 B (Zxf L TR
OT(Oblivious Transfer ; f JiB(E ) & 2 AW THERR T 5 Z L3k S, 1BE T v hak
FIFA LT Kaltofen HIC LK > TRESNETNAITY ZAZMMLS 70 baVvEaf#RT 52 &0
ARETH D, FIRIZIZZOT VY ZAEIZ M) 7 ADT 7 IKFELTEY, 20~
N w7 2077 OFEIITa harvo 7 T4 v EET L, T THS LS~ k
Uy I ADT 7 OBFALEIT) 72 ha v aERT52 L2k, ERoMERTHS
TIANT R OOT N A ALORERZFEBT 570 b a/V et rTRE L L,

Towards Optimal and Efficient Perfectly Secure Message Transmission [TCC07]
Matthias Fitzi, Matthew Franklin, Juan Garay and S. Harsha Vardhan
F ¥ XN n, ZD 55 corrupt SNTWNDHTF ¥ Xt T, n>2 OEE, R BT
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HRERELTE 27V R7'm R aLodé | %O communication complexity 1% O3 L)
Boolee (LZTLIEAYE-—VORS, ) ARRTIE, Fyardin 2@+t (22
T e 1IEBEDO/NS IR EE) 7285512950 T, communication complexity 73 optimal (2725 7
0 kAL E R, MESTAOLGE | TERRER & RO F v /L DZM:D T C communication
complexty 28 O(L) & 55 Z L RHK S,

Concurrently-Secure Blind Signatures without Random Oracles or Setup Assumptions
[TCCO7]
Carmit Hazay, Jonathan Katz, Chiu-Yuen Koo and Yehuda Lindell

Fishlin 8& %R L7 CRS E7 /L CEEERMEIZH-S< Concurrent-secure 77 A > K&
AxEWR L, CRS #fbi\\W TRk L7z, BRI, B5{k e NIZK (Non-interactive
Zero-Knowledge) = 23 v h A b & ZAP TRETHZLICL->T, CRS L LTEHL
TWelE s kdE s NIZK o CRS #ARE L L7-. 7035, Simulation ~— XA DZERVEE
# % blackbox fEHI T2+ 7 74 REAZHMET LI ENAMETH DL Z LN
Lindell (2L TREH SN TV D, T 2 TOMERIE, Game N—ADEEMERIZ/ > T
W5,

Designated Confirmer Signatures Revisited [TCC07]
Douglas Wikstrém

Designated Confirmet Signature (DWW T, # LWERE TR, TOEHRICHK D 2otk
AEFA ATRE 7R H A R E, IER D EFE Tl confirmer AR IEZIT/2 9 Z A ME LTI L O 2E
T LTI TR0, ELWEZHNONRWGAEDIEFROTHN 7T ST
o le, KERTIIFICELANELSEAHBEINTHDEEN - #2AELSHEITHh - 728
ThbdZEOFEMICET2ERLRE L, TNODOERL - TLZEMEN a2 %
HEEE L7, 122 T strong-RSA {i7E & DH(Diffie Hellman) {i/EIZFES< H L 72
W5,

From Weak to Strong Watermarking [TCCO07]

Nicholas Hopper, David Molnar and David Wagner
Watermark (2513 2 Fiiz 25t B BN L EMEER AR L, S DICENLVITO0HWFEM
EORIEELZME L2 ERERB L, TN LOH[VERND Z 2 CRET 25RVVER
~OLEMITEE R LT, BeHihiiL, e-Print 2006/430 22§25 LDz &,

Private Approximation of Clustering and Vertex Cover [TCCO07]
Amos Beimel, Renen Hallak and Kobbi Nissim

Private Approximation of search problems (Z-2\ T, NP-complete search problem & —
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WIZFEIEN % - vertex-cover problem, k-center problem, k-median 72 & O#lAAHHEIT X
DD SEORTEIZKRT LT, IR DAL TV DRER K0 EBLATREMEA/ NS WZ & ZFE LT,
vertex-cover problem |ZBJ L Ti%., p (n)-approximates vertex-cover D&%, D7l &
H QM p@) bit DIEHRDY =7 BUETHHZE(Z I Tnid s 7 7OHDTHRDOE) %
/R L. cluster problem 2B L Ti%, EARIT/NERITEIED approximation algorithm T
H-oTH QM) bit ®Y —7 B3F(Z ZCnidinstance DR OE)THDH Z xR LT,

Robuster Combiners for Oblivious Transfer [TCCO7]
Remo Meier, Bartosz Przydatek and Jiirg Wullschleger

A & B ®O[#17T OT(Oblivious Transfer) Z A3 DB, TERICHATR Y 3R ER LR
B, ZOEZRDOAY v MIA LB ENERD assumption # HW TR SN TWVWAE L 5 7%
Gablihx 58 d D, £72. TOERITH 9 OT-combiner Z##2%3, OT-combiner (]
T3 10 DIEIE TORBEL(REL) D b —Z L OED, BEREROBEME O LY b/ S WGS
(22272 OT 2Rk T& 5 2 L 20R Lo, By Z2) e & L Cid, midymic ki@ o
honest 722N 1 D L7 <, —HOa—HW 21X A2 & > O TOBEMNRIET
bR OBGETH- THLENRR OT T 5 Z LIRS, o, BAIEEROREN
RIETH D & 97256 CTH %47 OT-combiner DL physical swap % W 725517
BBCTHLILERLTZ,

Unifying Classical and Quantum Key Distillation [TCCO07]
Matthias Christandl, Artur Fkert, Michal Horodecki, Pawel Horodecki,
Jonathan Oppenheim and Renato Renner
FRHEAL W T 4 XL T—HX L quantum T — X R L CHEEFE 2720 e b
IVERE, EEH A L BRKOKEE E O state DI = LRFESNDHEOE Y MO
upper bound # 6 D -7, I HICFEAHAEZLEL LAEWHFRA~OHBEZ LR LT,
FTo. EOLREMEMN AT, BEBEE D AE VITKHT 2 E DK ED QKD DRIfE % 1EM
WAL DBICEETHDLZ L AR LT,

(Password) Authenticated Key Establishment: From 2-Party To Group [TCCO07]

Michel Abdalla, Jens-Matthias Bohli, Maria Isabel Gonzalez Vasco

and Rainer Steinwandt
BEA7D 2-party AKE(Authenticated Key Exchange) 705 Group AKE ~OZE#51ETIiL,
HTy e —0ROEHE T X 54T 71X Ideal Cipher @ X 9 722 BRARAIE 23 4
FiEofe, REERTIE, ZOELLEME L LARWEBRTEEZREKR L, 2l X > TE
Y7 )L CL 27 2-party Forward Secure Password AKE 75 fEHEE T )L TEATR
Group Forward Secure Password AKE % ##5% L 7=,
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Multi-Authority Attribute Based Encryption [TCCO07]
Melissa Chase

Threshold ABE (#34® attribute ® 9 % —ELL LD attribute ZFFOZA5E DHIE S
T 2BERS) TOPLRBRBEIT, = —VFORFEC &L > TESICLER attribute &4
KT DHE~DOHETH 5, AFEFEK TIE Multi-authority (attribute % ¥&179 D HEES 0
%) YD Threshold ABE ZA#ak L7z, HERIZITHE —@ Central authority 734438
THY ., ZOEBNIIMIEETE, 9XCTO authority (BT D E %2 R L IE S
NTnsd,

Conjunctive, Subset, and Range Queries on Encrypted Data [TCCO07]

Dan Boneh and Brent Waters
X7 XFE RO & x5 & L7= searchable public-key system D5k & fighr o>~ L —
LU= Zefgrn, S 6T, HRREAOEOREZ A TE 52 X2 RE, S OITEED
FEEIZOWVWTHIRE, BEHTRUZHO VTR TR E G, W5 Xod A XL h—7 oW
A AXANRYESI TN D,

LPN R R4 28727 V3 ) Xh L HB 7u s a2 i~ois A
[SCISO7(E )]

Marc P. C. Fossorier, Miodrag J. Mihaljevic, 57 F#l. # 7. I #X
VAR, BEOT ANA 22 ME LIRAE7 v~ 2L OWFZERERL L T Y . CRYPTO 2005
X Eurocrypt 2006 72 & TH FRDERREVINTEB IV EHZED TN D,
Eurocrypt2006 TliZ Katz 2% CRYPT 2005 T Ari & 23422 L 7= 5 =NTxt3 2 T 21772
W, e R a A RZRIATOND TEDIITHIREN LK1 H DL T 2R Lz, AFRT
(T, Katz 5DOFRICHE ENTORD S LT FEIC K D REMMT 2177200, Ard 523
mLle7m hanid, Katz 5AVR L TWDZEMEOHE LY b EICHREDL Z 2R LT,
Z DM FIET Ari B DT ZE N— R TRE SN TV D ILRNZ2 TR b E A PR TH 5
EBZ O, TOENFTREMEITERERER LTS EEZI N5,

ID R=RBEENONAT Y v FEES~DOE#HTH [SCISOT(E )]

BIEE IEE, # PR S B T e
ID ~— 2§75t ADKEM) 72 H A 7Y v RiE5(PKE) ~O—fRHy7e 254 f 1k %
R, IERREIN TV HATIIEMRD I DITME L R DA — =~y Ri3dD o123,
AR TR, IDN— 28 5k 730N partition & FHINDEEZ RO ATHLHE .
FRED XD A — =y REMBE LTI B A e L T 5B NORE,
IDRN—=RBEFGNOENA TV FEES~OEHT, IHEISHE RSN T L0 TeH D D
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HEMT/ELRVICHD LEZXON, SRERTREITIY THLLEHEALND,

2RO BWH LWEEE RS [SCIS07(E )]

L fE—, I OIEHE
ORI 5 & UCl L7 2 F o772 ID R— A5 DR, ~v X DORKE S, BT
L TR R OB L TREL RO R L Th I ARBESF R LUE, SWROEITK
FHEPTIC—ED~Ny X THANEBAGETH D L OFE, < O HEERFBI28 L7 HE
EFRFOLWD, BRMOMATICE L Tk, £REREMIEAEII DT b TR,

6) T

Rigorous Bounds on Cryptanalytic Time/Memory Tradeoffs [CRYPTOO06]
FElad Barkan, Eli Biham, and Adi Shamir

FREAT O e R BIC LK FIH SN D it H 28O T % Time-Memory Tradeoff &
FEEND T 7 =y Z7ICBAL T, BRULEITR o7, HERREIN TV DN D DOREHRA
REPFEFTIRTIOERICTES FrkRr— 2 L LTHEH S Z & 23 HE & D5, statefull
random graphs & S 9 AEZFFHH L, path OIFEIINEEHR TH 25 hidden state (24K
FLTWADE L, WEHEAEES X O B £ 12>\ T y = f(x) DD upper bound % /i
L. BIZZOFEREN S hidden states DD lower bound %/~ L7z, F7z, ITFEHRZ
FiEE L TaHN S rainbow-base DFIEIZOWTH IR FEERRE L, BE T HFHRE
By OFNT O TIRIZE Y A2 T A T bt 72 5720 Time complexity % 88
THZENHKRDLFAERSTND,

The Number Field Sieve in the Medium Prime Case [CRYPTOO06]
Antoine Joux, Reynald Lercier, Nigel Smart and Frederik Vercauteren

BUK S D WD EE W T BEBCHE R O @ g E FiE 2 s Lc, A¥EEIT, Eurocrypt06 T
A% R D Antoine Joux KO DFERIZHE FER TH S, Eurocrypt06 TlE, FEE p 2
Lpn(1/3) L D /hEWHRICHOWT, BEIREHE S AR S FHEEL Lyn(1/3)DOFHH &
WCETHIT A Z ENRARETHH Z L AR LTV, AFEERTIEH, Lpn(1/3) XY b R&7
BEIZ L CHEMICZOHBERZHO T2 L OHRLIHES D WEEZRS L, Thvg
MndZ&icd v, Fp A Le(1/3) £ 0 b RS2 GEICELTH, LR HEEZ Lyn(1/3)
DFERICETHIRT A2 Z ENARETHDL Z L am Lic, BERMICEELITR>TED,
HARBIL LT, 120bit DA OWTEREZATR > i a R L, fHEO@mEbIzIiX,
AA BRIy & R ABRER ) & AN TE S L) RBETHDH Z LB HIRL TV 5,
Eurocrypt06 CTOREH & ARFER OFER A B 42T OBEHOH R O i IEFH R BE . Lyn(1/3)ic
MADZLRTED, &V i
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Automated Security Proofs with Sequences of Games [CRYPTOO06]

Bruno Blanchet and David Pointcheval
AR Y B30 2o Hh %, ZAMGEFIEICEAT 78RR, 1680 6 2R O Fik
ELTRLLNTND T =<V AY Y RIZESS FEEFa—Y v~V U A E LR
AR BERRMITICES S FIEL @A ST FHRENREICESS H O REREMICZ
AVEGE FTRE R FEORE, BREIE LT, H OB DORZEMEGED ; unforgeability
under chosen-message attacks of the Full-Domain Hash signature scheme under the

(trapdoor)-one-wayness of some permutations % 71~ L 7=,

On the Relation Between the Ideal Cipher and the Random Oracle Models [TCC06]
Yevgeniy Dodis and Prashant Puniya

PR ST N TY AL EOREMEHR M T AETNVE LT T E LT T I IVET LA
T4 T VYA 7 7%ET7 /L (Ideal-Cipher Model) e SN TE =03, RIZLTELLNE
BROZEMEZIRIET DET N ERSTNDLDN, LWV BIWIIHT HEREITo T, HE
WTIEX. Maurer K5HIZKVIERIN TS Indifferentiability &5 5>#E&ICER L, &
DOBEPOMET NV EBE LT, ICM T ROM %MK TX 5 Z LIFBEI RSN TV D,
KimLTix, ROM T ICM %Ak 2 F 2 A7, ICM @ Indifferentiability % fr>
AI2I1X, X0 —iM72 general model @4 % Honest-But-Curious model (general
model XV FHWET L) OFA Y. Luby-Rackoff construction #4072:< &6 77 K
IRELTH AR,

Generalized Environmental Security from Number Theoretic Assumptions [TCCO06]

Tal Malkin, Ryan Moriart and Nikolai Yakovenko
ko UC 7 VORI T 287cra 7Mo%, &b e UC E7 /LTl
CRS % ZfifE & L72W R Y provable secure 72 commitment %0 R UIAER LA T20,
FITHIDLROLND T L —LTU—T ZfRHI-arv7 h& LT, corrupt L7-
participant (2B L CIZFDE D witness & V7= query and answer Z A% A[HE & 5
HOMN [PS04] TRHREIN TS, Angel EFEEINLHT-/ea v haBGIEL 2L
LD, PERMIEL S TUZ setup assumption % 43 & H9°1Z provable secure T®
HIEWTREDLENI LD THD, LLABBH S A TIE, collision-free 72Ny 2=
BIEc ARt L LTS T2, A%E T, [RTUL angel a7 MIFESIHR
angel OHERLE LV HEIZITWH DL L, B2 [PS04] TIRE E LTz collision-free @
Ny Vo BEIIROE &, {3 0 IT relative discrete log assumption (25 < a7
MR LEERMIZED T L— LU — 7 TEEMIEAARER 7' ha v aRm LT,
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Universally Composable Security with Global Setup [TCCO07]

Ran Canetti, Yevgeniy Dodis, Rafael Pass and Shabsi Walfish
ek UC Framework TiX, v b7 v 7 T4 L7= CRS(Common Reference String)
ZRMATE 2L LTT R ba b el § 2 2 LI EAETHATZR, fed
v b VETORT CRS A5 Z LiFFFshTWiahole, LoT, —DDty
varBRERINDHIZIZ—2D CRS BUEE 2> Tz, EHIZ, CRS &1E5
Functionality % Real-life (ZOAAFFEL, Ideal ET7 L TlEv I =2 L—% 7 CRS 4K
3 %72% Reallife & Ideal'model T CRS 2% GHEEMIZEKAITE RV [F— Tk
7o T, ZAUIE ERE E 22 57217 T©72 < . NIZK(Non-Interacive Zero-Knowledge)
MARAREIC 72 B 70 8, #R EOMEL & Z LTV, 20X TliE Reallife & Ideal
ETNLTEY N7 v 7 HO functionality A3 2% GUC LI HET LVERE LT,
EHIT, TRTOZ—FNAREEL B L RELZ @\ o —FORERNPIHI D &)
sk PKI €7 VAREL, ZOET LV TEEO 7 1 k=2 GUC(Global Universal
Composable) #ERKFIEETdH 5 Z & &7 L7z, ([CLOSO2] DR GUC THELY LD Z &
L)

Does Privacy Require True Randomness? [TCCO07]
Carl Bosley and Yevgeniy Dodis

a7 a haziBnT, 74 LY —ARHATE W4 Extractable source (VAL
/5 PRNG THE\W pseudorandom string % H9) TIUER TE %, Soundness X°
Authentication (2 DWW TIEANIZME 225 source 2385 Z L EI LAV TV A DY, Privacy/
Indistinguishability (Z DWW TIZE STV R -T2, AFFK TIE Info-theoretic Private
Key Encryption (ZIZIFIE584 7% randomness NMHETHHZ L, £z, v —FROE v b
£%n & LT (logn - log log N2 D+ /38X OREB{kIZIE Extractable-Source (&
ML HEMERNT AR LT,

Private Circuits II: Keeping Secrets in Tamperable Circuits [Eurocrypt06]

Yuval Ishai, Manoj Prabhakaran, Amit Sahai and David Wagner
IC 71— R, BEOA DL NHBHICH Xk D X9 707 S 2TlE, # o XTxt
T X IR BN 13 CTEHETH H, ALK TIL, & NNk LdH HREH 2P rlE7s
FHEREZREL TV D, BARITIIMETE B E o L TR O HIERE IR - 7 s h
IHFREBHLIHEIT, AT —F ZWELT A ANOMEERD reset 21772 9
Bl il B O T > T D, (EL, BIEORERIZIZZ < D7 — Ma BT
L2 AKX MEZZEREND T A AR ~OAIRFEANIITFERER H D EE 2 D,

Phoolproof phishing prevention [FC06]
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Bryan Parno, Cynthia Kuo and Adrian Perrig
VAL O 43 B TR STV % phishing (2xF3 2 £ATAOKIR & L CTOHFRDOIREZE,
ERMIZITT ¥ L VL AR ABROMHFHIEOMAFAZ TV AL D, B2 9 D8
& LT, Isetup account D/ A 2+ 7 | [Theft of Trust device] [Malware on the trusted
device] Malware on the computer] 'NW L@ attack] [llocal ® NW 54> ® Bluetooth
~O attack] FEBELZNLLNICHONWTER LI,

Threshold and Proactive Pseudo-Random Permutations [TCC06]

Yevgeniy Dodis, Aleksandr Yampo]skzy and Moti Yung
ZhFH ) 72 proactive 7 W A E Lo BT S B ER FIEERE,
[Dodis-Yovoin05]iZ#2% & 7= Pseudo random function DOREIEALZTT\V). extractor % if
LCHAEERT 2, ZZTlbheTr 7=y 2%, o7 7V r—yvarWilziX, CBC
block cipher mode @ X 9 7% mode of operation X° authenticated encryption 72 & ~®D
1 FH 23 P RE,

Adaptive Detection of Local Scanners [ACNSO06]

Ahren Studer and Chenxi Wang
WegstEDF 20— NBRA M ERB LK BEEZ L LD LT H0HBHICL D=V A%y
= 7 ORI TEICET 27, 1ERFIETIL, FRICHMT 2 FIEPRES N TY
Too KERTIERY NT—=TI DT 7 4 v 7 OIRBEBITLY | BT 5 a2 L L,
TONRZFM LT, 285 e LT, BICHICHERRIZRII T 2R L It L 6%
A& RN M X % Success based analysm & = DOk Failure based analysis @ 2
A PREE, W RILCE R AN R E R T 5 M TELH LR
BRIC RV R Lo, ABERIZASHEOEH FAEIEITN,

Flexible Exponentiation with Resistance to Side-Channel Attacks [ACNS06]

Camille Vuillaume and Katsuyuki Okeya
YA RF v RVBBITKE L CTHtEZ RO, RNEJRIREF FIEORSE, #EHFAL ek
AR RO ARE RRIREE T EICHARTAE = R« @EISOREMEEZ ZE SRR S 2 L2
SHERRT 2 Z EMARETH D & FiR LT, KL T HHEFEIL, Simple power analysis,
Differential power analysis, Timing attacks, Cache attacks %% C, SEFSIZSEEEZITUVMRNT
FERAZFHE L=, HAERAE— FOKTITNE L, A RF v RVBIT 3T Dt 2 85
TENHKDLZ EEFFELT,

Template Attacks on Masking---Resistance is Futile [CT-RSA07]
FElisabeth Oswald and Stefan Mangard
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Template-based DPA(Differenial Power analysis)iZ & 5T Fikz b bW\ 2, ~AF 7
DRI T 2 BEREROIE, T OITFIEIL. 734 22475 full control DHEIR %
W%%@Zékwo%wﬁEWTfﬁ@bhéﬁﬁf&éo?VfV—%mmmm@E@
HEEHO—WBY ORE—AFRER L, —HZO7 7 L— hafE L, BT =
— ’Cé%ﬁ"@(ﬁ% W) DOZE) L template AL d 5 Z LI K @f@@%ﬁ?%ﬁfo@ 9, AHEFE

T, A RF ¥ RAVEENRE LTI AF U BEINTWA T —RAIZEAL, v A%
YR EDORENR DD DN TH LML TWVD, fiRkE LT LTI v LE
FLOD X9 IRRVMEIZ DS ST FIEDTF SN D5 G, v AF U T ORITFRE R, &
famm i BT 5,

On the Power of the Randomized Iterate [CRYPTO06]
Iftach Haitner, Danny Harnik, and Omer Reingold
A0 Best award paper (28372, HEELEVERESRZHER T 2BEICHWOND Z LD H
% “Randomized Iterate” & FEIE41 %5 Goldreich & IZH#EZ Xz Tk [GKLI3] DzhFIz B
T DN ZAT I, T 7B UL A g O 2 R 22, $R R Tk, HHELELE A Al 8R
(W2 B — ) 72— B C b 5 L RBE L7236, v — RO E &% O(n log n)bit
ICE TR 2 2 &k, £/, BHUELEERERIC AW 2 B AR E O — TR T
HDHEMMELSGAEIE, v RORIIZXONbit ICBJET 5 Z EnHkD Z & amR LTz,

Factorization of Square-free Integers with High Bits Known [VietCrypt06]

Bagus Santoso, Noboru Kunihiro, Naoki Kanayama and Kazuo Ohta
RINBOIRFEORSE, By MEPFLW K HEORRLZFZ NG 2 56 N ISk 5%
EIZOWT, FHRBOME Yy FhOFREZ G2 ONIREBTEHT2FETHY . BEF
{1213 Lattice XR—AD7 LT Y ZALZED AN TWS, FERRERE LTE, fl2i3
RSA 7 ERED L 9 iR DO N Z HINWTHEEINTWEL 7 — AT, 4 RF vy RAVKER D
RV BRBOME Y FhOIFREFKBEEPEOLNTLE-TL L O RGEIT. KAFEITH
ESINPAS 7 Rk s RO NN (e

Secure Sketch for Biometric Templates [Asiacrypt06]
®iming Li and Yagiz Sutcu and Nasir Memon
BINAF AN v 7 BFEBRT LT ORINREBLET, HfH=s fbrE—m 2L
5%RW%%AL BERRGEZ B L L Cim LT,

Extending Scalar Multiplication using Double Bases [Asiacrypt06]
Roberto Avanzi, Vassil Dimitrov, Christophe Doche and Francesco Sica
AT N_R—=2 % H\ 5 Z & T, Koblitz curve & FEEN D FEHHARIZBIT DA D 7 — D&
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ARSI LIc WO WA T, ZOFiEZMM L TR BRSO sE(ERTRETH 5 &
Lfb\éo

On the Provable Security of an Efficient RSA-Based Pseudorandom Generator
[Asiacrypt06]
Ron Steinfeld, Josef Pieprzyk and Huaxiong Wang

Fischlin-Schnorr 7342% L 72 RSA ~— 2 O EIELEUE AR IS R 2N % [AER DR E (3L
DB M HNTARIE T H - THRE S UG T 2 L2 HET D 2 & OINEEE)
DT CEEMVEFEH DR R 21T > 72, 1ERFTIEIZH AN TEREELEVE R b S b )
EICH T DREATREAR R S 2T Z EAHRE 2L LT D, 7= Y XA~
WL T, A%OBEE LTHE T LN TV,

Selecting Secure Passwords [CT-RSA07]

FEric Verheul
NAY— ROEBHRH ) FIZHONT, BERBANLDER T o1z, T2 THIK S
AT — R EITEFER SN T2 ANFPNREEATRARBREDOHWARY — R2ET 560
TRV, BEOFEE LTI hrbE—2FE LIEKRELE S 41Tz Shannon
entropy 7217 Cl%72 < \minimal entropy %7 7 LEZRETHONEE L ELTN5D,
FEERFAEZATVVRA T — ROfE| optimal IZfEHT L72/XA T — ROR X, £ 5 D entropy
REEFRMEE L TRLTND,

Batch Processing of Interactive Proofs [CT-RSA07]

Koji Chida and Go Yamamoto
ZhE R 72 batch WP FIEORE, AEEFHF AT, GQ identification, ID ~— &
identification, Multi-party secure Circuit Evaluation 7 & (23 F /] RE & D = &, p-additive
72 NP-Relation & 5 OMELZER L. TOERLZMIZT b DITHONTIEIAN Y FUBLEITR
STFERDBIE LITFAUTZDOH DO—>—D>DMERIZ%T % soundness & zero-knowledgeness
MDD Z L xR L, ZOMWEZFM L, 2Ry FRHE R L LTz,

Predicting Secret Keys via Branch Prediction [CT-RSA07]

Onur Acigmez, Cetin Kaya Kog¢ and Jean-Pierre Seifert
~A 7 n7utyHMPU)OmEEMLEFEL LTHOY STV 2570 Hl (Branch
Prediction) DZBHENTIZ L D V1A RF v % /LEE, Branch Prediction AW SN TS &
F T BNIIES DG TEDBEIMTELNHTL 2, ZOFBOZEA 2 T LI 51k
BB Jilh S VTV DML 2 T 5, AT OIAVIZFE U A RF ¥ RVKBEO—FEThH
DEAAILTTZ YT DFEINRD ZORBELEMIED Y 7 F% OpenSSL (TR L7
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L dF, RSAconference N THLTEHLITR->TW=d L9,

Long-term Security and Universal Composability [TCCO07]
Jorn Miiller-Quade and Dominique Unruh

Longterm ¥ =U7 4 (v ha/L® transcript ([ZOW\WTOfEFAL. 71 b 2 /VFELT
HOWBRFIIFHENTHIRZFFO2, 7o b a & THRITKBEE D ERIROFHE %2 T
% L4%) % UC(Universal Composable) 7L —AU—27 THH =012, UC 7L —A4U
— 7 OEEVETEFE T, Reallife & Ideal 1238\ T Environment 231525 view D%
statistically close 288k L7=, Z®E7 /L TiL., CRS(Common Reference String) €7 /L
T® Bit Commitment <° ZK(Zero-Knowledge) [ZEBAAEETH Y, X 5T Setup
Assumption & L C Coin-toss *+ PKI * ZK Z{RET AL E O ARARETH DH Z & #ilb T
W5, Longterm UC NH[REICR D2y M7 v 7 oOfl & L Tik, Signature Card
Assumption (2 —HFNREBDOT 4 VHXNVBLEERTE DI — RERFON, — KA
DAY OMBEIT B2 251, Z0FFALTO ZKP ("I know Sig(w) or I know
SK" #3479 %) WAETHHZ L Z R~ LT, ZK & BC L4to 7 v k2L Long-Term
UC TE D08 D D IR IE,

Parallel Repetition of Computationally Sound Protocols Revisited [TCCO07]
Krzysztof Pietrzak and Douglas Wikstrom

k-fold parallel repetition <T. error probability 7% k (Z/&AFH T, B LA (O
communication complexity H k Z/&fF L 72\ )) computational soundness #ff>~7' 1 h
aANEREE, Ta hanit 8 JU Yy RTHRTE, [BGOTRENTWD universal
argument ZF|H L T\ 5, ZDN < ONOIREIZFEDS < B OBLFER 72 group & Itil
R &% generic group #FIH L7 4 77 RO %E HIEZE, Bellare HREZEL T
W7 R AR TR Y BERL group OMAE TEBTETND L DFEIE,

Lower Bounds for Non-Interactive Zero-Knowledge [TCCO07]
Hoeteck Wee

LLF o 38D NIZK(Non-Interactive Zero-Knowledge Proof) GIERAZE D FHERE 1123 HER
R) Oty b7 v T aEZI, CRS ETF /N (—hKkELEDH 5 WITRED AN 7Y
7 LTSN REE L EEE D3 AT %) - Registered PKI £7 /L (B SO PRFF 13
RENT-ABEET T 258 L CHAT5) - Bare PKI €7 /v ((EEDOCTFHN % ABEEE L
TIEYMEOHRR L TRELTHAT D), ThLKETMITBNT, HETHHROY A
A0 ERETRERDIZ,

Perfect NIZK with Adaptive Soundness [TCCO07]
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Masayuki Abe and Serge Fehr

NP 522 =352 %9 % NIZKA(Non-interactive Zero-knowledge Argument) DA# % )7 1% % 71~
L 72, NI (Non-Interactive) 5£4> 5 s 2 %F 9% SNIZK (Statistical Non-Interactive
Zero-KNowledge) # k4 5 Z & IZEFEDRMBREIED —>Th-7-, Groth HiEL 2006
412 Subgroup HEMREIZ ST SNIZK Z 4%k L7223, £ 022l CRS (Common
Reference String) & FEA® statement 3N TH S, & L <IL, FEBH O statement CRS
IZHARTHSINES LS RITNELR RN E WS IR B o 7o, AFBEROMBEHFATIEL, #
BPEICHIREAHES | ek FNE RV REZR p 1T LTH Zp FOEAERERE ZFRAICEE
BIT& %, CRS DAERNEG OB TE 5, CRS ZMGEE Nt 546, ZAP &
LTHIHTE 5, 70 EDFHEZFFD,

Security Against Covert Adversaries: Efficient Protocols for Realistic Adversaries
[TCCO7]
Yonatan Aumann and Yehuda Lindell

Covert Adversary &%, R INRWI ENMEERRIGEIZORT 77 4 7 728 % F24T79
LWEEZDET IV THY, Passive (semi-honest) Adversary & Active Adversary @ H1fH]
HIHE &S CTh D, A% Tix, Covert Adversary (Z%F9 2% MPC(Multi-Party Computing) @
ZeENEREG X2, Yao D7 v a5 T Covert Adversary (Zxf L CZ&R47
MPC ##pkL7-, 56772 ka2/LiE semi-honest Z&72 71 b a/Ld 8 5V,

On the Necessity of Rewinding in Secure Multiparty Computation [TCCO07]

Michael Backes, Jorn Miiller-Quade and Dominique Unruh
STOC'06 T Rabin %3 FiE L7245 % (Info-theoretic stand-alone secure protocol (%
info-theoretic UC secure T 2) (Zxf9 % XHl% 7~ L7-, Simulation T Rewinding 7%
WZEIZ 72 % X 9 72 info-theoretic stand-alone 7' & bk 2 /L &%k L 72, UC(Universal
Composable) @ simulation % straight-line ([Z[RHND DT, 2D L H 77 a haiid
UC ZaITITR D ER0,

On Expected Probabilistic Polynomial-Time Adversaries: A Suggestion For Restricted
Definitions And Their Benefits [TCCO07]
Oded Goldreich

Simulation # A 7' OZZ M OFICKES LT Simulator W71 H % expected PPT
(Probabilistic Poly-time Turing machine) & L CiE X & 9 & T2 AN O ST
W5, DA, expected PPT 7 IBE¥ % K5 EFRKT D0, ITEBE/RMEE 0D, 1EKAE
R L LT, expected PPT & LTI ATHEEDEFRIT, Feig DEFE L Goldreich DEF
PHIHI TSNS [Katz-Lindell'05] 132603 WFNBEH L Z L 2R Lic, 2D
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TlX, THBENEROFHE N ZFFO T 47 4 EXEET 555128 expected ppt TH
LA ICE DKL % expectedppt THDHEEFR L., TOAAMEEZKIEL TW5D,

On Best-Possible Obfuscation [TCCO07]

Shafi Goldwasser and Guy N. Kothblum
Hada 1Z45F %5 Black-box &% A 7 DOLRZEMFERIC OV TITHE~ 72 impossibility result 73
HMONTRBY, MTEHIEREBRINTND, ZOmLTIE NERATERKRLEL<
obfuscate Si7za— R ERIFEEIZZ4E] &9 best-possible obfuscation D& z |2k
CERERZIEB LTS, Black-box %472 5% Best-possible 4L 72 %,

Obfuscation for Cryptographic Purposes [TCCO07]
Dennis Hotheinz, John Malone-Lee and Martijn Stam
(FVFNDa—RCFTINT 7 EAZHINL VI 2L —4 By Iab—TED
Obfuscation| #%2427¢ Obfuscation & EFT 5, ZOH LWVEFIL, Black-Box FEFKIT
%9°% impossibility result % [EEETX 51F EW295 < 13720 A, SKE --> PKE A#i% AlHE
(2 HRREEICEI.

On Secret Sharing Schemes, Matroids and Polymatroids [TCCO07]
Jaume Marti-Farré and Carles Padro

Secret sharing (ZB1> % K % 72 Open Problem ®—> & L T, B/ Secret Sharing /5
HXOHTOD access structure 2 & D L 9 ITRHEM T 27>, &V 98N & 5, Brickell H D
FERD D B DY R RIS T 21T 2 1X2 TP access structure [IZ7LZ402% unique 72
matroid ZHWTERHATE L LEZR LTS, AFFETIL, matroid #HWTERHA L=
access structure (22 CT% @ information rate 73 2/3 LA L ThH 5 & ZIZENNK D LD
Lz,

One-Way Permutations, Interactive Hashing and Statistically Hiding Commitments
[TCCO7]

Hoeteck Wee
— G IPEE L) DA S D FEHIREME 2R (RIEER)) 2y RA DT U7 R
{22\ T, Oblivious Construction & FREALHAEKIETIZQM /log n) R TFHRTHDHZ &
LTz,

NIST EEREIZB T 5 Maurer’s “Universal Statistical” Test (2B 5 &2 [SCISO7(H

)]
el F BE BRI BE
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1T NIST SP800-22 D 2 SOMREIZEMA R L T\, %I T, RED PROPOTION
(G EEER) ORI DWW CEER R 2 R T~ RET 21T o 7o, RELR TIIME 2 L0
MV GR U7 B CRER DS TN ICIHE L TV DS &9 5 & 9 GEliEIC DV Tk
Teo BIZZ=N—PFHEFREIZ OV TR LET VDOEEZITY, YIalb—3a il
K VERE T T, BRVOHDHT T L— MREET MIHOWTH, NIST EZEIE L
O FEICOWTRBROFHMBEICE S VR 2 b—Ya Uk Y EfEREICEESR
TW5 Z L R ko, ARFHMEEIZ X o THLEGRE OFHm 2N AMEICITA D Z & 2R LTz,

2n+ o EORTFE Y bZRAWAES R ETFEBEOBE2FHE [SCISO7T(EM)]
B R, B A EE R K IR

Shor DN ET VTV XL, BAHEROFNRIEABITH D, ZOT T Y AL
THWANER A& RIS E CIREI LTV D N, Beauregard & &fF (GBFE) HIIE
Ty MOV SINZHED LRI 28R Lo, BERIICEEE L7285 R, M o0& 7R
DY A X, WSIFWHEMICFRI CA—FIZ D 2 ERNbhroTnD, £Z TARBRTIE, £
NOOEFREIFEOY A X RS 2 JE il Lk 21T o7, 2ok, 2L THEFE
v MEE/NS L LIz E ZEEE S ORI Z . E A DO%E 11X Beauregarrd OFIEE %
ERT20NREWE WD G A2 17,

B FREFRE SOV T [SCISO7(E )]
Al %, Alexandre Soujaeft. RA/IEKR, L& #—, #EA £ZIA, L5 75—,
Iy A
RS (BT REPICHI A SN2 B ROMENEN L | ST EIR BRI e
Bo FFEHHICE ST, ZOKBIC L HMRERE IS T 2 LITATRER D, [BEHHENE
KRDHOT, HRATZHFH O RWVHFENRD D, ZORETIE, ILiHEERFETH
LI SNV AL—=PFIZL DN FIREFHTHZ LICKY . BEICZEMENRIETE D
ST CalAE B 40km O B -HEROAT EBRICHKTh LT,

An Improved Security Evaluation of Y-00 under Heterodyne Measurement and
Dedicated Fast Correlation Attacks [SCIS07(|E )]
Miodrag J. Mihaljevie, 5#5 #XES, 5H Fkf

Y-00 7=k =biE, 2000 4212 HP.Yuen 2385 L7+ 2F 3 2 & #hl s J7 N0 —
T, T — X ORMEMD T DI S HIMES BRSO m G 25 Z L 2R e 35, 2
DHFANLZETRN L3, ZEBER LK - SR D 7 L—F I k> TREh, K
R BBEEPRE SN TN D, AFERTIE, Y00 OB U 7o m i1 B ik 2 0
MT2Z&I2Ek0, IERIVIRRESKBETE LI LERLI,
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Sequential Attack with Intensity Modulation on the Differential-Phase-Shift Quantum
Key Distribution Protocol [SCIS07([E )]

AL EIA
FEONA Y T N B 7 1 b 2L (DPSQKDIE, e EIR IR L TEETH D
RSN T A, DPSQKD IZxtT A EE L LT, WHEE D EER Lo 2127
MEREZHNT D ZEBHEDLET DT U Y VEBEREHTHD Z LB Do T D,
FERE TEEE POAZRINZRIBEF BT 5D & U, BT U 28540 IZHE D
VA2 %R L7z DPSQKD D27 il L7z & 2 A ik OfE R4 LHl 5 B8R % 5
Bl L7z, Diamanti &(3#%#T, DPSQKD % H\V T 100km D724 72 i{E EERIT K L7z &%
KU, WB UIBEBEEZ W LR R L0 E T 2 HEHE 95km RifiTH D Z
LR ENT,

Information-Disturbance Theorem for General Observables [SCIS07([E )]

H PEZ, S T
THRIBELE I B ERIC BV T, HENERROEFRBICKIETREDO K E S 27
THLOTHD, BEEDLITHIOWMLT, ZOEHEZFHAL T, HD2VMRED FT, &
TR T 2 BERE DR L IEME L ZEENELIHFRICETENDIHET ORRE RO,
AFRF T, HHRELTHEZILET 221X, BIORLCTULEESTIREEZAREICL
7
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8% 4

NIST 2nd Hash Workshop TG D EAH

Session 1: New Structure of Hash Functions

oty va TR Ny Y2 BEOMBIECET 2RI TN,

BAOFFTIE, BUEIL DT % Markle-Damgaard fRIEIZIIR AN H Y | Zh
EFTONy a4 XL salt Z/RXT A= L U TMATRERIELZRZREZEL TW5D, salt 20
AT NI LWHE T, ZOEFEIZLD collision resistant & 2nd pre—image
resistant Z5{bT A2 ENTEx 5, 2FKH DOFE TIX, Double Block Length Hash DFiE
PRRENT, ZOFETT ey IR —2A0 Ny ¥ 2 BEIC#EAT 2 5 THY ., ~

vy aENTay IR EORIO 22125 7 EH S, 3K B DIEFE TlL Markle-Dangaard
HeEpiEOREE L LT, multi—property-preserving domain extension transform ZHEZE L
TWo, ZOHETITLEEOTERRF T TS,

Session 2: Hash Functions in Practices

oy varyTiE Ny vaBERREICEDL I ITHVLRTWDNCET DR
THIT,

RMOFERTIEZ, Ny Y aBBOBEEOMM L, ZORMPIECHLIZH LAy 2
RIS D FEANEER S 7z, HRFIZ, Collision Resistant % &7l & BRI IZ 55T,
2D~ MU 7 AL, £ LT, BEO Ny VaBRORMGTER LD~ Y
v 7 AT SI, ZO5EE D EITEED Ny TV a R T RE THDH Z RS
N7, 2FH D¥FTIL, RandomizedHash I L THRFEIN, T FX A7 salt ZFHWT,
BFEONy 2l o F2METH 28T Ny v aB{Botxa )T 4 2w T 505k
DRSS NT,

Session 3: Panel/Open Discussion —SHA 256 Today and Maybe Something Else in a Few
Years: Effects on Research and Design
Oty va TR, UTORBEIZOWCEm S Lz

(1) B SHA-1 & SHA-256 Z3[ELR L TV % RHRE

Shamir |% SHA-1 ORI, 3IFTHRY JFOME T —HMICFEM S TV 213 ERIBEITEZIT
AR INaN
Preneel (X, MD5 |[Z T TIZEETIIRWRRIZICIAL DI TE Y, SHA-1 HELTH D4R
ThbD, EHIT SHA-256 OFFHEENHA SN TIEARL, 20X 2V T 43HlizZ T3 on
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L LRz,

Rivest I&, FFRD /Ny v 2 B%IZ, HAED SHA-1 ~DKEE B2 - B HAIETE D &
2T RE, EVDITEF2 VT A RTA—FEHEATRETHD LR,

Joux I&, FERO Ny 2B ED X HITHFFSNDRED, FLEOMWEELEBE T RE

PN OWT R EEERR D E D &b~ T,

Q) BEHIOBRTIZ, Ny 2Bk b5 HE

Ferguson %, ¥ A7 A TIIMEHFHIENR OB TH Ny ¥ 2 BEIIFIH ST 5D
T, Ny v aBfiresilient (BEHENDH D) ThHRELE BNz, o, Ny v ol
BET o F o~y 7L LTHHEN TN DD T, ThELEREE L LTNMZ D&
ThDH Lk~

Rivest I%. kD /N o =2 BIHIZ One—pass Stream mode & in—memory mode &9 2 D
? mode & AL D N E 12 L IRA~TZ,

Preneel 1%, /v > 2 BIKIC LB 1% Collision Resistance Tdh b & osgH L7-,

Joux 1%, Ay 2 BIEICEIT D Collision Resistance DNIERINTEFR TE A E D
T ONW TR AT 2 7=, F7-. Shamir %, Collision Resistance . 7~ > =Bk
% Truncate L CHRFFS LD Lk~ T,

(B) H—D 1y v aBEEL & BEITEBDO Ny ¥ 2 B EEDL &)

2 ONFRY A RBEREITV. FREBICOWTEE, T AN BRENRLETHY, B
BoNy 2l MET 2L aX RN LW ER DT, TDTD, By
VaENRETHH LV BARNPKRBTHS T,

Preneel 1%, H— v v =2 BABUICFEE L7223, mode X°7 7 > K& /= variant % M
BT RELE LRI,

Shamir (%, H— N o o B E #IEL mode (ZIAE L7223, mode (3EHERIE D NEHEIE %

EEHZ DRETITRVERRT,

Joux 1T, 7o X LA T I NE LI 2 b— FTELHE—BHPEE L EBRTz, LAl

Z C streaming mode 72V CZ DR T+ E W) BIF T2 <. in—memory mode & MEET
b5 Lk,

Ferguson I%. multiple pass °X v E—I2RKIZ%T 5 randomly accessing Z AV 7=
variant IZFEEREFE L LR~

Rivest IX, 70 ¥ FEEEZ TV DO RLHMEIZCTEL LD ’ﬁ—’\\‘%f“ﬁ)é Lk
Nz, Flo, TV RLERIZT U REEZEO LT N—Va v aBh o &L
7o

F 7o FHRBRBEICEH VT low—end it & high-end U2V T & i S 4172 NIST IE High-end
CENTRELELV D a v P ARG LT, low-end BRE~DEE L, T ZhD Y A
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U DR TITbHREE LV ERE BT,

(4) ROT NIV X LD

TONEY T, LB HELWTAITY XAEELON, BEOT LT Y XAEET
LONEND U Cilmm M T,

Shamir (FFEDOT NIV X LZIFHENR SV, BEFEOT VI ALY ZedH T VA
UXLDEy NOREEIFRNWEFE LT D bRz, BEFOT LT Y XLADEERRBWE
BULRONY N

Ferguson (X, AES 7BV =7 FORRBNEWERTHY | AESIZE > T v 7Dk
FNHEATZ L 91T, hash IZBWTHIRIERIZ/R D THA H ik~ 7z,

Shamir (%, /N ¥ = BEODONEET 2 FEFE O Proposal & £E9H 724 9 Lk 7=, 1 DIZEAF
DEEET, b9 1 2Fa<H LWER, B LWBEBRORHE 74 L BHF OB IEDOFM DO EH
HFREDN & D BRI A BT T T,

Rivest (X, HILWT LT U XLARETND LITEDRNWA, ZOX S RIBRIT Y=
B O A D S5 Lk,

ZIT, BRDISHEHEDT AT 4 T OIRAIXATREN &V D MR T, HEimMIITd v 5
LH, MERbH D,

Joux 1%, AZEIE SHA-256 ~DBEDFFE 2Rk X 5 Lk~ 7z,

ZIT, MR EX2 U T OMENER SN, 2T ML= FFTTHY, FEED
Sy RO TIE, MHEOEDICEEED~—Y U I L TTHYMERERR T ¥
v R ERSTEA D, Shamir & Rivest |, 77 2 RED/RT A — 2L NBEE R T D &
DULTONY N

ZITEMENS, X2V T A LULDOEENLETHDH LV E RN HZ, SHA256
DIV IT SHA-512 BNHE)NE 5 372 &, Ferguson [, SHA-256 |, ¥ — X KDOHET
AES-256 & OFAMEDY Ly &k _7=, Shamir |, AES-128 with SHA-256 T+ TH D &b~
77

ZZTARY A NI, BOBEFETATY XAEFHHOT VT A LAOREIZK -T2, A
EOWMNOEZDE, FoKHLWT AT XLE2EZDZ EIIIMERD 5,
Preneel L. Markle-Dangaard IZfXOBHERIEZHKRFTTHV A7 Z2 L oTHLEWVOTIIRW
ek,

Keynote Speech: Message Modification, Neutral Bits and Boomerangs: From Which Round
Should we Start Counting in SHA?

Z OFEEH TIE, 1998 0D SHA-0 DTG . R BEBEIZB T HEHED I v M
DN TDEEM Z IR ~7z, FF°, SHA-0 ([ZBIT 2 IEARZRBIEEIZ DOV TlR | 2 B~ DX}
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Jir & LT SHA-1 (&b o m B EZIR -, 67 —XA T W8 L kY —izon T
R, BIEORE & LT, SHA-1 1% 1998 AFHAED SHA-0 LV 59 L HEhE LT,

Session 4: New Design of Hash Functions

IOy arTiEHR Ny a2 BROBH LWERIEIZ DWW TEm SN, RIOFERT
I%. PANAMA /N ¥ 2 B ZE W=7 7 e —FIZ DWW THE Lz, Ziud Markle-Dangaard
ORETH D, SHA-1 LRSEOMRELZ D, SHA-1 LV ZeThHHr TR L, 2 ZBHDOIRK
FTIX, Ny ¥ =2 B LASH I DWW T S 4u72, LASH I3MEBED M C SHA & [A%E T V| SHA
DEFX2 VT 4 OREAEEL TND &b,

Session 5: Cryptanalysis and Attack Tools

IOy g TR, HBIIETLIWMIERE SNV T 4 AT vy g ViMTbivz, &
WORET, WELY —VOBEP BN, EMEEE Ny 2Bk T2 Y
AV ERDITD RO RT T —F I OoOWVWTiEmEITV ., #5573 A2 L single-block
collision Z R-2lF % 5%, message modification & multiple block ®F|HIZ OV T H %
AT o7,

2%/ H DRHEFETIL, SHAICBIT 2EHES ¥ICOWTHBIIZIER TS Y — MOV T O3
BT, HiEZRT 7D, 64step D SHA-1 12%F L T 2-block collision Z7~ L=,
E72, SHA-2 72 EDLD /N 3 2 B~ D I DWW T Diam 21T 2 72,

3 HFEHORETIX, MD-5 XA 7D/ 2 ® Collision MEEIZHOW T, differential
collision—path OFEHR%Z BIEH 5 FIEIC OV Tifam S 472, MD5 @ 3 -2 near—collision
DOHERIZEVEHIND Z EDNRENT, 122 OFIED SHA-1 ~Oii 23w S vz,

4 FHHOFELRTIL, SHA-1 1% % 1 round differential @ HEHIREEFRIC OV Tikin
SNz, T2 TiE, &HIDOT 72 RICEET 5 differential path D3R T, 2 DOEELR%E
HnsZ L THEEL TV,

5 FHDIERTIL, Wang IZX D SHA-1 DEBEOMNT 2R L TEBY . +35&M L nessage
modification HiEIZ DWW TIRRTUN 5,

Session 6: More New Design of Hash Functions

IOy va TR Ny v aBBOFTE RN O W Tiliam S V72, BPIDFR Tl
FLOANy V2B Edon R MER SN, ZHRREEREH N ZFoNy ol Th D,

2 FHDOFEKIL, expander graph 2> HIEFIRERZ2MEZ AT 5 Collision Resistant
Ny Y a BAERER T D TIEICOWTIRRTWD,, ERE] & U TR Bh#E D> DR 3 5 f
DRENTWND,

STEHDFETIE, HTLUWVGEARIEER L 22 AT 5 Collision Resistant 7~ 3 = B%k
WCOWTIELTEY, FFT #HW\W W5, Z4PEld, Lattice IZ81F % shortest vector
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RO OO LFAEFETHL LRI TND,

Session 7: The Way Forward

Dk vy aid, Workshop DFE & ®H & LTHAL, B LWRROBE, FrLv Ny v
2BABAEDO R r v a—v £ L TARREmRB T,

Stuart Haber (%, /v ¥ = B¥%& /= integrity OERFEEIER 35 HiEZH>WT T L
Yy EITolz, F£7, Lisa [T HAMC & NMAC 1%t %N ¥ =@ Collision & MW 7= 41k &
partial key recovery attack (2 DWW TCik~_7=, F£7=. MD5 & T v R %/ &7~ SHA-1
IZ DUV T D 2nd pre—image resistance {2 DWW T D, F % IZ HMAC-MD4 1324 Tl
HMAC-MD5 & HMAC-SHAL (Z W IR L BB (T2 T & b7, (LR, AimiZicilio
)
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FIPS186-3 (Draft) & FIPS186-2 & MAHE S

#* FIPS186-2 & FIPS186-3 (Draft) @ 7& 1

FIPS186-2 FIPS186-3 (Draft)
DSA INTA—F Pair L and N Pair L and N
The bit length | The bit length The bit length | The bit length
of a prime | of a prime of a prime | of a prime
modulus divisor modulus divisor
512=1L=1024 160 1024 160
2048 224
3% 4. DSA PARAMETERS # @ a prime 2048 256
modulus DI HIZFLHED Y 3072 256
% Change Notice 1 IZBWT, 1024 v
v NOEOHIEES % Z L1275 T | %4.2 Selection of Parameter Sizes and
WD Z EICER Hash Functions for DSA HilZFl#id
XU T | RHERL X2 U T 4 ORI ITOVTIE SPB00-57
1 DIRE M
o & | FiRR L 1 Ayt —VdHic OMBEROAERIZS
ik WA B. 2 25
BAERL FIPS180-1 T/R&#1% SHA-1 (M) DfEZF] | £k D. 2 (ZFEHK
W42,
i FIPS180-1 T/R&# % SHA-1(M) DEZF] | ik D. 2 (ZFCHL
M5,
RSA g ANST X9. 31 (ZYEHL ANST X9. 31 (ZYEHL
(LSt ose#EZe L)
L (PKCS | Eoak7e L This Standard references only version
#1) 2. 1.

5. The RSA Digital Signature
Algorithmf{i T, BIfEIZANS X9. 31 & PKCS#1
T TWAHOT, REREA & RETTH
L¥E L7,
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The length | F#k72 L 1024 , or 2048 , or 3072 ( choose )
of the
modulus

ECDSA | B ANST X9.62-1998 |Z HEfiL FEARRIIZ ANST X9. 62-2005 (ZHEHL, 777

(LIS, HESERE T hfk & Fod)

L. ANST X9.62 {Z}1X” cofactor h in the
set of domain parameters” |ZfHlBRIL 72
VNS, FIPS186-3 CIElH 2 WM HE T L
NQAYA)

Per-message | it#i7s L fH43:B. 5IZFCH;
secret
number DA
%
HELE g iih HESERE I thR (1) HELER P gt (1)
R cv Algorithm | Prime | Binary cv Algorithm | Prime | Binary
Length Field | Field Length Field | Field
80 SKIPJACK Ipll | m=163 80 SKIPJACK Ipll | m=163
=192 =192
112 Triple-DES | | p| | m=233 112 Triple-DES | | pll | m=233
=224 =224
128 AES Small lpll | m=283 128 AES Small lpll | m=283
=256 =256
192 AES Medium | [[pll | m=409 192 AES Medium | | p]l | m=409
=384 =384
256 AES Large | [[pll | m=571 256 AES Large | [[pl | m=571
=521 =521
XFIPS186-2 & DZEHITL R H AW
Cross Index a. FIPS PUB 46-3 =P <HIBR>
{Data Encryption Standard>
b. FIPS PUB 73 = <HIBR>
{Guidelines for Security of Computer
Applications>
c. FIPS PUB 140-1 =P a. FIPS PUB 140-2
{Security Requirements for {Security Requirements for
Cryptographic Modules> Cryptographic Modules>
d. FIPS PUB 171 = <HIBR>
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{Key Management Using ANSI X9.17>
e. FIPS PUB 180-1 =
{Secure Hash Standard>
f. ANST X9.31-1998 =>
<{Digital Signatures Using Reversible
Public Key Cryptography for the
Financial Services Industry (rDSA)>
g. ANSI X9.62-1998 =
<{Public Key Cryptography for the
Financial Services Industry: The
Elliptic Curve Digital Signature

Algorithm (ECDSA)>

b. FIPS PUB 180-2

{Secure Hash Standard>
c. ANS X9.31-1998

<{Digital Signatures Using Reversible
Public Key Cryptography for the
Financial Services Industry (rDSA)>
d. ANS X9.62-2005

<{Public Key Cryptography for the
Financial Services Industry: The
Elliptic Curve Digital Signature
Algorithm (ECDSA) >
e. ANS X9.80

<{Prime Number Generation, Primality
Testing and Primality Certificates>
f. Public Key Cryptography Standard
(PKCS) #1

<{RSA Encryption Standard>
g. Special Publication (SP) 800-57
{Recommendation for Key Management>
h. Special Publication (SP) 800-89

{Recommendation for Obtaining
Assurances for Digital Signature
Applications >
i. Special Publication (SP) 800-90

<{Recommendation for Random Number
Generation Using Deterministic Random

Bit Generators>

Ny B FIPS180-1 FIPS180-2 IZ/R S5/~ v ¥ = BA%K
SLECAE Rk SHA-1 % L7z PRNGs A fF4% 3 IZFC# | SP800-90 & &l

% Change Notice 1 IZRBWT, I3 7
INTWDHZ LICEE
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% 62 [A]1)> 5% 65 [B] IETF Meeting T D LM

Ny V2 BB Dm0, 5 62 122 S5 65 [A] TETF Meeting TOgkim D aEAl
ZRLHT D,

622 TETF Meeting
[BAfEA] : 200543 4 6 A-11 H

62" Meeting TiX. saag WG 123\ T, Eric Rescorla (2L ¥ “Current Status of MD5 and
SHA-1” LW S Z A PATOT LB T = a UHTOIL, Ny 22 OfEFAMEICE T 2
BT, TLErT—va B XU neeting ICBIT DA %Z, LIFICEL DD,

(LT — 3]

v' MD5 35 LU SHA-1 DB BRI B3 2 Rt B
v TREOENEZZ L8 [REND L LBER LA ofl E 1K)
v FEREIS AT 2 RS HMAC D& AEMEIZ DU TSR
voH Loy v BEUCEET S MERE (1 & LT SHA-224 3 6TV D)
K1 &%
ety
WA NE O | Key derivation functions (PRFs)
SSL, IPsec, SSH7Zp &
HMAC
Challenge and Response
HEDHDHHD | Non—repudiation
AIERA
BA DA T
(R ]

> LWy a7 X LR randomize SHA-1 ~DZEH
> REAEOMBEERSERR & FORBER

S VU TNTUNROREEDOER

<$  subject name ~® GUID @B
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> NIST @ 2010 FFDO TN T X LABITIZHOWNWT

637 TETF Meeting
[BAfER] : 200547 A4 31 H-8 A 5 H

63" Meeting Tl&, —HmM Ny ¥ 2 BEIZOWTHETT % hash W6 (ZBWT, Ny =
DfEFRIEIZ E?Jﬁ‘é? VBT =g UPMTDIL, BT DiEms T b, LBy
T—3 a3 rBXWNneeting ICBIT DAV T, UFICELH D,

[(FLEBrT— g ]
v' Hash BoF (Introduction)
- Paul Hoffman (VPN consortium)
v" Collision Resistant Usage of SHA-1 via Message Pre—processing

- Michael Szydlo (RSA Security) and Yiqun Lisa Yin(Independent consultant)

» IETF & L TR _RENAEICDONT
® Nyl aTnNAY XAOEE
S Ly v B ORE
< SHA-256 ~DRAT
< SHA-256 % 160bit |Z Truncate L7= % D OfF 72 & DL
& o bha~DRE (BLYA X, PKCSH)

> Randomize Hashing for signatures
- Shai Halevi and Hugo Krawczyk (IBM Research) -

> Ny v BB OfEIR{EA Provable Secure 72 B4 T VT Y AL E 2 HEEBIZO
WT

> BAHATHWA ANy aDT o Z MEENTo Ny v 2 OLEN

v" Deploying New Hash Functions
- Steve Bellovin (Columbia univ) and Eric Rescorla (Network resonance)-—

> Ny aBEOBEIIT DB OW T OEHEIZ DN T
v" Hash Truncation — Tim Polk -

> BEHLZTNIA) ALEFHTLHHFXELTREZEINL TS, Ny V= fEdd
Truncate @ Uz C
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k=111

S

N VAR A Y B— 2T D Pre—processing DEAMFOFZhIEIZ DV T
Randomized hashing {Z8iF % Initial Value (IV) 22U\ T

Z U LEORREIZ OV T

T A MMET D T LT X DB B

IETF CIEME(L SN TWD T 1 Fa/MlBiT 5y a2 OFEEIZHONT
Ny a2 BEOfEFMEE . TETF 37T 5 R&EHFPHIZ OV T

YV V V V V V

T A%, BEOHLTa Fa it LTWGIC TR ETo T LERH S LD
RSB, ZOM, ~— Ky =T OFSEEOMBER L, A~y 2 ROy
ITOBRDEMFIZONTO AR FbIRRE, ZOROFHRIT. A—V 7Y A a0
THFH 2L LoTI,

64t TETF Meeting
[BAfEH] : 20054511 A 6 H-11 A
64" Meeting Ti., saag WG, pkix WG, smime WG, tls WG IZBWT, /v = DfEdafb
T LB T —va raMThil, FRCRT AEman Tz, L8 —va
B LW neeting IZHBIT DFwAICONT, UTFIZE L DD,

® Open Security Area Drectorate (saag)

v' 1ETF Security Area Response to the Hash Function “Breaks” — Russ Housley -
» NIST @ Workshop Z521F 7=, SHA-256 ~D %}tz DLENEIZ-DOUVNT

SHA=256 ~DXJJEIZDUNT

#70 b VDOFEFHOEEEIZHONT

SHA-256 AR ~DZEFIZDOWNT

W6 NTOET 1 b Ukt T 55347114 65 D meeting F TIZH W6 THEHET 5 2

LElhrol,

v" SHA-1 Hash Function Replacement
- Uri Blumenthal (Intel Corporation) and Charanjit Jutla (IBM Corporation)-—
> SHA-1 Z~A JF—F =¥ L7 SHAL-IME Off HIZ D\ T

® Public—Key Infrastructure (X.509) (pkix)
v" OCSP Hash Algorithm Independence - Russ Housley —

» Basic OCSP Response {Z31F 5 SHA-1 fEFE{L D RZEL & S FIEIZ DN T
v" Additional Cryptographic Profiles with SHA-2 - Tim Polk -
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» ECDSASCDSA &\ o 72, SHA-2 7 7 2 U — DRSNS TR NS D~D 5%t
DWW T

® S/MIME Mail Security (smime)
v Hash Transition Updates — Jim Schaad (Soaring Hawk Consulting) -
> ESSCertID IZ81F %, SHA-1 fas{bOfEE | ZDXRIZ DN T

v' SHA-256 as a alternative digest - Blake Ramsdell (Sendmail, Inc) -
> S/MIMEIZEIT DX A=A T /T Y XL~ SHA-256 3 2D\ T

® Transport Layer Security (tls)
v" Hash Functions, MACs, and PRFs, oh my! — Eric Rescorla —
> MD5, SHA-1, HMAC {2k 2 KEDIRPLIZ OV T
» TLS IZB VT handshake message 72 EF CHWH LTV A MD5 35 X OV SHA-1 O
(22N T

65t TETF Meeting

(BAfEER] : 2006 43 H 19 H-24 H

65" Meeting TlX. krb-WG, smime WG, pkix WG, pkidipsec WG, msec WG, tls WG IZF
WT, Ny v a BRI A~DORISICET 2 S LB T —va vk BRUCKTT D
DT,

BARAIZEH 25 LTV 5 W6 Tid, NIST D= A v F %5217 ﬁf@%éhfvém5
SHA-1 725, SHA-256 ~DOBATHREI SN TWD, BERET, e TLTWD W6
<\$%%%ﬂ%h®WGﬂ\%WG@§EkLT Ayynwf%mmwﬁm:owfm
Bt tT > T ZE &5 TW5, FiCiEmOEA TWHD DT, Wmmﬁﬁ>%mm@
%@KOPT@\?miﬁbﬂé#&ﬂl@@ﬁﬁ%if% W/ TR, BT E
@%@mﬁﬁmfwﬁm%ﬁf%D\Eﬁﬁﬂ%ofwﬁm%ﬁ?%éo

Fio, OB FEMIER L TOASIFIZMS b HAADZ L SHA-1 122V TH
TR RELOBRNBEBERSLN TV, IETF OBNE O KE S % 5D TV 5 BRZEE D
TIE, SHA-1IZBE LTIk, BIRFASTIIMDS O & 9 72 BTk L7e\ iz wh . FRIRE DS B &
722 TWVIRWEBUE D B C D% I FERRAY Tl VR CTh 5,

R ZE L Tl Algorithm Agility (F/v 2V XLADOEFIIXT HHRM) 2L L
THZDDNRA L ReloTNEMN, F—U—RKELTHTWD OO, Bk Jim
PEDOPTEIL 72 STV,

TLEBUT—vary, B Wneeting IZBT DI HOWVWT, LLTICE LD 5,
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Kerberos (krb—-WG)

>  PKINIT, RFC4120 {23313 % Hash Agility (XNy ¥ a7 L3 Y XADEHE
(X 2 ZelikiE) DRELRIZ OV Tileim S 4172,

» RFC4121 bXRIC D LB RA/H I,

> KPS OREHNT OV TIE, 2006 45 9 H LAKRIC 95 71,

S/MIME  (smime-WG)

> Ny a7 VI Y XALAORYBIABPMETHDLZ ENBRIbNT,

> MEEZEMCT2ERE LT, BITRHARABTH D Z ERBIT b,

>  BATEFE & L. alternative digest profile OfER%., BATHEHICEIT 20 A
K ZAONERL, CEDOBGET LR & #am Sz,

> ESSCertID IZ8BIF BT 7 4L hD Ny v = Bi¥ % SHA-256 |23 R0 Thi
77

> BERELT, 774NV Oy V2 BB EITT D00, SHA-1 726 ORBATRE
W, BITHRIZOWTOT =R SN, BRNEmRII Thh e oz,

> E7oL SAMIDE IZENTAy Y2 BRI SN TW AR RSz, 20k
T, Ny ValBEBEECERT HNENCONTE, BEINLIRETHD
EWV ) BRBIR RS,

PKIX  (PKIX-WG)

> BUEEHETHH SN TWD 73 U X AFEE TRV, #EIZRD sh
TWbTeD, BEIZRWT LT Y X L% GEIIE, HEOERERLETH
5o

> RFC3279, RFC4055 CHIH 41TV % MD5, SHA-1 @ SHA-2 ~DZEH DOHE%

> CMP/CMC 72 &> CA-RA MIZH T HAEAEEE Y v b =/ 2 TlE, RSA1024
DEETHLRVOTIEARWVNEW I ERBENLNT,

>  0CSPIZHOWTIE, 0ID Ty a7 3 RAFHET L0, Filo7r
URXLADODHEDLETH D,

PKI4ipsec (pki4ipsec—WG)

> Ny v BT OWTIE, RFC3280 &ML TS 72, RFC3280 D xthta it
Do

»  PKI IPSec {ZHW\Tid, MD5 ZFIH T _& TRWE W) BRBBSNT,

»  SHA-256 (AT LT8G, Bk Bid. MD5 (X7 should not” DHFWNZT DA%,
SHA-1 {22\ TIE,” shouldnot” IZL72< TH XWVDTIXZ2WND &V 5 E LA
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® Multicast Security (msec—WG)
> SHA-1 & MD5 D%V & LT, SHA-256 #HR— h 3% Z LN ERENT-,
<> SHA-256 xfJi&s (GROUP-PULL)
<> HMAC-SHA2-256 A f5xE (IPSec ESP SAs)
<> HMAC-SHA2-256 % %R A[HEIZ 4% (IPSec AH SAs)

® TLS (tls-WG)
> TS OF Ty ¥ o BIEMEDIL TV D0 0 R S iz,
> EEA
® handshake message OfEA Z41L7= MD5/SHA-1 ~DE4,
®  DSA/ECC O SHA-1 %14 % B4
®  DSA/ECDSA ~® SHA-1
< KDF

® [H-MAC|ZDOWT

> TLS [TITEBEEEN RN EEZ TBY, BE, BRI EB N 72 WEOFLH )
5. AYITHEATIICBAT T RE RO E W) BN EIT T bz,
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