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2004/4/27
EUROCRYPT 2004 | Eurocrypt Interlaken, 2004/5/2
Switzerland 2004/5/6
AES 4™ Advanced Encryption Standard Bonn, Germany 2004/5/9
(AES — State of the Crypto Analysis) 2004/5/12
YACC 2004 Yet Another Conference on | Porquerolles 2004/6/1
Cryptography Island, France 2004/6/5
SAC 2004 Selected Areas in Cryptography Waterloo, Ontario | 2004/8/9
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2000 NIST FIPS 186-2 change notice
1 2001 FIPS 186-2 (+ change notice 1) Digital Signature
Standard (DSS)
™)
CRYPTREC SHA-1

23






(O







27



-

13 8 6
http://www.soumu.go. jp/gyoukan/kanri/010806_1.htm

28




a)

29



b)

©)

Kerberos

Authentication Code

30

Message



d)

9798-3:1998)

JIS X5056-3:2002(1SO/1EC

-

~

31



<< >>

Pentium

CRYPTREC Report 2002

3-key Triple DES
3-key Triple DES
3-key Triple DES
3-key Triple DES

32

3-key Triple DES



1/100

8 k 10Kbyte

3-key Triple DES
3-key Triple DES
3-key Triple DES
3-key Triple DES

SSL 3.0 TLS 1.0

TLS 1.0

AES TLS1.0

33

128byte

SSL 3.0



a)

( RSA 2
) 2
1
RSA 1024
DSA ECDSA | RSASSA- | RSA- | RSA- | RSAES- DH ECDH PSEC-
PKCS1- | PSS OAEP | PKCS1- KEM
vl 5 vl 5 *1)
SSL3.0 © o o o
TLS TLS1.0 Internet | TLS1.0 TLS1.0 TLS1.0 Internet
(Proposed -Draft (Proposed (Proposed (Proposed | -Draft
Standard) Standard) Standard) Standard)
*1 SSL3.0/TLS1.0
CRYPTREC

Report 2002

CRYPTREC Report 2002

34




64
128
128
128
AES Camellia | CIPHERUNICORN-A | Hierocrypt-3 | SC2000
+
+ + +
RFC3268: AES | TLS1.0
Ciphersuits (Internet
for TLS Draft)
(Proposed
Standard)
64
64
CIPHERUNICORN-E Hierocrypt-L1 MISTY1 | 3-key Triple DES
- +
+

SSL3.0/TLS1.0
(Proposed Standard)

MULTI-SO1

MUGI

128-bit RC4 *1

+

+

SSL 3.0/TLS 1.0

(Proposed Standard)

*1 128-bit RC4

SSL3.0/TLS1.0

35




Modes of Operation

JIS X5052 JIS X5053
CRYPTREC Report 2002
c)
D
2) 256
3)
RIPEMD-160 SHA-1 SHA-256 SHA-384 SHA-512
+ + + +
SSL 3.0/TLS 1.0
(Proposed
Standard)
160 160 256 384 512

36




d)

<< >>
rand
seed ID
ID ID time
seed 128
NIST NIST Special Publication 800-22, A Statistical Test Suit for
Random and Pseudorandom Number Generators
http://csrc.nist.gov/encryption/tkring

George Marsaglia DIEHARD
http://stat.fsu.edu/pub/diehard

CRYPTREC Report 2002 5.4

Seed

37



SSL 3.0

SSL 3.0

38







a)

b)

40



a)

b)

©)

41




a)

b)

©)

42



25

*1

17

*2

25

43

25



Web
http://www.meti.go.jp/policy/boekikanri/anpo_hourei/index.html

*1 2

*2

44



45



CRYPTREC Report 2002

CRYPTREC Report 2002

46



47



FIPS 140-2

48



cryptrec-ing@soumu.go.jp
http://www.soumu.go.jp/joho_tsusin/security/security.html

it-security@meti.go.jp
http://www.meti.go.jp/policy/netsecurity/

cryptrec@ipa.go.jp
http://www.ipa.go.jp/security/

cryptrec@shiba.tao.go.jp
http://www.shiba.tao.go. jp/kenkyu/CRYPTREC/index.html

49



JIS- TR X0050 CRYPTREC Report 2000
Web
http://www.meti.go.jp/policy/netsecurity/crypt.htm
http://www.ipa.go.jp/security/enc/CRYPTREC/fyl2/cryptrec20010418._html

2001

Web
http://www.soumu.go.jp/s-news/2002/020416_2.html
http://www.meti.go.jp/policy/netsecurity/crypt.htm

JIS- TR X0087 (2001 ) CRYPTREC Report 2001
Web
http://www.meti.go.jp/policy/netsecurity/crypt.htm
Web CRYPTREC Report 2001

http://ww.shiba.tao.go.jp/kenkyu/CRYPTREC/Tyl4/cryptrec20020418_report0l._html
http://ww.ipa.go.jp/security/enc/CRYPTREC/fyl4/cryptrec20020418 report0l._html
2002
Web
http://www.soumu.go.jp/
http://www.meti.go.jp/
2002 CRYPTREC Report 2002
Web
http://ww.ipa.go.jp/security/enc/CRYPTREC/fyl5/cryptrec20030401 reportOl._html
http://ww.shiba.tao.go.jp/kenkyu/CRYPTREC/fy15/cryptrec200304_report02.html

50



ANSI American National Standard Institute

FIPS Federal Information Processing Standard

NIST

Kerberos

(MIT) Athena

MAC Message Authentication Code

MAC

MAC

NIST National Institute of Standards and Technology

PKI Public Key Infrastructure

SECG Standards for Efficient Cryptography Group

51



the Wassenaar Arrangement

1996 7
http://www.meti.go.jp/topic/data/ewasenaj.html

52



128 256
1024

53



e-Japan -2002 http://www.kantei.go.jp/jp/singi/it2/index.html

54









DSA

ECDSA

RSASSA-PKCS1-v1 5

RSA-PSS

RSA-OAEP

RSAES-PKCS1-v1 50 9

DH

ECDH

PSEC-KEM( ?

64

3)

CIPHERUNICORN-E

Hierocrypt-L1

MISTY1

3-key Triple DES( #

128

AES

Camellia

CIPHERUNICORN-A

Hierocrypt-3

SC2000

MUGI

MULTI-S01

128-bit RC4( )

RIPEMD-160¢ ©

SHA-1( ©

SHA-256

SHA-384

SHA-512

7)

PRNG based on SHA-1 in ANSI X9.42-2001 Annex C.1

PRNG based on SHA-1 for general purpose in FIPS
186-2 (+ change notice 1) Appendix 3.1

PRNG based on SHA-1 for general purpose in FIPS
186-2 (+ change notice 1) revised Appendix 3.1

(
(

1)
2)

SSL3.0/TLS1.0

KEM Key Encapsulation Mechanism -DEM(Data Encapsulation Mechanism)




128
3-key Triple DES
1) FIPS46-3
2)
128-hit RC4 SSL3.0/TLS1.0

256






(http://www.setco.org/)

8: Secure Sockets Layer protocol(http://wp.netscape.com/eng/ssl3/)

9: Wireless Application Protocol(http://www.wapforum.org/)

10: World Wide Web Consortium(http://www.w3.0rg/)

11

(Internet Engineering Task Force)(http://www.ietf.org/)

DSA ECDSA RSASSA-PKCS1-vl 5 RSA-PSS RSA-OAEP RSAES-PKCS1-vl 5 DH ECDH PSEC-KEM
ANSI X9.30:1-1997 SEC1 (Version 1.0) PKCS#1v2.1 PKCS#1v2.1 PKCS#1v2.1 PKCS#1v2.1 ANSI X9.42-2001 SEC1 (Version 1.0) PSEC-KEM (2002 5 14
(http://www.x9.0rg/) (http://www.secg.org/) (http://www.rsasecurity.com/rs |(http://www.rsasecurity.com/rs |(http://www.rsasecurity.com/rs |(http://www.rsasecurity.com/rs |(http://www.x9.0rg/) (http://www.secg.org/) )
alabs/pkcs/) alabs/pkcs/) alabs/pkcs/) alabs/pkcs/) (http://info.isl.ntt.co.jp/psec/CRY
PTREC/index-j.html)
[e] [e] o] o] o] o] o] [e] -
- - - [e) [e) - - - (o)
- - - RSA RSA - - - DH
CRYPTREC Report 2002
7
[e] o] [e] o] - - - - -
ANs|t Y X9.30:1-1997 X9.62-1998 - - - X9.44(Draft) X9.42-2001 X9.63-2001 -
IEEE! ? P1363-2000 P1363-2000 P1363a(Draft) P1363a(Draft) P1363-2000 - P1363-2000 P1363-2000
14888-3 11770-3 .
(3 - - - - - R -
ISO/IEC 14888-3 15946-2 11770-3 15946-3 18033-2(Committee Draft)
NESSIE¢ ¥ - ° - o - - - - o (Public-key Encryption )
NISTC 9 FIPS PUB 186-2(+Change FIPS PUB 186-2(+Change _ _ _ _ _ _ _
Noticel) Noticel)
. RFC2246(Proposed Standard) RFC2246(Proposed Standard) .
2003 1-3 ) SEggg;‘gggg";‘:ﬁnﬁﬁg?ard) Sigggggg‘:grg‘s;g’gign garg) | REC3275(0raft Standarc) RFC3447(Informational) RFC3447(Informational) RFC2246(Proposed Standard) | RFC2409(Proposed Standard) Sigggggg‘:g";‘s;g’gig dard)
IETEC © RFC3279(Proposed Standard) | ipsec(intern ethD raft) RFC3279(Proposed Standard) | pkix(Internet-Draft) pkix(Internet-Draft) RFC3370(Proposed Standard) | RFC2631(Proposed Standard) i sec(lnternetFiDraft) -
RFC3370(Proposed Standard) t’I)s(Internet—Draft) RFC3370(Proposed Standard) | smime(Internet-Draft) smime(Internet-Draft) RFC3447(Informational) RFC3370(Proposed Standard) t’I)s(Internet—Draft)
P RFC3447(Informational) RFC3279(Proposed Standard)
SeT! ? - - o - - - - - -
ssLaot @ o - o - - o o N N
AP/WTLS! ° - o o - - o o o -
wacl XML-Signature Syntax and _ XML-Signature Syntax and _ XML Encryption Syntax and XML Encryption Syntax and XML Encryption Syntax and _ _
Processing(12 February 2002) Processing(12 February 2002) Processing(10 December 2002) | Processing(10 December 2002) | Processing(10 December 2002)
Standards for Efficient : . . : Standards for Efficient
ANSI Cryptography Group (SECG) RSA Laboratories RSA Laboratories RSA Laboratories RSA Laboratories ANSI Cryptography Group (SECG)
RSA RSA RSA RSA
( ) SECG member patent letters |RSA RSA RSA RSA ( ) SECG member patent letters 2000-148011
ISO/IEC 14888-3 Annex G (http://www.secg.org/collateral U.S. Patent 4,200,770, April (http://www.secg.org/collateral
Contact Address [no  |/certicom_secg_patent.pdf) 1980(1997 ) |/certicom_secg_patent.pdf)
(@) license required] 2001-222218
RSA BSAFE RSA BSAFE RSA BSAFE RSA BSAFE
U.S. Patent 5,231,668, July
1993
2 2
SECG SECG
(http://www.secg.org/patent_po (http://www.secg.org/patent_po
licy.htm , licy.htm ,
(b) (@) http://www.secg.org/collateral/ http://www.secg.org/collateral/
certicom_secg_patent.pdf , certicom_secg_patent.pdf ,
1 http://www.secg.org/index.htm) http://www.secg.org/index.htm)
URL URL
SSL3.0/TLS1.0 KEM(Key Encapsulation
Mechanism)-DEM(Data
Encapsulation Mechanism)
Koblitz
Koblitz
Koblitz
(http://www.ansi.org)  2: IEEE (http://homepagel.nifty.com/ieeetokyo/fag.htm ) 3 International Organization for Standardization / International Electrotechnical Commission (http://www.jisc.go.jp/international/isoiec.html ) 4
New European Schemes for Signatures, Integrity, and Encryption (http://www.cryptonessie.org)  5: (http://www.nist.gov)  6:

7. Secure Electronic Transaction

o



1. 64
CIPHERUNICORN-E Hierocrypt-L1 MISTY1 3-key Triple DES
[B] FIPS
* | [A] [Al [A]
[C-] Triple DES [A] Triple DES [B+] Triple DES [C]
. [C-] Triple DES 0.6 . [A] Triple DES 425 . [B+] Triple DES 4
Pentium I
. [C-] TripleDES 0.8 . [A/B+] Triple DES 525 . [A] Triple DES 55 . [C]
32 . [C]
[C-] Triple DES [B+] Triple DES [B+] Triple DES [C]
e UltraSPARC lli [C-] e UltraSPARC lli [B] e UltraSPARC lli
[D] [B/C] e Alpha 21264 [A] . [C]
o Alpha 21264 [C-] o Alpha 21264 [A] [A] . [C]
[C/C-] [A/B+]
[C] [B] [B] [C]
. Triple DES . Triple DES  1/5 . Triple DES  1/7 .
. 2/5
[D ] [B] ROM [B+] Triple DES | [C]
Triple DES Triple DES
. ROM [C-] . ROM [C]
. . ROM [D] . RAM [C-] . RAM [C]
Ic . RAM [C] . Triple DES [B+] . [C]
. Triple DES
85%  [B+]
* CRYPTREC Report 2002 3
3.3 6
*x byte
falekal IC 8 CPU ROM k 10kbyte RAM128byte




64

CIPHERUNICORN-E

Hierocrypt-L1

MISTY1

3-key Triple DES

ISO/IEC 9979

IETF RFC 2994 (Informational)
ISO/IEC 9979

ISO/IEC 18033-3 (Committee Draft)
NESSIE

ANSI X9.52-1998

ANSI X9.65 (Working Draft)

FIPS PUB 46-3

ISO/IEC 18033-3 (Committee Draft)

RFC 2246: SSL3.0/TLS1.0 (Proposed Standard)

(@)

9-213274

CIPHERUNICORN-E

4221077

2000-210484

2000-211686

2000-212175

2001-68742

PCT/JP96/02154

3035358

FIPS PUB 46-3 Patents

Patents. Cryptographic devices implementing this
standard may be covered by U.S. and foreign patents,
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"The mark RC4 is a registered trademark of RSA Security Inc. and may not be
used by third parties creating implementations of the algorithm. RSA Security
does not hold any patents nor does it have any pending applications on the RC4
algorithm. However, RSA Security does not represent or warrant that
implementations of the algorithm will not infringe the intellectual property rights
of any third party. Proprietary implementations of the RC4 encryption algorithm
are available under license from RSA Security Inc. For licensing information,
contact: RSA Security Inc. 2955 Campus Drive, Suite 400, San Mateo, CA
94403-2507, USA, or http://www.rsasecurity.com."
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D- 5-10 KB 80 — 128 byte
RAM
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