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PKCS #1 Version 1.5 1993
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RSA PKCS PKCS #1 Version
2.1 RSASSA-PSS 2002
CRYPTREC RSA
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RSA-OAEP(RSA Public-Key Cryptosystem with Optimal Asymmetric Encryption Padding)
RSA PKCS PKCS #1 Version
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PKCS #1 Version 2.0 1998 RSAES-0AEP
CRYPTREC RSA

17



RSAES-PKCS1-v1l 5(RSA Encryption Scheme based on PKCS#1 v1.5)

RSA PKCS
2.1 2002 RSAES-PKCS1-v1 5
PKCS #1 Version 1.5 1993
PKCS #1 Version 1.5

PKCS #1 Version

SSL3.0/TLS1.0

CRYPTREC
SSL3.0/TLS1.0

DH Diffie-Hellman
ANSI X9.42-2001 2001

1976 W. Diffie M. E.. Hellman "New Directions

in Cryptography," IEEE Transactions on Information Theory, vol. 1T-22, pp. 644-

654, Nov. 1976
W. Diffie M. E.. Hellman

ECDH(Elliptic Curve Diffie-Hellman Scheme)
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1996 128 64
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® 3-key Triple DES Data Encryption Standard
1979 FIPS DES *1
1998 NIST FIPS46-3
SSL3.0/TLS1.0

*1 DES 1977 FIPS46 56

64
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64
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3-key Triple DES
1) FIPS46-3
2)

2-key Triple DES

Triple DES 112 2-key Triple DES

CRYPTREC
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® AES
2001 Rijndael *2 NIST
192 256 128
NESSIE

FIPS 197

*2 Rijndael 1998 J.Daemen  V.Rijmen

2000 AES Winner

® cCamellia
2000 NTT
256 128
NESSIE
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2000 128
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192 256 128
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2001 128
® WULTI-SO1
2000 256
® 128-bit RC4
1987 RSA RSA
128 SSL3.0/TLS1.0
CRYPTREC

128-bit RC4 SSL3.0/TLS1.0

RC4 SSL3.0/TLS1.0 40 128
RC4
CRYPTREC 128 40
)
CRYPTREC
256
® RIPEMD-160
1997 RIPEMD *3 H. Dobbertin A. Bosselaers B. Preneel
160 1SO/1EC
10118-3
*3  RIPEMD RIPE RACE Integrity Primitive Evaluation
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® SHA-1
1994 NIST  FIPS 180 160
1SO/1EC 10118-3
SSL3.0/TLS1.0

® SHA-256
2002 NIST  FIPS 180-2 256

NESSIE

® SHA-384
2002 NIST  FIPS 180-2 384

NESSIE

® SHA-512
2002 NIST  FIPS 180-2 512

NESSIE

d)

CRYPTREC

CRYPTREC Report 2002

® PRNG based on SHA-1 in ANSI X9.42-2001 Annex C.1
2001 ANSI ANSI X9.42-2001 Public Key Cryptography for the
Financial Services Industry : Agreement of Symmetric Keys Using Discrete

Logalithm Cryptography SHA-1

22



@ PRNG based on SHA-1 for general purpose in FIPS 186-2 (+ change notice 1) Appendix
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2000 NIST FIPS 186-2 change notice
1 2001 FIPS 186-2 (+ change notice 1) Digital Signature
Standard (DSS)
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CRYPTREC SHA-1

@ PRNG based on SHA-1 for general purpose in FIPS 186-2 (+ change notice 1) revised
Appendix 3.1 **
2000 NIST FIPS 186-2 change notice
1 2001 FIPS 186-2 (+ change notice 1) Digital Signature
Standard (DSS)
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Standard)
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