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NIST SP 800-208 "Recommendation for Stateful Hash-Based Signhature Schemes" (2020.10)

https://csrc.nist.gov/pubs/sp/800/208/final

Abstract

This recommendation specifies two algorithms that can be used to
generate a digital signature, both of which are stateful hash-based
signature schemes: the Leighton-Micali Signature (LMS) system and the
eXtended Merkle Signature Scheme (XMSS), along with their multi-tree
variants, the Hierarchical Signhature System (HSS) and multi-tree XMSS
(XMSSMT),

KE BEIARERGHAZFFR (NIST)

({RER (HtREIERN—2) ]
=

RENVE(E, TSIINBRBOERKCFERTEZ2207)ILIUXAL, TRDE
Leighton-Micali Signature (LMS) X7 LAteXtended Merkle
Signature Scheme (XMSS) ZIMEID. INHIEFH(CZAT—MIILE
Ny IR-ZEBLZAANTHH. TNENOINFYI—-)NU7> R THD
Hierarchical Signature System (HSS) &&UNILFYI-XMSS
(XMSSMT) B RICEFNS.

NIST IR 8547 (Initial Public Draft) "Transition to Post-Quantum Cryptography Standards" (2024.11)

https://csrc.nist.gov/pubs/ir/8547/ipd

2.1.1. Digital Signature Algorithms

SP 800-208, Recommendation for Stateful Hash-Based Signature
Schemes, specifies two stateful hash-based signature (HBS) schemes —
the Leighton-Micali Signature (LMS) system and the eXtended Merkle
Signature Scheme (XMSS) — along with their multi-tree variants, the
Hierarchical Signature System (HSS) and multi-tree XMSS (XMSSMT),
These schemes are also resistant to attacks by quantum computers. In
stateful hash-based signature (HBS) schemes, the HBS private key
consists of a large set of one-time signature (OTS) private keys. The
security of these schemes relies on the signer to ensure that no
individual OTS key is ever used to sign more than one message. Due to
this need to maintain state, HBS schemes are not intended for general
use.

({RER (BEARERERN—2R) ]
2.1.1. FIHNEBLF NIV A

SP 800-208[ 27—k )W aNR-2EBZ A RICEHIBHEEEIA|T
(. 2D2DRAFT—=KIIL- Ny arR-XE% (HBS) AXX. 9RANHS5
Leighton-Micali Signature (LMS) > X7 /A&eXtended Merkle
Signature Scheme (XMSS) H'. ZN5ONXIFYYU—-RTH D
Hierarchical Signature System (HSS) &&Umulti-tree XMSS

(XMSSMT) EH(CHRESNTVET, cNB0ARIE. EFIVE1-F(C
LBAWECHUTHEMMHENDDET . AT—FII - Ny IR-EH

(HBS) AKICHWT. HBSWEFE(IZE NI F1 LEZ (OTS)
WERBOESTHEREINET .. NSOFROEZEMEE. BLENME L
DOTSEHEZEE DAY - DEBRAICRUTERAURVWSIICEIRTZE
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“Announcing the Commercial National Security Algorithm Suite 2.0” (2022.9)

https://www.nsa.gov/Press-Room/Digital-Media-Center/Document-Gallery/igtag/CNSA/
Algorithms for software- and firmware-signing

The reasons for choosing separate algorithms for software- and firmware-
signing are three-fold:

* NIST has standardized these algorithms already, while other post-quantum
signatures are not yet standardized,

« This signature use-case is more urgent, and

* This selection places algorithms with the most substantial history of
cryptanalysis in a use case where their potential performance issues have
minimal impact. In particular, this usage coincides well with the
requirement for keeping track of state—that is, how many times a given
public key was used in signing software or firmware when deploying these
signatures.

The algorithms chosen for software- and firmware-signing are those specified
in NIST Special Publication 800-208. NSA recommends Leighton-Micali with
SHA-256/192, but all NIST SP 800-208 algorithms are approved for this use
case. Note that to avoid weakening the security of these signatures, you must
meet all the requirements of SP 800-208, including the need to manage state
and implement signing in hardware.

NSA encourages vendors to begin adopting NIST SP 800-208 signatures
immediately. For more information on requirement timelines, see the Timing
section. The following table lists CNSA 2.0 algorithms for software and
firmware updates.

Table I: CNSA 2.0 algorithms for software and firmware updates
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Publication (SP) 800-208TMEINTLBEDTY . NSAIFSHA-256/192%
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“The Commercial National Security Algorithm Suite 2.0 and Quantum Computing FAQ"” (2024.12)

https://www.nsa.gov/Press-Room/Digital-Media-Center/Document-Gallery/igtag/CNSA/

Q: Can I use HSS or XMSSMT from NIST SP 800-208?

A: From NIST SP 800-208, NSA has only approved LMS and XMSS for use
in NSS. The multi-tree algorithms HSS and XMSSMT are not allowed.

Q: Can I use SLH-DSA (aka SPHINCS+) to signh software?

A: While SLH-DSA is hash-based, it is not part of CNSA and is not
approved for any use in NSS.

Q: Can I use ML-DSA for firmware or software signing?

A: Yes, however firmware roots of trust are a critical component to
upgrade and NSA expects this to be implemented for some long-lived
signatures in 2025, before validated ML-DSA is widely available. At this
time, validated LMS and XMSS are commercially available. NSA prefers to
see this transition begin now (using LMS and XMSS) rather than wait for
ML-DSA due to the long timeframes involved in moving from small
components and/or early designs to completed products.

Validated ML-DSA is approved for all signing use cases and when it is
available it may be the most appropriate choice for some
software/firmware signing use cases. For example, when a user’s software
signing strategy requires more signatures than can be reasonably used
with a single LMS or XMSS key, or in software development environments
with a distributed signing system, it would be reasonable to use ML-DSA.
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5.10 SOFTWARE AND FIRMWARE SIGNINGS

There are three acceptable algorithms for software and firmware digital
signatures, which are all included as part of the CNSA 2.0 cipher suites.
These algorithms are enumerated within Table 3 and only one of the
algorithms will be required to meet this requirement.

Table 3. CNSA 2.0 Algorithms for Software and Firmware Signing

Algorithm

Function

Specification

Parameters

Leighton-Micali
Signature (LMS)

Asymmetric algorithm

for digitally signing

firmware and software

NIST SP
800-208

All parameters approved
for all classification
levels. SHA-256/192
recommended.

Xtended Merkle
Signature
Scheme (XMSS)

Asymmetric algorithm

for digitally signing

firmware and software

NIST SP
800-208

All parameters approved
for all classification
levels.

ML-DSA

Asymmetric algorithm

for digital signatures

FIPS 204

Category 5 parameter,
ML-DSA-87.
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F11 NUKIB

"Minimalni pozadavky na kryptografické algoritmy, v4.1"
(2026.3)
https://portal.nukib.gov.cz/informacni-servis/podpurne-materialy/69a82264c
32c1c948f0686a4
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"Odporucania pre kryptografické algoritmy, v1.0" (2025.10)
https://www.nbu.gov.sk/data/att/3483.pdf
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"Kryptografiset vahvuusvaatimukset — kansalliset

turvallisuusluokat" (2024.12)

https://kyberturvallisuuskeskus.fi/sites/default/files/media/file/Kryptografiset
vahvuusvaatimukset - kansalliset turvallisuusluokat 1.pdf
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"NSM Cryptographic Recommendations" (2025.3)
https://nsm.no/advice-and-guidance/publications/cryptographic-
recommendations
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NL—37 CyberSecurity Malaysia

MySEAL 2.1 Approved Cryptographic Algorithms
https://mykripto.cybersecurity.my/index.php/services/myseal/myseal-
category/aksa-myseal/aksa-myseal-approved
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“Guidelines for cryptography” (2026.9Kf53)
https://www.cyber.gov.au/business-government/asds-cyber-security-
frameworks/ism/cyber-security-guidelines/quidelines-for-cryptography
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"New Zealand Information Security Manual, Version 3.9"
(2025.11)

https://nzism.gcsb.govt.nz/
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NIST (2016.12) “Submission Requirements and Evaluation Criteria for the Post-Quantum

Cryptography Standardization Process”

https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/documents/call-for-proposals-final-dec-2016.pdf

4.A.5 Security Strength Categories (3k#%)

NIST will base its classification on the range of security strengths offered by
the existing NIST standards in symmetric cryptography, which NIST expects
to offer significant resistance to quantum cryptanalysis. In particular, NIST
will define a separate category for each of the following security
requirements (listed in order of increasing strength):

1) Any attack that breaks the relevant security definition must require
computational resources comparable to or greater than those required
for key search on a block cipher with a 128-bit key (e.g. AES128)

2) Any attack that breaks the relevant security definition must require
computational resources comparable to or greater than those required
for collision search on a 256-bit hash function (e.g. SHA256/ SHA3-256)

3) Any attack that breaks the relevant security definition must require
computational resources comparable to or greater than those required
for key search on a block cipher with a 192-bit key (e.g. AES192)

4) Any attack that breaks the relevant security definition must require
computational resources comparable to or greater than those required
for collision search on a 384-bit hash function (e.g. SHA384/ SHA3-384)

5) Any attack that breaks the relevant security definition must require
computational resources comparable to or greater than those required
for key search on a block cipher with a 256-bit key (e.g. AES 256)
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4.6.1. Cryptographic Algorithm Security Strengths (3&#%)

Cryptographic algorithms can provide different security strengths, depending on the
algorithm and key size used (whenever keys are required by the algorithm). In
previous versions of this document, the estimated (classical) security strength (s)
that an algorithm or system could provide is defined in terms of the amount of work
(i.e., the number of operations) that is required to break the algorithm or system
(i.e., the amount of work to break the algorithm requires 25 operations of some kind,
where s = 112, 128, 192, or 256 bits). However, cryptanalytic advances (e.g., in
factoring algorithms, general discrete-logarithm attacks, and elliptic-curve discrete-
logarithm attacks) and the potential advent of quantum computing have brought into
question the use of a single number to represent the security afforded by designating
the same security strength for different algorithm types. In 2016, a NIST call for the
submission of post-quantum algorithms categorized security strength in terms of the
computational resources needed by an attacker to break a block cipher algorithm or
hash function, essentially considering both classical and quantum computers. Listed
in order of increasing strength, these security categories are:

1. Secure against an attacker that is presumed to lack the resources needed for
a key search of a block cipher algorithm with a 128-bit key (e.g., AES-128).

2. Secure against an attacker that is presumed to lack the resources needed for
a collision search on a 256-bit hash function (e.g., SHA-256, SHA3-256).

3. Secure against an attacker that is presumed to lack the resources needed for
a key search of a block cipher algorithm with a 192-bit key (e.g., AES-192).

4. Secure against an attacker that is presumed to lack the resources needed for
a collision search on a 384-bit hash function (e.g., SHA-384, SHA3-384).

5. Secure against an attacker that is presumed to lack the resources needed for
a key search of a block cipher algorithm with a 256-bit key (e.g., AES-256).

Table 2. Security strength categories for post-quantum algorithms

CSecur|ty Minimum Attack Cost Example
ategory
1 Same as key search on a block cipher with a 128-bit key AES-128
2 Same as collision search on a 256-bit hash function SHA-256
3 Same as key search on a block cipher with a 192-bit key AES-192
4 Same as collision search on a 384-bit hash function SHA3-384
5 Same as key search on a block cipher with a 256-bit key AES-256
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Appendix E. Glossary (3r#%)

security categories

The evaluation criteria for the security strength of an algorithm in terms of the
computational resources needed to break block cipher algorithms or hash
functions.

security strength

A number associated with the amount of work (i.e., the number of operations)
that is required to break a cryptographic algorithm or system. In this
recommendation, the security strength is specified in bits and is a specific value
from the set {112, 128, 192, 2567%}. Also called “bits of security.”
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FIPS203 “Module-Lattice-Based Key-Encapsulation Mechanism Standard”

https://nvipubs.nist.gov/nistpubs/fips/nist.fips.203.pdf

8. Parameter Sets (1k#%})

Concretely, ML-KEM-512 is claimed to be in security category 1,
ML-KEM-768 is claimed to be in security category 3,

and ML-KEM-1024 is claimed to be in security category 5.

FIPS204 “Module-Lattice-Based Digital Signature Standard”
https://nvipubs.nist.gov/nistpubs/fips/nist.fips.204.pdf

4. Parameter Sets (35#%)

Concretely, the parameter set ML-DSA-44 is
claimed to be in security strength category 2,
ML-DSA-65 is claimed to be in category 3,
and ML-DSA-87 is claimed to be in category 5.

FIPS205 “Stateless Hash-Based Digital Signature Standard”
https://nvipubs.nist.gov/nistpubs/fips/nist.fips.205.pdf

11. Parameter Sets (3k#:)

Concretely, the parameter sets with n = 16 are
claimed to be in security category 1,

the parameter sets with n = 24 are

claimed to be in security category 3,

and the parameter sets with n = 32 are
claimed to be in security category 5.

Table 2. Approved parameter sets for ML-KEM

n q E-m mn d, d, requiredRBG strength (bits)
ML-KEM-512 256 3329 2 10 4 128
ML-KEM-768 256 3329 3 10 4 192
ML-KEM-1024 256 3329 4 11 5 256

Table 1. ML-DSA parameter sets

Parameters
(see Sections 6.1 and 6.2 of this document)

Values assigned by each parameter set
ML-DSA-44 | ML-DSA-65 | ML-DSA-87

q - modulus [see §6.1] 8380417 8380417 8380417
¢ -a512th root of unity in Z, [see §7.5] 1753 1753 1753
d - # of dropped bits from t [see §6.1] 13 13 13
7-# of £1’s in polynomial ¢ [see §6.2] 39 49 60
A - collision strength of ¢ [see §6.2] 128 192 256
7, - coefficient range of y [see §6.2] 217 219 210
¥, - low-order rounding range [see §6.2] | (¢—1)/88 | (¢—1)/32 | (¢—1)/32
(k, £) - dimensions of A [see §6.1] (4,4) (6,5) (8,7)
7 - private key range [see §6.1] 2 4 2
B=11lsee§6.2] 78 196 120
w - max # of 1’sin the hint h [see §6.2] 80 55 75
Challenge entropy log, (zis) + 7 [see §6.2] 192 225 257
Repetitions (see explanation below) 4.25 5.1 3.85
Claimed security strength Category 2 | Category 3 | Category 5
Table 2. SLH-DSA parameter sets
security pk sig
n h d K a k lg, m -category bytes bytes
SLH-DSA-SHA2-128s
SLH-DSA-SHAKE-128s 16 63 7 9 12 14 4 30 1 32 7856
SLH-DSA-SHA2-128f
SLH-DSA-SHAKE-128f 16 66 22 3 6 33 4 34 1 32 17088
SLH-DSA-SHA2-192s
SLH-DSA-SHAKE-1925 24 63 7 9 14 17 4 39 3 48 16224
SLH-DSA-SHA2-192f
SLH-DSA-SHAKE-192f 24 66 22 3 8 33 4 42 3 48 35664
SLH-DSA-SHA2-256s
SLH-DSA-SHAKE-256s 32 64 8 8 14 22 4 47 5 64 29792
SLH-DSA-SHA2-256f 32 68 17 4 9 35 4 49 5 64 49856

SLH-DSA-SHAKE-256f
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SLH-DSA-SHA2-
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SLH-DSA-SHAKE-
256[s/f] Category 5
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PSS Rt RAY I3 A4 A=AV 7
(BSI) (ANSSI) (AIVD) (ACSC)
ML-KEM-512 (Category 1)

ML-KEM |ML-KEM-768 (Category 3) Recommended préférence Acceptable approved”
ML-KEM-1024 (Category 5) Recommended préférence Recommended approved
ML-DSA-44 (Category 2)

ML-DSA |ML-DSA-65 (Category 3) Recommended préférence Acceptable approved”
ML-DSA-87 (Category 5) Recommended préférence Recommended approved
%gisl,)/?]AE([ZSa??gzo/rSyHlA)KE]- Acceptable 8 | SLH-DSA®#HAL

SLH-DSA %gfg?ﬁg‘:&zgngKE]_ Recommended Recommended | SLH-DSADZ#EHLL
%EEE/%A E[Csa:'ﬁgzo/ rSyHSA)KE]_ Recommended Recommended SLH-DSAMDSEE AL
AES-128 (Category 1) Recommended Acceptable approved”

AES AES-192 (Category 3) Recommended approved”
AES-256 (Category 5) Recommended encourage Recommended approved
SHA-256 (Category 2) Recommended Recommended approved”
SHA2 SHA-512/256 (Category 2) Recommended
SHA-384 (Category 4) Recommended encourage Recommended approved
SHA-512 (Category 4) Recommended encourage Recommended approved
SHA3-256 (Category 2) Recommended Recommended PQCAIBMERDHE]
SHAKE128 (Category 2) Acceptable PQCHEMEA D A]
SHA3 SHA3-384 (Category 4) Recommended encourage Recommended
SHA3-512 (Category 4) Recommended encourage Recommended PQCHIEMEA D A]
SHAKE256 (Category 4) encourage Recommended PQCAEBEADHB]

£& MY (BSI)

: “Technical Guideline TR-02102-1 Cryptographic Mechanisms: Recommendations and Key Lengths”

* 20304FLABF (3 FFHERE

J5>2Z (ANSSI) : “Avis de I'ANSSI sur la migration vers la cryptographie post-quantique” (PQCE{T(CBET2ANSSIN R £7)
A5>4 (AIVD) : “The PQC Migration Handbook”
A—=ZK3U7 (ACSC) : “Guidelines for cryptography”
() SLH-DSAICDWT. J\w2 180T EMOHABLT ZARTFHRA R THIEZIBHIC, TF1)71LANIL1D/INSX-51y b Acceptablet LTV (Section 4.2.1, Table 4.2) .

X%[E (NCSC) : “Next steps in preparing for post-quantum cryptography” Tl&. ML-KEMAEUML-DSAICDWT, £N\5X-Fty M —iRFRET
SFARIRELLTVS— 75, SXOFBRTIEML-KEM-768RUML-DSA-65%H#E1E,

MKE (NSA) : “Commercial National Security Algorithm Suite 2.0" T3, ERZ2RES AT AMIFIC, ML-KEM-1024X%UML-DSA-87% 1.



(2%) BHBETHEEICKIHIINIRD

R4Y REEF1VFT1FF (BSI)
“Technical Guideline TR-02102-1 Cryptographic Mechanisms:

Recommendations and Key Lengths” (2026.1)
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/ TGO
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IS5 BEFRBESATALFIVT(FF (ANSSI) [AFERODTIRER]
“Avis de I'ANSSI sur la migration vers la cryptographie post-
quantique” (PQCHB{TICBATSANSSINDRAR) (2023.12)

https://messervices.cyber.gouv.fr/guides/avis-de-lanssi-sur-la-migration-vers-la-

2102/BSI-TR-02102-1.html

2.4.3. ML-KEM Key Agreement (1k#%}) X [103](&FIPS203
ML-KEM with the parameter sets corresponding to NIST Security
Strength Categories 3 and 5 (see Table 2.7) from [110] is
considered cryptographically suitable for the long-term protection
of confidential information at the security level targeted in this
Technical Guideline.

e ML-KEM-768, see [103],
e ML-KEM-1024, see [103].
Table 2.7: Recommended parameters for ML-KEM.

A=ANSU7 BAN-tF+21UF71t>5— (ACSC)
“Guidelines for cryptography” (2026.9853)

https://www.cyber.gov.au/business-government/asds-cyber-security-
frameworks/ism/cyber-security-guidelines/guidelines-for-cryptography

Using the Module-Lattice-Based Key Encapsulation
Mechanism (3k#})

The use of ML-KEM-768 and ML-KEM-1024 are approved.

For interoperability and maintainability reasons, ML-KEM-768 will
not be approved beyond 2030.

1FUR BERYAN-tF1U71E>9— (NCSC)
“Next steps in preparing for post-quantum cryptography” (2024.8)

https://www.ncsc.gov.uk/whitepaper/next-steps-preparing-for-post-quantum-cryptography

Key takeaways from this guidance (3k#%)

ML-KEM (Kyber) and ML-DSA (Dilithium) are algorithms standardised
by NIST that are suitable for general purpose use. All proposed
parameter sets provide an acceptable level of security for personal,
enterprise and OFFICIAL-tier government information. The NCSC
recommends ML-KEM-768 and ML-DSA-65 as providing appropriate
levels of security and efficiency for most use cases.

cryptographie-post-quantique-0

CRYSTALS-Kyber, aussi appelé ML-KEM (3&#%-{%:R)

ZOVINTVZ LSS HEADEAHAHSEESNT

=L NVE
1. RSN TA DRI ADNSGA— I ZEEBURVNENEETT .

2. NSA=FFEEOTFIITANINTIEEEINE T, AJEERRDEREONISTE
F2UFTALAIL, TENELAILS (AES-256(cABE) FzlELAIL3 (AES-192

(TAHE) Z(ERT3LeHBDLET.

AS525 ASVYEFER - B2EES (AIVD)

“The PQC Migration Handbook” (2024.12)
https://english.aivd.nl/documents/2024/12/3/the-pgc-migration-handbook

4.2) Recommended Cryptographic Primitives (1k#%)

Primitive Recommended Acceptable

ML-KEM? ML-KEM-1024 ML-KEM-768"

ML-DSAS ML-DSA-87 ML-DSA-657

SLH-DSA SLH-DSA-(SHA2/SHAKE)-256(s/f) SLH-DSA-(SHA2/SHAKE)-128(s/f)
SLH-DSA-(SHA2/SHAKE)-192(s/f)

AES AES-256 AES-128

SHA-3 SHA-3-256 SHA-3-224 (c)SHAKE128
SHA-3-384
SHA-3-512
(c)SHAKE256

SHA-2 SHA-256 SHA-224
SHA-384
SHA-512

" Recommended to be deployed in a hybrid combination with ECDH. ? Recommended to be deployed in a hybrid combination with either ECDSA
or EdDSA. * BSI, ANSSI, NLNCSA recommend the use of NIST level 5 or § parameter sets. NSA CNSA 2.0 requires level 5.

Table 4.2 | Recommended parameter instantiations of the cryptographic primitives.

mea . ANSSIELU T O#EER
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(2#) HKECNSA2.0lcH5F3ML-DSADRERR

> KECNSA 2.00FAQ (2024%) Tl&. ML-DSAD/{FX—=H(EML-DSA-87ICBRTE.
» Flo. ML-DSADSHI/\w>1745T (HashML-DSA) (&, IBEDOML-DSA-87F THERIRE THD. IRIFRTERHTLEL,

KE ExRT2MHEER (NSA)

“The Commercial National Security Algorithm Suite 2.0 and Quantum Computing FAQ"” (2024.12)

https://www.nsa.gov/Press-Room/Digital-Media-Center/Document-Gallery/igtag/CNSA/

Q: What is the Commercial National Security Algorithm Suite
2.0 (CNSA 2.0)?

A: CNSA 2.0 is the suite of QR algorithms approved for NSS use. The
following table lists the algorithms and their functions, specifications,
and parameters.
Table: Commercial National Security Algorithm Suite 2.0
Algorithm | (88) |specification | Parameters
General Purpose Algorithms
(B&) (B8) | (B) (B&)
ML-DSA (previously () ML-DSA-87 for all
CRYSTALS-Dilithium) H classification levels.

(B%) (B) | (B%) (B%)

FIPS PUB 204

Q: Is HashML-DSA, aka the pre-hash mode of ML-DSA, allowed
in CNSA 2.0?

A: Not at the present time. HashML-DSA is a variant on ML-DSA in
FIPS 204, which describes a method of compressing a message
before signing while intentionally breaking interoperability with ML-
DSA to prevent a vulnerability in the case of key reuse. Because
HashML-DSA does not offer any functionality not already offered by
the CNSA hash functions combined in a standard way with ML-DSA-
87, and because standard ML-DSA-87 is expected to be widely
supported, NSA anticipates there will be no need for HashML-DSA in
NSS. Hence, at this time, HashML-DSA is not allowed. If at a later
date protocol usage demands it, NSA will provide specific guidance
on its limited usage at that time.

[{RER (HEHEERERN—2R) ]
Q: CNSA 2.0&(ETThH ?

A: CNSA 2.0(%. NSSTOEANEZRENIEES 7L IV LOEYRTT, UL
TORIC, BVITVXLEZOHERE., (k. BLUNSA-FZEHLET.
#= : Commercial National Security Algorithm Suite 2.0

FVIUZXA | B | e | K5%—4
RAB7ZNIVX A
(B) (B%) | (B%) (B%)
ML-DSA (I8 (B2) FIPS PUB |2 TO#EXFLAILCKU
CRYSTALS-Dilithium) 71204 ML-DSA-87 #%{EF.
(B) (B%) | (B%) (B)

Q: CNSA 2.0\ T, HashML-DSA (ML-DSADI’LN\YS1E—
R) @F@BH5NTVEITH ?

A: IREFSTEERHAINTVERA. HashML-DSA(FFIPS 204 TiHREINS
ML-DSAD/\UI—23>0—DTHD. SEOBFI RS CAEUSBREE 2T
BIC. HATEAEDML-DSALDHEEER 425 oz LT, BLHEICAY
t—SHEEHETIFEEEALTLET ., HashML-DSA(E. ML-DSA-87¢&
CNSA/\v 1BEEZAEEN RS ETHAEDE IS AICEIR TEHEE L
FOEOZIBHULVCE., FAZEMNRML-DSA-87NLHR—NNZER
IAENBTENS. NSAIEINSS (ERZL2FESZXTL) (CBWVWTHashML-
DSAFARETHILHIRLTVET, 2Dz, IREFATFHashML-DSAFER
HENTWEE A IFENICTORI LORBEHECIIRECE. ZOKST
EENRMERICETZ2EANRIEENNSANSRENZFETY .
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> KENISTOFIPS 204 TlE. ML-DSAOTF1VFT4AF7TUICDWT, SBERMICAVBELERERKEZDTF 1T 58 (LRI 2544
ZRAELTHN, ML-DSA-44TI(S., BLEE R ZRD8E (Lo TCategory 2h5Category 1R T 93155 h%5.

KE EIZRERHAFFR (NIST)

FIPS204 “Module-Lattice-Based Digital Signature Standard" (2024.8)

https://nvilpubs.nist.gov/nistpubs/fips/nist.fips.204.pdf

3.6.1 Randomness Generation

Algorithm 1, implementing key generation for ML-DSA,
uses an RBG to generate the 256-bit random seed ¢. The
seed ¢ shall be a fresh (i.e., not previously used) random
value generated using an approved RBG, as prescribed in
SP 800-90A, SP 800-90B, and SP 800-90C. Moreover, the
RBG used shall have a security strength of at least 192
bits for ML-DSA-65 and 256 bits for ML-DSA-87. For ML-
DSA-44, the RBG should have a security strength of at
least 192 bits and shall have a security strength of at
least 128 bits. If an approved RBG with at least 128 bits
of security but less than 192 bits of security is used, then
the claimed security strength of ML-DSA-44 is reduced
from category 2 to category 1.

({RER (HHHEIERN—-2) ]
3.6.1 BELEAERY

ML-DSADEA R ZFEEZEI B VI IUXALLITIE, RBG (ELEYER
28) ZRVT256EY R DELES —ReZERKT D, >— Rl SP
800-90A. SP 800-90B. H&U'SP 800-90CICARTESTNDEERHF
HDRBGZEBERAUTEREN. FTARD (IRH5, LEICFERIN
JecEDRVY) ELEMETRIFNERSRV, S5(C, AT BRBGIE.
ML-DSA-65(Cx U T <EH192Ew ~, ML-DSA-87(ZxFLTIE
PREB256EY D FIVTRE Z MR TLVBRENHDD, ML-
DSA-44Mi54 . RBGIE<EE192EY b EF 1T (REZH A
BTENHEREIN N DD EKEDH 1288y bt 1T (F8EZHA TL)
BEINERSRL, 1288y U F192By KGO+ 1T 8EEIF
DAGERBEHRBGEEA T ZHE . ML-DSA-44DN\#tzF1Y7 458
E (. h7T02h5h57TJVINESIE T IFBNS.,
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ZREENT TUTHD., 20D AEETHEE/LNMEDHSN TS,

. CMS
B 4 X.509 saCMS TLS SSH DNSSEC
ML-DSA-44 (Category 2) RFC 9881("1) RFC 9882(*3) WGRSTHK5) WGRSJK*6) B RS HRC8)
ML-DSA |ML-DSA-65 (Category 3) RFC 9881CD | RFC 988209 WGRSTRCS) _ _
ML-DSA-87 (Category 5) RFC 9881CD | RFC 9882(3) WGRSTRCS) WGRSTRC6) _
SLH-DSA-[SHA2/SHAKE]- ) ” B ey | BARSTRCD
T38le/ (Cotocery ) RFC 9909 RFC 9814 BARSTR e
_ _ _ (NIST SP 800-230
SLH-DSA | SLH-DSA-[SHA2/SHAKE] RFC 99092 RFC 9814C%) - ZOEA 55—y _

192[s/f] (Category 3)

hiRE)

SLH-DSA-[SHA2/SHAKE]-

(*4)
256[s/f] (Category 5) RAG BT

RFC 9909(*2)

- BARSTRC? -

X.509%U'CMST (. ML-DSAKUSLH-DSADEZ/\SX=51y b FIFATS
IEHDOERRD'RFC{EESN TS,

TLST(d. ML-DSADE/N\IA-F1y N ) \D RS 1A VBZEF(CHIFIT 3200

AEDIREIR (Internet-Draft) T. IETFDTLS WGXEBEROTWB.

SLH-DSAICDWTE. REROEARME AR DInternet-Drafte U TieEEN

feht MIERERZHILTHD. WGRST NI TLR,

X BZHYAZIHML-DSATIE2.4~4.6KBROIZHHL. SLH-DSATIE7.9~50KBIZEE
REVSH. IVRIDTATA DI\ RIIADBZELTELTULRL,

SSHT(3. ML-DSADOE/N\IX—45ty MR BT 3z DR iR sdth
(Internet-Draft) T. IETFDSSHM WGXE*¢RH>TW3,
SLH-DSA(CDWV\TH., B X (FERBRALEHAEDETHIA I 22 DEHRN

BEIARHDINternet-Drafte UTIREINTULIN, WG EILIEZRTULRLY,
XWGXE(L. ML-DSALIEREBRZZHAENDEIEEKREBZ DR,
ML-DSAE I THIF 9 28k IE AR DInternet-Drafte U CRlIEIE SR

DNSSECT (3. ML-DSA-44%zF|H9 231D REIR (Internet-
Draft) T&H3h. WGXE(Z(FR>TLRL,

SLH-DSA(CDWTH. SLH-DSA-[SHA2/SHAKE]-128s%FIFA9 314k
BEIARHDINternet-Drafte UTIREINTULIN, WG EIZIZRBOTULRLY,

(*1) RFC 9881 Internet X.509 Public Key Infrastructure -- Algorithm Identifiers
for the Module-Lattice-Based Digital Signature Algorithm (ML-DSA)
https://www.rfc-editor.org/rfc/rfc9881.html

(*2) RFC 9909 Internet X.509 Public Key Infrastructure -- Algorithm Identifiers
for the Stateless Hash-Based Digital Signature Algorithm (SLH-DSA)
https://www.rfc-editor.org/rfc/rfc9909.html

(*3) RFC 9882 Use of the ML-DSA Signature Algorithm in the Cryptographic
Message Syntax (CMS)
https://www.rfc-editor.org/rfc/rfc9882.html

(*4) RFC 9814 Use of the SLH-DSA Signature Algorithm in the Cryptographic
Message Syntax (CMS)
https://www.rfc-editor.org/rfc/rfc9814.html

(*5) Use of ML-DSA in TLS 1.3
draft-ietf-tls-mldsa-06
https://datatracker.ietf.org/doc/draft-ietf-tls-mldsa/06/

(*6) Post-Quantum Composite Signatures in SSH
draft-ietf-sshm-composite-sigs-00
https://datatracker.ietf.org/doc/draft-ietf-sshm-composite-sigs/00/

(*7) Stateless Hash-Based Signatures for Secure Shell (SSH)
draft-josefsson-ssh-sphincs-02
https://datatracker.ietf.org/doc/draft-josefsson-ssh-sphincs/

(*8) Module-Lattice Digital Signature Algorithm for DNSSEC

draft-westerbaan-dnssec-mldsa-04
https://datatracker.ietf.org/doc/draft-westerbaan-dnssec-midsa/

(*9) Stateless Hash-Based Digital Signatures with Merkle Tree Ladder Mode for
DNSSEC
draft-fregly-dnsop-slh-dsa-mtl-dnssec
https://datatracker.ietf.org/doc/draft-fregly-dnsop-slh-dsa-mtl-dnssec/
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» ML-DSA(Z. FERITIRY—EZPIES 514 TSV TRICGA—512y MO IEHEA THD, $F(CML-DSA-44(FFEEOH—ER
TOFBPLHERENMEREIN TS, —73. SLH-DSAICDWTIE EENEADDHDIEDD, EFEOY—-EXTOF AFREERN.

Cloudflare * GoogleCloud * x
(*2) (*4) (*5)
. 1.1.1.1CD Cloudflare KMS(*3) AWS KMS OpenSSL 3.5

[DNSSEC] (A > E85IE] (EFER] (BEFER] (BF=3517351)]
ML-DSA-44 (Category 2) XS SHhS (HELR) Xt P PO
ML-DSA |ML-DSA-65 (Category 3) - FII XI5 SIS LS
ML-DSA-87 (Category 5) - KTty X XFhtx STty
SLH-DSA-[SHA2/SHAKE]- _ _ XIS ~ o
128[s/f] (Category 1) (SHA2-128s0) o
) SLH-DSA-[SHA2/SHAKE]- B _ B _ s
SLH-DSA11921s/f] (Category 3) S
SLH-DSA-[SHA2/SHAKE]- _ _ _ _ .
256[s/f] (Category 5) w

v Cloudflare®/){J'UyIDNSHY—-ERX (1.1.1.1) T(d.
ML-DSA-44TE#&ENIEDNSSECLO— F2FJAN FCIREERTHE,

v' ML-DSA(Z. GoogleCloudt°AWSI(344/65/87% 2Tt 3—7A.
Cloudflarel@2TICHRULE LT, BERRCIEIML-DSA-44Z H#ELR,
XML-DSA-44h' &6/ (T -V ANE L e,

v' SLH-DSA(Z. OpenSSLIZ2TD/NFA-9tYy b MRIE,

Google CloudTI(&SLH-DSA-SHA2-128s% Azt

(*1) Cloudflare, “1.1.1.1 now supports post-quantum DNSSEC”
https://blog.cloudflare.com/post-quantum-dnssec-1111/

(*2) Cloudflare, “Post-quantum authentication to origins is now supported”
https://blog.cloudflare.com/post-quantum-authentication-to-origins/

(*3) Google Cloud KMS, “Digital signatures”
https://docs.cloud.google.com/kms/docs/digital-signatures?hl=ja

(*4) AWS KMS, “ML-DSA keys in AWS KMS”
https://docs.aws.amazon.com/kms/latest/developerguide/mldsa.html

(*5) OpenSSL, “OpenSSL 3.5 Final Release”
https://openssl-library.org/post/2025-04-08-openssl|-35-final-release/
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> R 1 CHIESHEAMTDS5. CRQCADMIEC OV TEISHSIREF M EL SN, H@EHEIES (Camellia
NUKCipher-2) NI/ \w> 1828 (SHAKE128 X U'SHAKE256) (DT, &R 2 [CGEMITAED,

[ZEX7]
<Camellia>
v §#F(3128, 192, 256EYhAHD, 2024 FENEPFHIERSEEX(CHVT, RIUERDAESLRIZFDZRELEEN S,

v ZOfzsh. 128EY MEER(Z. Category 1#HE THO, #REITRA D MODEEIEZFEE X, W 2 [IBEHULBVCENES,
Flz. 192EY MR 256EY MER(L. 2Nn€nlCategory 31, [Category 51&UTR 2 [LIBET I ENED,

<KCipher-2>
v #R(E128Ey D, 2024FENERFHIERSEX(CHUVT, AES-128LRAIFDTZEEEEN B,
v ZDfzs. Category 1#HEHTHD, FREFIMA D MNODEEIEZFEF X, | 2 [I/BEHL BV CENE S,

<SHAKE128>
v 2024 FEAMER MRS EZX(CHVT, HAENN(2256)EYNMIF LT, BHTZIIVX A BRI 2BRICHER
sTEREEEFXT)OEEX min(2256/3, 2n/3) = 2256/3T#H 3, CHUISHA-256 DS E (2256/3) ¢EU.
v ZDfzsh. Category 2HBEH THD, AREFIMA 2 NODEEIEZFEFE X, | 2 [IBEHL BV CENE S,
XML-DSAT(E. RIEBIRICSHAKE 128 R UFSHAKE 256283 31, ML-DSAPIEBOIERERLL TOFIA TH3 5, ERIDBHITREZLAL.
5T SLH-DSA-SHAKE-128[s/f] 2V, [128](FtF1U54/85X—4(n)%ZEL . REBIRCSHAKE256%(ER (F1/\v> 1 TIZSHAKE1 286EMaTHE) .

<SHAKE256>
v 2024FEEBNEREHEEREEZEX(CHVT, HAENN(2256)EYNF LT, BHTZIIUX A& ERA T ZBRHER
ETERFRIEEFATUOBMEEF min(2512/3, 2n/3) Thd. EHE (JWwiik) [CEDEEHNEDS.
v 2O, HRETRA > MNODEIEATEFZ . SHA-384DHIEE (2384/3) LI EOLZLERTER T BI=8.

[N\Y>1RI3384EY A ELT S, |EDFIREFILZ LT, [Category 41&UTER 2 [IHEI B LNES.
%2 1 DSHAKE128 RRUSHAKE256(C(3 )\ 1E(3256E M _EEFBIE. IOERAENTLS,

X EFIVE1-INHBRIESORZRMCREIHEORERUTHIE 2024FEM (CRYPTREC-EX-3401-2024)
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v BRMKEYRDEE, 2024 FEAEBEHMEREZEX L CBVT. TN AT CE2EEH L.
[BFRE < 2K 2Hh D B (CZ R MENMRIESNBETH | EEND. (B 1 AES-2560R MM TEZEHE SN BRI<2128))

v BSF AT RRUXAYT-JFRE0-RE. AAFEDETHIATZIES I (JOvIiEsS X3/ \v 1888 "L
(CHRFF I BENS, TFIVFTAHTTVZEM TR IO TERL IRDOLESICRELUE LT, 2 IIGEH;IT D ENES.,
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v BER(E256EY MY®D. 2024 FENEREHMERES X L (CHBWVT, TR MENHAGF CE2&5H(3.
[BFRI <2128 DA ([C R MEIMRIESNDEEFH |LESNB., (3% : AES-2560LDMENEIG T3 50H (BRI <2128])

v AES-256L[RIFHERIBTERENS, [Category 51&EULTR 2 [LIGEHIT B ENEY,

<IVF4AT4A5esE>
vV I54T45RE S S ZT4JZ0OEDOTIERL ENSEHEAFEDE TERINZ O NIV A ORI,
ISO/IEC 9798 CiRsIX N X LNRTESINZN . EANRIESIUSTAIPISA=FEFR>—RICETS B2,
vV IDTATARI DT M. RIS ZTI0ZTEMREF TR TORILEIRDEET - ERICHKTF .
v 20z BEARBICEDQSSRBRIN T EF 428 I 3L HIFTSNEONDABBRECR3HENHHD.
E—DIES e RUAE CCRQCADMTEEE I 3L T L TR, T 2 DISHEHZIREBIT 3.

% 1 2024FEHNEPHIIRES | EFIC1-INHBRIESOLZ2MCREFIHZEOABRUTHE 20245 Eh (CRYPTREC-EX-3401-2024)
% 2 ISO/IEC 9798 JOMIIOZRLM:HTi (CRYPTREC-EX-2013-2010)



(8%) 2024FENEPHAEEREEBICONT ]

> 2024F EIMEREHIER S E Tl QIET IV X5 HADRTIREL, MERFISULZEHOB ZZEEIE,
BTIVC1- P BRIES OREMCRETHEOEERUTHE 20244 R (CRYPTREC-EX-3401-2024)

> J\w2aB8ETOVTE, BHTVINIVXACLZE FEERRZEF A HHOR - Fv/ ST F (LU ZE OB R 2 I8,
> . B0 N Z 2 4EHI(CE DT 48 - VTURHFOFIFINQLIET L TEEKRN (THERF SN ST L2 R

<BZE : QIETIILEQETIL>

(QIEFTIN]RBERETFEERNEZE TN ASINAOT IR FHEPITIICRESNZET .
(QRETNIRBERIEFSTERNZEL. ASINADPIEACHBVTEFEREDFIREDOITUNEIEETHBET )V GCMPCBC-MACEH(ICX I 2L IR HINE N RS
SNTVBH ZORRILZICIIRERZSOUIBAOEF AN T ICANBREE(CSASNZREN DD, BEORERLIIAREKERRIFHRCEICEDEEEE

EFIVE1-INBSHTOR2ECRIFIRE
GroverZ )V JUX ALK ERTE IR OBRIEIE

EFIVE1I-IHN\YI1RRORIECRIBFIHE
BHTZINJUXAICBHERFHIFESE LT EFAEUOHEME

e o g B QIEFILTRZEMN st Fv/N\ST4 HHER RELSE SFXEY
8 N ) ; v
I e R T R/ CE B0 SHA-256 .
AES 128 BFfE < 264 SHA-512/256 - 256 2853 2853
Jovirgs - 192 FfE <29 SHA3-256 512
Camellia 12
256 K <2128 SHA-384 — 384 2128 5128
AN—-LES KCipher-2 128 BFfE] <264 SHA3-384 768
EE—K CTR, k Bffi<2f ) Sl SHA3-512 1024  °12 2 2
ZEMNMRIESNDEE] : .
OFB, XTS SHAKE128 256  £(=256) min(2853, 2¢/3) min(2853, 2¢/3)
SRALfIE IFfE] <2k 0D RERAY(C SHAKE256 512  £(2256) min(21707, 2¢/3) min(21707, 2¢/3)
WIEE-F o ‘ I RIBE S HA (20245 MBEHIREBOR 6 2 —EPRTALE - BilEIE)
- - EL IR e —HEPERECAZEE -
Av-2 CMAC, K 3] <2k 0D S EAY(C XBHTOP VX VRS B B E FRR B T e OIS,
soslE1— R HMAC ZEMENMRIESN HEEH] KETEIEOBEEOTE ﬁ@@Eﬂé@ﬁﬁéﬂ%Faawéﬁmﬂw:szm%o
= KRBEPEEF) ST ORMEVTNELY N TH3,
s e ChaCha20- . KfEI<2128 N &HEE(C KA M0 \S 1P FIXOF (SHAKEL28, SHAKE2S6) [ZOUITIE,
Poly1305 TEMENMRESNDEH] REBREEDF v/ (3 F(E5 TERE B DI EZ B A TWBILTES,

(2024 F EAMEBEHMIERE B DI 5 £ —BPRICEEE - fIR1(L)

XQIETI TEEMNHIF CE28EE . HHEETBHOHNMER ZHEN R TS
BEMzES),. B—ROTZ2IEICEREET, EFBEHOUY-RELTHE.
NEVWSIEX YA XOEFHEHN 1 DEX. QRAMBMER DI AERENEEZ DIRRE,

X ZDRICHBFSIAMCOVTIE. QLEFIUHNT (HEN(CERINESEIENSEMLT)
RREEINELENNZEMEGrover D7 TUXAICLZHEIEDH THD.



BREIRA2 b2 IBSFIBE—REFICEATSER 2

> R2 (MEFTEHKES (PQC) VAN (CHIESFIBE—RSFZEMT32L(CHED, HAIaDETHIAET
ﬁ%ﬁ%’ﬁi(:Eﬂ@“éiiﬁ”&td)&jh_nﬂ*k?/\gb‘o

(527%5] EFBAFEIESUR
v %2 (CEITTBEEAEE— KR Ut — 21— REOWT(H. SRR ANUMESES! (1) (CL0BSM (rhal
T4) RUERMEENMEIZESNIIBSHEAM2COVT, TiE(CHITS
Eﬁ?jﬁﬁi SHHER 2 [SHSNLEDIREIDEDER 1 mowiii 5 cnanomosmn S s nsiiian. L
Y (& U=l o

RAtiOFIREHERITDEDODVAN, ()

v —75. R1(IBEIIESFHAE- R Av-JFREEI-RRUI>Y
TATAFLICOV TR, MEREBD ., HEEMIESUANSFSEZODRL
CRYPTRECIES YA MciB & 3iES it DS EZRBHH

ENNEE, =
R _ e <#F1 RIFESUAN>
vV DIz, W1ER2 TEIREDIITEREKIZLEDIC. TERDFIRD R G3)
BEZHFLUDD., SEEOBBE(bZE 2 ENESH, ) (F5)
- ESAIFHE—R (M) | (BY) (3
(&% : fHHrEDEZIES 1) Xyt —JEREE]—R CFAD (B
ESFAT-R=HERES 0S5 0vIIES e (B%)
CMAC = HiESIgS 0557 0vIIgS T2 T4T{50slE EAD (B%)
HMAC =/\w> 183 <#Fx2 MEFHEHES (PQC) UAM
ISO/IEC 9798-2 = HiEfiE= o TTA )
ISO/IEC 9798-3 = \BHiERg 0)9’5%% (I&) B )
ISO/IEC 9798-4 = Xytz—J 585 E1—R ESFIAE—R (286 | (BR) (B%)
Xytz—IJFREE]— R (B6) (BR)
RIS (B

((£A4) CRYPTRECHESURMNIIEE I BMthOXMTDIEDIES
KitiEAAEDETHIAI L.

(EB6) 3 2 [CIBET BMBOFIMDFADIFS KA HAENET
FMHAEIBL.




BREIMA1 Y b® BESFIBE— RICFRSDEROERK

21

> =1 (FTESUAN) ([HEFINTVIESFHBEE-MXR2 (MHEFETEHK

g3(CHED, BIFROFIRZEDLSICEDIFOINED,

g5 (PQC) URbK) (SEM

[(ZEx7]

v [XTSIICRBER
>R 1DOIXTSICAFENZES (COWVWT, giIfy (JOv/EBSIICEATS
FRTE) (L. 64EY NI OVIBESHR 2 (CIRAELRLCENS (GBINFE
BERVNCEND) | [ERROFIRIIAE,
——7. B (FIARENUERESECEIZIME) (F. XTSEEAD
HIRRSEIETHZHREROFIREER 2 DI XTSICHAITTENEY,

v [FREHMIEWET— RIICHERZER
—X 1 OIREHIETMEE—RITHFEINEE 6 (COWVWT, JOvIiESEE
HEDBBE TR ELTHIATERCEZRITBEDTHD. B
SERRZZR 2 O RS IEMET— RICBITENESH,
BE. [BESFBEE—-RIMHAEINZERRICED., HAEHEIIES i
R 2 (:T%%ﬁéﬂtﬁ@(:llﬁiénéztméo
v [GCMIICERBEIR

—>K1DIGCMJILfFENBFE 7 (CDOWT. #FIEA{ERY NIV EICEETS
HEREIETHD. BEROFRZER 2 DIGCMICHfIITENES,

<RK1 RTESUAN>

Y I0PAES]

RS Rt

(H%)

(B%)

BE S

FAE— R

MEE-R

(B%)

XTS CEA5)

RALIETUET—R (240

CCM

GCM CZA7)

(H%)

(B%)

(GEA5) 7‘Dw0ﬂﬁ%tz(¢\ CRYPTRECHS=
v JOviES

SALICBRD, &=
(G¥A6) CRYPTRECHS

SWET—REHEAHFEDET, [F2EIHE
g%o
CEA7) FHMEAYMLRZI6EY MR T B,

UZNMEH;128
ZES, FIBRREAN —ZFTN\( 2D

E(ENIST SP800-38EICHEDTE,
SUZMEROIOVIIES %, SR

<XK2 MEFAEHES (PQC) YAI>

SEUTESTENT

Y0Pk

BE S 1%l

(B%)

(B%)

(B%)

(B%)

iyl

HE-F

MEE—-R

(B%)

XTS C¥B7) |

RILAEFREE—R (88)

CCM

GCM (¥B9) |

(B%)

(EB7) FEyIiS={cidCRYPTRECEESYAMEH128
BBy RS ESAHIFAREA N -7 )\1 208
SALICPRD. EFEFFEFNIST SP800-38EICHEDTE,

(7£B8) CRYPTRECEHS

SWET-REHEHFEDET, [FRELES
géo
(EB9) #HAEAY ML ERFI6LY MR D,

SUZMEEROIT OV G

Sk, soalLft

1ELTESTENT



BERA>bO HIEE- R OH—

» CRYPTRECICHITDHEE-REE(COVT, EDLSBRBETHR—IDZENELN.

[ZZX5]
v [BE—BlSEERAETRIELCVWRISE. REIELTHEEHR—U. VD ZR{EI3EES,
VIBFIOE1-YEEFEE#IOVT, REIELTIEFIYE1I—YICHE—L. EECERIEFI0E1—45
(EFETEH) &M TaENEH, L. MEFAEH#IES (PQC) IF0BICEBULTVWAAIRIZEL

BROCENEY,

<RERIICOVT>

vV RAREBOREREE (REBOERD[-erll-orll-arlE) (OVWTE. ABEAXTIRRAIEVTESHS—12AWS
ceEEnTVA3h, BRICIKHUTI—12A BRI B LE320H5NTULS,

v COIes. IERYEPIRAZELLCOEEIRNR. BIFEMFRXE(CHITPERAERESZIRER. BB EICREEHR—I 5
EMEY, BARMIICIE, TO2E21—21TNSGA=FITHTTVIOWVTIE, EERFSZASRVREEEITITENEY.,




(83%) HKEOREICHIINE B

> SBREEORERE(OVT, EORECELETRHRAUELTRERNSI - 1ZAVSILLEN., BRISGUZEBERHEN TS,

X{bIFr NRFEORE (FH3 FRESERE2S)

https://www.bunka.go.jp/kokugo nihongo/sisaku/joho/joho/kijun/naika
ku/gairai/honbun06.html

BREHTO2(MANREIA) (Hkip)
m & (D) 5,kE, KRStDMICRETIED
3 R&HR,FALLTREFSI—I1ZBAVTEG
BN IRF— A-N-0-k JI-T &=L >3-
5T SC~F4—
J1—)LX () R-3OR (1) 0O-< (i)
-5 (N) Zi—bk> (A)

F1-2  (BR)

JE3 HEEDEERD-er, -or, -arRECHIREDE,
[RAIELTHIDRBEVREFMSI - 12BVWTEERT. [£IZL,
BRCIGUTI - 12&8<en' TES,

() ILAR=H— F49— J2E1-45— XYIT5—
ILR=4 OE1—4 ZUw)\

JIS Z 8301:2019 (FIFROFRARUVIEMTE)
MESHRE) XEOFEHAVCAF, BE, LRFSRUHBF
H.6 SFRFEBORSTHIMRFEBEOREC(E, FELTHREORSK (FA%
3.6.28 AREIERE2S) "(CL3.

RHVEFS HINFEREOREFSCNISRIRNE
FROMIHICOWVT (200941H23H)

https://www.ipsj.or.jp/magazine/topics/katakana.html

ZEC(COOVTBIRLIBFZ LU THISRIRETUTEEURN . ZOFRER,
()EEEIIRITEOOMIES BEEI LEEDEFERN) ¢T3
()OO OHREFTEFRESTD, SBUNE(SUTBIRETTS
ZULISREDFULZOTHRBEWVLET,

fERFN : a>E1—4. T4

LPRAXERRDERS (E:=)
(%M4F 1878 XLEES)

https://www.bunka.go.jp/seisaku/bunkashingikai/kokugo/hokoku/93650
001 01.html

I RcORA

3 SRFEBEDIRST
HAAEEDREC(E. [9MRFEBEOREC] (Frk 3 FRRERE 25)
(CEIKEDETD . (BR)

DAXERODERSR (ULEBREE) fiFH
I -3 SEkEOR
I RERQ. RALVTREFS&E>TES
EEG EEFEEEoCE,
) IRILF— A-)N-0-b JI-T F—-L 23— X-Jl
FREU, IROESBEDFBACHEN, REFSEZRAVTCE.
B) NI (8FiE) 43 I4b RAb LA B35RIIL
REBDFERD-er. -or, -arRECHBEDE. 7IDREFEL. RER
SEBAVWTEONREITH S, TDEN. -ty. -ryRE, yTIENZEDE
BASZAVTEG
) I>E1—49— (computer) ILAR—%— (elevator)
AL>4— (calendar) J3Z1=F74— (community)
H731)— (category)

(B%)

NHKBUXSZ{LRFPR $61472EIM0XHEESS (RR)
NEEEICHITBEERDEREDFERECOWVT (202456H14H)
https://www.nhk.or.jp/bunken/research/kotoba/20240901 1.html
1.2 RITOME (FrY)

REEREDERD-er, -or, -ar, -yJRAELTEBRSZDIITE
2L, DL THEET .

@y A=Y= I2E1-9— ILR-45— N=F1—



https://www.bunka.go.jp/kokugo_nihongo/sisaku/joho/joho/kijun/naikaku/gairai/honbun06.html
https://www.bunka.go.jp/kokugo_nihongo/sisaku/joho/joho/kijun/naikaku/gairai/honbun06.html
https://www.bunka.go.jp/seisaku/bunkashingikai/kokugo/hokoku/93650001_01.html
https://www.bunka.go.jp/seisaku/bunkashingikai/kokugo/hokoku/93650001_01.html
https://www.ipsj.or.jp/magazine/topics/katakana.html
https://www.nhk.or.jp/bunken/research/kotoba/20240901_1.html

(2%)

BT B

SUAMBEERDIA-T

= (BUFICRYPTRECIEWD, ) (CEDZEM (TF1VUT4) RUREMERENHEERSNIHE
é@m&b‘%Liﬂ?x#ULﬁéﬂ SEBATOF | ZHER I ZEDDVA N, BE. FIAITIHRICOVT, MHE

BRUVAVERZAVIZE(CE. EFIUFHEE

SUR DG

<&K2 MEFHAEHIES (PQC) UAL>

SHEAMCOVT, TIE(CHFHFI A

EE MRS S RUEEERS
EENMDTHINS
HRIBIR) (CAHI2RTEEE |OMRE(C
<+Fx1 RETESUAMN
e Y IpaE] fg= Hei
DSA
ECDSA
ES EdDSA
UNE [ RSA-PSS
3= RSASSA-PKCS1-vl 5
T RSA-OAEP
st bH
H ECDH
ALY NI WARES | 32 E L
i@ |128EvhJOvs |AES
iBs  [Bs Camellia
AN-=LBES  |KCipher-2
SHA-256
SHA-384
SHA-512
SHA-512/256
)\ 1B8E SHA3-256
SHA3-384
SHA3-512
SHAKE128
SHAKE256
CBC
CFB
Ei=] WET-R CTR
FIHA OFB
E-R XTS
e nIE'f—_I.%*,Z‘E CCM
E-R GCM
\ CMAC
X\Jt /nl..u.l.—t:l I\ HMAC
SRS S ChaCha20-Poly1305
ISO/IEC 9798-2
I>747 1505 ISO/IEC 9798-3

ISO/IEC 9798-4

SHMEZEMN (PINIVALKRY
SHEATEFIEUTOSEFRBENRNECE

gjﬁt_to

RITIES O CF ARk ENDETFIE1-9 (BF5TEK ; CRQC: Cryptographically
Relevant Quantum Computer) AOMEZE I DENHEED ém: SEAMOVAR,
Fitro$E g i 1)
ML-DSA-44 Category 2
ML-DSA |ML-DSA-65 Category 3
ML-DSA-87 Category 5
N Z% SLH-DSA-SHA2-192[s/f] |Category 3
e SLH-DSA SLH-DSA-SHAKE-192[s/f] |Category 3
s SLH-DSA-SHA2-256[s/f] _|Category 5
SLH-DSA-SHAKE-256[s/f] |Category 5
ML-KEM-768 Category 3
S [ML-KEM g EM-1024 Category 5
AES AES-192 Category 3
TS AES—25_6 Category 5
HomigE Camellia Camellia-192 Category 3
S Camellia-256 Category 5
ANJ-LHE | _ B
=5
SHA-384 Category 4
SHA2  Tspa-512 Category 4
J\w 188K SHA3 SHA3-384 Category 4
SHA3-512 Category 4
SHAKE |SHAKE256 Category 4 <E 2 CIEHEINBVEES RS
CBC SLH-DSA-SHA2-128[s/f]
CFB (Category 1)
=2 |WET-R CTR HBEDET | ety 2o/
FIFA OFB FIFHI20ES | ML-KEM-512 (Category 1)
R XTS o4l | AES-128 (Category 1)
ZELfIE CCM FANTIUCHEE | (Emelan?e atesoy D
METC R GCM 93, SHA-256 (Category 2)
— criaC e
ZEES ChaCha20-Poly1305 Category 5 | Teofiec opoas 20V 2

ISO/IEC 9798-3
ISO/IEC 9798-4



BFBFICBIT5RZED-HICSBIREHFESDOYR F

(CRYPTRECEE = ') X )

EFBRAFHRERES )X +

[HEA A—V]

TS 8F

L e )=

TORNT - 854 - BEERE

SRR RUBEERZES (LUF ICRYPTREC) &£WLV5, ) ITkYREeH
(EFaUT4) RUERERENERSIN-BEEMICOVT, WmiGICEITS
FAEBEN I THAINSERDERMNRAFENS LFIET S, HBEREMTOFA
FHREITDHLODUR b, LGB, FIATHSRBREIZONT,
LI XALRUVEEEIR ICET%EEE] OREICEBRLEVERZAL
FBEICIE,. EFRFHERES X FOBESEMZFALTVWSEXRESH

HWI EICBET S &,

<TK1 BITESVRAL>

ESHREEY (7

Bt

B 5 4T

Z4

NSRS

DSA(;‘}_ A1)

ECDSA

EdDSA

RSA-PSS

RSASSA-PKCS1-v1_5

RSA-OAEP

DH

ECDH® "~ 2)

1286y TRy URES

AES

Camellia

AR —LEES

KCipher-2

Ny A BE#

SHA-256

SHA-384

SHA-512

SHA-512/256

SHA3-256

SHA3-384

SHA3-512

SHAKE 128 0%+A2)

SHAKE256 *+42)

(RR—=D 2§ <)

1 TORLTHIEE. BBEYAN—tEF 21 T RBEERUVBRERLBEBFRBRRR\BAHEDSEERD. B
SRMOERICEZEREX 1 T AROHEEEZRIB RN L. EFIRICKIEREZEMT 5 LIckY. T2
BT, BBEEARUBRFEREICETIRKORFICET S L£AME L THE.

3 CRYPTREC, FEESEEH (7L JYXLRUEEREIN) BT R TEHEE, https://www. cryptrec. go. jp/list. html

BE. UEREREORELORMETO>FPETHY . HEOM. R2 (MEFIHEHEES (PQC)

ESE. AFBRERECHEALLEL,

YR ) OAFS




Ritin%E B = B
CBC

CFB

e | BEE—F CTR

gﬂﬁﬁ% ~ OFB

XTSCESAS)

CCM

GCMCE7AD)

CMAC

HMAC

LA & ChaCha20-Poly1305
ISO/IEC 9798-2
ITUT 4T 4B ISO/IEC 9798-3
1SO/1EC 9798-4

(G¥+A1)FIPS PUB 186-5TIXREILESNTULEM, XY X MHMaEEMZTEM - FIA
EEDRRIZKELEIEN G0, BB ZH#ET 5,

(G2 A 2)FEAYT HMACIEZHMAC [XCMACIZIR % .

s n.l.—t{-.l- %*ME:E |~ (x6A6)

A vy t_t)gﬁgrt:_ F‘OIA 4)

GE4A3)N\YIaRIFBEY FUEET B &,
(GEA 4)CRYPTRECEE B ) R FIZIBE T O EM D EOB SR EEAEHLE TFIA

Té &O

GE5A5)TAvYHEEEIZIL. CRYPTRECEEE 1) X MEHI128E Y T AV HIEEZES,
FEARREIR FL—SFNA ZOBEERICRY . EEAEIENIST SP800-38E
ST &,

(X6 A 6)CRYPTRECEE S 1 X MEE D O v/ EE 4. RN EHEET— FEEAE
hHeT. WEH%JtLrﬁa:tﬁf%éo

CEZA7)MEMEANY FILEIFICE v FEHET D,



<&R2 MWMEFHEHES (PAC) YR >

WITHESOMRICHANELKENDEFO v Ea—42 (EFFTER (.
CRQC: Cryptographically Relevant Quantum Computer) ~DMitEZHT 5 &
DR SINBEEMDOU R L,

Rl 78 85 i P
. Category 1V%B3)
ML-DSA-44¢28 2 Catecory 20559
HLSDSA ML-DSA-65 Category 3
ML-DSA-87 Category 5
N E ke SLH-DSA-SHA2-192[s/f] Category 3
iER= SLH-DSA SLH-DSA-SHAKE-192[s/f] Category 3
— SLH-DSA-SHA2-256[s/f] Category 5
SLH-DSA-SHAKE-256[s/f] Category 5
ML-KEM-768 Category 3
AR ML=KEN ML-KEM-1024 Category 5
AES AES-192 Category 3
JAawvy AES-256 Category 5
HER |ES , Camel | ia-192 Category 3
o Camel lia e e
fe= ——  |Camellia-256 Category b
AbRU—=4L | B B
fE= — — —
SHA-384 Category 4
SHAZ SHA-512 Category 4B+
Ny D B SHA3 SHA3-384 Category 4
SHA3-512 Category 4B+
SHAKE SHAKE256 %> Category 4
CBC
CFB
B s |[BMEE—F CTR
E—R R(EB” Fﬁﬂ‘éﬂé‘%?ﬁ'ﬁ
=Y lmae e N Pura iz
B — AT3V)IC#ET
Lﬂ%)—%_ k GCM(EB 9) é_o
A= a—F CMAG
z88) HMAC
RELHE = ChaCha20-Poly1305 Category 5




GF8B1)EFayF1PAFIUEELETHEET LG KX TAHhTIVIX
NIST® “Submission Requirements and Evaluation Criteria for the Post-
Quantum Cryptography Standardization Process”[ZfiELY, RDKSIZ, £+

A T4 ATIVRBOAICEHOBIFERIERFERLEARERELLOGFES
BHABREICLETHLIZLEZEKRT D,
- Category 1 128Ew FREZEFDOT OV IBEBIIRNT HIBIFER
- Category 2 256Ew bD/Ny L aBERICHT BERIER
- Category 3 192Ew FEZEH D IOV IBEEICRT HBIFER
- Category 4 384E -y bD/\y L BT HERIFR
- Category 5 256Ew FEZEF D IOV IBEEIINT HBIFER
https://csrc. nist. gov/CSRC/media/Projects/Post-Quantum-Cryptography/
documents/cal |-for-proposals-final-dec-2016. pdf (5184 3 A25HIRTE)

(EB 2)A[AE7ZPR Y Category SULDFIAZHEL ., BICRINGRENDELT—

2ZEWMYHZSARTEC N ZRHERET S,
(GEB 3)ML-DSA-44I1ZD VT, BAERKICHAWVSEBMAEMBOLX 1) T A REMN2E

v UL E®DIB A IECategory 2, 128E v FLULEIR2E Y FERFBDBEIF
Category 1&%4 5,

GEB4)S12Ey bD/Ny L aBBICH T A2EEFERICIE, 384E Y DNy P 1B

[T T SEEFERIVEXRSHHEERNDELLGL-H. Ny 1BEEBD
FEIERFHE LT HHE FhiMCategory 4& L TEREHT 5,

CEBSB)N\yLaRIFBAEY FLILEET B,

(EB6)R2(CHHET HMOBMAEOESHMEMAEHLETHAT S &,

CGEB7)FAAREIRA ML—CTNA AQBEERICERY . EEFHEENIST SP800-38E

IS &,
(GXB 8)CRYPTRECREEE U R FBE D J O v IS %, BRI EMEET—FLEAED

BT, (BIEE ELTESZENTES,
GEB Q) MHAERY FILRIFIE Y FEHET S,




HREMES )X

CRYPTRECIZ & W REMRUREMRENMERE SN, §&. EFBRFHERS)
AMBHEINLAREOHIESHM DI R b, BH. KYRMIEHSL
TLWAESRTZAMAYT HARE. THESEEEH (7LD ALRUVERER)
[CEET 2REEE| ' OREICERTIRREANVDCEARDLNDHZ EITE
%":?6‘—&0

AT 48 = F AT
=% ZEEL

NEAREIES SPRB ZEEL
e =] PSEC-KEM (==

CIPHERUNICORN-E

64w k7O wHRgEFEC

2) Hierocrypt-L1
MISTY1
GCIPHERUNICORN-A
HBRES 128y b JO YIS CLEFIA

Hierocrypt-3
Enocoro—-128v2

ARY—LES MUG
MULTI-S01 G c2)
AvREl L BT L
BEMBAE—F | BEE—F S L
B DI EMETE— FE00 | s L
Ayt VRIS — PR PC-MAC-AES
AL ZEEL
IUT AT AR 7 L

(¥ 9-C 1)KEM (Key Encapsulating Mechanism) - DEM (Data Encapsulating
Mechanism) #RICHT5FIHEZRIRET S,

(GE10C 2)CRYPTRECEES ) R MIZH T, 4AEY DOV IBESIZKY ., RI—DE%E
AWTHESET 2546, 220y 0 F T, A—DEZAWNTOIMACT A vt—
RO — FEEMT B5E. 27 TO0v I ETLET S,

GEUC3)IEXH A X(FI6AE Y FDEFKIZE S,

(3£ C 4)CRYPTRECHES ) X FICHEHT DKM A BOEESHifi LMAaEHE THA
_a_é &0

((X12C 5)CRYPTRECEES ) R FMEBD TR v VS %2, RN EHEE— FEMEAE
HET., MBAES] ELTESIENTES,

5



EREERES X b
RRICEBESNDIVRIDNBFDILGE, HEIARNSKRETRELGL G2z
CRYPTREC( FYHERSN-EBESRFT OS5, EREHFO-OICREFNAZE
BIL2LOD0OVR b, EREHFUNOEMTORRARHEELLEL, B8, K
'JZ MIEEESNTWAESHETZMAYT HRIE. ESBREEHS (F)LIY
ALRUBRER) ICETLRERE] "OREICAHTIVBREZAVD LN
ROONBZEICBET S &,

i %8 iS5 R fift
£% B L
N <P RSAES-PKCS1-v1_5(#701)
BEF ZugL
> Tulky 2 2 (EH4D
b IRy RS 3-key Triple DESE02
H 4 Xz 3 - - -
RIS ey ronvoms | muml
AR —LES ZEEL
RIPEND-160
A N *
Ny B SHAT
EEMAE—F | WMEE—F ZEEL
— WA EWEE— F®00 | guiL
Ayte—SRHEa— PR CBC-MAC(270)
REERE S ZETL
IUT4T 4R UL

GERBD1)TLS 1.0, 1.1, 1.2THAXRBEAH DO N LEDFAZRD S,

(GE14D 2)CRYPTRECEE B U X RIZH T, 64EY OOV IBEEIZKY ., A—0DHE%E
AWTHEStT 58, 227099 F T, A—OEZHAWLTIMACTA vE—
DEREEa— F%E&Té%ﬁs 22J0v Yy ETET S,

(G£15D 3)SP 800-67 Revision 2TIEFEIEESNTULVBEA, A X FMEEBMORLHE -
FRAEBEOKRICKETLTIA LRIV O, BEETHET S,

(GXD 4)CRYPTRECEES ) X FIZEE T A M EORERMiEHAEHLETHA
ook,

(GX16D 5)CRYPTRECEEE 1) X MMEHD JO v/ IEE %, BRI EZWEET— REHEAE
bheET, TRIAEE] ELTHESEMNTES,

GE17D6)REMDBAN D, *vE—UREBAELTHATRETHS,

B AR AR oy T o L DM OB AR R Be
9 CRYPTREC, REBSEEH (I JYXLRUEERIN) BT AR TEHE, https://www. cryptrec. go. jp/list. html

6



CRYPTRECHESUAMDEGE (PQCXJIir)
[CHITHIRRAFICONT

11 4




BRABOEMCONT

» CRYPTRECHSUAMDEE (PQCHIL) (COWVWT, BSHIMOFAINRIFELZRU DD, IRILVE =N
RET 2170128 BER 3 — 1 RUEN 3 — 221 RU T BRRZFEITSHILELTRESD .

BREEDMR

CRYPTRECEESUARDEA X - (BRI 3 - 2) ZHRICBREE.
XER 3 - 13 HEAAR-DOBZA L ZHRAIIERELTHETAER TS,
XZEMEFHMEFENTT TUTWRVEFETIERRLIZED THD, FBEEUILEDTERVCETER,

ML-DSAKUSLH-DSA®Category 1-2 (ML-DSA-44KUSLH-DSA-[SHA2/SHAKE]-128[s/f])
(CDWT, FAIRR R A B RIAHEBIEF X CCRYPTRECIEES A MIHIFBEIRL
(IBEICEHTZEZ A NMUEDER) (DWT. BICERZRDHBEET S,

BRREEDEMAE
SEFK  TIHIIT -5 E - IBREESRE (CRYPTRECHESYRMREENR)
S5HR - 2 ARIEE
SE&EE  e-Gov. V1JH1 hNEEEU TE

SRESEDBR
BIEBICBVTEIEL., YRITA—RICERS,
IRBBRZHEZ YRV ITA—-ATIRET 21TV REFFER (FE SRR =3RS,
(SHEDCRYPTRECIESUR MIEZEHEEEIROEELTIIEDN)




(2%) CRYPTRECHESUAMCRIBRREFERDOEMIAMR

» CRYPTRECHESUAMIDOWTI(E, 2013FEDRER KU 2023FEDRERFC, UAMZRICH I IR REEEZE

ladas —

EL TS, (CRYPTRECHESURNE. NN EFZIFS10FZEDERZEELTRE, )
SREH%E 2003 FRERF 2008FHETBFR 20 1 3FSGE R 2023 FHERF
S5 BFEBUFHERIESUAN | EFBUFHERIESUAN | CRYPTRECIESUA M CRYPTRECHESUZR
(%) DT ICRHT B F(R) () (%)
{4 AT 7N L 423 /N //T} AZ 2N | 423 /7N /4 AZ AN | 423 7N 5_\\§9)l/rj='
gii‘* '%ll.ﬂ%ﬂé ﬁ":t/ﬁ&%é %lb\%ﬂé %i/%&%é %:L.\%Dé %:t/ﬁ&%é %ﬁ%%%’%%;ﬁ&%%
200211H28H 2008%8H6H 201212H12H 2023%F3H9H
SRR ~[EFE12H25H ~[EEE9H5H ~2013%F1H10H ~[EEE3H23H8
(28HMI) (318Hm[I) (30HfdE) (158f8E)
S&EhE W2 TET R TEd e-Gov. BFA-INZE |e-Gov. BFX-). #Hhx
S&ER 2 FOERIZH 7 HFOERIETH 6 FOR R 4 FOERIEH
o 2008412H1H
EDREH 2003F2H20H e et 201343H1H 202343430
https://www.cryptrec.go.jp/re
port/cryptrec-rp-1000-2002-j https: //www.cryptrec.qo.ip/re https://Dublic-comment.e-qov. htt[_)s://Dublic-comment.e-qov.
.pdf .jp/ /1040?CLASS .jp/ /1040?CLASS
BBURL  [fitoe.//www.cryptrec.qo.iple port/cryptrec-rp-1000-2008.p 08It 5552 1203580 | P 0408Id=35030301 L&
vents/2002/slides/2 fujimoto. |~ ode=2 ode=2
pdf



https://www.cryptrec.go.jp/report/cryptrec-rp-1000-2002-jp.pdf
https://www.cryptrec.go.jp/report/cryptrec-rp-1000-2002-jp.pdf
https://www.cryptrec.go.jp/report/cryptrec-rp-1000-2002-jp.pdf
https://www.cryptrec.go.jp/report/cryptrec-rp-1000-2002-jp.pdf
https://www.cryptrec.go.jp/report/cryptrec-rp-1000-2002-jp.pdf
https://www.cryptrec.go.jp/report/cryptrec-rp-1000-2002-jp.pdf
https://www.cryptrec.go.jp/report/cryptrec-rp-1000-2002-jp.pdf
https://www.cryptrec.go.jp/report/cryptrec-rp-1000-2002-jp.pdf
https://www.cryptrec.go.jp/report/cryptrec-rp-1000-2002-jp.pdf
https://www.cryptrec.go.jp/report/cryptrec-rp-1000-2002-jp.pdf
https://www.cryptrec.go.jp/report/cryptrec-rp-1000-2002-jp.pdf
https://www.cryptrec.go.jp/events/2002/slides/2_fujimoto.pdf
https://www.cryptrec.go.jp/events/2002/slides/2_fujimoto.pdf
https://www.cryptrec.go.jp/events/2002/slides/2_fujimoto.pdf
https://www.cryptrec.go.jp/report/cryptrec-rp-1000-2008.pdf
https://www.cryptrec.go.jp/report/cryptrec-rp-1000-2008.pdf
https://www.cryptrec.go.jp/report/cryptrec-rp-1000-2008.pdf
https://www.cryptrec.go.jp/report/cryptrec-rp-1000-2008.pdf
https://www.cryptrec.go.jp/report/cryptrec-rp-1000-2008.pdf
https://www.cryptrec.go.jp/report/cryptrec-rp-1000-2008.pdf
https://www.cryptrec.go.jp/report/cryptrec-rp-1000-2008.pdf
https://www.cryptrec.go.jp/report/cryptrec-rp-1000-2008.pdf
https://www.cryptrec.go.jp/report/cryptrec-rp-1000-2008.pdf
https://public-comment.e-gov.go.jp/pcm/1040?CLASSNAME=PCM1040&id=595212035&Mode=2
https://public-comment.e-gov.go.jp/pcm/1040?CLASSNAME=PCM1040&id=595212035&Mode=2
https://public-comment.e-gov.go.jp/pcm/1040?CLASSNAME=PCM1040&id=595212035&Mode=2
https://public-comment.e-gov.go.jp/pcm/1040?CLASSNAME=PCM1040&id=595212035&Mode=2
https://public-comment.e-gov.go.jp/pcm/1040?CLASSNAME=PCM1040&id=595212035&Mode=2
https://public-comment.e-gov.go.jp/pcm/1040?CLASSNAME=PCM1040&id=595212035&Mode=2
https://public-comment.e-gov.go.jp/pcm/1040?CLASSNAME=PCM1040&id=595212035&Mode=2
https://public-comment.e-gov.go.jp/pcm/1040?CLASSNAME=PCM1040&id=595212035&Mode=2
https://public-comment.e-gov.go.jp/pcm/1040?CLASSNAME=PCM1040&id=290303011&Mode=2
https://public-comment.e-gov.go.jp/pcm/1040?CLASSNAME=PCM1040&id=290303011&Mode=2
https://public-comment.e-gov.go.jp/pcm/1040?CLASSNAME=PCM1040&id=290303011&Mode=2
https://public-comment.e-gov.go.jp/pcm/1040?CLASSNAME=PCM1040&id=290303011&Mode=2
https://public-comment.e-gov.go.jp/pcm/1040?CLASSNAME=PCM1040&id=290303011&Mode=2
https://public-comment.e-gov.go.jp/pcm/1040?CLASSNAME=PCM1040&id=290303011&Mode=2
https://public-comment.e-gov.go.jp/pcm/1040?CLASSNAME=PCM1040&id=290303011&Mode=2
https://public-comment.e-gov.go.jp/pcm/1040?CLASSNAME=PCM1040&id=290303011&Mode=2

=IO
NA 7Yy REBELOEIK LY

145




NATYy KONMNE DS

« NIST
c NTVy FEIBITHORRIETH 20, BRPHREZLTWIDITTIEEWL,

c N7 Uy NI, BITHICELWTIAEZERICEA L 22bEF 2T 1 259570 BALEEE,
fth5 <. EMEMIZIEMT 57-%. cryptographic agility* NIST CSWP 39 & Y

ZHOBES70FaNzERIIANDIEDDRDNS (NISTCSWP 39) , Pure PQC

Traditional Hybrid

Traditional & PQC

s Hybrid
® EUBal_ - pq‘c’&::lc

b ECCG (E U 0) % T —\’\: X / \ - I\ 7_ .[A ) : Fig. 1. Using a hybrid algorithm to transition to PQC

« Agreed Cryptographic Mechanisms Version 3 (Public Review) TlZ.
e (M)LWER—XDEESICDoW\WT L, BHMFIAZ#EREL TL AL (shouldn't be used in a standalone way) ,

« Ny aAR=—ZADBZIZOWTIEINA T Y v FMbldoptional,
- BSI (F4)

« "Post-quantum schemes should only be used in combination with classical schemes ("hybrid") if possible.”
BSI - Quantum Technologies and Quantum-Safe Cryptography

« BSI-TR-02102-1 (2026%) —<Tl%. ETSITS 103 744 o CatKDF#5|H (CX5|H51£744 v1.2.2 5 < T744)
« ANSSI (75 R)
e BT — K< v S IZBFSPhase 1% FPhase 2T/NA 7 v K AHEEE,

e BB AEIIOWTOREHIZR Y08 57,
ANSSI views on the Post-Quantum Cryptography transition (EN) | MesServicesCyber

« ENISA (EUDH A /N—tF 21U T 4B, ECCGL Y BUIKREY)
c NAT Uy FIZOWTIFERBL TWAY, HET HIXEIIHERTERN 57,



https://www.bsi.bund.de/EN/Themen/Unternehmen-und-Organisationen/Informationen-und-Empfehlungen/Quantentechnologien-und-Post-Quanten-Kryptografie/quantentechnologien-und-post-quanten-kryptografie_node.html
https://www.bsi.bund.de/EN/Themen/Unternehmen-und-Organisationen/Informationen-und-Empfehlungen/Quantentechnologien-und-Post-Quanten-Kryptografie/quantentechnologien-und-post-quanten-kryptografie_node.html
https://www.bsi.bund.de/EN/Themen/Unternehmen-und-Organisationen/Informationen-und-Empfehlungen/Quantentechnologien-und-Post-Quanten-Kryptografie/quantentechnologien-und-post-quanten-kryptografie_node.html
https://www.bsi.bund.de/EN/Themen/Unternehmen-und-Organisationen/Informationen-und-Empfehlungen/Quantentechnologien-und-Post-Quanten-Kryptografie/quantentechnologien-und-post-quanten-kryptografie_node.html
https://www.bsi.bund.de/EN/Themen/Unternehmen-und-Organisationen/Informationen-und-Empfehlungen/Quantentechnologien-und-Post-Quanten-Kryptografie/quantentechnologien-und-post-quanten-kryptografie_node.html
https://messervices.cyber.gouv.fr/guides/en-anssi-views-post-quantum-cryptography-transition
https://messervices.cyber.gouv.fr/guides/en-anssi-views-post-quantum-cryptography-transition
https://messervices.cyber.gouv.fr/guides/en-anssi-views-post-quantum-cryptography-transition

RRIN (B N THIFBIE—FRTIE R U,

ECCG. BSI. ANSSlZ/ N4 7 U v FHBICEERNBERITH 5 —T.
ENISAIZNA 7Yy FZ2EELBITHMNE LTEE - 2L TWBEHDD,
MR LI-XNEOHHBETIINAHERZEFTR AN -7,

ADOHDE - HIFICEWTANA T Y vy FABEIZFTLERICHD—A.
BENA Ty FBRAEICOWTIEZE A K74 v Tldi <.
TAEL R (ETSI. IETF, ANSI X9%) TIgsT - IZEAAED 5N TWS




INA T Yy KD

- ETSI

DWTEE,

IETFTRE(IN 2 AAEZR L TL5IEK,

« TR103966v1.1.1TNA 7 Uy FiER%ZIT) L TOERACERRERT
- |ETF
- RABEBTHE

Multi algorithm scheme : §

(e.g. EEDSA+ML-DSA

PQ/T hybrid scheme : Multi Algorlt

PQ/PQ hybridt FET %,

PQ/T Hybrid KEM scheme, PQ/
8 /T cr))//ptographm element, %

e W< DA MDSchemeXProtocol AN 1E%E

« ANSI X9 CKE - &@th)
o HybridE&EH K % 1E2
« ETSIIETFTiZH%E

« Chrome (75 7%)
« TLS (BE=1b)
. TI_S (uL,uJ.TZ)

« Apple (77 7%)
« TLS (E%:p)

TTUT =23 LNLDANAT )y R,

+ S/MIME (FRiE)
«  Microsoft (75 7H)

Z2 S OIES 0 VR Z~/I\J:‘)7F%EX‘C‘<1’L ZNoEE—OHEZRFOH O,
PEIFTRELF TR,
mo b, ’)‘7&<t*010®PQC/u/:|U7\At Dl EL 1 D2OHBRTILIY I LEELH D,

TH}r/]brld DSA scheme @ & 5 Lschemeﬁufﬁj%b %%E%%%O

ybrid protocolZ delement¥protocol B T

EAL R UIIREL F H

#4 L TWBERR, RETEEH (C 1 Chimera, Composite, Chameleon D EEBAZ x> Dual Signature 51 & F 1 2 1k,
{EHPESGH & DREBERMICD W T ORI IZAE,

CANA Ty RBEBEE Y - RIBHEA,
P MTCZH#EEE (RIZE#A4L

ML-DSA44 %#487F) .

MTC%EIRAFE, co-signerlcML-DSA44x 2 LECDSA256 % 1 Z#ERFE (77U r—avL~LTcond 7y b)) o

ERMERMNEHREINT LA L,

: CompositeiEFAEZIRAFE GEAEZEL NLDONAT U v )

HH I D N T DAEETLRS

« TS103744v122TNAT Yy FREBEZEBRTIEST) IT 4 7RI A =2ty MC

MTC : Merkle Tree Certificate

« X509 PureitFAZED XIS/ 0y b 7OY 27 b EEREH, TLSAIFTOMTCHRETH,

KEMIZD2W T,
FORNEBLZIZOWIE, B4l

N7y FARDPERTH N

ZHA(L - H—ER{LHERES,
P7O0—FHEET S (A—EBTHLHREICE>T7Z77a—FH

RERB3HADHB)



[NA Ty K| OHH

4l ATy FRRO A Ll EEICE DR

e T

G
2
) e il e S

HfE BAHAEBEERE L
T. FCascade combiner| T
DFEHEHFPC. l-out-of-nBEZAH
ZELHD 50, EAHICEITTD
FmIIERTE A -7,

Tl =i ="

» KFC 8446 The Tr:

BHAEREERZZBNE L7
[SEA% ] A=IE. Negotiation

Megotiation |2 .k
i |'»"T:-r5-n

nEpolt Laver
Security ITLS) Protocol

Version 1.3 [13]
g4, 1.1 Cryvptoge

|-|'_.|.ll'. .l.l\.

BRI T oo 1 S0

 NIST 5P BD0-227 (4, 6. Multi-A
KMs and PQIT Hybrids) [4]

= NIST SP BO0-56C Rev. 2 [0

aft-irtf—cfrg-hybe id-kens

lgorithm

07 [10]

LG

v draft-ietf-lamps—pg-composite—ken—12
[11]4

AP DT

e ENE L
[ &) ARDEREZBIN,

s« draft-ietf-lampa—pg-composite-sigs—14

[12]+

=g k=

aft-ietf—tls—hvhrid-desim-18 [14]
» draft-ietf-mls—combiner-02 [15]

» ETSI T5 103 744 [18]

= IEEE 802, 11 Hybrid PQC Proposal [17]
v draft-ietf—lamps—pg-composite—ken—12

LI

aphic
N i:'\. }_l. I”‘I}! iH &
i T

- 5 T
THRT 5 Z &N TR, » drafi-i

X7 0O b aKREELNS <.
— DU X MEIZE#EDSFRIENS,

cortdizc
« ITU-T K 50904 8
cryvptographic al

digital signatur

1';!"

Architecting FEI
Hybrid POC E-Mai

- lamps
wery-02 (18]

ik |l.|"'|'t||"'r'"‘—' i - PRI

&A% ¢ B2 IFECDH & ML-KEM % T
FETL. mMAOHBEWER & fHH
aheTREES (RALEHRT
ETHLRRUNER)

B B ZISHEFEAPQCH LA H
PQCHXZHE L, KX o iERK
AFREFEZDLHICYYERS

¥ (&R & r}rbEJZJ IXcryptrec-ex-

v draft-ietf-lamps—pg-compbozite—sigs—14
[12]4

Alternative
pori thms and

£ eXlens1ons

2 1fH)
i AL ) e R - A

s for Graceful PQ Migration(PQC Conferencel
| Communicat i-1|: Fasing Migration Pain(PQC Conferenca)

[20]

[21]

Hierarchie

KAERTIE, "7y Pz B2 e L.

cryptrec-ex-3503-2025.pdf 3503-20251=% 17 2 /R

ZeMMTENZ 6] . BAEBRERIFENOLDZ DER] &S



https://www.cryptrec.go.jp/exreport/cryptrec-ex-3503-2025.pdf
https://www.cryptrec.go.jp/exreport/cryptrec-ex-3503-2025.pdf
https://www.cryptrec.go.jp/exreport/cryptrec-ex-3503-2025.pdf
https://www.cryptrec.go.jp/exreport/cryptrec-ex-3503-2025.pdf
https://www.cryptrec.go.jp/exreport/cryptrec-ex-3503-2025.pdf
https://www.cryptrec.go.jp/exreport/cryptrec-ex-3503-2025.pdf
https://www.cryptrec.go.jp/exreport/cryptrec-ex-3503-2025.pdf

[NA Ty K] ORIEF
.- WE (KEM) A
« YILFTILITYXLKEMIZCEWT, BHOEEWED O -HREEWE ZEH T 5% Key Combiner&
ATV,
« NIST SP 800-227 TIZKDF O —F] B RE & L TKey CombinerZ &1,
(Bt7ZKDF %, key combiner (I > /N4 F) FARTHAT 5 Z & 2 #&R)

« ETSITS 103 744 v122TIINAT ) v FREBD/NT LA —2ty bEZTERL TW 5,




NA T Yy FoERGE (BESM - 880D

TATTIE 7L

L

TS cEE I n/-# (SS1)

ATy FERDEK) < PQCTEH N8 (SS2)

Z O D context|E

KDF D& pE

Concatenation A, (CatKDF) #*Ei#% (e.g. K= KDF(SS1|[SS2||context))
X SP800-227, draft-ietf-lamps-pg-composite-kem, draft-ietf-tls-ecdhe-mlkem

7. Cascade ARXBHTEE (e.g. K= KDF2(KDF1(SS1)[]SS2) ) ETSI TS 103 744(ZCascade DIREH V),




X.509 CMS®D

BHiR :
BED (PKIX/CMS) APIZZE R

AR
« 2D EDTIL
tLTE%?éo

- EhEfl
e |d-MLKEM768-ECDH-P256-SHA3-256 (H53&MN®M59)
ss = SHA3-256(mlkemSS || tradSS ||| tradCT || tradPK || LabeI')

1
Context
LY X L5

)7 )

o

JYXLHEBAEDLE T, 120FLWVLWI7ILTY X4

MLKEM§2 ECDHE | (»

o $58
« [REVFT7H—VT—HRNAE“TILIYIL"] ZFEERLTWS,
« DX PMDEZRHIIZ L, SHKBHIF z%%%b
- BROLBFATZINTWLS,

SMI Security for PKIX Algorithms

Decimal [£] Description = Reference [
i id-zlg-des40 [Resenied and Obsolets]
2 id-alg-noSignature [RFC-isti-lamps-rfc5272hi=-11]
3 id-alg-dh-sig-hmac-shal RFC287H
4 id-zlg-dhPap-shal RFC2875
5 id-alg-dhPop-sha224 RFCE858
g id-alg-dhFop-shaz5G RFCE855]
7 id-alg-dhPop-shalid RFCE455)
4 id-alg-dhPop-shab12 RFCE855]
15 id-alg-dhPop-static-shaZ24-hmac-sha224 RFCE855
18 id-alg-dhPop-static-sha255-hmac-sha 258 RFCE855)
17 id-zlg-dhFPop-static-sha3f4-hmac-sha 384 RECE855
13 id-alg-dhPop-static-shab12-hmac-shab12 RFCE455)
25 id-zlg-ecdhPep-static-sha224-hmac-sha2 24 RFC3355
268 id-alg-ecdhPop-static-sha258-hmac-sha2 55 RFECE855
27 id-alg-ecdhPogp-static-sha3d4-hmac-shadgd RFCE855)
28 id-alg-ecdhPogp-static-shad12-hmac-shas12 RECE855
24 id-zlg-ecesi-with-sha2 58 [drafi-wang-tls-rav-public-key-with-ibe-02)
30 id-RSAS5A-PE5-SHAKE12E RFEC2383]
3 id-RSAS5A-P35-SHAKEZSG RFCEG8Z]
32 id-ecdsa-with-shakei28 RFCE5E2]
33 id-ecdsa-with-shaks256 RECA3EZ
34 id-glg-=mss-hashsig RECE202
35 id-alg-=mssmi-hashsig RFCS802]
38 id-alg-unsigned RECE825
av id-MLDSA44-REAZ043-PES-5HAZEE [RFC-etf-lamps-po-composite-sigs-19]
33 id-MLDSA44-REAZ048- PR CE15-8HA25E [REC-=tf-lamps-po-compesie-sins-149
ki) id-MLDSA44-Ed25518-5HAS12 [RFC-ietf-lamps-po-composite-sins-19
40 id-MLDSA44-ECOBA-P253-3HAZSE RFC-etf-lamps-pg-composite-sigs-19]
41 id-MLDSAF5-REAI0T2-PSS5-3HAS12 [EFC-istf-lamps-pg-composite-sigs-14]
42 id-MLDSAGE-REAI0T2-PKCE15-5HAS12 [REC-etf-lamps-pg-composite-sigs-19
43 id-MLDSA35-REA4085-F55-3HAG512 [RFC-ietf-lamps-pg-composite-sigs-14]
44 id-MLDSA35-REA4086-FKCE15-5HAS1Z [RFC-ietf-lamps-po-composite-sigs-14]
45 id-MLDSAGE-ECDEA-P253-5HAE12 [RFC-istf-lamps-pg-composite-sigs-14]
45 id-MLDSA35-ECDEA-P384-5HAR12 [REC-etf-lamps-po-compesite-sins-149
47 id-MLDS AGS-ECDEA-branpoolP256r1-5HAS1 2 |RFC-etf-lamps-po-composite-sigs-19
48 id-MLDSAG5-Ed25518-5HAS12 RFC-etf-lamps-pg-composite-sigs-19]
49 id-MLDSAST-ECDEA-P3I84-3HAR12 RFC-istf-lamps-pg-composite-sigs-14]
50 id-MLDSART-ECDEA-brainpoolP384r1-5HAS12 [RFC-etf-lamps-pg-composite-sigs-19
51 id-MLDSART-Ed448-5HAKEZSE [RFC-ietf-lamps-pg-composite-sigs-14]
52 id-MLDSAST-REAZ0TI-PES-3HAS1Z |RFC-ietf-lamps-pg-composite-sigs-19]
53 id-MLDSAST-R3A4080-P55-3HAS1Z RFC-etf-lamps-pg-composite-sigs-19]
54 id-MLDSART-ECDSA-PE21-5HAS12 [REC-etf-lamps-po-composite-sins-19
55 id-MLKEMTEE-REA2048-5HAZ-258 drafi-ietf-lsmps-pg-composite-kem- 10
58 id-MLKEMTEE-REA30T2-5HAZ-258 drafi-ieti-lamps-pq-compasite-kem- 10
57 id-MLKEMTEE-REA4095-5HAZ-253 draft-ietf-lsmps-pa-composite-kem- 10
58 id-MLKEMTEE-%25518-5HA3-255 draft-ietf-lsmps-pg-composite-kem- 10
54 id-MLKEMTEE-ECOH-P256-5HA3-2585 drafi-ietf-lames-pa-composite-kem-10]
80 id-MLKEMTEE-ECDH-P384-5HA3-258 draft-iet-lamps-pg-composite-kem- 10
g1 id-MLKEMTEE-ECDH-brainpoclP256r1-5HAZ-256  [drafi-ietf-lamps-pg-composite-kem-10
g2 id-MLKEM1024-R5AIIT2-5HAS-255 drafi-ietf-lsmps-pg-composite-kem- 10
83 id-MLHKEM1024-ECDH-P384-5HA3-255 drafi-iet-lames-pa-composite-kem-10]
g4 id-MLKEM1024-ECDH-brainpoclP334r1-5HA2-256  [drafi-ietf-lamps-pq-composite-kem-10
865 id-MLKEM1024- X 448-5HA3-258 drafi-istf-lsmps-pg-composite-kem-10
i} id-MLKEM1024-ECDH-P521-3HA3-255 drafi-ietf-lamps-pg-composite-kem- 10
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7.7.2 Parameter sets

HKDFwSHA256_P256_ML-KEM-512,
HKDFwSHA256_ X25519 ML-KEM-512,
HKDFwSHA256_BP-P256_ML-KEM-512,
HMACwSHA256_P256_ML-KEM-512,
HMACwWSHA256_ X25519 _ML-KEM-512,
HMACwSHA256_BP-P256_ML-KEM-512,
KMAC128_P256_ML-KEM-512,
KMAC128_X25519 _ML-KEM-512,
KMAC128_ BP-P256_ML-KEM-512,
HKDFwSHA256_P256_ML-KEM-768,
HKDFwSHA256_ X25519 _ML-KEM-768,
HKDFwSHA256_ BP-P256_ML-KEM-768,
HMACwSHA256_P256_ML-KEM-768,
HMACwWSHA256_ X25519_ML-KEM-768,
HMACwSHA256_ BP-P256_ML-KEM-768,
KMAC128_P256_ML-KEM-768,
KMAC128_ X25519_ML-KEM-768,
KMAC128_ BP-P256_ML-KEM-768,
HKDFwSHA384_P384_ML-KEM-768,
HKDFwSHA384_ X448_ML-KEM-768,
HKDFwSHA384_ BP-P384_ML-KEM-768,
HMACwWSHA384_P384_ML-KEM-768,
HMACwWSHA384_ X448 _ML-KEM-768,
HMACwSHA384_ BP-P384_ML-KEM-768,
KMAC256_P384_ML-KEM-768,
KMAC256_ X448_ML-KEM-768,
KMAC256_ BP-P384_ML-KEM-768,
HKDFwSHA384_P384_ML-KEM-1024,
HKDFwSHA384_ X448 _ML-KEM-1024,
HKDFwSHA384_ BP-P384_ML-KEM-1024,
HMACwSHA384_P384_ML-KEM-1024,
HMACwWSHA384_ X448_ML-KEM-1024,
HMACwSHA384_ BP-P384_ML-KEM-1024,
KMAC256_P384_ML-KEM-1024,
KMAC256_ X448_ML-KEM-1024,
KMAC256_ BP-P384_ML-KEM-1024.


https://www.etsi.org/deliver/etsi_ts/103700_103799/103744/01.02.02_60/ts_103744v010202p.pdf
https://www.etsi.org/deliver/etsi_ts/103700_103799/103744/01.02.02_60/ts_103744v010202p.pdf
https://www.etsi.org/deliver/etsi_ts/103700_103799/103744/01.02.02_60/ts_103744v010202p.pdf
https://www.etsi.org/deliver/etsi_ts/103700_103799/103744/01.02.02_60/ts_103744v010202p.pdf
https://www.etsi.org/deliver/etsi_ts/103700_103799/103744/01.02.02_60/ts_103744v010202p.pdf
https://www.etsi.org/deliver/etsi_ts/103700_103799/103744/01.02.02_60/ts_103744v010202p.pdf
https://www.etsi.org/deliver/etsi_ts/103700_103799/103744/01.02.02_60/ts_103744v010202p.pdf
https://www.etsi.org/deliver/etsi_ts/103700_103799/103744/01.02.02_60/ts_103744v010202p.pdf
https://www.etsi.org/deliver/etsi_ts/103700_103799/103744/01.02.02_60/ts_103744v010202p.pdf
https://www.etsi.org/deliver/etsi_ts/103700_103799/103744/01.02.02_60/ts_103744v010202p.pdf
https://www.etsi.org/deliver/etsi_ts/103700_103799/103744/01.02.02_60/ts_103744v010202p.pdf
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