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KE EMEERATHTSFR (NIST)
NIST SP 800-208 "Recommendation for Stateful Hash-Based

Signature Schemes" (2020.10)
https://csrc.nist.gov/pubs/sp/800/208/final

Abstract

This recommendation specifies two algorithms that can be used to
generate a digital signature, both of which are stateful hash-based
signature schemes: the Leighton-Micali Signature (LMS) system and the
eXtended Merkle Signature Scheme (XMSS), along with their multi-tree
variants, the Hierarchical Signature System (HSS) and multi-tree XMSS
(XMSSMT),

KE ERERMTHAFAR (NIST)
NIST IR 8547 (Initial Public Draft)

"Transition to Post-Quantum Cryptography Standards" (2024.11)
https://csrc.nist.gov/pubs/ir/8547/ipd

2.1.1. Digital Signature Algorithms

SP 800-208, Recommendation for Stateful Hash-Based Signature
Schemes, specifies two stateful hash-based signature (HBS) schemes —
the Leighton-Micali Signature (LMS) system and the eXtended Merkle
Signature Scheme (XMSS) — along with their multi-tree variants, the
Hierarchical Signature System (HSS) and multi-tree XMSS (XMSSMT),
These schemes are also resistant to attacks by quantum computers. In
stateful hash-based signature (HBS) schemes, the HBS private key
consists of a large set of one-time signature (OTS) private keys. The
security of these schemes relies on the signer to ensure that no
individual OTS key is ever used to sign more than one message. Due to
this need to maintain state, HBS schemes are not intended for general
use.
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KE ERZ2EHEES (NSA)
“Announcing the Commercial National Security Algorithm Suite
2.0" (2022.9)

https://www.nsa.gov/Press-Room/Digital-Media-Center/Document-Gallery/igtag/CNSA/

Algorithms for software- and firmware-signhing

The reasons for choosing separate algorithms for software- and firmware-
signing are three-fold:

- NIST has standardized these algorithms already, while other post-quantum
signatures are not yet standardized,

- This signature use-case is more urgent, and

- This selection places algorithms with the most substantial history of
cryptanalysis in a use case where their potential performance issues have
minimal impact. In particular, this usage coincides well with the requirement
for keeping track of state—that is, how many times a given public key was
used in signing software or firmware when deploying these signatures.

The algorithms chosen for software- and firmware-signing are those specified
in NIST Special Publication 800-208. NSA recommends Leighton-Micali with
SHA-256/192, but all NIST SP 800-208 algorithms are approved for this use
case. Note that to avoid weakening the security of these signatures, you must
meet all the requirements of SP 800-208, including the need to manage state
and implement signing in hardware.

NSA encourages vendors to begin adopting NIST SP 800-208 signatures
immediately. For more information on requirement timelines, see the Timing
section. The following table lists CNSA 2.0 algorithms for software and
firmware updates.

Table I: CNSA 2.0 algorithms for software and firmware updates
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XE ERZ2FER (NSA)

“The Commercial National Security Algorithm Suite 2.0 and
Quantum Computing FAQ"” (2024.12)
https://www.nsa.gov/Press-Room/Digital-Media-Center/Document-Gallery/igtag/CNSA/

Q: Can I use HSS or XMSSMT from NIST SP 800-208?

A: From NIST SP 800-208, NSA has only approved LMS and XMSS for
use in NSS. The multi-tree algorithms HSS and XMSSMT are not allowed.

Q: Can I use SLH-DSA (aka SPHINCS+) to sign software?

A: While SLH-DSA is hash-based, it is not part of CNSA and is not
approved for any use in NSS.

Q: Can I use ML-DSA for firmware or software signing?

A: Yes, however firmware roots of trust are a critical component to
upgrade and NSA expects this to be implemented for some long-lived
signatures in 2025, before validated ML-DSA is widely available. At this
time, validated LMS and XMSS are commercially available. NSA prefers
to see this transition begin now (using LMS and XMSS) rather than wait
for ML-DSA due to the long timeframes involved in moving from small
components and/or early designs to completed products.

Validated ML-DSA is approved for all signing use cases and when it is
available it may be the most appropriate choice for some
software/firmware signing use cases. For example, when a user’s
software signing strategy requires more signatures than can be
reasonably used with a single LMS or XMSS key, or in software
development environments with a distributed signing system, it would
be reasonable to use ML-DSA.
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XKE ERZ2FRER (NSA)
“COMMERCIAL SOLUTIONS for CLASSIFIED (CSfC)
Mobile Access Capability Package 2.8.0"1tl (2026.3)

https://www.nsa.gov/Resources/Commercial-Solutions-for-Classified-Program/capability-packages/

5.10 SOFTWARE AND FIRMWARE SIGNINGS

There are three acceptable algorithms for software and firmware digital
signatures, which are all included as part of the CNSA 2.0 cipher suites.
These algorithms are enumerated within Table 3 and only one of the
algorithms will be required to meet this requirement.

Table 3. CNSA 2.0 Algorithms for Software and Firmware Signing

Algorithm

Function

Specification

Parameters
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Leighton-Micali
Signature (LMS)

Asymmetric algorithm
for digitally signing
firmware and software

NIST SP
800-208

All parameters approved
for all classification
levels. SHA-256/192
recommended.

Xtended Merkle
Signature
Scheme (XMSS)

Asymmetric algorithm
for digitally signing
firmware and software

NIST SP
800-208

All parameters approved
for all classification
levels.

ML-DSA

Asymmetric algorithm
for digital signatures

FIPS 204

Category 5 parameter,
ML-DSA-87.
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® SHA-3.SHAKEIZEWTIZ.CNSA 2.0 IZBITAAA/ w27 LY L TOERIIHREINTEST . ZDE
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Q: Can | use SHA-3 as a hash?

A: No, neither SHA-3 nor SHAKE are approved for use in CNSA 2.0 as a general

purpose hash algorithm. While NSA allows any parameter set of LMS, including some
Table 15. Approved CNSA 2.0 Algorithms for IPsec that call SHA-3 as a function, NSA has not approved SHA-3 as a general purpose hash
algorithm. lts use is strictly limited to those cases where it is prescribed by the standard
describing an NSA-approved algorithm, such as LMS within NIST SP 800-208, or for
internal hardware system processes as described above.

The SHA-2 selections are sufficient for security, and their ubiquity in the commercial
world ensures interoperability. Using SHA-3 or SHAKE outside those narrowly defined
applications where it is completely self-contained, such as when called within an

S EATIEE G EE i algorithm function, significantly increases the interoperability testing burden and breaks
Confidentiality (Encryption) | AES-256-GCM FIPS PUB 197
many use cases for CNSA 2.0.
ey L MUDSAET Fivs 208 Q: Will quantum computers affect non-public-key (i.e., Symmetric) algorithms?

Key Establishment ML-KEM-1024 FIPS 203

A: Quantum computing techniques are generally considered much less effective against
integriy (Hashine) e o e 6091 symmetric algorithms than against current widely used public-key algorithms. While
public-key cryptography requires fundamental design changes, symmetric algorithms
[US-3] Mobile Access Capability Package Version are considered secure, provided the key size is sufficiently large. CNSA 2.0 symmetric
2.8.0, 27 March 2026 &Ytk 2 algorithms, which essentially are the same as their CNSA 1.0 counterparts, are

guantum-resistant.

[US-1] The Commercial National Security Algorithm Suite2.0 and
Quantum Computing FAQ& Y $ix
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3.1. Block Ciphers

General Recommendations A block cipher is an algorithm that encrypts a plaintext of fixed bit
length (for example 128 bits) by means of a key to a ciphertext of the same bit length. This bit length
is also called block size of the cipher. For the encryption of plaintexts of other lengths, block ciphers
are applied in different modes, see Section 3.1.1. For new cryptographic applications, only block
ciphers whose block size is at least 128 bits should be used.

The following block ciphers are recommended for use in new cryptographic systems:

AES-128, AES-192, AES-256, see [93].

Table 3.1: Recommended block ciphers.

This is the case for the following recommended modes of operation, which are adequate for the
block ciphers listed in Table 3.1:

Federal Office for Information Security (BSI) 41

Technical Guideline - Cryptographic Algorithms and Key Lengths

» Modes of operation without data authentication:
- Cipher Block Chaining (CBC), see [92], and
- Counter Mode (CTR), see [92],

» Modes of operation with data authentication:
- Counter with Cipher Block Chaining Message Authentication (CCM), see [94],
- Galois/Counter Mode (GCM), see [95],

- Galois/Counter Mode with Synthetic Initialization Vector for AES (AES-GCM-SIV),
see [62].

» SHA-256, SHA-512/256, SHA-384 and SHA-512, see [99].

» SHA3-256, SHA3-384, SHA3-512, see [100].

Table 4.1: Recommended hash functions.

CMAQG, see [102],

HMAQG, see [11],

KMAC128, KMAC256, see [101],

GMAQC, see [95].

Table 5.1: Recommended MAC schemes.

Scheme CMAC HMAC KMAC128 KMAC256 GMAC
Key length >128 > 128 > 128 > 256 > 128
Recommended tag length > 96 > 128 > 96 > 96 > 96

Table 5.2: Parameters for recommended MAC schemes.

Table 3.2: Recommended modes of operation for block ciphers. [ D E] BS I Te C h n i Ca | G u i d e I i n e <J: L) *}i *’_'1_'
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Functionality l Type Recommended Acceptable Deprecated
4.2.3 Symmetric-Key Cryptography
Key Exchange/ Asymmetric ML-KEM! FrodoKEM' ECDH? RSA®
Theoretically, symmetric-key primitives can be attacked by Grover’s quantum algorithm in quadratically Key Encapsulation Classic McEliece'
fewer steps than a classical brute-force attack. This suggests a halving of the security level, which can be
counteracted by doubling the key length. More concretely, this implies that a key length of 128 bits should Digital Signature Asymmetric ML-DSA® FN-DSA? ECDSA’
be avoided, and 256 bit keys are advisable. However, a more detailed analysis of the Grover quantum attack - Stateless SLH-DSA EdD§A3
shows that its costs are at least comparable to the costs of a classical attack [JNRV20]. The main reason is RSA
that, unlike the quantum attack, the classical attack can be parallelised. Therefore, it is likely that 128 bit Digital Signature Asymmetric XMSS
symmetric-key primitives will remain secure far beyond the realisation of quantum computers capable of - Stateful LMS
breaking asymmetric-key primitives. HSS
In general, we recommend the use of 256 bit keys when possible and consider 128-bit keys an acceptable ]

. . o I R - - Hash Function Hash SHA-2 BLAKE2 MD5
alternative. The key takeaway is that organisations should prioritise the migration of asymmetric-key primi- SHA-3 SHA
tives. In fact, we recommend that organisations only allocate resources to increasing symmetric key lengths
if they have migrated all of their asymmetric primitives to post-quantum alternatives. Block Cipher Symmetric AES Camellia (T)DES

IDEA
Blowfish
Primitive Recommended Acceptable
Stream Cipher Symmetric AES-CTR RC4
ML-KEM? ML-KEM-1024! ML-KEM-768' ChaCha20
[ HEDSAB7 HI-0SA-65 . Encryption Symmetric AES-CTR
SLH-DSA SLH-DSA-(SHA2/SHAKE)-256(s/f) SLH-DSA-(SHA2/SHAKE)-128(s/f) ChaCha20
SLH-DSA-(SHA2/SHAKE)-192(s/f)
Authenticated Symmetric AES-GCM(-SIV)
AES AES256 AES28 Encryption (with ' AES-0CB
SHA-3 g:ﬁg-%gi SHA-3-224 (c)SHAKE128 Associated Data) ChaCha20-Poly1305
SHA-3-512 Message Symmetric CMAC-AES CMAC-Camelia CBC-MAC
LR Authentication Code HMAC-SHA-2 BLAKE2-MAC
SHA-2 SHA-256 SHA-224 KMAC
SHA-384
L ' Recommended to be deployed in a hybrid combination with ECDH. 2 Recommended to be deployed in a hybrid combination with either ECDSA
. o ) o or EdDSA. * Secure against classical attacks and can be part of a hybrid scheme.
TR d to be deployed in a hybrid combination with ECDH. 2 R ded to be deployed in a hybrid ion with either ECDSA

or EdDSA. ® BSI, ANSSI, NLNCSA recommend the use of NIST level 5 or 3 parameter sets. NSA CNSA 2.0 requires level 5.

Table 4.2 | Recommended parameter instantiations of the cryptographic primitives.

Table 41 | Cryptographic primitive recommendations.

[NL] The PQC Migration Handbook &Y %
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@ A E 7L T T LI OVWTIZ U TE#HRL TS,

@ AN)—LEELYLTOVIBEEERATSLIY,

® 70w J/BES IO\ TIL, AES, Camellia, Serpent DIEITELT S 2 X,

@ 256ty nEREFEHRATS2L,

Doporucujeme preferovat:
e Pouziti blokovych Sifer pfed proudovymi.
e V pripadé blokovych Sifer: AES, Camellia a Serpent (v uvedeném poradi).
e Délku klice 256 bit.

Kvantova zranitelnost a kvantova odolnost:
e Vsechny Sifry s délkami kli¢d 128 bitl a 192 bitll jsou kvantové zranitelné.
e VSechny Sifry s délkou klice 256 bitl jsou kvantové odolné.

Kvantova odolnost: VSechny schvdlené médy symetrické kryptografie jsou kvantové odolné, pokud
jsou kvantové odolné symetrickeé Sifry a hasovaci funkce, které jsou v nich pouzity.

[CZ] Minimdlni pozadavky na kryptografické algoritmyd }) $k 1%
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d) Méddy Sifrovani pro slozena schémata typu ,Encrypt-then-MAC*
1. CTR
2. OFB

3. CBC (rovnéz CBC-CS)
4. CFB

Upozornéni:

¢ Mddy CBC a CFB musi byt pouzity s nahodnym, pro uto¢nika nepredpovéditelnym,
inicializacnim vektorem.

¢ Pfi pouziti médu OFB se pro dany kli¢ nesmi opakovat hodnota inicializa¢niho vektoru.

¢ Pfi pouziti médu CTR se pro dany kli¢ nesmi opakovat hodnota ¢&itace.
¢ Samostatné pouziti médu Sifrovani mimo schémata typu ,Encrypt-then-MAC” neni
schvaleno.

[CZ] MinimdIni pozadavky na kryptografické algoritmyd ‘) $k ¥

d)

2 [ =

TEncrypt-then-MAC) BIERAXTHERY IESILE—F
CTR

OFB

CBC (CBC-CSZ&T)

CFB

ARER

CBCHE L UCFBIE. ZYHFALTHD. N OWEEIC L > TFARABELRAE LN

JRILEESIKERLULRIFNIERS AR,

OFBZERT 5. RA—RBICDOWTHHERY MLOEZHEFERAL TEZESK

[FAYS

CTRZEAY 25HE. A—RBICOWTAVVHEZEFERL TERS AL,
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. M AC fd: K\\O.) j: E ;ﬁ Lj: ,Lx _F 0) 2: j:s ‘I ) o e) T2 HFREAE—KR (Message Authentication Code : MAC)

1. HMAC
EEEICRME N\ V1 BEKE DRATICES,
P . . - - 2. CMAC
e) Mody pro ochranu integrity (Message Authentication Code - MAC) 3. KMAC
1. HMAC pouze s hasovaci funkci z kapitoly 5 4. GMAC
2 CMAC MEEARY MLEIBEY b, ¥9%128E Y hET 2,
) 5. EMAC?
3. KMAC 6. UMAC?
4. GMAC s inicializa¢nim vektorem dlouhym 96 bitl a s tagem dlouhym 128 bit(
5. EMAC? EEEIE
6. UMAC2 « GMACEfERT 3184, F—HRICOWTIIHLAY MLOBEBEERLTIEES
’ 2O
Upozornéni: EC LB 22 @EOPIIENRT ML EERBULEST, BERULBTNIERSH
(AW

e P¥i pouziti médu GMAC se pro dany kli¢ nesmi opakovat hodnota inicializaéniho vektoru. . UMACERET 282, F—ic oW THIELAS IO B L TS

Nejpozdéji po 232 hodnotach inicializacniho vektoru musi dojit k vyméné klice. A,
o Pfipouziti médu UMAC se pro dany kli¢ nesmi opakovat hodnota inicializacniho vektoru. o BIBBESNTVAWRD, FRIRTOFILITURLILDVWTY TREDEL
o U vsech vyse uvedenych algoritm{ musi byt délka tagu alespoii 96 bitt, pokud neni uvedeno SRy e bEelEEEi
jinak. LRASVEL | V= U PN
a) SHA-2 7\ 2 BA#
1. SHA-256
5 Algoritmy hasovacich funkci 2. SHA-384
a) HaSovaci funkce SHA-2 3. SHA-512
. SHA2
12. S:A-asi 4. SHA-512/256
3. SHA512 b) SHA-3 7\ 2 BA#L
4. SHA512/256 1. SHA3-256
b) Hasovaci funkce SHA-3 2. SHA3-384
1. SHA3-256 3. SHA3-512
% Stz 4, SHAKE128
4. SHAKET28 5. SHAKE256
5. SHAKE256 C) %o)mo)l\“jt/lﬁ&
c) Ostatni hasovaci funkce 1. Whll’lpool
1. Whirlpool 2. BLAKE2
2. BLAKE2 .
Upozornéni: Vechny schvélené hasovaci funkce musi mit délku vystupu alespori 256 bitd. ;Ig;%ﬁ s S 334 IR S o *7;-. 5L
Doporuéujeme v§ak preferovat délku vystupu alespoi 384 bitd. g(ﬁnt:\éhf:j-/\—ca)/ AV /—_I-F%ﬁgljk Hj ijé/ dst%256t ‘JI‘&L/ é['fhlj: YA A
¢ sranitehosta ) i =L HAREDLECER3BIE VR ET HTEEHRET S,
) S o o ) ETFHRBUSLUEFEE i
. Zzzrnhér?y schvélené hasovaci funkce s délkou vystupu 384 bitl nebo vétsi jsou kvantové tEl j] Eﬁ§384t‘ ‘ybu_to)ﬁ(gﬂéhf:j-,{—co)/ \“J°/1F£%l(i~ %?E‘I‘ﬁ*ﬁfﬂ‘”ﬁtéﬁ?éo
o Vsechny schvalené hadovaci funkce s délkou vystupu 256 bitd nebo men3i jsou kvantové tEl jj EfJ‘\ZSGt‘“‘J I‘ l&lT (Dﬁ(ﬁﬂéﬂf:?"*"co) / \“J:/—_I-F%ﬁﬁli N E%%I’g*&(:ﬂ L—Cﬂﬁss—éﬁéo
zranitelné.
[CZ] Minimdlni pozadavky na kryptografické algoritmyd ‘) $k ¥ H ZKE-:&E
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¢) Mady autentizovaného Sifrovani

1. CCM
2. EAX
3. OCB1 a OCB3, doporucujeme preferovat OCB3 pred OCB1
4. GCM s inicializa¢nim vektorem dlouhym 96 bitll a s tagem dlouhym 128 bit{i
5. ChaCha20 + Poly1305 se zatizenim klice mensim nez 256 GB
6. Slozena schémata typu ,Encrypt-then-MAC"
Upozornéni

e Schvélené mady Sifrovani musi pouzivat blokové Sifry uvedené v kapitole 2 pism. a).

¢ Slozena schémata typu ,Encrypt-then-MAC" musi k vypoctu MAC pouzivat pouze mody pro
ochranu integrity uvedené v kap. 2 pism. e) a k Sifrovani pouze mady Sifrovani uvedené
v kap. 2 pism. d), nebo v pfipadé Sifrovani disk( i médy uvedené v kap. 2 pism. f). Zaroveri
tato schémata nesmi pro Sifrovani a pro vypocCet MAC pouzivat stejny klic.

* Inicializacni vektor musi byt soucasti vstupu pro vypocet MAC.

e P¥i pouziti mdodu GCM se pro dany kli¢ nesmi opakovat hodnota inicializacniho vektoru.
Nejpozdéji po 232 hodnotach inicializaéniho vektoru musi dojit k vyméné klice.

[CZ] MinimdIni pozadavky na kryptografické algoritmyd Y) $k i

TR FARBSLETHOEREIIUATDHOEEY,

C) %nIE "I=3_I:E I\

1.
2.
3.

6.

CCM

EAX

OCB1& &£ U OCB3

OCB1&D OCB3 ZBELTHEAI DI L ZHET 2,

. GCM

MEAERY MLEISEY b ¥ 7 %1288y b &T %,

. ChaCha20 + Poly1305

A—#TWET 2T —5E% 256 GB K& T %o
TEncrypt-then-MAC, BLDOER AT

AEEE

[ S
ﬁ
EI

FREINEBET—R Tl AE ) lckEEichiz/Oyv /S %2EA
LARFNRIERS R0,

TEncrypt-then-MAC) BLOERARTIE. MACDETEICIEARE e) IT
EHIN-RLERERT-ROHEFERL, BSLICIEEE d) IT58
HINIEESIEE—ROAEFER LA ITNIERS TR,
TARAVBSLOBEF. FAEf) ICEHINWcE—REFERTZ &
HTES,

Ffo, BE{LEMACEHEICA—ORZHER LTRSS,
LR NILEMACETED AR ICE DR ITNIEBSTE,
GCMZEEBRT 38BE. E—RICDWLWTHERERY ML OEZBERL
TIFESRRL,

EED 22 EOWEMENYZ ML EFERUEAT, #EXBRUAET
nidzsimun,
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Symetrické algoritmy

Odporucanie pre symetrické algoritmy:
Pri pouZivani symetrickych algoritmov, ¢i uZ blokovych alebo prudovych, odporicame
pouzivat kli¢e s dfzkou minimalne 256 bitov, aby bola zabezpeena vysoka odolnost aj

v buducnosti voci kvantovym ttokom.

PouZitie 192 alebo 128 bitovych kft¢ov je mozné, avsak efektivna bezpeénost v takom pripade
klesa, najma pri potencidlnych kvantovych hrozbach.

Preferujeme blokové Sifry pred pridovymi, pretoZe poskytuju vyssiu odolnost proti roznym
typom utokov a umoziuju flexibilnejsie vyuZitie v roznych bezpecnostnych rezimoch.

Blokové Sifry

Odporugané dizky kltigov st aktudlne najvaciie podporované dizky pre dané algoritmy.
Advanced Encryption Standard (AES) [1] s dizkou kfG¢a 256 bitov

Camellia s dfzkou kftéa 256 bitov [2]

Twofish s dfzkou kfiga 256 bitov
Serpent s dizkou klti¢a 256 bitov

Prudové Sifry
Odporagané dizky kligov su aktudlne najvaciie podporované dizky pre dané algoritmy.

ChaCha20 [3] s dfzkou klti¢a 256 bitov a obmedzenim vyuZitia kii¢a na menej nez 256 GB dat
SNOW 3G [4] s dfzkou kli¢a 256 bitov

Dovod vyberu:

Groverov kvantovy algoritmus (Lov Grover -1996 ) umozZriuje hladanie kluc¢ov lubovolného
kryptografického systému hrubou silou, ktory je v3ak tieZ podstatne menej efektivny nez
Shorov algoritmus. Dosledkom je, Ze za bezpecné voci Groverovmu algoritmu povazujeme iba
tie blokové a pradové Sifry, ktoré maju kltce dlhé 256 bitov alebo viac.

[SK] Odporacania pre kryptografické algoritmyd V) R

HER7ILTIVAL

HER7IITIVALIZET HHERE

TAvIRBEFERIEAN) —LBESOVWTNTHINEMH T HERT7ILTIVXLEFERTD
BEICIE, FEOEFHREICHLTEEVMEEZHERT 51=6. DikEb256E v RDEE
AT HEEHRT S,

192E Wb EF128E VD BEFERTHLELARETH AN, TDHEE . FICFHENGETFE
BEBETHE ENMLELREEITIETT 5,

JOvIRES(X, SEISELREORE(CHLTIYELGMMHEERL, £-FSFotF2) T4
E—FIC a*at\fotUiim FRATESLIELD, AM)—LBELYELETAVIRBEEEEBET S,
JovIms

HEIIBRI. BEATEZILTDVILNGR—ITE2EROBETHS.

. Advanced Encryption Standard (AES) [1]: 256 v Mt

. Camellia [2]: 256w &

. Twofish:256Ew &

. Serpent: 256w i

AN)—LEEE

HEIIBREI. BEATEZILTDVILNGR—ITE2EROBETHS.

. ChaCha20 [3]:256E Y@, N D1 D DR THERAT 5T —2E%256 GBR i ZFIE

. SNOW 3G [4]:256E i

EEER

GroverMEF7ILOY) X L (JRXFREE: “Lov Grover -1996” ) # AL A & (FEDIEES L AT LI
®I B LETI-YIZKDBIERMNATREIZIE DAY, (L ShorD 7 ILTY X LELERBEKRIBIZHN
FHELY,

ZTOHRE,. KETIE. BREMN256EY MU ETHATOAVIBEE LURN) —LBESDHE.
GroverM 7 JILTYXLIZHL TR ETHAEHET .
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Algoritmy digitalneho odtlacku (hash funkcie)
SHA-2

SHA-384 [12]
SHA-512 [12]

SHA-3

SHA3-384 [13]
SHA3-512 [13]
SHAKE256 [13]

Ostatné

BLAKE2 [14] (s vystupom = 384 bitov)

Odporucanie:

Vsetky schvélené algoritmy digitdlneho odtlaéku funkcie by mali mat vystup aspori 256 bitov,
ale pre kvantovu odolnost odporié¢ame dizku minimalne 384 bitov.

Funkcie s vystupom 384 bitov a viac si povaZzované za kvantovo odolné, zatial ¢o tie s 256
bitmi alebo menej st kvantovo zranitelné.

Dovod vyberu:

BHT-algoritmus (Brassard, Hgyer a Tapp - 1997) vychadzajlci z Groverovho algoritmu znizuje
naro¢nost hladania kolizii hasovacich funkcii v porovnani s klasickymi algoritmami hladajicimi
kolizie na baze narodeninového paradoxu. Za bezpecné vocCi Gtoku zmienenym kvantovym
algoritmom dnes povaZujeme iba tie hasovacie funkcie, ktorych vystupy su dlhé aspori 384
bitov.

Ostatné algoritmy digitdlneho odtlac¢ku, napriklad SHA-256 alebo SHA3-256, st pri kvantovych
utokoch menej bezpecné a preto sa neodporucaju pre kritické aplikacie. Staci nahradit
hagovacie funkcie s dizkou vystupu 256 bitov hadovacimi funkciami s dizkou vystupu 384 bitov.

[SK] Odporacania pre kryptografické algoritmyd V) R

PACIZ: | -

SHA-2

SHA-384 [12]

SHA-512 [12]

SHA-3

SHA3-384 [13]

SHA3-512 [13]

SHAKE256 [13]

xaqolil

BLAKE2 [14] (B 1 & 384E LI E)
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EEEH
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| 8.1 SHAKE

We recommend SHAKE128, as specified in NIST FIPS 202: SHA-3 Standard: Permutation Based Hash and Extendable-Output
Functions, for use in the following:

O ML-KEM (section 5.4 Module-Lattice-Based Key-Encapsulation Mechanism)

O The digital signature schemes

® RSA (section 6.1 Rivest-Shamir-Adelman)
e ECDSA (section 6.3 Elliptic Curve Digital Signature Algorithm)
e ML-DSA (section 6.5 Module-Lattice-Based Digital Signature Algorithm)

© KECCAK Message Authentication Code (KMAC) (section 9.4 KECCAK Message Authentication Code)

We recommend SHAKE256, as specified in NIST FIPS 202: SHA-3 Standard: Permutation Based Hash and Extendable-Output
Functions, for use in the following:

©O ML-KEM (section 5.4 Module-Lattice-Based Key-Encapsulation Mechanism)

O The digital signature schemes

® RSA (section 6.1 Rivest-Shamir-Adelman)
o ECDSA (section 6.3 Elliptic Curve Digital Signature Algorithm)

* EdDSA (section 6.4 Edwards Curve Digital Signature Algorithm) with curve Edwards448

e ML-DSA (section 6.5 Module-Lattice-Based Digital Signature Algorithm)
e SLH-DSA (section 6.6 Stateless Hash-Based Digital Signature Algorithm)
o Stateful hash-based digital signature schemes (section 6.7 Stateful hash-based signature schemes)

O KMAC (section 9.4 KECCAK Message Authentication Code)
[CA] 479 Cyber Centre, ITSP.40.1 1 1, Version 5& Y $&¥:
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https://www.nsa.gov/Portals/75/documents/CSfC%20CP%20Updates%202026/%28U%29%20Symmetric%20Key%20Management%20Annex%203.0.0.pdf
https://nvlpubs.nist.gov/nistpubs/ir/2024/NIST.IR.8547.ipd.pdf
https://nvlpubs.nist.gov/nistpubs/ir/2024/NIST.IR.8547.ipd.pdf
https://nvlpubs.nist.gov/nistpubs/ir/2024/NIST.IR.8547.ipd.pdf
https://csrc.nist.gov/Projects/Post-Quantum-Cryptography/faqs
https://csrc.nist.gov/Projects/Post-Quantum-Cryptography/faqs
https://csrc.nist.gov/Projects/Post-Quantum-Cryptography/faqs
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38a.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38a.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38a.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38a.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38a.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38a.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38a.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38a.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38a.pdf
https://csrc.nist.gov/projects/message-authentication-codes
https://csrc.nist.gov/pubs/sp/800/185/final
https://csrc.nist.gov/pubs/sp/800/185/final
https://csrc.nist.gov/pubs/sp/800/185/final
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-38B.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-38B.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-38B.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38c.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38c.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38c.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38d.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38d.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38d.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38d.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38d.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38e.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38e.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38e.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38e.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38e.pdf
https://csrc.nist.gov/pubs/sp/800/38/e/r1/ipd

S5 XEA(RELST)

[CA] #7+% Cyber Centre, ITSP.40.1 | |, Version 5 May 2026 www.cyber.gc.ca (E#})

[FR] 75> 2R ANSSI, Follow-up position paper on post-quantum cryptography Dec 2023 messervices.cyber.gouv.fr (&#}) +7'0 2L 3#1TEH Feb 2026

[DE] F4*Y BSI, BSI TR-02102-1, Cryptographic Mechanisms: Recommendations and Key Lengths Jan 2026 www.bsi.bund.de C&E#})

[NL] #5>%" AIVD/CWI/TNO, The PQC Migration Handbook Dec 2024 english.aivd.nl (E#})

[ES] AR4> CCN, CCN-TEC 009, Recomendaciones para una transicién postcudntica segura July 2026 www.ccn.cni.es (E#})

[CZ] F=2a NUKIB, Minimdlni poZzadavky na kryptografické algoritmy, v4. |, 2026-03-04 portal.nukib.gov.cz (E#)

[SK] 2B/3%7 NBU, Odporucania pre kryptografické algoritmy, v1.0 2025-10-08 www.nbu.gov.sk (E#})

[FI] 74>~ F Traficom, Kryptografiset vahvuusvaatimukset — kansalliset turvallisuusluokat, 2024-12-09 kyberturvallisuuskeskus.fi (E#})

[NO] //Lr7z— NSM, NSM Cryptographic Recommendations Mar 2025 nsm.no (E#})

[UK] #[E NCSC, Next steps (PQC) Aug 2024 www.ncsc.gov.uk (B#) +#1T B2 Mar 2025

[MY] =L —¥7 CyberSecurity Malaysia, MySEAL 2.1 Approved Cryptographic Algorithms mykripto.cybersecurity.my (E#}) +2026-2030z1 &

[AU] #—X }3')7 ASD, Information Security Manual, Guidelines for cryptography Sep 2026 www.cyber.gov.au CE#})

[NZ] =2—¥Y—5>F GCSB/NCSC, New Zealand Information Security Manual Nov 2025 nzism.gcsb.govt.nz (E#})



https://www.cyber.gc.ca/en/guidance/cryptographic-algorithms-unclassified-protected-protected-b-information-itsp40111
https://www.cyber.gc.ca/en/guidance/cryptographic-algorithms-unclassified-protected-protected-b-information-itsp40111
https://messervices.cyber.gouv.fr/guides/en-follow-position-paper-post-quantum-cryptography
https://messervices.cyber.gouv.fr/guides/en-follow-position-paper-post-quantum-cryptography
https://cyber.gouv.fr/enjeux-technologiques/cryptographie-post-quantique/
https://cyber.gouv.fr/enjeux-technologiques/cryptographie-post-quantique/
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TG02102/BSI-TR-02102-1.htm
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TG02102/BSI-TR-02102-1.htm
https://english.aivd.nl/documents/2024/12/3/the-pqc-migration-handbook
https://english.aivd.nl/documents/2024/12/3/the-pqc-migration-handbook
https://www.ccn.cni.es/index.php/es/docman/documentos-publicos/boletines-pytec/495-ccn-tec-009-recomendaciones-transicion-postcuantica-segura/file
https://www.ccn.cni.es/index.php/es/docman/documentos-publicos/boletines-pytec/495-ccn-tec-009-recomendaciones-transicion-postcuantica-segura/file
https://portal.nukib.gov.cz/storage/uploads/2026/03/04/doporuceni-kryptograficka-bezpecnost-v4-1_uid_69a8216e3deb1.pdf
https://portal.nukib.gov.cz/storage/uploads/2026/03/04/doporuceni-kryptograficka-bezpecnost-v4-1_uid_69a8216e3deb1.pdf
https://www.nbu.gov.sk/data/att/3483.pdf
https://www.nbu.gov.sk/data/att/3483.pdf
https://kyberturvallisuuskeskus.fi/sites/default/files/media/file/Kryptografiset_vahvuusvaatimukset_-_kansalliset_turvallisuusluokat_1.pdf
https://kyberturvallisuuskeskus.fi/sites/default/files/media/file/Kryptografiset_vahvuusvaatimukset_-_kansalliset_turvallisuusluokat_1.pdf
https://nsm.no/getfile.php/1314334-1742808614/NSM/Filer/Dokumenter/Veiledere/NSM%20Cryptographic%20Recommendations%202025.pdf
https://nsm.no/getfile.php/1314334-1742808614/NSM/Filer/Dokumenter/Veiledere/NSM%20Cryptographic%20Recommendations%202025.pdf
https://www.ncsc.gov.uk/paper/next-steps-in-preparing-for-post-quantum-cryptography
https://www.ncsc.gov.uk/paper/next-steps-in-preparing-for-post-quantum-cryptography
https://www.ncsc.gov.uk/guidance/pqc-migration-timelines
https://www.ncsc.gov.uk/guidance/pqc-migration-timelines
https://mykripto.cybersecurity.my/index.php/services/myseal/myseal-category/aksa-myseal/aksa-myseal-approved
https://mykripto.cybersecurity.my/index.php/services/myseal/myseal-category/aksa-myseal/aksa-myseal-approved
https://www.nacsa.gov.my/pelan-tindakan-mykriptografi.php
https://www.nacsa.gov.my/pelan-tindakan-mykriptografi.php
https://www.nacsa.gov.my/pelan-tindakan-mykriptografi.php
https://www.nacsa.gov.my/pelan-tindakan-mykriptografi.php
https://www.nacsa.gov.my/pelan-tindakan-mykriptografi.php
https://www.cyber.gov.au/business-government/asds-cyber-security-frameworks/ism/cyber-security-guidelines/guidelines-for-cryptography
https://www.cyber.gov.au/business-government/asds-cyber-security-frameworks/ism/cyber-security-guidelines/guidelines-for-cryptography
https://nzism.gcsb.govt.nz/ism-document/pdf
https://nzism.gcsb.govt.nz/ism-document/pdf

Category 1-20ESEF0DHURN F

(881-2

SRR (D

ADNANE
ZHn

eam S BRhR)

11 4




BERAY MO EFIVF(HFIVDE TS IE 2

> EF2UFHFIVE. BSEMOTFIVTKEZFIREIBIETSI LTSE LD, BSHIMZEIRTS
ETEEERERCTHD., K2 (CECFHIDLLLN ZOESHPERICOVTEBIETARERIBLD,

) . . R
v [EFIVFAHFIVIORHSECOVT, SIS EFIUT s (T MLKEM-768 (Category 3)
HFIVEOILREEZENBAREL 23485, EFIUTAHFIVUEBIDF BB |ML-KEM |y _KEM-1024 (Cateqory 5)

EIBELEIC BESRIC LT ZRM TRV TIREMRZIAME | wamzs |Acs ﬁgg:égé Eggi:ggz g%

[CEEHWI SENB=. . _ . SHA-384 (Category 4)
MBS (G [ ML-KEM-768 [ REan3h. —MROTHEE (LT, cny I SHAZ  1ohA-512

[ML-KEM-768 (Category 3)I(BIUEDTHADNMHIMINEZ TERVEEZ D, N\ 1BEK SHAS SHA3-384 (Category 4)

(I Category 3IFDOML-KEM-768MFIET DLICRZID128. ) SHA3-512

O g 10— =
v BIBCOV TR, ML-KEMTEIML-KEM-76815 1532wk ———

DEMELTAVSNTNS —F5. AESPSHATREIRROMENR | Tee |- = =
WANTHST . BERMICLOTHEBOEDNANERD. | |mes | MLkeM MIL-KEM-768_[Category 3
CORD. [RHIETNSA—LYMENW T, MEEFEHT MLKEN 1024 | Cateqory 5
ST 1ELTREB T ENEY. FOBIRIES AES AES-256 Category 5

—_— _ ", o _ SHA-384 Category 4

‘/737':' U@E%(LDL\TH\ *NISTD\2016¢12H(L./LA\§ElJE WS 1Rk SHA2 SHA-512 (&)

PQCIEEL ABEDIR(CRUILERIREN-ZEL BESEAMTOE s = lshas SHA3-384 . [Catedory 4
POOEREIE, THIMENSRISMANSoTSS FEts | e LD
1N ONBE [~ B 22 N =M =L azs (1} ) TFIYFPAT ISR EHT B 1V74hT
ﬁ‘t\::: EI’J(uE}JzRéL/_((_j:.;‘D\ iﬁg?a)l;a??:%?ﬁig( °Z S NIST®“Submission Requirements and Evaluation Criteria for
- Category 1,3,5 Oy JHESICX BERICLBIFHTEEARZ. the Post-Quantum Cryptography Standardization Process”(C

%ateggry 2,43\ 1B T DB ERRCMEBRFTEERZEELLU TERS WO RDELSC. TEIFAHTIULOA(CIREOSHED  (LE LR

W, CRIEEM LOStEERENNE(LMNETHILZRKTD.

« Fz. X (ECategory 1T, 128EYNMEDTOVIEES (I T 3MIERICHER -Category 1 128EwMNEZR DI OV/IE ST 3 2HEERER

STEEREEARLLTHD. HZIOVIBESOBILLUTAES-128BR52EN TS, -Category 2 256E b/ WS 1BIERICHT I DEZEERIR

-Category 3 192EyNEZ$FDOIOVIEES (A3 2HHER
-Category 4  384Evhd/\v> 1R8I I @R
-Category 5 256Ey NEZ$FDIOVIIES (A3 2HHER



(&%) t+1UF74HhFIVDEE (CKEINIST 20165)

NIST (2016.12) “Submission Requirements and Evaluation Criteria for the Post-Quantum

Cryptography Standardization Process”

https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/documents/call-for-proposals-final-dec-2016.pdf

4.A.5 Security Strength Categories (3k#%)

NIST will base its classification on the range of security strengths offered by
the existing NIST standards in symmetric cryptography, which NIST expects to
offer significant resistance to quantum cryptanalysis. In particular, NIST will
define a separate category for each of the following security requirements
(listed in order of increasing strength):

1) Any attack that breaks the relevant security definition must require
computational resources comparable to or greater than those required for
key search on a block cipher with a 128-bit key (e.g. AES128)

2) Any attack that breaks the relevant security definition must require
computational resources comparable to or greater than those required for
collision search on a 256-bit hash function (e.g. SHA256/ SHA3-256)

3) Any attack that breaks the relevant security definition must require
computational resources comparable to or greater than those required for
key search on a block cipher with a 192-bit key (e.g. AES192)

4) Any attack that breaks the relevant security definition must require
computational resources comparable to or greater than those required for
collision search on a 384-bit hash function (e.g. SHA384/ SHA3-384)

5) Any attack that breaks the relevant security definition must require
computational resources comparable to or greater than those required for
key search on a block cipher with a 256-bit key (e.g. AES 256)
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4.6.1. Cryptographic Algorithm Security Strengths (3&k#%)

Cryptographic algorithms can provide different security strengths, depending on the
algorithm and key size used (whenever keys are required by the algorithm). In
previous versions of this document, the estimated (classical) security strength (s)
that an algorithm or system could provide is defined in terms of the amount of work
(i.e., the number of operations) that is required to break the algorithm or system
(i.e., the amount of work to break the algorithm requires 25 operations of some kind,
where s = 112, 128, 192, or 256 bits). However, cryptanalytic advances (e.g., in
factoring algorithms, general discrete-logarithm attacks, and elliptic-curve discrete-
logarithm attacks) and the potential advent of quantum computing have brought into
question the use of a single number to represent the security afforded by designating
the same security strength for different algorithm types. In 2016, a NIST call for the
submission of post-quantum algorithms categorized security strength in terms of the
computational resources needed by an attacker to break a block cipher algorithm or
hash function, essentially considering both classical and quantum computers. Listed
in order of increasing strength, these security categories are:

1. Secure against an attacker that is presumed to lack the resources needed for
a key search of a block cipher algorithm with a 128-bit key (e.g., AES-128).

2. Secure against an attacker that is presumed to lack the resources needed for
a collision search on a 256-bit hash function (e.g., SHA-256, SHA3-256).

3. Secure against an attacker that is presumed to lack the resources needed for
a key search of a block cipher algorithm with a 192-bit key (e.g., AES-192).

4. Secure against an attacker that is presumed to lack the resources needed for
a collision search on a 384-bit hash function (e.g., SHA-384, SHA3-384).

5. Secure against an attacker that is presumed to lack the resources needed for
a key search of a block cipher algorithm with a 256-bit key (e.g., AES-256).

Table 2. Security strength categories for post-quantum algorithms

CSaetceugrétry; Minimum Attack Cost Example
1 Same as key search on a block cipher with a 128-bit key AES-128
2 Same as collision search on a 256-bit hash function SHA-256
3 Same as key search on a block cipher with a 192-bit key AES-192
4 Same as collision search on a 384-bit hash function SHA3-384
5 Same as key search on a block cipher with a 256-bit key AES-256
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Appendix E. Glossary (3&#%)

security categories

The evaluation criteria for the security strength of an algorithm in terms of the
computational resources needed to break block cipher algorithms or hash
functions.

security strength

A number associated with the amount of work (i.e., the number of operations)
that is required to break a cryptographic algorithm or system. In this
recommendation, the security strength is specified in bits and is a specific value
from the set {112, 128, 192, 2567}. Also called “bits of security.”
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https://csrc.nist.gov/pubs/sp/800/57/pt1/r6/ipd

(2%E) H7JVURERH : FIPS 203:204:205

FIPS203 “Module-Lattice-Based Key-Encapsulation Mechanism Standard”

https://nvipubs.nist.gov/nistpubs/fips/nist.fips.203.pdf

8. Parameter Sets (k%)

Concretely, ML-KEM-512 is claimed to be in security category 1,
ML-KEM-768 is claimed to be in security category 3,

and ML-KEM-1024 is claimed to be in security category 5.

FIPS204 “Module-Lattice-Based Digital Signature Standard”
https://nvipubs.nist.gov/nistpubs/fips/nist.fips.204.pdf

4. Parameter Sets (3}

Concretely, the parameter set ML-DSA-44 is
claimed to be in security strength category 2,
ML-DSA-65 is claimed to be in category 3,
and ML-DSA-87 is claimed to be in category 5.

FIPS205 “Stateless Hash-Based Digital Signature Standard”
https://nvipubs.nist.gov/nistpubs/fips/nist.fips.205.pdf

11. Parameter Sets (%#:)

Concretely, the parameter sets with n = 16 are
claimed to be in security category 1,

the parameter sets with n = 24 are

claimed to be in security category 3,

and the parameter sets with n = 32 are
claimed to be in security category 5.

Table 2. Approved parameter sets for ML-KEM

n q k m # d, d, required RBG strength (bits)
ML-KEM-512 256 3329 2 10 4 128
ML-KEM-768 256 3329 3 10 4 192
ML-KEM-1024 256 3329 4 11 5 256

Table 1. ML-DSA parameter sets

Parameters
(see Sections 6.1 and 6.2 of this document)

Values assigned by each parameter set
ML-DSA-44 | ML-DSA-65 | ML-DSA-87

q - modulus [see §6.1] 8380417 8380417 8380417
¢ -ab12th root of unity in Z; [see §7.5] 1753 1753 1753
d - # of dropped bits from t [see §6.1] 13 13 13
7-# of +1’s in polynomial ¢ [see §6.2] 39 49 60
A - collision strength of ¢ [see §6.2] 128 192 256
71 - coefficient range of y [see §6.2] 217 219 21°
~, - low-order rounding range [see §6.2] | (q—1)/88 | (¢—1)/32 | (¢—1)/32
(k, ) - dimensions of A [see §6.1] (4,4) (8,5) (8,7)
7) - private key range [see §6.1] 2 4 2
8=r1-1[see §6.2) 78 196 120
w - max # of 1's in the hint h [see §6.2] 30 55 75
Challenge entropy log, (_2“:6) + 7 [see §6.2] 192 225 257
Repetitions (see explanation below) 4.25 5.1 3.85
Claimed security strength Category 2 | Category 3 | Category 5
Table 2. SLH-DSA parameter sets
security  pk sig
n h d Kk a k lg, m category bytes bytes
SLH-DSA-SHA2-128s
SLH-DSA-SHAKE-128s 16 63 7 9 12 14 4 30 1 32 7 856
SLH-DSA-SHA2-128f
SLH-DSA-SHAKE-128f 16 66 22 3 6 33 4 34 1 32 17088
SLH-DSA-SHA2-192s
SLH-DSA-SHAKE-192s 24 63 7 9 14 17 4 39 3 48 16224
SLH-DSA-SHA2-192f
SLH-DSA-SHAKE-192f 24 66 22 3 g8 33 4 42 3 48 35664
SLH-DSA-SHA2-256s
SLH-DSA-SHAKE-2565 32 64 8 8 14 22 4 47 5 64 29792
SLH-DSA-SHA2-256f 32 68 17 4 9 35 4 49 5 64 49856

SLH-DSA-SHAKE-256f
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PSS Rt RAY I3 A4 A=AV 7
(BSI) (ANSSI) (AIVD) (ACSC)
ML-KEM-512 (Category 1)

ML-KEM |ML-KEM-768 (Category 3) Recommended préférence Acceptable approved”
ML-KEM-1024 (Category 5) Recommended préférence Recommended approved
ML-DSA-44 (Category 2)

ML-DSA |ML-DSA-65 (Category 3) Recommended préférence Acceptable approved”
ML-DSA-87 (Category 5) Recommended préférence Recommended approved
%gisl,)/?]AE([ZSa??gzo/rSyHlA)KE]- Acceptable 8 | SLH-DSA®#HAL

SLH-DSA %gfg?ﬁg‘:&zgngKE]_ Recommended Recommended | SLH-DSADZ#EHLL
%EEE/%A E[Csa:'ﬁgzo/ rSyHSA)KE]_ Recommended Recommended SLH-DSAMDSEE AL
AES-128 (Category 1) Recommended Acceptable approved”

AES AES-192 (Category 3) Recommended approved”
AES-256 (Category 5) Recommended encourage Recommended approved
SHA-256 (Category 2) Recommended Recommended approved”
SHA2 SHA-512/256 (Category 2) Recommended
SHA-384 (Category 4) Recommended encourage Recommended approved
SHA-512 (Category 4) Recommended encourage Recommended approved
SHA3-256 (Category 2) Recommended Recommended PQCAIBMERDHE]
SHAKE128 (Category 2) Acceptable PQCHEMEA D A]
SHA3 SHA3-384 (Category 4) Recommended encourage Recommended
SHA3-512 (Category 4) Recommended encourage Recommended PQCHIEMEA D A]
SHAKE256 (Category 4) encourage Recommended PQCAEBEADHB]

£& MY (BSI)

: “Technical Guideline TR-02102-1 Cryptographic Mechanisms: Recommendations and Key Lengths”

* 20304FLABF (3 FFHERE

J5>2Z (ANSSI) : “Avis de I'ANSSI sur la migration vers la cryptographie post-quantique” (PQCE{T(CBET2ANSSIN R £7)
A5>4 (AIVD) : “The PQC Migration Handbook”
A—=ZK3U7 (ACSC) : “Guidelines for cryptography”
() SLH-DSAICDWT. J\w2 180T EMOHABLT ZARTFHRA R THIEZIBHIC, TF1)71LANIL1D/INSX-51y b Acceptablet LTV (Section 4.2.1, Table 4.2) .

X%[E (NCSC) : “Next steps in preparing for post-quantum cryptography” Tl&. ML-KEMAEUML-DSAICDWT, £N\5X-Fty M —iRFRET
SFARIRELLTVS— 75, SXOFBRTIEML-KEM-768RUML-DSA-65%H#E1E,

MKE (NSA) : “Commercial National Security Algorithm Suite 2.0" T3, ERZ2RES AT AMIFIC, ML-KEM-1024X%UML-DSA-87% 1.
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R4Y REEF1VFT1FF (BSI)
“Technical Guideline TR-02102-1 Cryptographic Mechanisms:

Recommendations and Key Lengths” (2026.1)
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/ TGO
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IS5 BEFRBESATALFIVT(FF (ANSSI) [AFERODTIRER]
“Avis de I'ANSSI sur la migration vers la cryptographie post-
quantique” (PQCHB{TICBATSANSSINDRAR) (2023.12)

https://messervices.cyber.gouv.fr/guides/avis-de-lanssi-sur-la-migration-vers-la-

2102/BSI-TR-02102-1.html

2.4.3. ML-KEM Key Agreement (1k#%}) X [103](&FIPS203
ML-KEM with the parameter sets corresponding to NIST Security
Strength Categories 3 and 5 (see Table 2.7) from [110] is
considered cryptographically suitable for the long-term protection
of confidential information at the security level targeted in this
Technical Guideline.

e ML-KEM-768, see [103],
e ML-KEM-1024, see [103].
Table 2.7: Recommended parameters for ML-KEM.

A=ANSU7 BAN-tF+21UF71t>5— (ACSC)
“Guidelines for cryptography” (2026.9853)

https://www.cyber.gov.au/business-government/asds-cyber-security-
frameworks/ism/cyber-security-guidelines/guidelines-for-cryptography

Using the Module-Lattice-Based Key Encapsulation
Mechanism (3k#})

The use of ML-KEM-768 and ML-KEM-1024 are approved.

For interoperability and maintainability reasons, ML-KEM-768 will
not be approved beyond 2030.

1FUR BERYAN-tF1U71E>9— (NCSC)
“Next steps in preparing for post-quantum cryptography” (2024.8)

https://www.ncsc.gov.uk/whitepaper/next-steps-preparing-for-post-quantum-cryptography

Key takeaways from this guidance (3k#%)

ML-KEM (Kyber) and ML-DSA (Dilithium) are algorithms standardised
by NIST that are suitable for general purpose use. All proposed
parameter sets provide an acceptable level of security for personal,
enterprise and OFFICIAL-tier government information. The NCSC
recommends ML-KEM-768 and ML-DSA-65 as providing appropriate
levels of security and efficiency for most use cases.

cryptographie-post-quantique-0

CRYSTALS-Kyber, aussi appelé ML-KEM (3&#%-{%:R)
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“The PQC Migration Handbook” (2024.12)
https://english.aivd.nl/documents/2024/12/3/the-pgc-migration-handbook

4.2) Recommended Cryptographic Primitives (1k#%)

Primitive Recommended Acceptable

ML-KEM? ML-KEM-1024 ML-KEM-768"

ML-DSAS ML-DSA-87 ML-DSA-657

SLH-DSA SLH-DSA-(SHA2/SHAKE)-256(s/f) SLH-DSA-(SHA2/SHAKE)-128(s/f)
SLH-DSA-(SHA2/SHAKE)-192(s/f)

AES AES-256 AES-128

SHA-3 SHA-3-256 SHA-3-224 (c)SHAKE128
SHA-3-384
SHA-3-512
(c)SHAKE256

SHA-2 SHA-256 SHA-224
SHA-384
SHA-512

" Recommended to be deployed in a hybrid combination with ECDH. ? Recommended to be deployed in a hybrid combination with either ECDSA
or EdDSA. * BSI, ANSSI, NLNCSA recommend the use of NIST level 5 or § parameter sets. NSA CNSA 2.0 requires level 5.

Table 4.2 | Recommended parameter instantiations of the cryptographic primitives.

mea . ANSSIELU T O#EER
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3.6.1 Randomness Generation

Algorithm 1, implementing key generation for ML-
DSA, uses an RBG to generate the 256-bit random
seed ¢. The seed ¢ shall be a fresh (i.e., not
previously used) random value generated using an
approved RBG, as prescribed in SP 800-90A, SP
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shall have a security strength of at least 192 bits for
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SMI Security for PKIX Algorithms

Decimal [£] Description = Reference [
i id-zlg-des40 [Resenied and Obsolets]
2 id-alg-noSignature [RFC-isti-lamps-rfc5272hi=-11]
3 id-alg-dh-sig-hmac-shal RFC287H
4 id-zlg-dhPap-shal RFC2875
5 id-alg-dhPop-sha224 RFCE858
g id-alg-dhFop-shaz5G RFCE855]
7 id-alg-dhPop-shalid RFCE455)
4 id-alg-dhPop-shab12 RFCE855]
15 id-alg-dhPop-static-shaZ24-hmac-sha224 RFCE855
18 id-alg-dhPop-static-sha255-hmac-sha 258 RFCE855)
17 id-zlg-dhFPop-static-sha3f4-hmac-sha 384 RECE855
13 id-alg-dhPop-static-shab12-hmac-shab12 RFCE455)
25 id-zlg-ecdhPep-static-sha224-hmac-sha2 24 RFC3355
268 id-alg-ecdhPop-static-sha258-hmac-sha2 55 RFECE855
27 id-alg-ecdhPogp-static-sha3d4-hmac-shadgd RFCE855)
28 id-alg-ecdhPogp-static-shad12-hmac-shas12 RECE855
24 id-zlg-ecesi-with-sha2 58 [drafi-wang-tls-rav-public-key-with-ibe-02)
30 id-RSAS5A-PE5-SHAKE12E RFEC2383]
3 id-RSAS5A-P35-SHAKEZSG RFCEG8Z]
32 id-ecdsa-with-shakei28 RFCE5E2]
33 id-ecdsa-with-shaks256 RECA3EZ
34 id-glg-=mss-hashsig RECE202
35 id-alg-=mssmi-hashsig RFCS802]
38 id-alg-unsigned RECE825
av id-MLDSA44-REAZ043-PES-5HAZEE [RFC-etf-lamps-po-composite-sigs-19]
33 id-MLDSA44-REAZ048- PR CE15-8HA25E [REC-=tf-lamps-po-compesie-sins-149
ki) id-MLDSA44-Ed25518-5HAS12 [RFC-ietf-lamps-po-composite-sins-19
40 id-MLDSA44-ECOBA-P253-3HAZSE RFC-etf-lamps-pg-composite-sigs-19]
41 id-MLDSAF5-REAI0T2-PSS5-3HAS12 [EFC-istf-lamps-pg-composite-sigs-14]
42 id-MLDSAGE-REAI0T2-PKCE15-5HAS12 [REC-etf-lamps-pg-composite-sigs-19
43 id-MLDSA35-REA4085-F55-3HAG512 [RFC-ietf-lamps-pg-composite-sigs-14]
44 id-MLDSA35-REA4086-FKCE15-5HAS1Z [RFC-ietf-lamps-po-composite-sigs-14]
45 id-MLDSAGE-ECDEA-P253-5HAE12 [RFC-istf-lamps-pg-composite-sigs-14]
45 id-MLDSA35-ECDEA-P384-5HAR12 [REC-etf-lamps-po-compesite-sins-149
47 id-MLDS AGS-ECDEA-branpoolP256r1-5HAS1 2 |RFC-etf-lamps-po-composite-sigs-19
48 id-MLDSAG5-Ed25518-5HAS12 RFC-etf-lamps-pg-composite-sigs-19]
49 id-MLDSAST-ECDEA-P3I84-3HAR12 RFC-istf-lamps-pg-composite-sigs-14]
50 id-MLDSART-ECDEA-brainpoolP384r1-5HAS12 [RFC-etf-lamps-pg-composite-sigs-19
51 id-MLDSART-Ed448-5HAKEZSE [RFC-ietf-lamps-pg-composite-sigs-14]
52 id-MLDSAST-REAZ0TI-PES-3HAS1Z |RFC-ietf-lamps-pg-composite-sigs-19]
53 id-MLDSAST-R3A4080-P55-3HAS1Z RFC-etf-lamps-pg-composite-sigs-19]
54 id-MLDSART-ECDSA-PE21-5HAS12 [REC-etf-lamps-po-composite-sins-19
55 id-MLKEMTEE-REA2048-5HAZ-258 drafi-ietf-lsmps-pg-composite-kem- 10
58 id-MLKEMTEE-REA30T2-5HAZ-258 drafi-ieti-lamps-pq-compasite-kem- 10
57 id-MLKEMTEE-REA4095-5HAZ-253 draft-ietf-lsmps-pa-composite-kem- 10
58 id-MLKEMTEE-%25518-5HA3-255 draft-ietf-lsmps-pg-composite-kem- 10
54 id-MLKEMTEE-ECOH-P256-5HA3-2585 drafi-ietf-lames-pa-composite-kem-10]
80 id-MLKEMTEE-ECDH-P384-5HA3-258 draft-iet-lamps-pg-composite-kem- 10
g1 id-MLKEMTEE-ECDH-brainpoclP256r1-5HAZ-256  [drafi-ietf-lamps-pg-composite-kem-10
g2 id-MLKEM1024-R5AIIT2-5HAS-255 drafi-ietf-lsmps-pg-composite-kem- 10
83 id-MLHKEM1024-ECDH-P384-5HA3-255 drafi-iet-lames-pa-composite-kem-10]
g4 id-MLKEM1024-ECDH-brainpoclP334r1-5HA2-256  [drafi-ietf-lamps-pq-composite-kem-10
865 id-MLKEM1024- X 448-5HA3-258 drafi-istf-lsmps-pg-composite-kem-10
i} id-MLKEM1024-ECDH-P521-3HA3-255 drafi-ietf-lamps-pg-composite-kem- 10
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7.7.2 Parameter sets

HKDFwSHA256_P256_ML-KEM-512,
HKDFwSHA256_ X25519 ML-KEM-512,
HKDFwSHA256_BP-P256_ML-KEM-512,
HMACwSHA256_P256_ML-KEM-512,
HMACwWSHA256_ X25519 _ML-KEM-512,
HMACwSHA256_BP-P256_ML-KEM-512,
KMAC128_P256_ML-KEM-512,
KMAC128_X25519 _ML-KEM-512,
KMAC128_ BP-P256_ML-KEM-512,
HKDFwSHA256_P256_ML-KEM-768,
HKDFwSHA256_ X25519 _ML-KEM-768,
HKDFwSHA256_ BP-P256_ML-KEM-768,
HMACwSHA256_P256_ML-KEM-768,
HMACwWSHA256_ X25519_ML-KEM-768,
HMACwSHA256_ BP-P256_ML-KEM-768,
KMAC128_P256_ML-KEM-768,
KMAC128_ X25519_ML-KEM-768,
KMAC128_ BP-P256_ML-KEM-768,
HKDFwSHA384_P384_ML-KEM-768,
HKDFwSHA384_ X448_ML-KEM-768,
HKDFwSHA384_ BP-P384_ML-KEM-768,
HMACwWSHA384_P384_ML-KEM-768,
HMACwWSHA384_ X448 _ML-KEM-768,
HMACwSHA384_ BP-P384_ML-KEM-768,
KMAC256_P384_ML-KEM-768,
KMAC256_ X448_ML-KEM-768,
KMAC256_ BP-P384_ML-KEM-768,
HKDFwSHA384_P384_ML-KEM-1024,
HKDFwSHA384_ X448 _ML-KEM-1024,
HKDFwSHA384_ BP-P384_ML-KEM-1024,
HMACwSHA384_P384_ML-KEM-1024,
HMACwWSHA384_ X448_ML-KEM-1024,
HMACwSHA384_ BP-P384_ML-KEM-1024,
KMAC256_P384_ML-KEM-1024,
KMAC256_ X448_ML-KEM-1024,
KMAC256_ BP-P384_ML-KEM-1024.
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