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* NTRU Algorithm Specifications and Supporting Documentation, NIST PQC submission
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Oracle Model,” EUROCRYPT 2018.
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SUPERCOP 2025-04-15 / Intel Core i3-1215U Golden Cove
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e e Speed (CPU cycles) /\FEJ;Z; (byte:sz)m;lZ

> (192-bit) SR, E24L ws | TTST | 52%

NTRU hps4096821 275,518 26,304 52,831 1,230 1,230
ML-KEM 768 30,676 39,284 31,981 1,184 1,088
HQC 192 (Round 4) 164,738 399,923 650,421 4,522 9,042
Classic McEliece 460896f 77,375,495 60,233 247,309 524,160 156
FrodoKEM 976-AES 1,821,584 | 2,306,027 | 2,265,530 15,632 15,792

© NTT, Inc. 2026
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- Category 1 (128-bit)ICHBULTH. NTRUIIKyber(ML-KEM)EBREHRFHNDH D

AR

SUPERCOP 2025-04-15 / Intel Core i3-1215U Golden Cove

S Speed (CPU cycles) - Size (byte;?:
Kl (128-bit) | $eER 851t gs | BPEYEEX
hps2048667 202,578 22,458 38,492 930 930
NTRU hrss701 196,581 17,287 39,684 1,138 1,138
Kyber 512 17,916 25,962 20,972 800 768
HQC 128 69,460 175,773 308,836 2,249 | 4,497
Classic McEliece 348864 58,695,440 28,039 99,785| 261,120 96
FrodoKEM 640AES 918,610 1,247,004 1,187,728 9616| 9,720

Copyright 2025 NTT CORPORATION
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NTRU Software

Official implementations and software libraries for NTRU

Home News About Performance Resources v Performance Resources v

n NTRU Home News About

NTRU Implementation Guide

Step-by-step instructions for implementing NTRU in your applications

Official Implementations

> Reference Implementation

Clean, well-documented C implementation
following NIST PQC submission guidelines.

View on GitHub

Software Libraries

libogs

Open Quantum Safe’s libogs is a C library for
quants tant cryptographic alg
including a well-tested implementation of NTRU.

Comprehensive test suite and benchmarking
tools

Regular security audits and updates
Cross-platform support (Linux, macOS,
Windows)

Bindings available for multiple languages

View libogs on GitHub

Implementation Guide

Introduction

o Optimized Implementation

High-performance implementation with This guide provides detailed instructions on hew to implement NTRU in your applications. We'll cover different programming

AVX2 optimizations for modern x86 languages and platforms, best practices, and security considerations.

processors.

View on GitHub

NTRU can be on your specific req ts and
approach is to use an existing library like libogs which provides well

in various ways, The most common

d and optimized

Before you begin. make sure you understand the basics of NTRU and have selected the appropriate parameter set for your
security requirements.

Prerequisites
Bouncy Castle

The Bouncy Castle Crypto package is a Java
implementation of cryptographic algorithms,
including NTRU.

Before implementing NTRU, ensure you have the following:

Java and C# implementations available Basic L

of public-key cryptography concepts
Extensive documentation and examples D

nvironment for your chosen language
Regular security updates Access to a cryptographic library that supports NTRU or ability to integrate the reference implementation
Wide industry adoption Understanding of your application’s security requirements

Learn more about Bouncy Castle

Learn more about Bouncy Castle

https://info.isl.ntt.co.jp/crypt/ntru/#/

© NTT, Inc. 2026
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(Category 1 (128-bit) NTRU VS Category 3 (192-bit) ML-KEM)

Category 1 (128Ew hEZE)THRIRART(E. NTRUTNLIRGEE 52 - BES
XA XDING AN, I—RT—XICKD TITENRERBEERDED,

SUPERCOP 2025-04-15 / Intel Core i3-1215U Golden Cove

P t Speed (CPU cycles) Size (bytes)

arameter

KEMs : , PHESA | BEXY
128-bit = = \ \

NTRU hps2048667 22,458 38,492 930 930
hrss701 17,287 39,684 1,138 1,138

ML-KEM 768 39,284 31,981 1,184 1,088

N - - 0, 0,
©NTT, Inc. 2026 https://bench.cr.yp.to/results-kem/amd64-alder2%2C1f626960%2C5600000.html 12
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NTRU Key Encapsulation (ietf.org/archive/id/draft-fluhrer-cfrg-ntru-03.txt)
* CFRG Internet-Draft
» Cisco Systems, mesur.io, Brave, Entrust, Tll, and NTT

« FILTIVXLEDLDOESTLHR

2. NTRU KEM Security Considerations (ietf.org/archive/id/draft-kosuge-cfrg-ntru-kem-
security-considerations-00.txt)
* CFRG Internet-Draft
 TI,and NTT
« NTRUDZIILTYRXLEHZDIDOTIE%ES NTRUZIETFFOMI L TREICERAT 510D tXa
)T «tE &t

3. Post-quantum Hybrid Key Exchange with NTRU in the Internet Key Exchange Protocol

Version 2 (IKEv2) (ietf.org/archive/id/draft-skyline-ipsecme-ntru-ikev2-00.txt)
* |PSECME Internet-Draft

« NTT docomo Business, NTT Data Intellilink, NTT, and Cisco Systems

« NTRUZIpsec-VPND#3Z#7 )T X LELTHRAT 5= D HETH#

© NTT, Inc. 2026 13
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GrobalPlatform & ITU-T X.1197

GlobalPlatform « ITU-TC(&. BEIfFTERANDNTRUEAEZEED D
(NTRUBERDOFIELTIE <. BTk - E1E55DOH TNTRUEERA)

TEE Internal Core API Specification v1.4 | GPD_SPE_010
Published Nov 2025

A minor version release with the following additions and bug fixes applied

= Added calling client (CA or TA) path identity chain, enabling a TEE to describe all entities in the calling path to a TA.

Added calling TEE path identity chain, enabling a TEE to describe all entities below the TA.

Added ability to open TA-TA session in remote EE.

= To increase the readability of the code, moved the annotations from the function definitions to the textual description of the parameters.

Added TEE_MAX_RETAINED_DATE, defining the maximum amount of data that a cipher operation retains in bytes.
Deprecated the use of Operation State; the state of the operation is now defined using the TEE_HANDLE flags.

Added PQC optional algorithm support.
TEE_TYPE_MLKEM
TEE_TYPE_MLDSA
TEE_TYPE_FALCON
TEE_TYPE_SLHDSA
TEE_TYPE_LMOTS
TEE_TYPE_LMS
TEE_TYPE_XMSS
TEE_TYPE_WOTS
TEE_TYPE_FRODOKEM
TEE_TYPE_NTRU

——
Added optional CHACHA and POLY1305 algerithm support (partly added to better enable TLS 1.3).
Expanded RSA asymmetric key sizes up to 8192.

Added new section 4.7.0, Implementation Stack Properties.

Added Panic masking mode for certain hard to programmatically avoid panic types.

Added _PS functions to enable return of error code instead of Panic (generally for previous void return functions).

Added functions TEE_EncapsulateKey and TEE_DecapsulateKey.

Divided Table 6-4 into one table for algorithms that SHALL be supported and one table for those that are optional
Deprecated the TEE Arithmetical API described in section 8.

FREE MEMBER DOWNLOAD ‘ ‘ FREE NON-MEMBER DOWNLOAD ‘

e

Table 1.1 — Examples of possible cryptographic algorithms for IPTV SCP

Classification Status Algorithms

Encryption

and key RECOMMENDED NTRU [b-IEEE 1363.1-2008]

exchange (Note 1)
DEPRECATED DH [b-IETF RFC 2136]
(Mote 2)
[b-NIST IR 8105]

Key Note to implementers: Check

exchange valid DH-Groups in ECDH [b-IETF RFC 6090]
[b-IETF RFC 8247] 2.4. Type 4
IKEv2 Diffie-Hellman Group
Transforms!

NOTE | — With the caveat that currently only pre-shared keys can prevent Man-in-the-Middle attacks

[b-MitM-NTRU-KE].
NOTE 2

[b-ACM] and [b-NIST IR 8105] - use physical key distribution when possible.
MNOTE 3 - See clause 5 for the conventions used in the status column.

Table 1.2 describes safety of the key and 1ts lengths supported in IPTV SCP.

https://www.itu.int/rec/dologin_pub.asp?lang=e&id=T-REC-X.1197-201909-
I!1Amd1!PDF-E&type=items

https://globalplatform.org/specs-library/tee-internal-core-api-specification/?utm_source=chatgpt.com
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A BEAELEFILE21—S0BBT, HEOBSHRE ey
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AHRERS I RNOPQCOREEFHISZEDEDTS B

» CRYPTRECHESUR M OBE(CMEFT TEZEMERUEREKEREDFHIZITOINSEESEL T, IRIA, FIPS 203~
205WFTEESNTLSHY FIPS 203~205UADPQCICOVTED & SICHRDIRINEDH,

& FIPS 203 (ML-KEM) IEFREENR—Z B2k - SRR 202 54F [ 5k B iR (CST
& FIPS 204 (ML-DSA) IBFREENR—Z 2L A% 20264 REEE (ST
@& FIPS 205 (SLH-DSA)  JWwi1f#n~-2 ZL/ER 20264 5k B (C5H

[ZZ75 (38 1EISSXTOH:R) ]
v'CRYPTRECHESUZ MDIBATIL—ILEL T, FRBESHAT, MREECFCIDFERN BRI AN RIATN,
ZEMEPOERRMEENT D (CH DB S MR SNREUIHE ISR 2 NBINTILERD.
X CRQCADMH Itz RIEX TLEHIZT T,

v FIPS 203~ 205U DOIFSFATICOVWTE. BERTHANMNRAFNSESHEMIcOVWTE.
TZ2MFHESFOXREBDI/SIN. PQCIILZEFIEIdIcH. —EDEBEZTEDHILLIEE,
[(ZEZ7]
vV Z2MFHRFE DI RICOVWTIRDER A ZFESHICEIR T B2EELTIEEDN.
(A)ZL2MEDRFAE | Z2MHOVT, BEEOBFIRNISINT 3 M OAFCBVT ORISR EN DB
(BREE(CDRRAARE ;| ISOZDAEEDEFREIMEEE/LHLRS - EURICH VTS LS. RISEE(EIEDHSNTVBTE
(CO)EFIHDOEAFE : ERFIAZEELERR - U—EEAIN. XFEANRMERORIAHFDHZIL
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NIST (2016.12) “Submission Requirements and Evaluation Criteria for the Post-Quantum

Cryptography Standardization Process”

https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/documents/call-for-proposals-final-dec-2016.pdf

4.A.5 Security Strength Categories (3k#%)

NIST will base its classification on the range of security strengths offered by
the existing NIST standards in symmetric cryptography, which NIST expects to
offer significant resistance to quantum cryptanalysis. In particular, NIST will
define a separate category for each of the following security requirements
(listed in order of increasing strength):

1) Any attack that breaks the relevant security definition must require
computational resources comparable to or greater than those required for
key search on a block cipher with a 128-bit key (e.g. AES128)

2) Any attack that breaks the relevant security definition must require
computational resources comparable to or greater than those required for
collision search on a 256-bit hash function (e.g. SHA256/ SHA3-256)

3) Any attack that breaks the relevant security definition must require
computational resources comparable to or greater than those required for
key search on a block cipher with a 192-bit key (e.g. AES192)

4) Any attack that breaks the relevant security definition must require
computational resources comparable to or greater than those required for
collision search on a 384-bit hash function (e.g. SHA384/ SHA3-384)

5) Any attack that breaks the relevant security definition must require
computational resources comparable to or greater than those required for
key search on a block cipher with a 256-bit key (e.g. AES 256)
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4.6.1. Cryptographic Algorithm Security Strengths (3&k#%)

Cryptographic algorithms can provide different security strengths, depending on the
algorithm and key size used (whenever keys are required by the algorithm). In
previous versions of this document, the estimated (classical) security strength (s)
that an algorithm or system could provide is defined in terms of the amount of work
(i.e., the number of operations) that is required to break the algorithm or system
(i.e., the amount of work to break the algorithm requires 25 operations of some kind,
where s = 112, 128, 192, or 256 bits). However, cryptanalytic advances (e.g., in
factoring algorithms, general discrete-logarithm attacks, and elliptic-curve discrete-
logarithm attacks) and the potential advent of quantum computing have brought into
question the use of a single number to represent the security afforded by designating
the same security strength for different algorithm types. In 2016, a NIST call for the
submission of post-quantum algorithms categorized security strength in terms of the
computational resources needed by an attacker to break a block cipher algorithm or
hash function, essentially considering both classical and quantum computers. Listed
in order of increasing strength, these security categories are:

1. Secure against an attacker that is presumed to lack the resources needed for
a key search of a block cipher algorithm with a 128-bit key (e.g., AES-128).

2. Secure against an attacker that is presumed to lack the resources needed for
a collision search on a 256-bit hash function (e.g., SHA-256, SHA3-256).

3. Secure against an attacker that is presumed to lack the resources needed for
a key search of a block cipher algorithm with a 192-bit key (e.g., AES-192).

4. Secure against an attacker that is presumed to lack the resources needed for
a collision search on a 384-bit hash function (e.g., SHA-384, SHA3-384).

5. Secure against an attacker that is presumed to lack the resources needed for
a key search of a block cipher algorithm with a 256-bit key (e.g., AES-256).

Table 2. Security strength categories for post-quantum algorithms

CSaetceugrétry; Minimum Attack Cost Example
1 Same as key search on a block cipher with a 128-bit key AES-128
2 Same as collision search on a 256-bit hash function SHA-256
3 Same as key search on a block cipher with a 192-bit key AES-192
4 Same as collision search on a 384-bit hash function SHA3-384
5 Same as key search on a block cipher with a 256-bit key AES-256

4.6.1. BS7NIVXLDOEF1IVFEE (R
BES7IIUZ A, ERTZ7ILTVZALEOYAZ (FIVTUZXLH' R
BLIRI5E) ([HUT. BR2TT1VTAEERIRHELEFT. AXEDL
FIOMRTIE, PIVTUZX LRI AT LANREUEZHTE (HEEM) t+1U74
SR (s) (F. ZOPITUZX LRI RAT AR eDIOnELREEE (TR0
SEELE) ((BEDVWTEZRINTOLELE (BN, ZIVTUZX L%
BIHDIEEENMASHOIEFADEET 2/s BHEBERZIBES. s = 112,
128, 192, Ffzld 256 EVhEER) . UNU. BBSEGRIMTOES
(5 : JFREDEBRTITVZ L, —RREI BB S RIEADIRE ., FE5FIHA
IREEEOT B RIBADIRE) PEFIVE1-FT1 T OB OBIREMECELD,
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20164, NISTEMEFETE#IES (PQC) 7IIJUXLONEICHBWT.
JOvIBES 7ILIUZX AR\ 1B EIR B e (N EENNEL T Z5TEY
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E1—-4EEFIOE1-9OWANEBEINTVET . HEMRWVIEIC, N5
OtF1UF4HF IV TFICRUES .
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4, 384y hD/)\v>1B8% (45 : SHA-384, SHA3-384) ([Cxf9 3
BZEEZR(CHBRYY — Z2EEAVEESNZR B E (WU TELE TH B,
5. 256Ey B0 IOvIEEE 7TV L (H : AES-256) (CXtT D
SRR (CHERDY — 2 B ESNAR B B (R U TR L THS.
R2. MEFZNIVALADEFIVFEER D
t,f;'j‘ B/NKERTZ I
1 128w MiEDTOvIBES(CH 2 HEZREED |AES-128
2 |256EYN \wIaREERICH TR EZEERLEL  |SHA-256
3 1928w MEQT OW/BE S (CH 1 2HEZREEID |AES-192
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Appendix E. Glossary (3&#%)

security categories

The evaluation criteria for the security strength of an algorithm in terms of the
computational resources needed to break block cipher algorithms or hash
functions.

security strength

A number associated with the amount of work (i.e., the number of operations)
that is required to break a cryptographic algorithm or system. In this
recommendation, the security strength is specified in bits and is a specific value
from the set {112, 128, 192, 2567}. Also called “bits of security.”

({RER (HEHEIERA—R) ]
fHRE. RsESR (h¥})

t+1UF1H5IV (security categories)

JOvIRES 7))L IVZ LX) \wS 1 B3 % RSt I BIcHICER

STEEROBSNS, 7LV A0 1T (8 2T

BIzHDEHEE,

T¥1UF158E (security strength)

S V7INIUX LS AT L efE I DI EREES
(D5, EEOE) (CRIEMIISNIEME. KEE(CH

WT, EF1UFREREY NEAITIEESN. {112, 128,

192, 256} DEAENSEINIFENETHD. [F1)

F1EvREY (bits of security) 1&BME(END,


https://csrc.nist.gov/pubs/sp/800/57/pt1/r6/ipd

(2%E) H7JVURERH : FIPS 203:204:205

FIPS203 “Module-Lattice-Based Key-Encapsulation Mechanism Standard”

https://nvipubs.nist.gov/nistpubs/fips/nist.fips.203.pdf

8. Parameter Sets (k%)

Concretely, ML-KEM-512 is claimed to be in security category 1,
ML-KEM-768 is claimed to be in security category 3,

and ML-KEM-1024 is claimed to be in security category 5.

FIPS204 “Module-Lattice-Based Digital Signature Standard”
https://nvipubs.nist.gov/nistpubs/fips/nist.fips.204.pdf

4. Parameter Sets (3}

Concretely, the parameter set ML-DSA-44 is
claimed to be in security strength category 2,
ML-DSA-65 is claimed to be in category 3,
and ML-DSA-87 is claimed to be in category 5.

FIPS205 “Stateless Hash-Based Digital Signature Standard”
https://nvipubs.nist.gov/nistpubs/fips/nist.fips.205.pdf

11. Parameter Sets (%#:)

Concretely, the parameter sets with n = 16 are
claimed to be in security category 1,

the parameter sets with n = 24 are

claimed to be in security category 3,

and the parameter sets with n = 32 are
claimed to be in security category 5.

Table 2. Approved parameter sets for ML-KEM

n q k m # d, d, required RBG strength (bits)
ML-KEM-512 256 3329 2 10 4 128
ML-KEM-768 256 3329 3 10 4 192
ML-KEM-1024 256 3329 4 11 5 256

Table 1. ML-DSA parameter sets

Parameters
(see Sections 6.1 and 6.2 of this document)

Values assigned by each parameter set
ML-DSA-44 | ML-DSA-65 | ML-DSA-87

q - modulus [see §6.1] 8380417 8380417 8380417
¢ -ab12th root of unity in Z; [see §7.5] 1753 1753 1753
d - # of dropped bits from t [see §6.1] 13 13 13
7-# of +1’s in polynomial ¢ [see §6.2] 39 49 60
A - collision strength of ¢ [see §6.2] 128 192 256
71 - coefficient range of y [see §6.2] 217 219 21°
~, - low-order rounding range [see §6.2] | (q—1)/88 | (¢—1)/32 | (¢—1)/32
(k, ) - dimensions of A [see §6.1] (4,4) (8,5) (8,7)
7) - private key range [see §6.1] 2 4 2
8=r1-1[see §6.2) 78 196 120
w - max # of 1's in the hint h [see §6.2] 30 55 75
Challenge entropy log, (_2“:6) + 7 [see §6.2] 192 225 257
Repetitions (see explanation below) 4.25 5.1 3.85
Claimed security strength Category 2 | Category 3 | Category 5
Table 2. SLH-DSA parameter sets
security  pk sig
n h d Kk a k lg, m category bytes bytes
SLH-DSA-SHA2-128s
SLH-DSA-SHAKE-128s 16 63 7 9 12 14 4 30 1 32 7 856
SLH-DSA-SHA2-128f
SLH-DSA-SHAKE-128f 16 66 22 3 6 33 4 34 1 32 17088
SLH-DSA-SHA2-192s
SLH-DSA-SHAKE-192s 24 63 7 9 14 17 4 39 3 48 16224
SLH-DSA-SHA2-192f
SLH-DSA-SHAKE-192f 24 66 22 3 g8 33 4 42 3 48 35664
SLH-DSA-SHA2-256s
SLH-DSA-SHAKE-2565 32 64 8 8 14 22 4 47 5 64 29792
SLH-DSA-SHA2-256f 32 68 17 4 9 35 4 49 5 64 49856

SLH-DSA-SHAKE-256f



https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.203.pdf
https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.203.pdf
https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.203.pdf
https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.203.pdf
https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.203.pdf
https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.203.pdf
https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.203.pdf
https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.203.pdf
https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.204.pdf
https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.204.pdf
https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.204.pdf
https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.204.pdf
https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.204.pdf
https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.204.pdf
https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.204.pdf
https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.204.pdf
https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.205.pdf
https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.205.pdf
https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.205.pdf
https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.205.pdf
https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.205.pdf
https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.205.pdf
https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.205.pdf
https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.205.pdf

> 512EBybDN\YS1BIEY (SHA-512KUSHA3-512) OEF1UF A7 TUDEH(IRE (ZEhH) LTV

ECB. AZEEEINED

[ZEZ5]

v TFIUFTHFIVNZERTHZEFBE DRI 2B, [EI5HD
h7FVZEREHIZENES.

v )\ 1BEEIC I REEERZEELITZHTITUDSEREEL
[Category 4 |£TBEDES,

v [Category 41(£384Ey M\ 1B3#CXT TR EZEIRRZEEEL
LTWafzsh, 5128y \v> 18883z ERIZ5HEEFENIE
ERRBCE (EDTF17THBIE) MEDBLIICTBIENE,

v BLRM(C(E. [Category 41(SFEFRZ(TL. 5128y N \w 188K
(CXT I BEZEIRIRICIE, 384EY M\ 1BEEICH T HERIFESR
KDEXRZIRABERIBELRDIEZIHEL I D ENEH,

%[ Category 4B L |\°[Category 4+ |FDFREEEZISNDH. NISTICEER DR

VERTERERECERD. Category SEDBMREARBAMELRBIENS, FRALBLZEN
=N

<R2 MEFHEHES (PQC) VAN
RTIE S OfEF(CFI AR ge /K EDEFe1EH# (CRQC:

Cryptographically Relevant Quantum Computer) AOM{4%

BIDENHEREINIIESHEATOVA R,

Rt 48 B = Fif 315 )0E8)
B4 - - —
NEE:
= ML-KEM-768 Category 3
r + i
55 BB MLKEM i EMC1024 [ Category 5
. r AES-192 Category 3
SOREMIES | AES AES-256 Category 5
SHA2 SHA-384 Category 4
J\yS 1R SHA-512 Category 4 (%9)
SHA3 SHA3-384 Category 4
SHA3-512 Category 4 (£9)

C¥8) &t+1UF4hFIUIENISTD”Submission Requirements
and Evaluation Criteria for the Post-Quantum Cryptography
Standardization Process”(CHEL IRDELS(C, EFIUFT4H7TUZD
A(CEEHOERRN (FEERRLFREL L OTEERNNE(CHE
THdLZRIKRT D,

-Category 1

128y MiziF DT OvIIE ST I SRR

-Category 2 256EwhD/\v> 1B8EMCHT I DR

-Category 3

1928y Nz DT OV G ST T 2R

-Category 4 384Lyhm/\w> 1RIERICHT I SEIZRIRSR

-Category 5 256Ew NEZ$FDOIOVIIES (I 2HIRR
https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/docu
ments/call-for-proposals-final-dec-2016.pdf (%08 £ 3 H25H1R7)

(GE9) 512Ewhd/\w 1BEEICXT T BEZERZR(IC(E, 384EY D/ \w 1B
I BEERRLDBARERETEEFENNELERS6H. /w18
DEEIERZEEL T 25 _FiIDCategory 46U TEEEH T 3.




®REIRA> M3 Category 1-20HURL

> Category 1-2 (128EyhrFa1U(IEEAESH) O
DT, 2R 2 ([CHBE T DENEEHN

ESHh (NREES, JOvIiES. J\Ww 1B (C

Cr )

v R2(3. PQCETEORIINICFIALTLIESKMERITUAN LU TOEER
ﬁ@“?gc_tb\b\ Category 1-20QIESHEliZEEN(CIGEITIEIBEZ TR,

SFE1-IRMOERIRTEFZBEZ ., = 1 ([OOVTE, BBSEHRET 2HEIMMEUIEREU LGS
(&, BFBUFHRIESHSIML Ik 2 OHNBFEFHERIESEL TERIENMBEEN S, TDIh, 2035
FLIFEFAFEDSATAIDONTIE, ' 1 TR 2 28 RBUTBIRI LIRBEEZSND.

- [BEREES (PIIVALKRUEREREIR) (CEAI25REEE|THE. 128y Mzt1U7 (52031~
20404 (AT FIFTI N, 2041 LSRR TRIART ) EEN. 2051 S IR FIFAARE 1ER3,
v RIS D55ML-KEMICDWLT (3, Category 3:-5DENLSRS5N.
Category 1TRIINEPQCEITTERVEARNARZEGIRIFRTIIMHEREINT
WRWLZENS, ML-KEM-512 (Category 1) (d:?EZ(:?Eﬁb@b\th‘"iﬁﬁ

v RRBIESDOS5BZARNICOVTIE. ML-DSA-44 (Category 2) HIAS
FIBEN3a]aEEEH3ENS. ML-DSA-SLH-DSAMCategory 1-2(cDWTIE,
SEFIA - RE(CERZERULE LTIHRERZHMISEN B, <=5

v Category 1-2%#5#93ES(C(3. [A]5ERRDCategory 3L EDOFIFRZHELE

U, F(CREINBRENDERT —HZEIDIROARETRIINZ MR TS, 1&F
RefsdcenaEds,

\/7“I:I“J9Hﬁ%&lﬁ)\‘yilﬁﬂﬁ(ijb\ﬂi\ Category 1-20B5SHfid. HEE
RIFESUAN (K1) [CEDES|IEHEEFIATIERTHD. PQCHEITERDFIHBZ
,uni@“éEZ(LLJJI]@“éM\%Iiﬁibb\x ENS, R2(CI/BELBVWCENIES,

K2 EFZEZEEEFIVE1-4 (CRQC) NDMHZ2BEI2ES K MiZIBHIZEDOTHIN.
4’9']2(1‘AES-128(¢%¥] YE1-5IC&BGrover®7 IV IVZAICED, AES-192/256E LERTZRRIBHVEC
BBZENS, & 2 (CTOVIIES KU \w> 1B D Category 1-2%B# I DESEEHTIERL.

v Category 1-2(CDU\WTIE, HEOMR. FhECHEEERMGORSNSIAD-NIE,

<&% . B@RI3Es s>
=
15348 RS pary s
ML- ML-DSA-44(;¥) |Category 2
DSA ML-DSA-65 Category 3
ML-DSA-87 Category 5
SLH-DSA-SHA2-
128[s/f] (GX) Category 1
SLH-DSA-SHAKE-
2lge é28[s/£] (5S$) ) Category 1
LH-DSA-SHA2-
i SLH- |192[s/f] Category 3
o DSA [SLH-DSA-SHAKE| oragory 3
N STh B SHAS:
256[s/f] Category 5
SLH-DSA-SHAKE-
256[s/f] Category 5
ML- ME-KEM-512 Category—+
HHE KEM ML-KEM-768 Category 3
ML-KEM-1024 Category 5
HESEES|(AES |AES-192 Category 3
AES-256 Category 5
SHA-512/256
SHA2|SHA-384 Category 4
J\y3 1R SHA-512 Gatggory 4
£ SHA3-256 Category 2
SHA3|SHA3-384 Category 4
SHA3-512 g%tgggory 4

% Camellia. KCipher-2, SHAKEICDWT(&#&ik,




(£35)

BIMBUITHERE (C K DHE

TERRO

=|ﬁ —h— "Bli

BEE 4t RAY I3 A3>4 A—AF507
(BSI) (ANSSI) (AIVD) (ACSC)
ML-KEM-512 (Category 1)

ML-KEM |ML-KEM-768 (Category 3) Recommended préférence Acceptable approved”
ML-KEM-1024 (Category 5) Recommended préférence Recommended approved
ML-DSA-44 (Category 2)

ML-DSA |ML-DSA-65 (Category 3) Recommended préférence Acceptable approved”
ML-DSA-87 (Category 5) Recommended préférence Recommended approved
%gisl,)/?]AE([ZSa??gzo/rSyHlA)KE]- Acceptable 9 | SLH-DSAD#HAL

SLH-DSA %gfg?ﬁg‘:&zgngKE]_ Recommended Recommended | SLH-DSADZ#EHLL
%EEE/%A E[Csa:'ﬁgzo/ rSyHSA)KE]_ Recommended Recommended SLH-DSAMDSEE AL
AES-128 (Category 1) Recommended Acceptable approved”

AES AES-192 (Category 3) Recommended approved”
AES-256 (Category 5) Recommended encourage Recommended approved
SHA-256 (Category 2) Recommended Recommended approved”
SHA2 SHA-512/256 (Category 2) Recommended
SHA-384 (Category 4) Recommended encourage Recommended approved
SHA-512 (Category 4) Recommended encourage Recommended approved
SHA3-256 (Category 2) Recommended Recommended PQCAIBMERDHE]
SHAKE128 (Category 2) Acceptable PQCHEMEA D A]
SHA3 SHA3-384 (Category 4) Recommended encourage Recommended
SHA3-512 (Category 4) Recommended encourage Recommended PQCHIEMEA D A]
SHAKE256 (Category 4) encourage Recommended PQCAEBEADHB]

£& MY (BSI)

J5>Z (ANSSI)
#A3>4 (AIVD)

A-=Z3U7

: “Technical Guideline TR-02102-1 Cryptographic Mechanisms: Recommendations and Key Lengths”

: “Avis de I'ANSSI sur la migration vers la cryptographie post-quantique” (PQCHE{TICEA9 3ANSSIDR#R)
: “The PQC Migration Handbook”
(ACSC) : “Guidelines for cryptography”

* 20304FLABF (3 FFHERE

() SLH-DSAICDWT. /\w2 10T MOHABLT ZARTFHRAR THHIEZIBHIC. TF1)T1LANIL1D/ISX—F1yAcceptabletLTLV% (Section 4.2.1. Table 4.2) .

XH[E (NCSC)

XKE (NSA)

SFERIRELL TLB— 75, ZXDFRTIAML-KEM-768RUML-DSA-65% 2.,

: “Commercial National Security Algorithm Suite 2.0"Tld. ERTZL2RIE

: “Next steps in preparing for post-quantum cryptography” T(d. ML-KEM&UML-DSAICDWT, £EN\IX=7y M —iRBEEET

S A7 LEFC ML-KEM-1024 K UML-DSA-87%7#A.




(2%) BHBETHEEICKIHIINIRD

R4Y REEF1VFT1FF (BSI)
“Technical Guideline TR-02102-1 Cryptographic Mechanisms:

Recommendations and Key Lengths” (2026.1)
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/ TGO
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IS5 BEFRBESATALFIVT(FF (ANSSI) [AFERODTIRER]
“Avis de I'ANSSI sur la migration vers la cryptographie post-
quantique” (PQCHB{TICBATSANSSINDRAR) (2023.12)

https://messervices.cyber.gouv.fr/guides/avis-de-lanssi-sur-la-migration-vers-la-

2102/BSI-TR-02102-1.html

2.4.3. ML-KEM Key Agreement (1k#%}) X [103](&FIPS203
ML-KEM with the parameter sets corresponding to NIST Security
Strength Categories 3 and 5 (see Table 2.7) from [110] is
considered cryptographically suitable for the long-term protection
of confidential information at the security level targeted in this
Technical Guideline.

e ML-KEM-768, see [103],
e ML-KEM-1024, see [103].
Table 2.7: Recommended parameters for ML-KEM.

A=ANSU7 BAN-tF+21UF71t>5— (ACSC)
“Guidelines for cryptography” (2026.9853)

https://www.cyber.gov.au/business-government/asds-cyber-security-
frameworks/ism/cyber-security-guidelines/guidelines-for-cryptography

Using the Module-Lattice-Based Key Encapsulation
Mechanism (3k#})

The use of ML-KEM-768 and ML-KEM-1024 are approved.

For interoperability and maintainability reasons, ML-KEM-768 will
not be approved beyond 2030.

1FUR BERYAN-tF1U71E>9— (NCSC)
“Next steps in preparing for post-quantum cryptography” (2024.8)

https://www.ncsc.gov.uk/whitepaper/next-steps-preparing-for-post-quantum-cryptography

Key takeaways from this guidance (3k#%)

ML-KEM (Kyber) and ML-DSA (Dilithium) are algorithms standardised
by NIST that are suitable for general purpose use. All proposed
parameter sets provide an acceptable level of security for personal,
enterprise and OFFICIAL-tier government information. The NCSC
recommends ML-KEM-768 and ML-DSA-65 as providing appropriate
levels of security and efficiency for most use cases.

cryptographie-post-quantique-0

CRYSTALS-Kyber, aussi appelé ML-KEM (3&#%-{%:R)

ZOVINTVZ LSS HEADEAHAHSEESNT

=L NVE
1. RSN TA DRI ADNSGA— I ZEEBURVNENEETT .

2. NSA=FFEEOTFIITANINTIEEEINE T, AJEERRDEREONISTE
F2UFTALAIL, TENELAILS (AES-256(cABE) FzlELAIL3 (AES-192

(TAHE) Z(ERT3LeHBDLET.

AS525 ASVYEFER - B2EES (AIVD)

“The PQC Migration Handbook” (2024.12)
https://english.aivd.nl/documents/2024/12/3/the-pgc-migration-handbook

4.2) Recommended Cryptographic Primitives (1k#%)

Primitive Recommended Acceptable

ML-KEM? ML-KEM-1024 ML-KEM-768"

ML-DSAS ML-DSA-87 ML-DSA-657

SLH-DSA SLH-DSA-(SHA2/SHAKE)-256(s/f) SLH-DSA-(SHA2/SHAKE)-128(s/f)
SLH-DSA-(SHA2/SHAKE)-192(s/f)

AES AES-256 AES-128

SHA-3 SHA-3-256 SHA-3-224 (c)SHAKE128
SHA-3-384
SHA-3-512
(c)SHAKE256

SHA-2 SHA-256 SHA-224
SHA-384
SHA-512

" Recommended to be deployed in a hybrid combination with ECDH. ? Recommended to be deployed in a hybrid combination with either ECDSA
or EdDSA. * BSI, ANSSI, NLNCSA recommend the use of NIST level 5 or § parameter sets. NSA CNSA 2.0 requires level 5.

Table 4.2 | Recommended parameter instantiations of the cryptographic primitives.

mea . ANSSIELU T O#EER



https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TG02102/BSI-TR-02102-1.html
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TG02102/BSI-TR-02102-1.html
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TG02102/BSI-TR-02102-1.html
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TG02102/BSI-TR-02102-1.html
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TG02102/BSI-TR-02102-1.html
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TG02102/BSI-TR-02102-1.html
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TG02102/BSI-TR-02102-1.html
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TG02102/BSI-TR-02102-1.html
https://messervices.cyber.gouv.fr/guides/avis-de-lanssi-sur-la-migration-vers-la-cryptographie-post-quantique-0
https://messervices.cyber.gouv.fr/guides/avis-de-lanssi-sur-la-migration-vers-la-cryptographie-post-quantique-0
https://messervices.cyber.gouv.fr/guides/avis-de-lanssi-sur-la-migration-vers-la-cryptographie-post-quantique-0
https://messervices.cyber.gouv.fr/guides/avis-de-lanssi-sur-la-migration-vers-la-cryptographie-post-quantique-0
https://messervices.cyber.gouv.fr/guides/avis-de-lanssi-sur-la-migration-vers-la-cryptographie-post-quantique-0
https://messervices.cyber.gouv.fr/guides/avis-de-lanssi-sur-la-migration-vers-la-cryptographie-post-quantique-0
https://messervices.cyber.gouv.fr/guides/avis-de-lanssi-sur-la-migration-vers-la-cryptographie-post-quantique-0
https://messervices.cyber.gouv.fr/guides/avis-de-lanssi-sur-la-migration-vers-la-cryptographie-post-quantique-0
https://messervices.cyber.gouv.fr/guides/avis-de-lanssi-sur-la-migration-vers-la-cryptographie-post-quantique-0
https://messervices.cyber.gouv.fr/guides/avis-de-lanssi-sur-la-migration-vers-la-cryptographie-post-quantique-0
https://messervices.cyber.gouv.fr/guides/avis-de-lanssi-sur-la-migration-vers-la-cryptographie-post-quantique-0
https://messervices.cyber.gouv.fr/guides/avis-de-lanssi-sur-la-migration-vers-la-cryptographie-post-quantique-0
https://messervices.cyber.gouv.fr/guides/avis-de-lanssi-sur-la-migration-vers-la-cryptographie-post-quantique-0
https://messervices.cyber.gouv.fr/guides/avis-de-lanssi-sur-la-migration-vers-la-cryptographie-post-quantique-0
https://messervices.cyber.gouv.fr/guides/avis-de-lanssi-sur-la-migration-vers-la-cryptographie-post-quantique-0
https://messervices.cyber.gouv.fr/guides/avis-de-lanssi-sur-la-migration-vers-la-cryptographie-post-quantique-0
https://messervices.cyber.gouv.fr/guides/avis-de-lanssi-sur-la-migration-vers-la-cryptographie-post-quantique-0
https://messervices.cyber.gouv.fr/guides/avis-de-lanssi-sur-la-migration-vers-la-cryptographie-post-quantique-0
https://messervices.cyber.gouv.fr/guides/avis-de-lanssi-sur-la-migration-vers-la-cryptographie-post-quantique-0
https://messervices.cyber.gouv.fr/guides/avis-de-lanssi-sur-la-migration-vers-la-cryptographie-post-quantique-0
https://messervices.cyber.gouv.fr/guides/avis-de-lanssi-sur-la-migration-vers-la-cryptographie-post-quantique-0
https://messervices.cyber.gouv.fr/guides/avis-de-lanssi-sur-la-migration-vers-la-cryptographie-post-quantique-0
https://messervices.cyber.gouv.fr/guides/avis-de-lanssi-sur-la-migration-vers-la-cryptographie-post-quantique-0
https://messervices.cyber.gouv.fr/guides/avis-de-lanssi-sur-la-migration-vers-la-cryptographie-post-quantique-0
https://messervices.cyber.gouv.fr/guides/avis-de-lanssi-sur-la-migration-vers-la-cryptographie-post-quantique-0
https://english.aivd.nl/documents/2024/12/3/the-pqc-migration-handbook
https://english.aivd.nl/documents/2024/12/3/the-pqc-migration-handbook
https://english.aivd.nl/documents/2024/12/3/the-pqc-migration-handbook
https://english.aivd.nl/documents/2024/12/3/the-pqc-migration-handbook
https://english.aivd.nl/documents/2024/12/3/the-pqc-migration-handbook
https://english.aivd.nl/documents/2024/12/3/the-pqc-migration-handbook
https://english.aivd.nl/documents/2024/12/3/the-pqc-migration-handbook
https://www.cyber.gov.au/business-government/asds-cyber-security-frameworks/ism/cyber-security-guidelines/guidelines-for-cryptography
https://www.cyber.gov.au/business-government/asds-cyber-security-frameworks/ism/cyber-security-guidelines/guidelines-for-cryptography
https://www.cyber.gov.au/business-government/asds-cyber-security-frameworks/ism/cyber-security-guidelines/guidelines-for-cryptography
https://www.cyber.gov.au/business-government/asds-cyber-security-frameworks/ism/cyber-security-guidelines/guidelines-for-cryptography
https://www.cyber.gov.au/business-government/asds-cyber-security-frameworks/ism/cyber-security-guidelines/guidelines-for-cryptography
https://www.cyber.gov.au/business-government/asds-cyber-security-frameworks/ism/cyber-security-guidelines/guidelines-for-cryptography
https://www.cyber.gov.au/business-government/asds-cyber-security-frameworks/ism/cyber-security-guidelines/guidelines-for-cryptography
https://www.cyber.gov.au/business-government/asds-cyber-security-frameworks/ism/cyber-security-guidelines/guidelines-for-cryptography
https://www.cyber.gov.au/business-government/asds-cyber-security-frameworks/ism/cyber-security-guidelines/guidelines-for-cryptography
https://www.cyber.gov.au/business-government/asds-cyber-security-frameworks/ism/cyber-security-guidelines/guidelines-for-cryptography
https://www.cyber.gov.au/business-government/asds-cyber-security-frameworks/ism/cyber-security-guidelines/guidelines-for-cryptography
https://www.cyber.gov.au/business-government/asds-cyber-security-frameworks/ism/cyber-security-guidelines/guidelines-for-cryptography
https://www.cyber.gov.au/business-government/asds-cyber-security-frameworks/ism/cyber-security-guidelines/guidelines-for-cryptography
https://www.cyber.gov.au/business-government/asds-cyber-security-frameworks/ism/cyber-security-guidelines/guidelines-for-cryptography
https://www.cyber.gov.au/business-government/asds-cyber-security-frameworks/ism/cyber-security-guidelines/guidelines-for-cryptography
https://www.cyber.gov.au/business-government/asds-cyber-security-frameworks/ism/cyber-security-guidelines/guidelines-for-cryptography
https://www.cyber.gov.au/business-government/asds-cyber-security-frameworks/ism/cyber-security-guidelines/guidelines-for-cryptography
https://www.cyber.gov.au/business-government/asds-cyber-security-frameworks/ism/cyber-security-guidelines/guidelines-for-cryptography
https://www.cyber.gov.au/business-government/asds-cyber-security-frameworks/ism/cyber-security-guidelines/guidelines-for-cryptography
https://www.cyber.gov.au/business-government/asds-cyber-security-frameworks/ism/cyber-security-guidelines/guidelines-for-cryptography
https://www.ncsc.gov.uk/whitepaper/next-steps-preparing-for-post-quantum-cryptography
https://www.ncsc.gov.uk/whitepaper/next-steps-preparing-for-post-quantum-cryptography
https://www.ncsc.gov.uk/whitepaper/next-steps-preparing-for-post-quantum-cryptography
https://www.ncsc.gov.uk/whitepaper/next-steps-preparing-for-post-quantum-cryptography
https://www.ncsc.gov.uk/whitepaper/next-steps-preparing-for-post-quantum-cryptography
https://www.ncsc.gov.uk/whitepaper/next-steps-preparing-for-post-quantum-cryptography
https://www.ncsc.gov.uk/whitepaper/next-steps-preparing-for-post-quantum-cryptography
https://www.ncsc.gov.uk/whitepaper/next-steps-preparing-for-post-quantum-cryptography
https://www.ncsc.gov.uk/whitepaper/next-steps-preparing-for-post-quantum-cryptography
https://www.ncsc.gov.uk/whitepaper/next-steps-preparing-for-post-quantum-cryptography
https://www.ncsc.gov.uk/whitepaper/next-steps-preparing-for-post-quantum-cryptography
https://www.ncsc.gov.uk/whitepaper/next-steps-preparing-for-post-quantum-cryptography
https://www.ncsc.gov.uk/whitepaper/next-steps-preparing-for-post-quantum-cryptography
https://www.ncsc.gov.uk/whitepaper/next-steps-preparing-for-post-quantum-cryptography
https://www.ncsc.gov.uk/whitepaper/next-steps-preparing-for-post-quantum-cryptography

(%) ML-DSA-SLH-DSADIETFT DRZE(LIRR -

- e W

CMS

B S 4t X.509 s TLS SSH DNSSEC
ML-DSA-44 (Category 2) RFC 9881("1) RFC 9882("3) WGRST RS WGRST K" AARSTRCS
ML-DSA |ML-DSA-65 (Category 3) RFC 9881CD | RFC 988203 | WGKR5IKCS) — -
ML-DSA-87 (Category 5) RFC 98811 | RFC 988203 | WGRSINCS) WGR5THC® ~
128[s/f] (Category 1) RFC 9909 RFC 9814 BARSTH I>8e03
_nea | SLH-DSA-[SHA2/SHAKE]- +2) (-4) _ o NIST SP 800-230 _
SLH-DSA | {951e/f] (Category 3) RFC 9909 RFC 9814 ROBIN G5t
SLA-DSA'LSHAZ/SHAKEL" | rrc 9909t | RFC 981404 - BAKSTN) .

256[s/f] (Category 5)

X.509 K U'CMST(&. ML-DSAKUSLH-DSADE/\SA—-51y hMFIFT3
feHDOHERRD'RFC{EESN TS,

TLST(d. ML-DSADE/N\SA-51y N )\> RS 1A DBLZE(CHIFT 320D

D REIPR (Internet-Draft) T. IETFDTLS WGXEEROTWS,

SLH-DSA(CDWV\TH. [EHFROLERNME AR DInternet-Drafte U TigEaN

et IMIERFERFILTHD. WGRSTMI(F RO TLR,

X BLYATHML-DSATI(E2.4~4.6KBROICHL. SLH-DSATI(E7.9~50KBIZEE L
REVDH, IVRIDFTATA DI\ RS IAIBERZEVTEL TLRL,

SSHT(Z. ML-DSADOE/N\TX—41y RT3k 51t
(Internet-Draft) T.IETFODSSHM WGXZEXERHTUWS,
SLH-DSA(CDV\TH., M X (IERBRALEHFENDETHRA T 3DEN

fEAREDInternet-Drafte UTIRESINTLBN, WG E(Z(ZROTLRL,
XWGNXE(L. ML-DSALTERBZEHAIENDEEERB RO,
ML-DSAE I THI 9 21k IE AR DInternet-Drafté U CRliEIE SR,

DNSSECT (3. ML-DSA-44%F|H9 212D REIR (Internet-
Draft) T&H3h. WGXE(Z(FR>TLRL,

SLH-DSA(CDWTH. SLH-DSA-[SHA2/SHAKE]-128s%FIFA9 314N
B AREHDInternet-Drafté UTIRESNTLVBH . WGXE(XIZRDOTLVRL,

(*1) RFC 9881 Internet X.509 Public Key Infrastructure -- Algorithm Identifiers
for the Module-Lattice-Based Digital Signature Algorithm (ML-DSA)
https://www.rfc-editor.org/rfc/rfc9881.html

(*2) RFC 9909 Internet X.509 Public Key Infrastructure -- Algorithm Identifiers
for the Stateless Hash-Based Digital Signature Algorithm (SLH-DSA)
https://www.rfc-editor.org/rfc/rfc9909.html

(*3) RFC 9882 Use of the ML-DSA Signature Algorithm in the Cryptographic
Message Syntax (CMS)
https://www.rfc-editor.org/rfc/rfc9882.html

(*4) RFC 9814 Use of the SLH-DSA Signature Algorithm in the Cryptographic
Message Syntax (CMS)
https://www.rfc-editor.org/rfc/rfc9814.html

(*5) Use of ML-DSA in TLS 1.3
draft-ietf-tls-mldsa-06
https://datatracker.ietf.org/doc/draft-ietf-tls-mldsa/06/

(*6) Post-Quantum Composite Signatures in SSH
draft-ietf-sshm-composite-sigs-00
https://datatracker.ietf.org/doc/draft-ietf-sshm-composite-sigs/00/

(*7) Stateless Hash-Based Signatures for Secure Shell (SSH)
draft-josefsson-ssh-sphincs-02
https://datatracker.ietf.org/doc/draft-josefsson-ssh-sphincs/

(*8) Module-Lattice Digital Signature Algorithm for DNSSEC
draft-westerbaan-dnssec-mldsa-04
https://datatracker.ietf.org/doc/draft-westerbaan-dnssec-midsa/

(*9) Stateless Hash-Based Digital Signatures with Merkle Tree Ladder Mode for
DNSSEC
draft-fregly-dnsop-slh-dsa-mtl-dnssec
https://datatracker.ietf.org/doc/draft-fregly-dnsop-slh-dsa-mtl-dnssec/
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i id-zlg-des40 [Resenied and Obsolets]
2 id-alg-noSignature [RFC-isti-lamps-rfc5272hi=-11]
3 id-alg-dh-sig-hmac-shal RFC287H
4 id-zlg-dhPap-shal RFC2875
5 id-alg-dhPop-sha224 RFCE858
g id-alg-dhFop-shaz5G RFCE855]
7 id-alg-dhPop-shalid RFCE455)
4 id-alg-dhPop-shab12 RFCE855]
15 id-alg-dhPop-static-shaZ24-hmac-sha224 RFCE855
18 id-alg-dhPop-static-sha255-hmac-sha 258 RFCE855)
17 id-zlg-dhFPop-static-sha3f4-hmac-sha 384 RECE855
13 id-alg-dhPop-static-shab12-hmac-shab12 RFCE455)
25 id-zlg-ecdhPep-static-sha224-hmac-sha2 24 RFC3355
268 id-alg-ecdhPop-static-sha258-hmac-sha2 55 RFECE855
27 id-alg-ecdhPogp-static-sha3d4-hmac-shadgd RFCE855)
28 id-alg-ecdhPogp-static-shad12-hmac-shas12 RECE855
24 id-zlg-ecesi-with-sha2 58 [drafi-wang-tls-rav-public-key-with-ibe-02)
30 id-RSAS5A-PE5-SHAKE12E RFEC2383]
3 id-RSAS5A-P35-SHAKEZSG RFCEG8Z]
32 id-ecdsa-with-shakei28 RFCE5E2]
33 id-ecdsa-with-shaks256 RECA3EZ
34 id-glg-=mss-hashsig RECE202
35 id-alg-=mssmi-hashsig RFCS802]
38 id-alg-unsigned RECE825
av id-MLDSA44-REAZ043-PES-5HAZEE [RFC-etf-lamps-po-composite-sigs-19]
33 id-MLDSA44-REAZ048- PR CE15-8HA25E [REC-=tf-lamps-po-compesie-sins-149
ki) id-MLDSA44-Ed25518-5HAS12 [RFC-ietf-lamps-po-composite-sins-19
40 id-MLDSA44-ECOBA-P253-3HAZSE RFC-etf-lamps-pg-composite-sigs-19]
41 id-MLDSAF5-REAI0T2-PSS5-3HAS12 [EFC-istf-lamps-pg-composite-sigs-14]
42 id-MLDSAGE-REAI0T2-PKCE15-5HAS12 [REC-etf-lamps-pg-composite-sigs-19
43 id-MLDSA35-REA4085-F55-3HAG512 [RFC-ietf-lamps-pg-composite-sigs-14]
44 id-MLDSA35-REA4086-FKCE15-5HAS1Z [RFC-ietf-lamps-po-composite-sigs-14]
45 id-MLDSAGE-ECDEA-P253-5HAE12 [RFC-istf-lamps-pg-composite-sigs-14]
45 id-MLDSA35-ECDEA-P384-5HAR12 [REC-etf-lamps-po-compesite-sins-149
47 id-MLDS AGS-ECDEA-branpoolP256r1-5HAS1 2 |RFC-etf-lamps-po-composite-sigs-19
48 id-MLDSAG5-Ed25518-5HAS12 RFC-etf-lamps-pg-composite-sigs-19]
49 id-MLDSAST-ECDEA-P3I84-3HAR12 RFC-istf-lamps-pg-composite-sigs-14]
50 id-MLDSART-ECDEA-brainpoolP384r1-5HAS12 [RFC-etf-lamps-pg-composite-sigs-19
51 id-MLDSART-Ed448-5HAKEZSE [RFC-ietf-lamps-pg-composite-sigs-14]
52 id-MLDSAST-REAZ0TI-PES-3HAS1Z |RFC-ietf-lamps-pg-composite-sigs-19]
53 id-MLDSAST-R3A4080-P55-3HAS1Z RFC-etf-lamps-pg-composite-sigs-19]
54 id-MLDSART-ECDSA-PE21-5HAS12 [REC-etf-lamps-po-composite-sins-19
55 id-MLKEMTEE-REA2048-5HAZ-258 drafi-ietf-lsmps-pg-composite-kem- 10
58 id-MLKEMTEE-REA30T2-5HAZ-258 drafi-ieti-lamps-pq-compasite-kem- 10
57 id-MLKEMTEE-REA4095-5HAZ-253 draft-ietf-lsmps-pa-composite-kem- 10
58 id-MLKEMTEE-%25518-5HA3-255 draft-ietf-lsmps-pg-composite-kem- 10
54 id-MLKEMTEE-ECOH-P256-5HA3-2585 drafi-ietf-lames-pa-composite-kem-10]
80 id-MLKEMTEE-ECDH-P384-5HA3-258 draft-iet-lamps-pg-composite-kem- 10
g1 id-MLKEMTEE-ECDH-brainpoclP256r1-5HAZ-256  [drafi-ietf-lamps-pg-composite-kem-10
g2 id-MLKEM1024-R5AIIT2-5HAS-255 drafi-ietf-lsmps-pg-composite-kem- 10
83 id-MLHKEM1024-ECDH-P384-5HA3-255 drafi-iet-lames-pa-composite-kem-10]
g4 id-MLKEM1024-ECDH-brainpoclP334r1-5HA2-256  [drafi-ietf-lamps-pq-composite-kem-10
865 id-MLKEM1024- X 448-5HA3-258 drafi-istf-lsmps-pg-composite-kem-10
i} id-MLKEM1024-ECDH-P521-3HA3-255 drafi-ietf-lamps-pg-composite-kem- 10
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Fixed values: o)
KDF - The key derivation function being used from clause 7.4.

f- A context formatting function being used from clause 7.2. When KDF is instantiated as HKDF with hash, the
underlying hash function is applied to the concatenate-and-hash context formatting function.

k_len - an integer value denoting the length of keys such as psk; k_len is digest_len when CatKDF is instantiated with
HEDF or HMAC and kmac_outlen when CatKDF is instantiated as KMAC. kmac_outlen is set to 32 or 48 octets for
KMAC128 and KMACZ256, respectively.

Input:

psk - a pre-shared secret key of length &_Jen. It may be present. If not present, this value shall be the empty octet string,
%)

tk;, kz) - a pair of octet strings containing shared secrets k;, derived through a hybrid key establishment, see Figure 4
and Figure 5.

MA, MB - octet string of a pair of exchanged messages in establishment of the shared secrets k.

info - an optional octet siring set by the application as additional information.

label - an optional octet string that specifies a separation of use for the instance of the key establishment. The label
values should be constructed from exchanged label contribution values in messages MA and MB. If a label value is used
it shall be of a fixed agreed length. Any labels used in the key derivation function should not be provided as an
argument to the same hash function for another purpose in the application.

length - the length in octets of the derived key material key_material.
Process:
1) Form secret = psk [| k; [/ k.
2) Set context = f{info, MA, MB), where fis a context formatting function.
3)  key_material = KDF(secret, label, context, length).
4) Return key_malerial.
Output:
key_material - derived key material.

An implementation shall fix the order of the shared secrets k; according to the order of the key establishment schemes
defined in clause 7.7.2.

A pre-shared key, psk, for this method may be established using key material from a previous session or an alternative
key-establishment method like QKD.
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