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« “security level” is an informal term

« The terms we try to use more regularly are "security strength” and "security
category."

« |f you need to refer to a document for these definitions, | think SP 800-57 part 1
revision 6 is a good one.
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https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/documents/call-for-proposals-final-dec-2016.pdf

4.A.5 Security Strength Categories (3k#%)

NIST will base its classification on the range of security strengths offered by
the existing NIST standards in symmetric cryptography, which NIST expects to
offer significant resistance to quantum cryptanalysis. In particular, NIST will
define a separate category for each of the following security requirements
(listed in order of increasing strength):

1) Any attack that breaks the relevant security definition must require
computational resources comparable to or greater than those required for
key search on a block cipher with a 128-bit key (e.g. AES128)

2) Any attack that breaks the relevant security definition must require
computational resources comparable to or greater than those required for
collision search on a 256-bit hash function (e.g. SHA256/ SHA3-256)

3) Any attack that breaks the relevant security definition must require
computational resources comparable to or greater than those required for
key search on a block cipher with a 192-bit key (e.g. AES192)

4) Any attack that breaks the relevant security definition must require
computational resources comparable to or greater than those required for
collision search on a 384-bit hash function (e.g. SHA384/ SHA3-384)

5) Any attack that breaks the relevant security definition must require
computational resources comparable to or greater than those required for
key search on a block cipher with a 256-bit key (e.g. AES 256)
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4.6.1. Cryptographic Algorithm Security Strengths (3&k#%)

Cryptographic algorithms can provide different security strengths, depending on the
algorithm and key size used (whenever keys are required by the algorithm). In
previous versions of this document, the estimated (classical) security strength (s)
that an algorithm or system could provide is defined in terms of the amount of work
(i.e., the number of operations) that is required to break the algorithm or system
(i.e., the amount of work to break the algorithm requires 25 operations of some kind,
where s = 112, 128, 192, or 256 bits). However, cryptanalytic advances (e.g., in
factoring algorithms, general discrete-logarithm attacks, and elliptic-curve discrete-
logarithm attacks) and the potential advent of quantum computing have brought into
question the use of a single number to represent the security afforded by designating
the same security strength for different algorithm types. In 2016, a NIST call for the
submission of post-quantum algorithms categorized security strength in terms of the
computational resources needed by an attacker to break a block cipher algorithm or
hash function, essentially considering both classical and quantum computers. Listed
in order of increasing strength, these security categories are:

1. Secure against an attacker that is presumed to lack the resources needed for
a key search of a block cipher algorithm with a 128-bit key (e.g., AES-128).

2. Secure against an attacker that is presumed to lack the resources needed for
a collision search on a 256-bit hash function (e.g., SHA-256, SHA3-256).

3. Secure against an attacker that is presumed to lack the resources needed for
a key search of a block cipher algorithm with a 192-bit key (e.g., AES-192).

4. Secure against an attacker that is presumed to lack the resources needed for
a collision search on a 384-bit hash function (e.g., SHA-384, SHA3-384).

5. Secure against an attacker that is presumed to lack the resources needed for
a key search of a block cipher algorithm with a 256-bit key (e.g., AES-256).

Table 2. Security strength categories for post-quantum algorithms

CSaetceugrétry; Minimum Attack Cost Example
1 Same as key search on a block cipher with a 128-bit key AES-128
2 Same as collision search on a 256-bit hash function SHA-256
3 Same as key search on a block cipher with a 192-bit key AES-192
4 Same as collision search on a 384-bit hash function SHA3-384
5 Same as key search on a block cipher with a 256-bit key AES-256
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A3>4 (AIVD) :“The PQC Migration Handbook”
A=ZK3U7 (ACSC) : “Guidelines for cryptography”
XZa[E (NCSC) : “Next steps in preparing for post-quantum cryptography” Tl& ML-KEM&RUML-DSAICDWT, £/\5XA-41y M —iRFIEE CHFESaIaEE LTS —.
Z{ORETEML-KEM-768 % UML-DSA-65% 43,
XKE (NSA) : “Commercial National Security Algorithm Suite 2.0”Tl(&. BREZEREIZFTABIFIC, ML-KEM-1024%UML-DSA-87%#EHL TS,

* 2030 LA (IIFHER



(8%) HFIV-BERE : iBSATHEIC L3 HIINRC

RAY BERtEFIUT1F (BSI) 7502 EFRBEIATLAEFIUFT(FF (ANSSI) [{ASERODT{RER]
“Technical Guideline TR-02102-1 Cryptographic Mechanisms: “Avis de I'ANSSI sur la migration vers la cryptographie post-
Recommendations and Key Lengths” (2026.1) quantique” (PQCHB{TICBATSANSSINDRAR) (2023.12)
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TGO https://messervices.cyber.gouv.fr/guides/avis-de-lanssi-sur-la-migration-vers-la-
2102/BSI-TR-02102-1.html cryptographie-post-quantique-0

2.4.3. ML-KEM Key Agreement (#k#%)  %[103](ZFIPS203 CRYSTALS-Kyber, aussi appelé ML-KEM (3k#%:-1RER)

ML-KEM with the parameter sets corresponding to NIST Security COTIIVZALNIES RRADEHFAHSETEINIHS . ANSSHELL T DL
Strength Categories 3 and 5 (see Table 2.7) from [110] is EAEY NV

considered cryptographically suitable for the long-term protection 1. BRECENTA DRI ADINGA—FZEEURVCENEETY,

of confidential information at the security level targeted in this 2. NGA=FEEEHOTF VTN TESEINET . AJaERRIFREDONISTE
Technical Guideline. F2UFALANIL, TENELAILS (AES-256(CHH3H) F(ELAIL3 (AES-192

(CHHE) ZEATILZHEIDLET,
e ML-KEM-768, see [103],
e ML-KEM-1024, see [103].

Table 2.7: Recommended parameters for ML-KEM. AS5V4 ASVHERIEE - Z2EES (AIVD)
“The PQC Migration Handbook” (2024.12)
A—=AMSUF7 YA4N—-tF1UF0t249— (ACSC) https://english.aivd.nl/documents/2024/12/3/the-pgc-migration-handbook
“Guidelines for cryptography” (2025.1285) 4.2) Recommended Cryptographic Primitives (k#%)
https://www.cyber.gov.au/business-government/asds-cyber-security-
frameworks/ism/cyber-security-guidelines/guidelines-for-cryptography R
Primitive Recommended Acceptable

Using the Module-Lattice-Based Key Encapsulation
Mechanism (&#r) ML-KEM? ML-KEM-1024 ML-KEM-768'
The use of ML-KEM-768 and ML-KEM-1024 are approved. However, ML-DSAT ML-DSA-872 ML-DSA-65?
for interoperability and maintainability reasons, ML-KEM-768 will SLH-SA SLH-DS-{SHA/SHAKE)-256(s/f) SLH-DSA-{SHA/SHAKE}128(s/1)
not be approved beyond 2030. SLH-DSA-(SHA2/SHAKE)-192(s/1)

) N AES AES-256 AES-128
;(*UZ EI%R'U_'*(I \_t:F_JUT’(t/ 9= (NCSC) ” SHA-3 SHA-3-256 SHA-3-224 (c)SHAKE128

Next steps in preparing for post-quantum cryptography” (2024.8) SHA-3-384

https://www.ncsc.gov.uk/whitepaper/next-steps-preparing-for-post-quantum-cryptography SHA-3-512
Key takeaways from this guidance (3k#%) (RAERE
ML-KEM (Kyber) and ML-DSA (Dilithium) are algorithms standardised e gﬂﬁégi Sk
by NIST that are suitable for general purpose use. All proposed SHA5T
parameter sets provide an acceptable level of security for personal,
enterprise and OFFICIAL-tier government information. The NCSC " Recommended to be deployed in a hybrid combination with ECDH. ? Recommended to be deployed ina hybrid combination with either ECDSA

or EdDSA. * BSI, ANSSI, NLNCSA recommend the use of NIST level 5 or § parameter sets. NSA CNSA 2.0 requires level 5.

recommends ML-KEM-768 and ML-DSA-65 as providing appropriate
levels of secu rity and efﬁciency for most use cases. Table 4.2 | Recommended parameter instantiations of the cryptographic primitives.
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(&%) H7JV—-EESEH; : FIPS 203-204:205

FIPS203 “Module-Lattice-Based Key-Encapsulation Mechanism Standard”

https://nvipubs.nist.gov/nistpubs/fips/nist.fips.203.pdf

8. Parameter Sets (k%)

Concretely, ML-KEM-512 is claimed to be in security category 1,
ML-KEM-768 is claimed to be in security category 3,

and ML-KEM-1024 is claimed to be in security category 5.

FIPS204 “Module-Lattice-Based Digital Signature Standard”
https://nvipubs.nist.gov/nistpubs/fips/nist.fips.204.pdf

4. Parameter Sets (3}

Concretely, the parameter set ML-DSA-44 is
claimed to be in security strength category 2,
ML-DSA-65 is claimed to be in category 3,
and ML-DSA-87 is claimed to be in category 5.

FIPS205 “Stateless Hash-Based Digital Signature Standard”
https://nvipubs.nist.gov/nistpubs/fips/nist.fips.205.pdf

11. Parameter Sets (%#:)

Concretely, the parameter sets with n = 16 are
claimed to be in security category 1,

the parameter sets with n = 24 are

claimed to be in security category 3,

and the parameter sets with n = 32 are
claimed to be in security category 5.

Table 2. Approved parameter sets for ML-KEM

10

n q k m # d, d, required RBG strength (bits)
ML-KEM-512 256 3329 2 10 4 128
ML-KEM-768 256 3329 3 10 4 192
ML-KEM-1024 256 3329 4 11 5 256

Table 1. ML-DSA parameter sets

Parameters
(see Sections 6.1 and 6.2 of this document)

Values assigned by each parameter set
ML-DSA-44 | ML-DSA-65 | ML-DSA-87

q - modulus [see §6.1] 8380417 8380417 8380417
¢ -ab12th root of unity in Z; [see §7.5] 1753 1753 1753
d - # of dropped bits from t [see §6.1] 13 13 13
7-# of +1’s in polynomial ¢ [see §6.2] 39 49 60
A - collision strength of ¢ [see §6.2] 128 192 256
71 - coefficient range of y [see §6.2] 217 219 21°
~, - low-order rounding range [see §6.2] | (q—1)/88 | (¢—1)/32 | (¢—1)/32
(k, ) - dimensions of A [see §6.1] (4,4) (8,5) (8,7)
7) - private key range [see §6.1] 2 4 2
8=r1-1[see §6.2) 78 196 120
w - max # of 1's in the hint h [see §6.2] 30 55 75
Challenge entropy log, (_2“:6) + 7 [see §6.2] 192 225 257
Repetitions (see explanation below) 4.25 5.1 3.85
Claimed security strength Category 2 | Category 3 | Category 5
Table 2. SLH-DSA parameter sets
security  pk sig
n h d Kk a k lg, m category bytes bytes
SLH-DSA-SHA2-128s
SLH-DSA-SHAKE-128s 16 63 7 9 12 14 4 30 1 32 7 856
SLH-DSA-SHA2-128f
SLH-DSA-SHAKE-128f 16 66 22 3 6 33 4 34 1 32 17088
SLH-DSA-SHA2-192s
SLH-DSA-SHAKE-192s 24 63 7 9 14 17 4 39 3 48 16224
SLH-DSA-SHA2-192f
SLH-DSA-SHAKE-192f 24 66 22 3 g8 33 4 42 3 48 35664
SLH-DSA-SHA2-256s
SLH-DSA-SHAKE-2565 32 64 8 8 14 22 4 47 5 64 29792
SLH-DSA-SHA2-256f 32 68 17 4 9 35 4 49 5 64 49856

SLH-DSA-SHAKE-256f
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2 id-alg-noSignature [RFC-isti-lamps-rfc5272hi=-11]
3 id-alg-dh-sig-hmac-shal RFC287H
4 id-zlg-dhPap-shal RFC2875
5 id-alg-dhPop-sha224 RFCE858
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27 id-alg-ecdhPogp-static-sha3d4-hmac-shadgd RFCE855)
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43 id-MLDSA35-REA4085-F55-3HAG512 [RFC-ietf-lamps-pg-composite-sigs-14]
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53 id-MLDSAST-R3A4080-P55-3HAS1Z RFC-etf-lamps-pg-composite-sigs-19]
54 id-MLDSART-ECDSA-PE21-5HAS12 [REC-etf-lamps-po-composite-sins-19
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58 id-MLKEMTEE-%25518-5HA3-255 draft-ietf-lsmps-pg-composite-kem- 10
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i} id-MLKEM1024-ECDH-P521-3HA3-255 drafi-ietf-lamps-pg-composite-kem- 10
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Fixed values: o)
KDF - The key derivation function being used from clause 7.4.

f- A context formatting function being used from clause 7.2. When KDF is instantiated as HKDF with hash, the
underlying hash function is applied to the concatenate-and-hash context formatting function.

k_len - an integer value denoting the length of keys such as psk; k_len is digest_len when CatKDF is instantiated with
HEDF or HMAC and kmac_outlen when CatKDF is instantiated as KMAC. kmac_outlen is set to 32 or 48 octets for
KMAC128 and KMACZ256, respectively.

Input:

psk - a pre-shared secret key of length &_Jen. It may be present. If not present, this value shall be the empty octet string,
%)

tk;, kz) - a pair of octet strings containing shared secrets k;, derived through a hybrid key establishment, see Figure 4
and Figure 5.

MA, MB - octet string of a pair of exchanged messages in establishment of the shared secrets k.

info - an optional octet siring set by the application as additional information.

label - an optional octet string that specifies a separation of use for the instance of the key establishment. The label
values should be constructed from exchanged label contribution values in messages MA and MB. If a label value is used
it shall be of a fixed agreed length. Any labels used in the key derivation function should not be provided as an
argument to the same hash function for another purpose in the application.

length - the length in octets of the derived key material key_material.
Process:
1) Form secret = psk [| k; [/ k.
2) Set context = f{info, MA, MB), where fis a context formatting function.
3)  key_material = KDF(secret, label, context, length).
4) Return key_malerial.
Output:
key_material - derived key material.

An implementation shall fix the order of the shared secrets k; according to the order of the key establishment schemes
defined in clause 7.7.2.

A pre-shared key, psk, for this method may be established using key material from a previous session or an alternative
key-establishment method like QKD.



EHICEALTON T v FEEER

10

géll.ll.ll:
=

« N T Yy FERLIZHOWT, EiRITEREH
« BEeUTEER. N VT AV IONR ERLLD ETIH2LLMEITKE) | A4/?4/7ﬁﬁ(ﬂ4y?4

yﬁ@ﬁ%umﬁ>\xamwmwﬁmﬁﬁw?—&7w—vv#«@ﬁA% mE D EEN T ITINE
L TUL7R Uy,

1E [ =T

« NAT Yy REBEZTZIITYXLT 7AO—F
« Composite %% KEM & Ll7- %5 m. 1RZELH
e —RILTB-DHICIE,. EUF- CI\/IA’C7§L< SUF CMADEREINZDTIEWh EDERD H 5,

e PQLTOD. T7‘: IFANEZ S Z &IC A AY =TI T AEREBLEITENTLE Y, TNZ1AE
ﬁt%ﬁ?%@?%ﬂw\&ﬁ{WMﬁﬁwbm%ﬁ\ﬁﬁ@%@ﬂﬁ{MAL#&thb@m

e NA 7Yy FELZZAMaN

TLSOBES{LERFRO 7 7A—F T, N7 Uy RBELZ7OMNILZERIT D7 7A—FHLH5D., ZEmid
TEFETIE AU,

(BLZlz, 78 a4V THELTILTYXLL ANV TCORBRRAEZEBERLTDEHDEHH)

DualB&I(ICBELT: 7A FaANDATHRLAFRI I —LAVIZHETFL D 2D, ERNICERTH Y —ikem
T8 LY,

WHERS &R MERZICE L TOEMRITARAR



) 2 MEchEF T DERES .

« AA—TDETE
s MEHEDNA 7Yy FO®RFTZELE L TITW. BRZBEDNAT7 Uy FOU X MUIZERD K
AAEFER L DD1TH L DORIEBCTHEL WL,
s MEAEDNA 7Yy FIZOWTIE, ZE2MERDIZODEMRBEZRAI—T7ET2EW0WH T &
TR LD,
c 2BTINTYXLDNAT Yy K (5 : ECDH+MLKEM) &g d 52 ETELD (B L3
BULEOT7ILITYXLDONAT )y FHEET D)
-My1§47UvF®&%x:—7tTé#\W%@@ﬁuﬁifmymyvhﬂwypbz:—
ZIZEDH,

s YR MLDEGZEDLSIZT B D
« 3> /N1+ (Key Combiner) # U X ML ERIE T B H
- ETSIZ5|AY 5155 1C1E. Concatenation® Az AT 5 H . CascadeDIZLh vz & 59 % H
s FRTHT7NTN)XLOEAELEZINETIAXZXEAT H0H
o FEREVIC, KBEDFERICZL LR DAEEDNDH D
e ZTHbZH U X MITIEERES L AWLD



H#E )X FEHE
- AVNA, FEEEZSTIAAY (EU7Z7A—FITEW)

« E1 I EMNEICAVYNLIFT 2R L. BSLIRCatKDF (ETSITS 103 744) Zz&E&d %5 (£ 7zI13FELT
HXEEFHRL. £DXENTEH LB ImELE)

« R2  REHFORMIEANIC. IES2TCatKDF (ETSITS 103 744) %z&2#H 4% (F/-I3ELUT I XE%
ER L. £ DXEAN T LICERZRLE)

c AVYNAFEZDAN%ZEY PTURMIEETIAME X5090770—F)
« 3 I ZeMUHIHER T E/-compositeKEM (FAER) DY R MAEZEEHT 5,
- lHAEHLE T, BHELKICLSIREEL,

« AYNAFIEFKDFD 1202 —R75—R & LTHKW, YR MICEEHLEVWAME (NISTZ7R—F
(IZ3EL)
« 4 1 AVNAFEESEFOKDFICEWTIE, BFEUTHERES Y X MIZZH SNy > 2B
MAENBT DL ICEEEBET B,
« RERBITHESTALIUILEREBPQCT LT ALEEAAHLETH, REICADEEBEOAVE
HRT,



ZZ  BEY 5 IER =

« BROZBEIR (220K ADBEEZRZA5DH)

B/NBEZESTHH (class 12 2#E ST 5 H)
HZTPQHEBLTAREWVWIEZLHAHN, TNHEDH DD

BRERICEBLTE. BIFF XY P TEEDHBEDOEREBETRLA

* KDFANDANP AL T—4%

ANNEFDEEIZE DT 5H

Contextz & D & S IZEEEHT 5 H

ATDOREIEBEEZBFRHIZITO D
EM7AFIALTNRNA VT 4 VT FEZTHo>TWBHEDRWEE D T 5D

13



TDMIRETIANESEIA

S5} 6




BREIRA O IBSFIAE—

REFICETHEIR 2

> K2 (MEFEHES (PQC) UZN) [CHESHIATE-FEFZENTIHE. & 2 DEROEHIZE

EIINENHDIDTIIRLN

[ZEZ7]

v [BEFBUFHERIES VAN EARZICEWT, [BESEAMT](C(RDF
FROEEEHEN TS,

ESFATE-R XvE—IRWAFI-R, I>TATARIEE, LD
RifipEOESEMEBIEDETHAEITZLEEINTVBRN,
Z0OHE . CRYPTRECHEEUZ MIB#HINLZLWINH OSSRl
HHPEDEBTE,

v EBSHAEE-R Xyt—I885E0—- R I>747 /5852 3K 2 (LIGEk
I3mA. EFIOE1-INOMMEICOVT, COFRICHARE (B
it) IDIMENGDDIDTERLD,

Bl BH. K2 (MEBFETEHKES (PQC) URDL) (CIHE
IHIHAICE. R 2 (CIBEHNLIESEItiCEAISDETHA
IR ZHITRET Do

P2 Fre k2 (MEFTEKES (PQC) VRN owndn
N OIES EAEHAHFEDRTIZEICIRD ., EFETEHADTHE
ZBI LRI D,

EFRFHREIESUAR

ESRATRS = RUEEZSE R (I FITCRYPTREC]EL
5, ) [C&DZEME (TF1U71) RUREMENMEREINES
Bi2COVT, B (CHIT2FIAEREN T+ D THINSEROE RN
RIAFNBEHIEN., SEZIIMOFIRZHRITZEDDVAN, BE.
FMATHRRCOOVT, BFSEEEM (7IIVALRUERERE
R) (CREI 2R ERE POMECERUBVERZAVHZECE,
BT BT HEIES A MOIESHEATZF AL TOWSEERBENAN
ZLICEAEI DL,

<& 1 BITIESUIL>

(%)
<&K2 MEFTEHES (PQC) UZL>
(%)

2 BESFIAE—R Avz—TF86E0— R I> 717 /505E(E. tOFKilT
FMDESEACHEHFEDETHA I LEENTLSN, ZDIHFE.
CRYPTRECHESUAMIBEEIN L ITNH DIES e HASNE
D&,




BREIRA > b2 BRITHESCRIBSHINOFEROEEN -

> R1 RITESUAN) CHAESHEMICOVT, K2 (MEFTEHEES (PQC) VAN [GEMIIHE.
BIEEIROBEURWVEEDSSITT DN

{% iﬁ] <+&1 Iﬁ.ﬁﬂ‘é%_')7:l\> )
Rt B
v SHAKE128, SHAKE256Ic 3[4 | (Re) o
%ﬁﬂ‘io)‘}I;FRD‘UZ\E_C(iEL\D‘O }\W*}:LB@??& SHZKE128 Gx4)
N Gx4)
v XTSICHR3BMEES | Zhaeet
—BIE (JOy/BES(C(E. CRYPTRECEESUZ MB#1288y M Oy/BES o lmrek CFB
&85, ) [COWTIR, 64y T OYIBESHER 2 ((FFIELRLICE ;;gf”ﬁ =R
NS GEIIFTELBRUVCENS) | BRROFERIIAEN, BT re) |CCM
BES (FIABAREIZAN —SFNAZDBEALCIRD, EE5EENIST gmf”
SP800-38E(CfESL. ) [COWTIIXTSEARDFHIREIETHDI6H Xyt —SEBEEI-K HMAC
BIFRO;FERNMHEBTIERLD, ZEIiE Cha/ChaZO—Pon1305
I . ISO/IEC 9798-2
v BRI EWEET—R (CCM. GCM) (c&RBliE61 TOFATAREE 1SO/IEC 9798-3
—EFROFRNMDE TRV, ISO/IEC 9798-4
iz, [JOvIisS | 0EIEER 2 (CEUAMENGHID TIERLD, (E4) J\Ww>1RE256EY M EETBIL, o
G5) JOv/BSE(C(d. CRYPTRECEESUZ MB# 128y
v GCMIC®RBIE7 ] NI O/ BES %S, FIRBREZN —SF A 2052
SEREOFIRNANE T (IR, {BICBRD, 27534 (ENIST SP800-38E(CHESCE,

(£6) CRYPTRECHESUZMEEHOIOvIES %, FRGEAT
SWET-REHEAFEDE T, [FREEIES JELTESTEN'T
5.

(CE7) ¥WIEMERTNUERFO6EY MeiERET 2.




RERA> b RITIESICARIBSHEITOHTIVUDEIRL

> R1 RITESUAN) CHAESHEMICOVT, K2 (MEFTEHEES (PQC) VAN [GEMIIHE.
NTIUREZEDLIICT DN

(£277] BFERICOVTIECategory 1-20HIRVEREF X ZRIEIERHSDIEIE
v IBESFIAE—- R AYvE—-JFBE1—R
—2024FEENEPEHIAHRES (CHVT, EENKEYRDEE, QIEFT I TR MENEAGF TE2E5H(E.
[ BFfE < 2K 2h D BREY (CZ R MEDMRPESN B EEH | LN 3.
Zorzs. [Category 1-3, 51&RELU (or AFIVURRIIFET) | SBROFREFLTEEDH

FERY3IO0vIIESORERICKEFL. BR(3128192EYy MU EET B, Sl e
192y MU EDIBEE L Category 3. 256EY MU _EDIZE (L Category 5¢9 3.

(HET. [BIRIDFIE, TINSA-F—ty M DOFIZFEE T INEONEARETHE. )

v §B5EFES (ChaCha20-Poly1305)
—2024FE BB EHIEERSE(CHVT, BEN256EYNITUT. QLEFT I TEEMNBAF TE2E0H (3.
[ B R <2128 DR BRI (TR DM MBRE XN 2406 1L &N 3. COTzs. [Category 51ELTLULNN

v SHAKE128
—2024F B FHEERSE(CHVT, HHOEIMN(2256)EYNIHUT. BHTZIIUX BRI 3MRICnER
STERBEEFATUOBEEIL min(2256/3, 27/3) TH3, CNIFSHA-256 DT B EFXEID
BIE B 2256/3 £RIU, COIesh. HvsaRicEhs9—tEategory 2t ih 3K 2 (IBELRVEELTLLDY,
v SHAKE256
—2024FEEMEPEHMBIREZ(CHVT, BHEHNN(2256)EYNIIHUL T, BHTZIIUX AR EA T 3ERCHEL
STEREIEEFATVOMEMEIL min(2512/3, 27/3) THd, )\w1RICEDEENZN I8,
[Category 2-41&REBU (or AFJUREIITET) . SBTROFREMALUTIEEDD .

~ Yy W N =P W N =P

N\ 1RIE384EYMNA ELET S,
(E) 2024FEANIHEREE | BFOL1-IMLEIIESOR DR ETHEOFERUHE 20244 EHR (CRYPTREC-EX-3401-2024)




BRERA> b RAEOERFTOMRFTINIEIR

> O, RARTITA—RICEWGRAE - #R51T I NS EIR(EHDN

[(ZEZ7]

v CRYPTRECOZEXETIEF 1YL EFETEHINEK
SECENTHD., SLEHDF—ZXIBDNRETERULN,
Mz, RRIELTIEFIOE1-51EFBEEUELET.
EH&mNCEEL WA MEFTEMIES (PQC) 12519 T
BEELTIFESN,
—FR 2 DA DIBIENNE

<&¥K2 MEFAHHES (PQC) YAL>
RITIES OMEFUCH ATk EDEFETEH (CRQC:

Cryptographically Relevant Quantum Computer) AOM{4%

BIDTENEERSNIIES BAtiDUR M,

P B Fedin
A 27 )05 A=A —Tw | CE8)
E - -
NEE
2= ML-KEM-768 (Category 3)
1t -

RS |MRE MLKEM |y KEM-1024 (Category 5)

. S AES-192 (Category 3)
it
FUBRIES  |AES AES-256 (Category 5)
/W2 SHA3-384 (Category 4)

SHA3 gory

SHA3-512

(GE8) tF1UT1Oh7IVEENE TEEEHTD. ZHTIUENISTO"Sub
mission Requirements and Evaluation Criteria for the Post-
Quantum Cryptography Standardization Process”(CfEL), XD
&3 HFTVADE(CEESHOBERR X (I E R EEREL LDt

BERNRECHETHBLZEIRT B,

-Category 1

128y Mi#zsF DT OV BG5S I SRR

-Category 2 256Ev D/ \v> 1R8I B EZEIRR

-Category 3

1928y Mi#zsF DT Ov BG5S I SRR

-Category 4  384Evhm/\v> 1R8I S B EZEIRER

-Category 5 256y NEZ#FOTOVIIESICNT I 2HHESR
https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-
Cryptography/documents/call-for-proposals-final-dec-2016.

pdf (©5#18 4 3 H2581R7)




ESEAMRSI S RUBREERER (LUFICRYPTRECIEWS, ) ([CEDZEME (TF1)7() RUSERMENESRINIESKMICOVT, mimCHTdFIA
EENMT D THINSEROE RN RIAFNDEHIRTSN ., HEEIMOFIRZHER T ZEODUA N, BE. FAITZRRICOVT, [BESBEERMA (FPITVALKRY
BEREIR) (BT 2 ERE | OMECERUBVERZAVESECE, EFBUFHRIESUANBES EiZFIALU TOSERFRBENBVCLICETI DL,

<&¥1 RTHESUAN> <&K2 MEFTEHES (PQC) VAR

o 5E S5t IRATEIE S OfFsE(CF BT RETIRKEED £FI1>E1—-4 (CRQC: Cryptographically
DSA Relevant Quantum Computer) A\OMI4%EE I 3ENHERINIES DU A RN,
ECDSA i PSRt
E4 EdDSA * B JUSA—5—Tyk
NEE RSA-PSS E=222 - —
Bs | RSASSA-PKCS1-vi 5 N ML-KEM-512 (Category 1)
Pl RSA-OAEP (ER=SIE - 229 S ML-KEM ML-KEM-768 (Category 3)
4t DH ML-KEM-1024 (Category 5)
ficea =]
L ECDH AES-128 (Category 1)
" 64ty NJOvIEES [ BAERL AES AES-192 (Category 3)
HiEd s kTrwapzs |AES . . e AES-256 (Category 5)
e | 28NS |Cimeia SUBRE | JDV7RES Camellia-128 (Category 1)
AN)—LEES KCipher-2 e Camellia Camellia-192 (Category 3)
SHA-256 Camellia-256 (Category 5)
SHA-384 AN-1$85 [KCipher-2 KCipher-2 (Category 1)
2:2-213/256 SHA-256 (Category 2)
- SHA-512/256 (Category 2
N\ 1B3ER SHA3-256 SHA2 SH A_384/ (Cate(gory%)ry )
SHA3-384 . SHA-512 (Category 47?)
SHA3-512 )\ 2Ra% SHA3-256 (Category 2)
g:ﬁﬁgzg sHA3 SHA3L SHA3-384 (Category 4)
2ha > SHAKE®D SHA3-512 (Category 4 ?)
SEk . S [P) | SHAKEL28 (Category 2)
ey |WEE-K e SHAKE e | SHAKE256 (Category 2, 4?)
=il k TS CBC (Category 1, 3, 5)
RE- = CFB (Category 1, 3, 5)
HAHIEREE—F  [Gem ger |WEEH [CIR (Catedory NESFIRE—REILBIS ]
e ategory =J_/a—_+n =i ]
TR — ﬁﬂﬁ% BE-R XTS (Category @jfﬁg(:x -ty b ER[P]
§3:J‘E \ l\\ / /
IS ChaCha20-Poly1305 RACHsw (Cchicatedory L3, 5)
Et—R GCM (Category 1, 3, 5)
. ISO/IEC 9798-2 ~»-—— ~ |CMAC (Cateqgory 1, 3, 5)
I TATAREE I1SO/IEC 9798-3 Ayt —FREF1— R L2
[SO/IEC 6798-4 HMAC (Category 1, 3, 5)
/ - ZEiee ChaCha20-Poly1305 (Category 5)
'1SO/IEC 9798-2
I TA4T45%5 'ISO/IEC 9798-3
I1SO/IEC 9798-4




SEAR

Mt EFEtEHKES (PAC) YR MREZR I T+ —X ]
B E

1. RECEBE - B

EFEHERTOERICHND., BELLAMASN I ARBESDREMENE L <
ET¥dEBESN, MEFFEHES (PAC) ~DBITEIREET SFRETH D,

CRYPTRECTI&. CRYPTRECEES ') X FDPACH G ZE R 5 71=8. 20255 F DS it
BRERICEWT, EFBFHERES) X M ITHEFTEKES (PAC) YR M %
MADHEZRELI-ECHTHAHN., HFHREICHEL T, BELIRFAZET D
RENZINTHEY TEMFMOBRRICNA. FIERARVEREEDHRALETE
AT-FEFRMN DEHGEEADELGE o TS,

CD1=&. CRYPTRECEES ') X FDPACH GBS HREFDNEBEZITO>EZH
& LT, BESRITREAZOTIC ITHEFHEKES (PAC) VX MREZ X7 T+
—R1 (LT TR WD) ZRET S,

2. REHE

(1
(2)

@)
(4)
®)

1288y b ) T4 HLDESETFORKVICET 1R
BSAAETE—F. Ay E—CBa—F, SZBEIES. T T4 T« ZBEFOR
RWICET SRE

BRITHES EPACEHMAEDLE /N1 T v FE— FORKWIZET H15
AHBEESAXDPACD R 2T MFDEDHF BT H1RE

Z D, MEFFFEKES (PQC) U FDOERICE LBERLGEIE

3. BRE

(M
(2)
@)
(4)
®)

(6)
(M

(8)

4. &

(1M
(2)

TFOBRAIR. FEDEBY £T 5,

FEER. BREODEEICIYEDS,

FEL., TFEREDHIALETEREZERTSE D,

FEE, TFOBSEZEEET S

IEN. RROERICKYPLE/IFEL LG 56, TERELNETEIIR
HYBEEEET D
FEMDELREDIEIE, A THF—NELTIFICHET S ENTE S,
FENMDELEDHD ESF. BERMORESE. BET LFEHEELOMD
SEADCEREHIMI S ENTES,

Zofts. TFOEEICEHLBERGEEIT, TENEDHDEZSITEL D,

OMNE
TFILEREHET D,
TFCEALE-EHRUVTFOBREHMEICOVTIE, ROBZBEZKHRE. AT 5,

D DEATARIEICEYLBEERIIE=ZZDEF. FIROXHEDFEZET EH

EINLHHEETENRDHLER

@ z0th, ERFAET I ENBDELIBENROHDHEE

5. K
TFOEHIL. BAIHRMAFEENFRBEFEHER CRMILITEUE AN FRNIEHEE
BEORNZERT. TUFLT. BBERVUBRFEREICEVTLRET 5,



(HBRE)

BlE 5

AE #hia

=

LB St

WA 7

(F TH—%)

Chll #8)

BRE - A0 —\2%E
(A+FIE. AR

BEBRY REMH - SRTLHER %
GMOTR—NLY A UXR#t CTOE Jzm—

BARYTA40Y 7 MRSt
hREI—TOTH923y YRIIA—Dr—

FEKE JRATLERR 2
BRAEHA VAR M ZT T4 T

A3 =2y b H—ERBEARE X2 T4 X
X)) TABHRREE =TIV 7

BREAXY XFREHREIFRAMER IREHRFER s

NTTHEEHRAIERT
EMBEERMAE IO b BEEBI)IL—TF

EARAREAERZMBENRR 70—
BEELXT? ZmBFESFHER LERFHIEER

REEBERY A /N\—HEE



CRYPTRECIESUA MDPQCH &
PRETRE




CRYPTRECHIESUA MDUEEIE 2

» CRYPTRECHSUA MIME 5t EHIES (PQC)MRDD. [ EFIFFHEREIESYANIC
(R 2 MEFARHIES (PQC) UAMZMHIZIGENMI 2ciE=Z20264F 3 BICE/E.

> CRYPTRECICEBWTERBIRFITHMHEBRERRECDVWTIHMREB U L THltiiRsd .

CRYPTRECHEESUZX MDUA MER <YAMEBRRODA A—-T>

® CRYPTRECHESUZ MO EFHATHERIESUANICHEWT, TEREEHINTSRZ @;&?Eﬁﬁ%&ﬁﬂﬁfum\
=g = [~ 4= > = 3 l > 1 I[ITHESUR
[$ 1 I\ﬂnﬂanZ_Mtb\ *"TE";“EEZ ﬂﬂjgf..\j-%jfﬂaq (P,QC)\ YA MR S T EER(POC)
v BAFSESCE T3 BT RAHERIEEUZ MLV ERBHISBELTVBTENS, 3 UR MEBR (LA, @ HBERIES )2 -
v PQCN\OITR T#E. 3UAMEMBAREZEEDOHENLL RENREHRNSBIERELT . ® EAERESUAN 7
[MEFTEHES (PQC) VAN DM IskEEH ;?‘T‘?i‘iﬁ@@’fﬂi‘:¢§,?
g <, . —— - = — = N eaE:] B il
o NBIBES NI TA, IEROISEHISSHITS(COV TR T A EIMM T s lme  [PLDSA
bR 2 MEFTEHIES (PQC) URNICIBE, iy e [SLH-DSA
v PQUADBHTICIEL T, IS HEIHTNCRQC ADTIEEE T BN BN DHIBIH—HCDADIZK, T anal T
CRYPTRECHESUR hOFIAE(CXHU CRIRAIAERIE SR MR (R I MENSD D, - — SHA—
% Cryptographically Relevant Quantum Computer, IRiTEES OfFstICFI AT RER/KEDE FETEH. AC 12 SHA-3
= () %)
NS A=5—ty MEDHIRL
® ESMEFERXIHIHEHARINTLSNSA=F -y MOVTEUZ Mg . NEA-FeyhORmHEAA—T>
® &)(53X—H—yNTHIET ZEFIUFA DHFIVEUR N8 H, il
v NIA=A—tyNRUHFTIVEEIC. AT LERCIES 28R 9 % _t TEEREIRE. ML~ |ML-KEM-512 (Category 1)
XHIZEML-KEMT(E, AROTHAX—S0LSC3BIESE (BMREENZENSHET 3 EF1U7 7)) . KEM | ML-KEM-768 (Category 3)
ML-KEM-1024 (Category 5)

20264F 3 AUGE(CH T SHRL

o NHEIESIMIEIML-KEMODMBE . %ML-DSAKRUSLH-DSAFEZ S - ERMRETHIENR TREIBEHTE (20265FEEFE)
o IESF|HE— REOL—EOHLEHEIES L)\ 1B DV TERGARET R THDI/EL TLVRL,
® Category1l - 2DBESFIMIIC DV TITHRGEARST R THDIBELL TLRL,



(82%) CRYPTRECHESUARM ) (2026.3FEH1L)

BFBATHEREESUA b

ESHdinRs = R EIE

=
EER

(BURTCRYPTRECIEWS, ) (C&DhZEM (TF1UT () RUERMEENMERINIESRKAMRICOVT, HiGCHITFIAEREN+DTHD

W SEOERNMBAFNBEHIRIEN, HEZEAMOFRZHEREITZEDDUZ b,
BE FATHHRRIOVT. ESBERA (VIIVALKRURBRER) (CET2EEREE PORECEHMURVERZAVISECE. EFHATHEESURNIESEIiZ
FIRUTWBLIFRBENRVIECEBREI BT,

<XK1 BUTHESUAL>

<X2 MEFABEHES (PQC) YAI>

B tE Ay TS O/ ICFHIATIgE /K ENEFE1EH (CRQC: Cryptographically Relevant
DSA CE1) Quantum Computer) AOMMAZHE I BIENERBSNIES EAMOUZ M,
peg=—] T
£% EioeA B 2 i e TS
NG RSA-PSS N E4 - -
i RSASSA-PKCS1-v1 5 Bo g ML-KEM ML-KEM-768 (Category 3)
ST RSA-OAEP I\A4IE-éK1Eg42-1(CC)24 (Cate%ory 5)
DH ss8 AT o - ategory
sete ECOR D) HBRIES AES AES-256 (Category 5)
64ty NJTOWIEEE (E3) [EUA0 SHA2 SHA-384 (Category 4)
FHms e = |AES w3 1Ra% SHA-512
BE.‘JF'; 128Ey NI O/ EES Camaiia IR SHAS SHA3-384 (Category 4)
ZNJ—LBES KCipher-2 SHA3-512
SHA-256
SHA-384 1.2 (B%)
SHA-512 3 CRYPTREC, lESBEEMN (PITVALKRUREIER) (CRAIZRTEEE,
SHA-512/256 https://www.cryptrec.go.jp/list.html
WS 1R SHA3-256 RE. BHHTFREOREUVDRNZITITECHD. HEOM. F2 (MEFTEHES (PQC) VAN
I 1R OABISIES (S, HHBERETEALAL,
SHA3-384 4 BESIOTE FatEMIES (PQC) YR MDDV TR R THS.
SHA3-512 0 https://www.cryptrec.go.jp/report/cryptrec-mt-1501-2026.pdf
SHAKE128 %
SHAKE256 (4) Cx1) ~ Cx7) (B8)
CBC (£8) tTH1)F1DHT7IVEENETERHI S. BNTIUENISTO"Submission Requirements and Ev
CFB aluation Criteria for the Post-Quantum Cryptography Standardization Process”(CHEU).
ey |WEE-FR CTR ROL3IC, HFTVROACEBROHIRR R FERRBLFIREN L0 EERNRECHETHD
S TS GE5) TLEBIKT B,
-Category 1 128EyN#ZIFOTOVIBES (I 2HHRER
PG EINEE—R CE6) CCM . -Category 2 2568w hrD/\w 1 BIENIC KT I B ZEIRR
GCM (£7) -Category 3 1926y N DT Oy IS ST I B8 ER
Stz — TP R CMAC -Category 4 384Ewhd/\w> 1B I 2 & ZEIRR
~/aes HMAC -Category 5 256y NE#IF DT VIS I 28ER
EoHI = ChaCha20-Poly1305 https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/documents
1SO/IEC 9798-2 /call-for-proposals-final-dec-2016.pdf (318 4 3 H25HIR7E)
I o ISO/IEC 9798-3 _ _ —
ISO/IEC 9798-4 E#OCRYPTRECHESYZ NS https://www.cryptrec.go.jp/list.html



https://www.cryptrec.go.jp/list.html

CRYPTRECEESUAPMDPQCHIGICEAT 3IREIHFE

> 2025FEDIESRIMMRET=(CHENT, CRYPTRECIESURMDME FETEHKIES (PQC) MILHCETS
RES 21TV BRREI DB LREREECOVWTREEX UIZ_ L TCRYPTRECHE S )X MOTRIE Z Ehf,
IR, 22 (MREFEEMIES (PQC) YR (T3, Categoryl- 20BES iy, BSFIFE— MRS S OMSRINHBHL TLAL,

> INBOREIOVTIF. ZEMEFHAOHRRDEN ., FER - ERIEEDER RS DIAERTE BRGNP E,

— BESKEHMIZEESNMIESEINERZERORNEELNS, BSHEIMREEOET(C, F(C
[MHEFTEHIES (PQC) YUAMREIIRITA—R |%:%lF. 2026 FERF T2 HREIARET 2 ED D

sReA@ Category 1-2 (128EvhMzFi1UF EEIEE) DIFSEFOHURL <BE  WIRT SR>

v BSMERPT, 1280y MeF1UT1($2040FF TRIFIARIILA o AElTh
2041 BRI #1755 BAR J e, 2051 FLABF(INER T FIBART] |£R2D, ML-KEM-512 (Category 1)
XEES®MEEM (PIIVALKRVEERIEIR) (CRHI2&XEE% (CRYPTREC LS-0003-2022R1) ML-KEM | ML-KEM-768 (Category 3)

v BFS 27 LOPQCIEATIHERAI2035ENHARE SN THD, CORSEAZ SFRICH VR, AES-198 (oo )
128y MMt 1T DEES Rz [ #EEE | T3 EELTIVMERETHE, AES  |AES-192 (Category 3)

v SEIMERIT(E. Category 3L EAIBES RETHNE< BRSNS, Category 1-2% ShA256 (Cataoory 5y
BEBR I BLO5RECE (3. B EER M - EFRAZEDOE NS bR E, cHA» | SHA-512/256 (Category 2)

v ZOEN ATIVERT 3R HE OV TS THEEEITI, ShA-384 (Category 4)

s (2 IESFIAE— FPEREEE S F0OHR L
v IRITIES MCRQC (Cryptographically Relevant Quantum Computer) ADMFEICEIL T, AES. SHA2. SHA3(CDWT(E. CRYPTRECD
SMEBEHMIMIREZE FFENSSN . XBFIOE1-ILERIESORDLHCRETHEOAERUHE 20245 EMR (CRYPTREC-EX-3401-2024)
v IBSFIATE-R Xy—-JFR5E0— R, FBEEES . IoT1 T/l P— BB EEIE S &/ \Ww 1B (OVTIIRFI DD E.,
_ . % Camellia. KCipher-2, SHAKE-256%%
R I\1 Uy RBRRDHRIK L
v TS EPQCEAHFENET) A TUY RIBRLIC DWW T, CRYPTRECEU TEDLSICEWDIFSMEETHINE ,
iRA@ NFHRIES A NDOPQCOEZL I MEFDEESH S
v SEBEREFEDFIPSIELEE ZIAHETIPQCICDWT. EQSIRIEF TEE M I EZE I NEMRFTHINE,
XFIPS204. 20532026 FEFICEZEMFHMEENME T FIE.



CRYPTREC LS-0001-2022R2

BEFBRFICET50RZEDEHIZBRBIREFSOIVR

(CRYPTRECES S ) R )
#H 543 A30R
TORIIT - BHHE - BEERE
(RMEH : FH8F 3 A30R)
EFBFHEES )X
EERMRHR' RUEEZESR (LT TCRYPTRECT &LV5, ) IT&YReMH

(EFaYT41) RUREMHENER SN BSERMTICOVNT, THIZETS
FAZRBENTATHOINSRODERARAENS LEII S, HFERTOFA
EHEITDHIODOVR b, GH. FIRATHIRRICONT, THSEEEH (7
WY XALRVCBRER) ICETHREREE] ‘OREICEHRLEVEREZAL

SERR 3

EEICIE,. EFHRATFHERS )X FOBESEMZFHALTWS LRGN
HWIEICBET H &,
<%x1 BITHESUXF>
B tr 58 {ER=E R 0]
DSA GE1)
ECDSA
Z4 EdDSA
RSA-PSS
AL
AFARIES RSASSA-PKCS1-v1 5
S RSA-OAEP
s 4t DH
ﬁ-":ﬁ ECDH Gx2)
64Ey FT7RO VYRS P | B L
X . AES
HERES 128y b JOY RS ,
Camellia
A M) —LES KCipher-2
SHA-256
SHA-384
SHA-512
SHA-512/256
ASIRVE=N: SE SHA3-256
SHA3-384
SHA3-512
SHAKE128 ¢%4)
SHAKE256 “*4)

(RAR=212#5: <)

1 TORLUTHEE., BBEVAN\—EF 1 T BEERURFEXLAEABERBERRITHENDSEERD. B
SHMOERICEDEREF21) T HEOHEER LB RN L. FEMRICLIBEREEHMI DS LITLY, T
’S‘)I/F" RBERVBBEELEICE T 2EROBEICET 2 L& B E LTHE.
*UFFFE F. Avt—DFEEa— K. I/T»f T« AL, HhOBM D EORSHEM LBAAAHETHAT S
&L‘éhft‘éh\ ZDiHE. CRYPTRECEES ) X FMIBE IV Ihh DS L HAEHE LI &,
3 CRYPTREC, RESI&EEMH (7L I Y XLRUVEEER) ICET HFEEE, https://www. cryptrec. go. jp/list. html
&J’a LFBREEEORELORFAZTSIFTETHY . HEOMH. k2 (MEFHEHES (PAC) YR ) OAFS
Sl HEFEEEEZERALLGL,



崇師 梅城
長方形


it or48 R R 01
CBC
CFB
MEE—F CTR
ESFIHAE—F OFB
XTS Gx5)
CCM
R ESWEE—F 0
CMAC
Ayt — /unun.l.—t:_ I“ HVMAC
FOELRE = ChaCha20-Poly1305
ISO/IEC 9798-2
I T4 T 1R 1SO/1EC 9798-3
1SO/1EC 9798-4

(GE1) FIPS PUB 186-5TIXEIESNTWLAMN, KX MEEEMSTLME - FIEE
BOKRICKEGEENG VS, BEEHRET D,

(G¥2) EFRJ HMACIXHMACX IELCMACIZPR %,

(;(£3) CRYPTRECEES ') R MIZHE T, 64AEw JOvIBEIZKY ., A—DEFH
WTKESET 56, 270V ET, RA—OBERAVWTOACTA yE&—
.,.WIE:—HA_'—EE‘Z'&ZD% L2270y ETET B,

GE4) "Ny aRIFB6EY LI EET B &,

GE5) 7By YEESI(ZIE. CRYPTRECEES ) X MEHFI128E Y TRV I BEBZES,
MAAEFR FL—2T A ROBEEIEICR Y . EEAEGNIST SP800-38E
25 2 &,

(GX6) CRYPTRECEEE U X MEEOD T O v IS Z. R EHEE—FLMEAED
T, (RISl L LTHESZENTES,

GE7) #HMERY FILRIFICE v b EHRET B,




<Fx2 MHEFHEHES (PAC) VX >

RITHEESDMEEICH ARIRE L /KEDE FETEH (CRAC: Cryptographical ly
Relevant Quantum Computer) ~DMitEZHT 5 - LMW EEIN-IBSHMHTD )
A R,

] ER=ES RG]
#7548 el :
?ﬁmﬂ *R %ﬁ‘ /\05}_9__& \y I\ ¥8)
Z4 — —
NEE = ML-KEM-768 (Category 3)
it -
BIA | MLKEN ML-KEM-1024 (Category 5)

AES-192 (Category 3)

H G2
HE e AES AES-256 (Category 5)
SHA-384 (Category 4)
N SHA2 SHA-512
-
Y VA SHA3 SHA3-384 (Category 4)
SHA3-512

(38) €Fa2 T OATFIVEBADETERT B, &0 73 Y ENSTO
“Submission Requirements and Evaluation Criteria for the Post—Quantum
Cryptography Standardization Process”[ZféLN, RDKSIZ, AhTFTVED
AICREBORRERNIEREREABEULOFEERNIREICLETH D
CEEERT D,

- Category 1 128E v MEZHF DI OV IRBSIIT HBIFER

- Category 2 256Ew FD/\y L aBARICK T HERIFR

- Category 3 192Ew MRZERK DT OV IBESIIHNT 28EER

- Category 4 384E v hO/N Y L2 BIMITHT B HERER

- Category 5 256E v FEZEHFOIT OV IBSIINT HRIEER
https://csrc. nist. gov/CSRC/media/Projects/Post-Quantum-Cryptography/
documents/cal |-for-proposals—final-dec-2016. pdf (£%18 4 3 B25A )

4 BERMOMEFEMES (PAC) YR FADEBEMIZOWTHREFTH S,
https://www. cryptrec. go. jp/report/cryptrec—-mt-1501-2026. pdf

3



HEEMAES )R

CRYPTRECIZ & W RE2M R UREMRENMEZE SN, §&. EFBRIFHERS)
A MZBE SN SRS HHESEM DY R I~o BE. KYRXMIE&#E SN
TLWOESHEMZFAYT HRIE. TBSBREEH (7Y ALRUVERER)
BT HRERE| ' OREICERTIRREANVDCEARDOLNDZLICE
i.r:a_é‘—ko

Bitior48 BE & AT
Z4 ZETL
NEBRES SPRE ZETL
BHiE PSEC-KEM ©%°)
GIPHERUNICORN-E
64Ew FTJOvwHREE O Hierocrypt-L1
MISTY1
GIPHERUNICORN-A
HBERES 128Ey F 7B Y IRES CLEFIA
Hierocrypt-3
Enocoro—-128v2
A M) —LES MUGI
MULTI-SO1 ¢*1D
Ny a8 AL

= . WE% N ZETL
RERREF o mET—r 20 | manl
Ayt—TFREEa—F PCG-MAC-AES
RS & ZETL
ITUT 4T 4Bk ZETL

0

(;£9) KEM (Key Encapsulating Mechanism) — DEM (Data Encapsulating Mechanism)
BRICEIT5FBZRNRET S,

(;£10) CRYPTRECEEE J X FZHWT. 64EY FTJOVHIREEIZLY ., A—D#EEH
L\‘CH ST B5E. 2270y ET, R—DEEZFHVTIMACTAvE—
nu..n Z—F’&Eﬁ‘lﬂ'éiﬁ 2217“D‘77$—G&_d—éo

GE1) x4 X(F64E Yy FDIESIZRE S,

(GX12) CRYPTRECEES ) R FMEBO JO v VS %, RN ETHEET— FLBEAFED
T, [REES] ELTESICENTES,

5 BEFMAE—F. Ayt—URHa—F., ToT4 T4 R, thOBMfioEOBESEfiEHAEHE THAT S
EEENTLBN, ZDOEE. CRYPTRECIES Y X TS EIN-LWFhADRERITEEAETHED &,
6 CRYPTREC, FEEsEEH (7L I XLRUBRER AT 2R TEEE, https://www. cryptrec. go. jp/list. html

4



ERESAESUXF

ERICERINDVURINGEFEDIHE, HEITARESRKRETE G G- &
CRYPTRECIZ & Y R SN -EERMT D55, AMMEMIFOL-OICTRGEFAZE
BIBHZLONDYR b, BREHIFLUNOENTORAIXHERELEL, BH. K
DR MIRE SN TWIBSHRMEFRIT IEE. THSEEEH (7dY
ALRUVEREIR) CRHTIHTEEE "OREICEHITIHREZANVSL LN
RKOONBEIZBETHI L,

Biti 48 B S Bl
24 B L
PR S <Pk RSAES-PKCS1-v1_5 =1
BAH ZEGL
64Ew FTO Y IBEE ®® | 3-key Triple DES *?
HERES 128y b JOvHRES St L
R Y —LEEE ZuT L
Ny S B FS{:IiETD 160
= . | EE—F ZEEL
REHRETF pgnEmET—F 29 |maaL
Ayt—URBa— K CBC-MAG ¢x'D
RELE S ZAGL
T T 4T ARk st L

GE13) TLS 1.0, 1.1, 1.2THAEELAHAH ENLHEDFRAZRD S,

(G¥14) CRYPTRECEEE Y R M IZHBWT. 4dEw FJOvHBEEIZLY. RI—DEEZH
WTHESIET 2154, 2270y F T, AI—ORBZAHANVNTIMACTA yE—2
EIIL-I:IIE:_ I"&Eﬁk?éiﬁ 2217D “J?i'@«’:?‘éo

(G£15) SP 800-67 Revision 2TIXEIEESNhTULNEA, K X FMEEEMNOLZLMH -
FIAEBORRIZKELEETIEN GO, EBEE#HET S,

(;£16) CRYPTRECHE & ')7\ MEEO IOV EEE, RIfTEMEE—FEEAED
T, (IS LLTHESZEMNTES,

GENT) R2MDBENL, A vE—ORZEELTHAIRETH S,

*”Fﬁ"E I‘ A Jt / UDIEZI_ I‘ I-/T’f T’f L»nIE‘i 1'&".0)*&”’]’ %‘Eo)ﬂ ?ﬁf’ﬁit%ﬁﬂﬁhﬁr*ljﬁﬁ?%:
L—&éhn\éb\ FMiH4. CRYPTRECESS 1) R MiBH I h-WIFhh DS BAADHLED T L,
8 BIZBRBIDIRATLOT T r—2avELORTOREEREZMKET D&
9 CRYPTREC, FEEsEEH (7L I XLRUBRER ICET 2RTEEE, https://www. cryptrec. go. jp/list. html

5



EHEERR

SHA-1 B U'RSA1024 (& 2 #81THa8t1  (F
ﬁZOE AREREFL)TABEREER
TRH24AFI0AEREF2) T4 A RH
Lzz.:%EﬂUE) ERFZTCHRATE L,
https://www. nisc. go. jp/pdf/policy/gen

eral/angou_ikoushishin. pdf

(FER25% 3 A 1 BIRTE)

BH AL BEHERT BEHFRIORR B OR
o6& |F [#7#3:80] (GX18) FIPS PUB 186-5TIFELE=h TLY
5 H16H 5H., RYR +EEENSREM - FIA
EEOKRICKELEEALLG LN -H., 18
BEd 5,
be3 [#riREnn] (GX19) SP 800-67 Revision 2 CILEELE &
hTWdh, RUXCBEBIALCRS
% - FRAEEORRICKELENE L
-6, BEET#KET 5,
S8 & | EFHFHERBS | BEEMRAESRUVEEZES (UT. BEEMRHASRUVEEZES (UT
38308 |UR b+ (KX) FCRYPTREC] &LV 5, ) ITKUREMR| ICRYPTREC) & W5, ) IT&kYERLEH
UREMENERINEBESEMC OV (EXaUT4) RUREHEENERS
T. MBICETRHAREN TS THD | W zBESEMICOLNT, mHIZHETS5F
NEBRDERDPRAFENS L IN., |ARENT D THINSHROERNRA
LEBEHMOFMAEHETLILEDODI) R |ENdLEEIh, HEBHTOMNAEH
ko BFDH2LOD)R L,
BFBUFHERS | [ROBFATE] <&1 BIIBEFZJVRL>
JR b+ (R)
EFRAFHERS | [ROFEE] <%*2 MEFFERES PW) YR +>
JR b~ (FR) BRSO AL KENDS
FEtE# (CRQC: Cryptographically Relev
ant Quantum Computer) ~DMEEET S
CELPEREIN-BERMOY R ~,
EFRAFHERS | [iiiaE0Em] BT 5E - ABHRES —E4
JRX+ (HEFE %f’r\//\ﬁﬂ—@—'t‘y b=
EHmES (PQC) Bifin s : AHRES—#Es
JR ) %5 - ML-KEM
INSGA—=EF—Fy |
ML-KEM-768 (Category 3)
ML-KEM-1024 (Category 5)
BFBUFHERS | [Biio%E0Em] Hftio 58 - HBREs
JR+ (HEFEH £ AES
HHmES (PQC) NGA—BF—ty b
JRK) AES-192 (Category 3)
AES-256 (Category 5)
EFRAFHERS | [iiiaE0EMm] Biffisn$s - /Ny 2B
JR+ (HEFEH £ SHA2 SHA2
HHmES (PQC) NGA—BF—ty b
JzR) SHA-384 (Category 4)
SHA-512
£ SHA3
INSGA—=EF—Fy |
SHA3-384 (Category 4)
SHA3-512
finE 5 CRYPTREC, RESS&EZEH (7J/ 3 |3 CRYPTREC, EEEEEZEH (7T Y
ALRUVERER) ICHT % CHEE | ALARUERER) (CHATRTHEE,
https://www. cryptrec. go. jp/list. html |[https://www. cryptrec. go. jp/list. html
HE., BEURTREDRE LK %1T
SFETCHY. HEDME. X2 (MEF
FATERRES (PAC) YR b)) DAEABERES
%, BEEEEREZFER LR,
fE [#riRiEnn] 4 MBESEMOMEFEE#EES (PAC)
JRARADQEMIZDOWTHETTH S,
https://www. cryptrec. go. jp/report/cry
ptrec-mt-1501-2026. pdf
[ 1ped BE3. 4. 7. 8 M5, 7. 8. 9
bE GE1) TBUFHEBOEHRS R TLIZE| [HIER]
WTHERASIATWLWEBEE7ZILITYRXL




x

Cx8) IBUFHEDEHRIXTLIZE

WTERAEATWSBEETZILT Y XL

SHA-1% URSA1024(= 2 5 ¥ 171881 (F

H20FE 4 AEHREX1 Y T A BERESER
£, Fa24F10AEREFa ) T 1 xA%KHE
HEREBRE) ZBRFATHAT S L,
https://www. nisc. go. jp/pdf/policy/gen
eral /angou_ikoushishin. pdf

(FRk25% 3 A 1 HIRTE)

[HIBR]

x

[HRamm]

(GCx2) {ERAY SHMACIFHMACE - IFCMACIZ
RS,

[#r#fEnn]

GE8) vXaVT4DATIUEED
ECERETSH ., £EHATITYIENSTD
“Submission Requirements and Evaluation
Criteria for the Post—Quantum Cryptography
Standardization Process” [ZHELY, RD KL S5
12, ATTVEDOAICEHOBERX(F
FEERERLREEULOHEERNIKE
ISHETHEICLEEKRT B,
- Category 1 128Ew hEZH-TIOv
VSIS T HBIER

- Category 2 256Ew FD/Ny L 2Bk
I=xtd SEERER

- Category 3 192w hEZH-O-TIOv
VSIS T SRR

- Category 4 384Ew FD/Ny L 2Bk
I=xtd SEERER

- Category 5 256Ew hEZHEOIOv
VST HHEIER

https://csrc. nist. gov/CSRC/media/Projec

ts/Post-Quantum-Cryptography/documents/

cal |-for—proposals—final-dec-2016. pdf

(&84 3 A25HIRTH)

1. 8.4.5.6. 7. 9~11,
12. 13. 14. 15, 17




	資料１ 議事次第・配付資料一覧
	資料２ NISTから公表されているPQC関連資料内でのSecurity Levelと Security Categoryの使い分けについての報告
	資料３ 課題１_Category 1・2の暗号等の取扱い
	資料４－１ 課題２_暗号利用モードや認証暗号等の取扱い
	資料４－２ 課題２_諸外国動向調査 
	資料５ 課題３_ハイブリッド構成の取扱い
	資料６ その他検討すべき事項
	参考資料１ 「耐量子計算機暗号（PQC）リスト検討タスクフォース」開催要綱
	参考資料２ CRYPTREC暗号リストのPQC対応と検討課題 
	参考資料３ 電子政府における調達のために参照すべき暗号のリスト（CRYPTREC暗号リスト）

