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NIST (2016.12) “Submission Requirements and Evaluation Criteria for the Post-Quantum

Cryptography Standardization Process”
https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/documents/call-for-proposals-final-dec-2016.pdf

4.A.5 Security Strength Categories (3k#%:)

NIST will base its classification on the range of security strengths offered by the existing NIST standards in
symmetric cryptography, which NIST expects to offer significant resistance to quantum cryptanalysis. In
particular, NIST will define a separate category for each of the following security requirements (listed in

order of increasing strength):
NIST(F. EFIESHEZTICHUTEVMTEZR D RAFN B FONISTHHERIESHFIEMEH T 2T 1UTEEOEEICEIVT, DEEZITIFE T, FH .
NISTRU FO&ETFIVTEMH GREMRVIRCEE) (OVT, eNENERIONTIVZEELET.

1) Any attack that breaks the relevant security definition must require computational resources comparable
to or greater than those required for key search on a block cipher with a 128-bit key (e.g. AES128)

1) BT IVT EEZRIINEE(C(Z, 128y MEDTOVIIES (6l : AES128) (CHIT2IIFEZRICEIZTEERBEU LOGTEERNMNETHB L.

2) Any attack that breaks the relevant security definition must require computational resources comparable

to or greater than those required for collision search on a 256-bit hash function (e.g. SHA256/ SHA3-256)
2) BT 1IVTAEREWBWE(C(L, 256E Y~/ w2182 (6 : SHA256/SHA3-256) (CHIT3EZEIFEZRICEIZSTEEREAEU LOTEEFENMNET
HdEo

3) Any attack that breaks the relevant security definition must require computational resources comparable
to or greater than those required for key search on a block cipher with a 192-bit key (e.g. AES192)

3) BT IVTATEREWBWE(C(L, 192y NMEDOTOYIEES (B : AES192) ([CHII2HRRICEIZAEEREFAFU LOTEEFENNETHIL,

4) Any attack that breaks the relevant security definition must require computational resources comparable

to or greater than those required for collision search on a 384-bit hash function (e.g. SHA384/ SHA3-384)
4) HEZUF 1T ERZRBDINEC(L, 384Evhm)\w= 1928 (5 : SHA384/SHA3-384) (CHIT2EZERRICEIZIEERLAEU LOTEEFNINET
HdEo

5) Any attack that breaks the relevant security definition must require computational resources comparable

to or greater than those required for key search on a block cipher with a 256-bit key (e.g. AES 256)
5) BT IVTATEEREWBWEE(C(L, 256y NMEDOTOYIEES (B : AES256) (CHIT2HERICEIZAEEREFAEFULOATEEFENNETHI L,
x EIAEE G HAIER
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NIST (2024.12) NIST IR 8547 (Initial Public Draft)

"Transition to Post-Quantum Cryptography Standards"
https://csrc.nist.gov/pubs/ir/8547/ipd

4.1. NIST Cryptographic Algorithm Standards and Guidelines (354}

While NIST guidelines continue to use bit-length security strengths to describe the level of protection offered
by an algorithm and parameter set against attacks by classical computers, post-quantum security is
described using a collection of broad security categories. Each category is defined by a comparatively easy-
to-analyze reference primitive, whose security serves as a floor for a wide variety of metrics that are deemed
potentially relevant to practical security. NIST based its classification on the range of security strengths
offered by the existing standards in symmetric cryptography. Table 1 provides a summary of these security

categories.
NISTOHA RSA>TlE EROTIE 1-FICELBREICT T 27N TUX LB LUNIA—FY MOREL NI 2RI TeHIC, BlEREty MRICLZTFIUTMHREZRLTL
FIN MEFEFVT/OVWTE. LERTF VT HTTVOEEZAVTEIRENTLET, ZH7IVE TS LEBRNES BRI SRIVZFT IICIHO TEERSINTS
D, ZOTVZT4IOLF1VFEEN, B LOTF1UT((CEHELSDEHRENDLBERBIBEOIRIEEE (J07) JELTO®EIERIZLET . NIST(E, H@s
ES ORI RIS MEH T2 1UTREOEEICEOVT, CONFZITVEL. K1 IN5OTF1VFT4H7TVOBIEZRUET

X HAGE (I HEARENER

Table 1: Post-Quantum Security Categories

gaetcetgétr\\// Attack Type Example
1 Key search on a block cipher with a 128-bit key | AES-128

2 Collision search on a 256-bit hash function SHA-256

3 Key search on a block cipher with a 192-bit key | AES-192

4 Collision search on a 384-bit hash function SHA3-384
5 Key search on a block cipher with a 256-bit key | AES-256
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G¥8) tF1Ur(Oh7IVEENETEEITD. ZHTIUENISTO”Sub
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Quantum Cryptography Standardization Process”(CfiEL). RD
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BEFRNMNIECHETHILZRIRT D,

-Category 1 128y NEZ#FOIOVIIES (9 2HHER

-Category 2 256Ev D/ \v> 1R8I I @SR
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https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-
Cryptography/documents/call-for-proposals-final-dec-2016.
pdf (#0184 3 A25HIAT)
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= Feii RAY J52R A4 A=ANIU7
2L INSX=H—Tzy ~ (BSI) (ANSSI) (AIVD) (ACSC)
ML-KEM-512 (Category 1)

ML-KEM |ML-KEM-768 (Category 3) Recommended préférence Acceptable approved®
ML-KEM-1024 (Category 5) | Recommended préférence Recommended approved
ML-DSA-44 (Category 2)

ML-DSA |ML-DSA-65 (Category 3) Recommended préférence Acceptable approved”®
ML-DSA-87 (Category 5) Recommended préférence Recommended approved
%SEE/%AE[%?QQZO/ %HSKE]' SLH-DSAMQEC#/3L |  Acceptable SREEDFCERL

SLH-DSA fggfs'?/%AE[ci'ﬁgz@HgKE]' Recommended |SLH-DSAQ#i3L| Recommended | ®EDZHABL
%EESD/%A E[Csé';l?gzé ri/H?)KE]_ Recommended |SLH-DSAMEE#Ei4HL| Recommended FEE DR HRRL
AES-128 (Category 1) Recommended Acceptable approved®

AES AES-192 (Category 3) Recommended approved®
AES-256 (Category 5) Recommended encourage Recommended approved
SHA-256 (Category 2) Recommended Recommended approved®
SHAD SHA-512/256 (Category 2) | Recommended
SHA-384 (Category 4) Recommended encourage Recommended approved
SHA-512 (Category 5) Recommended encourage Recommended approved
SHA3-256 (Category 2) Recommended Recommended | PQCAREBERDHF]
SHAKE128 (Category 2) Acceptable PQCHIEMERA D B]
SHA3 |SHA3-384 (Category 4) Recommended encourage Recommended | PQCAAEBERDHAA]
SHA3-512 (Category 5) Recommended encourage Recommended | PQCAEBEADHB]
SHAKE?256 (Category 5) encourage Recommended | PQCHEBEADHAE]
R R AU S " 2030 LRI
#3524 (AIVD) : “The PQC Migration Handbook”

A=Zr3U7 (ACSC)

: “Guidelines for cryptography”
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Ry 1BEREFIVT1F (BSI) I50A EFBHIATAEFIUT1F (ANSSI) [{AFERDTIRER]
“Technical Guideline TR-02102-2 Cryptographic Mechanisms: “Avis de I'ANSSI sur la migration vers la cryptographie post-
Recommendations and Key Lengths” (2025.1) quantique” (PQCHB{TICBATSANSSINDRAR) (2023.12)
https://www.bsi.bund.de/EN/Themen/Unternehmen-und-Organisationen/Standards-und-Ze https://messervices.cyber.gouv.fr/guides/avis-de-lanssi-sur-la-migration-vers-la-
rtifizierung/Technische-Richtlinien/TR-nach-Thema-sortiert/tr02102/tr02102 node.html cryptographie-post-quantique-0

2.4.3. ML-KEM Key Agreement (#k#%)  %[103](ZFIPS203 CRYSTALS-Kyber, aussi appelé ML-KEM (3k#%:-1RER)

ML-KEM with the parameter sets corresponding to NIST Security COTIIVZALNIES RRADEHFAHSETEINIHS . ANSSHELL T DL
Strength Categories 3 and 5 (see Table 2.7) from [103] is EAEY NV

considered cryptographically suitable for the long-term protection 1. BRECENTA DRI ADINGA—FZEEURVCENEETY,

of confidential information at 2. )USX=AFEEROTF VTN TIEREINE T . AIEERENREONISTE
the security level targeted in this Technical Guideline. F2UFALANIL, TENELAILS (AES-256(CHH3H) F(ELAIL3 (AES-192

(CHHE) ZEATILZHEIDLET,
e ML-KEM-768, see [103],
e ML-KEM-1024, see [103].

Table 2.7: Recommended parameters for ML-KEM. AS5V4 ASVHERIEE - Z2EES (AIVD)
“The PQC Migration Handbook” (2024.12)
A—=AMSUF7 YA4N—-tF1UF0t249— (ACSC) https://english.aivd.nl/publications/publications/2024/12/3/the-pgc-migration-handbook
“Guidelines for cryptography” (2025.1285:3) 4.2) Recommended Cryptographic Primitives (3k#%)
https://www.cyber.gov.au/business-government/asds-cyber-security-
frameworks/ism/cyber-security-guidelines/guidelines-for-cryptography R
Primitive Recommended Acceptable

Using the Module-Lattice-Based Key Encapsulation
Mechanism (&#r) ML-KEM: ML-KEM-1024' ML-KEM-768"
The use of ML-KEM-768 and ML-KEM-1024 are approved. However, ML-DSAT ML-DSA-872 ML-DSA-65?
for interoperability and maintainability reasons, ML-KEM-768 will SLH-DSA SLH-DSA-(SHA2/SHAKE)-2561s/f) SLH-DSA-(SHAZ/SHAKE)-128(s/1)
not be approved beyond 2030. SLH-DSA-(SHA2/SHAKE)-192(s/1)

) N AES AES-256 AES-128
;(#UZ EI%R'U_'*(I \_t:F_JUT’rt/ 9— (NCSC) ” SHA-3 SHA-3-266 SHA-3-224 (c)SHAKE128

Next steps in preparing for post-quantum cryptography” (2024.8) SHA-3-384

https://www.ncsc.gov.uk/whitepaper/next-steps-preparing-for-post-quantum-cryptography SHA-3-512
Key takeaways from this guidance (3k#%) (RAERE
ML-KEM (Kyber) and ML-DSA (Dilithium) are algorithms standardised e gﬂﬁégi Sk
by NIST that are suitable for general purpose use. All proposed SHA5T
parameter sets provide an acceptable level of security for personal,
enterprise and OFFICIAL_t|er government information_ The NCSC " Recommended to be deployed in a hybrid combination with ECDH. ? Recommended to be deployed in a hybrid combination with either ECDSA

or EdDSA. * BSI, ANSSI, NLNCSA recommend the use of NIST level 5 or § parameter sets. NSA CNSA 2.0 requires level 5.

recommends ML-KEM-768 and ML-DSA-65 as providing appropriate
levels of secu rity and efﬁciency for most use cases. Table 4.2 | Recommended parameter instantiations of the cryptographic primitives.
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(2%E) H7JVURERH : FIPS 203:204:205

FIPS203 “Module-Lattice-Based Key-Encapsulation Mechanism Standard”

https://nvipubs.nist.gov/nistpubs/fips/nist.fips.203.pdf

8. Parameter Sets (k%)

Concretely, ML-KEM-512 is claimed to be in security category 1,
ML-KEM-768 is claimed to be in security category 3,

and ML-KEM-1024 is claimed to be in security category 5.

FIPS204 “Module-Lattice-Based Digital Signature Standard”
https://nvipubs.nist.gov/nistpubs/fips/nist.fips.204.pdf

4. Parameter Sets (3}

Concretely, the parameter set ML-DSA-44 is
claimed to be in security strength category 2,
ML-DSA-65 is claimed to be in category 3,
and ML-DSA-87 is claimed to be in category 5.

FIPS205 “Stateless Hash-Based Digital Signature Standard”
https://nvipubs.nist.gov/nistpubs/fips/nist.fips.205.pdf

11. Parameter Sets (%#:)

Concretely, the parameter sets with n = 16 are
claimed to be in security category 1,

the parameter sets with n = 24 are

claimed to be in security category 3,

and the parameter sets with n = 32 are
claimed to be in security category 5.

Table 2. Approved parameter sets for ML-KEM

10

n q k m # d, d, required RBG strength (bits)
ML-KEM-512 256 3329 2 10 4 128
ML-KEM-768 256 3329 3 10 4 192
ML-KEM-1024 256 3329 4 11 5 256

Table 1. ML-DSA parameter sets

Parameters
(see Sections 6.1 and 6.2 of this document)

Values assigned by each parameter set
ML-DSA-44 | ML-DSA-65 | ML-DSA-87

q - modulus [see §6.1] 8380417 8380417 8380417
¢ -ab12th root of unity in Z; [see §7.5] 1753 1753 1753
d - # of dropped bits from t [see §6.1] 13 13 13
7-# of +1’s in polynomial ¢ [see §6.2] 39 49 60
A - collision strength of ¢ [see §6.2] 128 192 256
71 - coefficient range of y [see §6.2] 217 219 21°
~, - low-order rounding range [see §6.2] | (q—1)/88 | (¢—1)/32 | (¢—1)/32
(k, ) - dimensions of A [see §6.1] (4,4) (8,5) (8,7)
7) - private key range [see §6.1] 2 4 2
8=r1-1[see §6.2) 78 196 120
w - max # of 1's in the hint h [see §6.2] 30 55 75
Challenge entropy log, (_2“:6) + 7 [see §6.2] 192 225 257
Repetitions (see explanation below) 4.25 5.1 3.85
Claimed security strength Category 2 | Category 3 | Category 5
Table 2. SLH-DSA parameter sets
security  pk sig
n h d Kk a k lg, m category bytes bytes
SLH-DSA-SHA2-128s
SLH-DSA-SHAKE-128s 16 63 7 9 12 14 4 30 1 32 7 856
SLH-DSA-SHA2-128f
SLH-DSA-SHAKE-128f 16 66 22 3 6 33 4 34 1 32 17088
SLH-DSA-SHA2-192s
SLH-DSA-SHAKE-192s 24 63 7 9 14 17 4 39 3 48 16224
SLH-DSA-SHA2-192f
SLH-DSA-SHAKE-192f 24 66 22 3 g8 33 4 42 3 48 35664
SLH-DSA-SHA2-256s
SLH-DSA-SHAKE-2565 32 64 8 8 14 22 4 47 5 64 29792
SLH-DSA-SHA2-256f 32 68 17 4 9 35 4 49 5 64 49856

SLH-DSA-SHAKE-256f
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#£5 BETBUFHERES Y A MCH 3,y 2 2 [[8LIS O HLAHE SR & Ascon-AEAD 35 X U Ascon-
80pq IZ2WT, Ql EFATEEMNHIRTE 281, HHMFEMO A0 X 2 #BIY 7 L2 M5 k2
GRS 720, B—EORSMCHEEE YT, BTIEHROY Y —20MEL LT 4.5 Hi® Case 0
UPZWZEAY 4 OB TEHERS 1 o2 T, QRAM IR BERSFPIIAKERDOEMZ ) RIRET
5. ZORIZHIBEFHHIZOWVTIE, QL EFARBWT (HHAICEBITREHE,HBINLT) FHIR
ERTAE L BbN S Grover D7 LT ) XA L ZRABROATH 5.
Fefi 8 N R BE - QUEFATREES
(v M) AAfF T % 2 HiF
128 IR < 264
7ay ZiE AES, Camellia 192 B < 296
256 R < 2128
2+ Y — ABEE KCipher-2 128 R < 264
KR < 25/2 o
REE— ¥ CBZF(;F]?(’T(;TR’ k ST
’ B X A % P
R < 25/2 o
FOAEfT X FREE— ¥ CCM, GCM k 2D
PRI X 4 2 Hi
REf < 25/2 o
Ryl—VEFa— K CMAC, HMAC k B I R DS
{REE X 5 HipH
BER < 2128 pao
FRRERE S ChaCha20-Poly1305 256 AR 2D
{REE X % HifA
R < 264 2o
FRRERE 5 Ascon-AEAD128 128 LI R 2R
{RE& X % HifA
R < 280 o
FORERE = Ascon-80pq 160 HHEAIZZ 2D
PREE X % HifH




#6 BEFBENHERIEESY ROy > 2882 Ascon-Hash256 3 £ U8 Ascon-(C)XOF128 123 LT
BHT @73V X4 (4.2 8 Z#H T 5BRCHAELRFARBH L BT €Y OBRE. FRFMOEIZD
$ %, e TE 2RHOHEED FRICHET 2. RBEARE F ¥ 80 7 4 ORI VWTFABE v
FTBS. REYORED Ay & 2 B, 2 XOF (SHAKE128, SHAKE256, Ascon-(C)XOF128)
WZDOWTIE, WEREEDO X v 8> 7 4 W THERE RO 2 BEBERICA>TWVWD Z L ITERSI AW,

i 5-H i F YT 4 HhE AR R R BT XAEY
SHA-256 -
SHA-512/256 - 256 2853 285:3
SHA3-256 512
SHA-384 - 284 o128 5128
SHA3-384 768
SHA-512 - 512 9170.7 9170.7
SHA3-512 1024
SHAKE128 256 £ (> 256) min(28%-3, 2¢/3) min (2853, 2¢/3)
SHAKE256 512 £(>256)  min(21707 2¢/3) min(2170-7, 2¢/3)
Ascon-Hash256 256 256 285.3 285.3
Ascon-(C)XOF128 256 ¢ (> 0) min(28%-3, 2¢/3) min (2853, 2¢/3)
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i N IST ‘: *5 ‘j- 6 |_l\ ’r 7“ U “/ F J Fig. 1. Using a hybrid algorithm to transition to PQC
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fthg <. 1EMMEIXIEINT 3 7-%. cryptographic agility P Z# oS 70 F AL 2ZFIFTANZEAD DN
3 (NIST CSWP 39) .

« NAT Uy RIZBITEOEIRBE TH B A, BEXRXL TWLWBDITTIEAR L,

SP800-227(Z 52 &, M Hybrid KEMIZH]FHRIREZ: Key combiner
KeyCombine (K, K>,c1,¢2,eky, ek, p) := H{K1,K2,c1,¢2,ek),eky, domain_sep). (15)

« EUIZEITS N4 7 )y K]
e (M)LWE R—ZDEESICDOWTIE, BITICHES VR ZEBOT-H/ N4 7)) v F{EEER (should't be used
in a standalone way) .
« Ny aAaR—IADEBBZIZDOWTIE/NA 7Y v F{kloptional,
« ETSITS 103744 TNA T ) v FEBRICOWTHRIL LZERZT>TW5,

X REIEEU, BRIEVRZENAT Yy FMEICKZEHED L —FF7ICRT2EHDIPEL S,

X NISTHABITEHADZEIRED 1 D& L TUE[TIT5—7A. EUIZ—EBPQCICOWTIZHEMFIHZHEREE
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Fixed values: o)
KDF - The key derivation function being used from clause 7.4.

f- A context formatting function being used from clause 7.2. When KDF is instantiated as HKDF with hash, the
underlying hash function is applied to the concatenate-and-hash context formatting function.

k_len - an integer value denoting the length of keys such as psk; k_len is digest_len when CatKDF is instantiated with
HEDF or HMAC and kmac_outlen when CatKDF is instantiated as KMAC. kmac_outlen is set to 32 or 48 octets for
KMAC128 and KMACZ256, respectively.

Input:

psk - a pre-shared secret key of length &_Jen. It may be present. If not present, this value shall be the empty octet string,
%)

tk;, kz) - a pair of octet strings containing shared secrets k;, derived through a hybrid key establishment, see Figure 4
and Figure 5.

MA, MB - octet string of a pair of exchanged messages in establishment of the shared secrets k.

info - an optional octet siring set by the application as additional information.

label - an optional octet string that specifies a separation of use for the instance of the key establishment. The label
values should be constructed from exchanged label contribution values in messages MA and MB. If a label value is used
it shall be of a fixed agreed length. Any labels used in the key derivation function should not be provided as an
argument to the same hash function for another purpose in the application.

length - the length in octets of the derived key material key_material.
Process:
1) Form secret = psk [| k; [/ k.
2) Set context = f{info, MA, MB), where fis a context formatting function.
3)  key_material = KDF(secret, label, context, length).
4) Return key_malerial.
Output:
key_material - derived key material.

An implementation shall fix the order of the shared secrets k; according to the order of the key establishment schemes
defined in clause 7.7.2.

A pre-shared key, psk, for this method may be established using key material from a previous session or an alternative
key-establishment method like QKD.
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