CRYPTREC MT-1441-2020

B eI RET =

EFaArEa—4BKICAITEESDOEY A
BREFF RV 74—R (F4E (202053 1[0))

1 Fs

2 EE

BEXRE

(1) REEDODRFAABTFICONT

(2) EFaVEa2—2ICETIHAZFICONT

(3) EFarvEa—FIdd HBESRTOBMFIC DT

(4) CRYPTRECHE= ') X k TOHREIRMHES ) X FOEIRNZDINT
(5) £t

3 BH&

B
B2
&M 3
&4
M5
&rle

RTEH—&
NFETOEREAREEDRFNBIZDONT
EFIAVE1—T 41 VU RAR
HEFEtEHESOEBHMF(CDOLNT
EFIAVEL—ZITE T H5RERSBOF@EIZDOULNT
BFAVE1—ZICHEIT BB BEEDRERERIZDONT
CRYPTRECEE & 1) X k TOHERMIES ) X FOERIRWLMZDUNT

SEEN BT R HTRED -SRI N EHES D' X + (CRYPTRECEE S 1) X k)



C->CRYPTREC
Cryplography Research and Evasiuation Commitiess

Al

SH3FE3H3
CRYPTRECEF =




CCRYPTREC

raphy Re nd Evaluabion Co

2019
v EF10E1-90 50  f2h. ME,
v 2F10E1-50MEEE. EFEYMRITINA T, o LEERIEE,
v IRIRE RARIEIHHLARLTH TR,
— 5. 20204 2 AICAZF BRI,
https://www.cryptrec.go.jp/topics/cryptrec-er-0001-2019.html
PQC
v KREINIST (Err@tsitinsem) MRE{C/EZRETT, 2022~ 2024F (L RSTMIREFIE,
CRYPTREC
v’ CRYPTREC (T, FIARIBICESRVEREDOFHMCINZ . U CTYER% o
v PQCIZ. NEZEMEZIRFTU TVBEET. FIAEBHFCENR TEIEFETER,
v S1&. FIRAMLKIREETEIND. loTHZREF(CAHLASNBI 110, IS IRRETIBERALIEN O] 5E
| (&, SN, IERIES EFEDIRVDER S,
— PQC. . (. CRYPTRECEE=UANMABAHAFT . ZVERR T B,

(FES I ZE=(CT. CRYPTRECIESUAMDUEIFSRE (2022FEKRE®) LM1TLUTEMTIE)

v PQC B3I, 2020FELUED :



C5CRYPTREC

ogrmphy Res d Evaluabion Co

2019 CRYPTREC

CRYPTREC

v CRYPTRECHESJAMNZ. IRD 3UAMBRRER TS,
(BN REMEENTERN, AIAEEPLRBAHN B HIENZE0)
(B0 REMBENTERRN, SHODUZANIBHENSTEEHEDHZE0)
(EFAEEICEDIERTRERAE TR RSO HFFIZ SR T 5E0)
v OEQDVANIHERFIBEDD. (CEBFEN ST D REABZE TEERULLEERBVIESE,
rbdrh. €0

v SFESHEAE D RRALTVSIZD. Bt FEEZE E’e‘@‘ FCRES EANOFEREELIRN,

v' CRYPTRECHEESUARNTIIEEZE T RS 1440 rse7iauzs) ZxUTEN. IIGA=F(FIRRUTUORL,
v HEER)CSA-ADIARIE. BRI AT MBEEDSHE N RIES OB I T2 e E T 3cHICE .

— 9B, (CRYPTRECHEEUZ MBI EASIBIIERET S, )
(BEBEinEHEZEERICTYERICE T TEARET Z )

CRYPTREC

v’ 2003%E(AERk. 2013F(ICCEZITL. SR, 2023FHEICCE/FER THD . 10FEAI CHE,
v BEtFOERZITV. wEB(SURESEIMOIIBREFDITOTHD. 10FEAIEITIHEER),
— ROSGELIEL, SETR 5 FLUANZ HRICIES BRI RICHBVWTREZIFHIMITHILETD.

v' CRYPTREC 2020FEELIFE



2019

(2020 )

CRYPTRECHESUX MDIEN S RUBESHMIOEEZF(CDONT,
IRDEICHWDID,

1 MEFsTERKES BEES. BHERS(CONT.
CRYPTRECEESUAMIFEDHT . ENENRIDXE LTS, T
HEENEDEERMENDNDLD BRDFEDIZEDET B,

2 2023FHEOCRYPTRECESFUAMDSEICDOWVT, HRITO
3UAMBRDTEDTSICOVTIIEIESHERET I HIELET B, T
IO FRCOVTFIRITOEOZEEEL . NE(FITDRVITETE
EECE

3 ERZINZIBESO/INIA-HCDOLWT, CRYPTRECEESUZA MM
SEIRIDICTRIONELL (FEDDTTETET D,

4 1 XU 3 ([ARDFRNEOLEZH. CRYPTRECESURA M S
UCRYPTRECONENIEIT2EIET D,

5 EFIJE1-90MEFETEHIBESOINRZIA0—3 5
KU EHrEitieiRat EUERNEDmziTolesh. 20205FE
LUBFEHR) TA— AR Fia%iE S Do

L
B
)
)
L

C->CRYPTREC
Cryplography Research and Evasiuation Commitiess

g M ZEE =I(C
THA RS AR RS

a5 InEHEEZEER(C
TR XEFRIRET T

2 S X EDVERRETE
HETIRET FIE



C-CRYPTREC

Cryplography Research and Evaiuation Commitiees

(2019.3) (2020.6) (2022.3?) (2023.3?)
KEEZUZ D K EE2UZ RO K 14 RS54 4R (P) W CRYPTRECEEZUZ Mt
e bR WESHER 4 44 FECAREDES) 4 PQCHA RSAAERR(D
T ST SET5 8 I
(HketRET9>) ,'
! I
BFDLCoeRN
BT 1-vRBERN | SOBEHER,/ : S _
ESUZNOBERSS /| BRI NORES ) EF I IOERSONRES
N | wezzs) ] ”
_________________ R
]
(2019.3) (2020.3) ke ia e o L i =]
IR gigaa| | 7ITIRE AAEAZ=] AARSA>Z
PQCORzE\ | BT I 151045 PQCHA R Rt P
i Ees)| UTORBRIESAD NS TIESORSMIE + BEESH KA R , 5
LRV B EHEEBE 214 RS54 AR C
AT B BORE |
e ot
>
2019 2020 2021 2022 2023 2024
NIST Round2 > NIST Round3 —
(2019.8) (20227?)
Round2#&RAR Draft Standars ? 4



EFOVE1—T142 ) XEIE

P T

BERERIKF HIFE
FEEZR 2 KIBM Q Network Hub @ Keio 773 —

XHE - EFRETISVI YT IO S L (Q-LEAP )
=sFIEFHRLIESF IO S5 LT14L94% (PD)
JSTEEMNFH T =EFDIKREFIEI SR REL | FEIS IS




OO E 12— TA A REAL[ERE
BOTKRKEGEEDHZELHE

K /\2|K7I$=‘JI39’7/75\bEIJ:I:%\‘JF"S"D/’\ODB— )L — I~

A2 27) 36 F v EF@ w
B 49/ e \

mép_z@ /
. sammtsv
*&“P“%LEH o I8 %p-itﬂ?ﬁim 50
'*\‘H“T@FF‘

A

/9 /9 / ‘Qﬁ Y o 6"%
gzﬁFf RERRE hE= }'3

E3

Q J S oud | EBES B




QL E A~ TR AR
EFDEOHE  RISTHE OB B2 L5585 1

N

caged LiO," dimer transition structure linear LiO," dimer

O~

EFERTOEEMSEDT FEBET —FDEFH—FILEABDERE

2FEYk
) | [1o) | -+
a=x?/F\ \ % /

N g-bits

) @ lp)* + - Qlp)
= FIKREZE ]

73 /BAER5] #1  FLVILVAALQGSAPRESPLP %
K(#1,#2)
T3/EEECH #2  MREAAFMYSTAVAI



= S 0 o o] R4 Lt
EFaOrvEa—2DFE A 5ETE
- HHEFER(UWOVbDHYLSEBEIOEYST T 9)’&3?41(,“\ EMISH(EFI
Ea—ARZEHAFEDR) FEOIZITEKEGAEENNELLS
- EFHRIZEIEFER(EFENF.BRF.DFLHE)ZEE=EFEVINTIES (2

?JKM’EE?KM’CZ:ET) MERAREMELTIEZEDISILGHEZEFEY
FTERITIAE. (EF. B lEEWV-EXRICR XA RE)

QUANTUM COMPUTING Rubin et al., Science 369, 1084-1089 (2020) 28 August 2020

Hartree-Fock on a superconducting qubit
quantum computer

Google Al Quantum and Collaborators*
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The simulation of fermionic systems is among the most anticipated applications of quantum computing.
We performed several quantum simulations of chemistry with up to one dozen qubits, including modeling
the isomerization mechanism of diazene. We also demonstrated error-mitigation strategies based on
N-representability that dramatically improve the effective fidelity of our experiments. Our parameterized
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Innsbruck

Experimental demonstration of a
robust, high-fidelity geometric
two ion-qubit phase gate

D. Leibfried*t, B. DeMarco*, V. Meyer*, D. Lucas* ;, M. Barrett*, SR

J. Britton*, W. M. Itano*, B. Jelenkovic*s, C. Langer*, T. Rosenband*
& D. J. Wineland*

“Time and Frequency Division, National Institute of Standards and Technology, '
325 Broadway, Boulder, Colorado 80305, USA Courtesy D. Wineland, NIST
T Physics Department, Campus Box 390, University of Colorado, Boulder,

Colorado 80309, USA

& Department of Physics, University of Oxford, Parks Road, Oxford OX1 3PU, UK

§ Institute of Physics, PO Box 57, 11001 Belgrade, Serbia-Montenegro

NATURE | VOL 422 |27 MARCH 2003
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REINVENTING DATAPRO

Quantum computing is emerging from:

What Is Quantum Computing Research Partners Resources

Intel Labs is producing quantum processors in Oregon and doing system-
level engineering that targets production-level quantum computing within
ten years.

https://www.intel.com/content/www/us/en/research/quantum-computing.html
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Teleportation of Schrodinger’s cat Continuous-variable entanglement
wave-packets of light on a chip
Science, 332, 330 (2011) Nature Photonics, 9, 316 (2015)
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Quantum volume MR TE /5 i& (EERDH)

Example; find the quantum volume of a 27—qubit quantum computer

Success means >2/3 measuring success with >97.725% confidence interval)

Step 1: Try random 2—qubit circuit of depth 2, run it lots of times —> success
Step 2: Try random 3—qubit circuit of depth 3, run it lots of times —> success
Step 3: Try random 4—qubit circuit of depth 4, run it lots of times —> success
Step 4: Try random 5—qubit circuit of depth 5, run it lots of times —> success
Step 5: Try random 6—qubit circuit of depth 6, run it lots of times —> success
Step 6: Try random 7—qubit circuit of depth 7, run it lots of times —> falil

Quantum volume is 2=64



Scaling IBM Quantum technology s=is

18M Q System One (Released In development Next family of IBM Quantum systems

2019 2020 2021 2022 2023 and beyond

27 qubits 65 qubits 127 qubits 433 qubits 1,121 qubits Path to 1 million qubits
and beyond
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Nowvel packagng and contzols Minaturzaton of components Integraton Budd new infrastructure,




IBM Q Network Hub @ Keio University
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Keio Quantum Al Team : Quantum Support Vector Machine
Classification problem
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Battery Research Advances Quantum EETim
Computing Capabilities July 28, 2019

Studying reactlons in Li-air batteries was also a research challenge for IBM.

Li-air battery research collaboration between industry and academia goes back to
the mid-1990s, said Dr. Naoki Yamamoto, associate professor and the chair of the
Keio University Quantum Computing Center, which is part of the IBM Q Hub.
“Because both the charge and discharge process in the lithium-air battery are very
complicated and sensitive to the surrounding environment, it is still hard to elucidate
the reaction mechanism at the atomic level, which has limited the progress of the

technology.” E I
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Z o8 EFEHFIEYIL/\— (Variational Quantum Eigensolver, VQE):

Ansatz state: |¢(0)) = U(0)|vo)
THRILE—E (VO) | H[Y(0)) BINSKIRBESI/S5A—2 0 EEH

VQE for LiOx: 28FEYFTETILE(BED/N\IJL =TT ARTT)

Computational Investigations of the Lithium Superoxide Dimer Rearrangement
on Noisy Quantum Devices, Q. Gao, H. Nakamura, T. P. Gujarati, G. O. Jones, J.
E. Rice, S. P. Wood, M. Pistoia, J. M. Garcia, and N. Yamamoto,
arxXiv:1906.10675.
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Amplitude estimation without phase estimation, Y. Suzuki, S. Uno, R. Raymond,
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Feb 24-26, 2016 MIST Presentation at PQCrypto 2016: Announcement and outline of NIST's Call for Sub
2016), Dustin Moody 693 It

AT

)

April 28, 2016 MIST releases NISTIR 8105, Report on Post-Quantum Cryptography
Dec 20, 2016 Formal Call for Proposals 4 Rg‘u'nd 1
Nov 30, 2017 Deadline for submissions 20191 E:Fm
Dec 4, 2017 MIST Presentation at AsiaCrypt 2017: The Ship Has Sailed: The NIST Post-Quantum Crypto "Competitio ZGﬁ it

Dustin Moody
Dec 21, 2017 Round 1 algorithms announced (69 submissions accepted as "complete and proper") \‘\/ R%;E?E 2
Apr11,2018 MIST Presentation at PQCrypto 2018: Let's Get Ready to Rumble - The NIST PQC "Competition”, Dustin

Moody
April 11-13, 2018 First PQC Standardization Conference - Submitter's Presentations 20207 7( + a )
January 30, 2019 Second Round Candidates announced (26 algorithms) h ﬁit R?und 3
March 15, 2019 Deadline for updated submission packages for the Second Round T —— ﬂm
May 8-10, 2019 NIST Presentation at PQCrypto 2019: Round 2 of the NIST PQC "Competition" - What was MIST \v

Thinking? (Spring 2019), Dustin Moody
August 22-24 2019 Second PQC Standardization Conference ?
July 22, 2020 Third Round Candidates announced (7 Finalists and 8 Alternates) ‘

October 1, 2020 Deadline for updated submission packages for the Third Round

2022/2024 Draft Standards Available

https://csrc.nist.qov/Projects/post-quantum-cryptography/workshops-and-timeline

Created January 03, 2017, Updated August 11, 2020
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Shord 7 )L I Y X LIFERIVICIZIERIZD, ERLIIINET/hE R
W7 A=ZIZLDERATETLALL,
» AR

15=3x5,21=3x%X7

o (&K - FEMR L) BERCT IR
2* =1 mod3

WERICENTEITOERE B LDOHFHMT 20ELADH 5
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e Shoro 7L X L
15=3x%x5, 21 =3X%X7

cE5EF )/ _—YUvT
376289 =571 X 659

) X LD EIEH) 0]

S. Jiang et al. Quantum annealing for prime factorization. Scientific Reports, 2018.

e Grover® 7)Y X A
4088459 = 2017 x 2027

A. Dash et al. Exact search algorithm to factorize
quantum computer. arXiv: 1805.10478, 2018.

large biprimes and a triprime on IBM
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[VSB+01] 11,7 2,9
[LWL+07] 15 4,2 7,5 2,2
[LBYPO7] 15 11 5 2
[PMO09] 15 5 6
[LBC+12] 15 4 3 2
[IMLLL+12] 21 4 1+ log, 3

[SSV13] 20000 K 2 1
[MNM+16] 15 2,7,8,11,13 55,555 11,15,11,2,15

[ASK19] 21 2 6 19

[DLQ+20] 15 7,8 3 3 6/9
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INE CEUYNCRABDBEINIEETZDHDILLS, 21OAT, 160

SRR A TR ISR B

WINDEREL LD L7Z-EFRIBZAVWTEY, —RYIC

FEIR DR LITREL < 5.

KO DMUBMDIEREFEST-EELDHSHH, DL HEBHEICIFERIC
RKELERE 2 ZRNBDETE D2 EY)
WYIZ21 =3 X 7TDRRB DB Z TR > 72w IcH W TH, 35=5x%x7

DZRIDEICRKE L T

wéﬁﬁix—&Egmfﬁﬁﬁﬁﬁﬁwﬁﬁﬁ%%ﬁﬁéMTm%

HED8Fa 2 —4XTCEEST

DN 5 & 1FZF 2T,

NS ND LI BRKRERINT A—K
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i_/'\ MR T )L 3 X LD ENIRY 78 ELER
(IGE19]DTABLE I)

Nl

WR/NL—7 | BFEY L | AEDES Toffoll
5 — b3

|VBE96] n + 1 80n3 + 0(n?) 80n3 + 0(n?)

[Zal98] 5n+ 0(1) 600n3 + 0(n) 52n3 + 0(n?)

|[Bea03] 2n + 3 144n3 + 0(n?logn) 576n3logn

+ 0(n3logn)

[FMMC12] 3n + 0(1) 40n3 + 0(n?) 40n3 + 0(n?)

[HRS17] 2n + 2 52n° + 0(n?) 64n>logn + 0(n3)

[GE19] 3n+ 0.002nlogn  500n% + n®logn  0.3n% + 0.0005n3 logn

T—rDRBEEEETVWREICELAT VI RLNELHRENTLD

[GE19]: C. Gidney and M. Ekera. How to factor 2048 bit RSA integers in 8 hours using 20 million noisy qub|t58/9
arXiv:1905.09749, (2019)
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Lk L TWbdDik, EFEy b (1005E) xEtERE (B)

HEIIV—7 | n=1024 n = 2048 n = 3072

[VBE96] 24 4100 23000
[Zal98] 16 250 540
[Bea03] 32000 380000 1700000
[FMMC12] 53 850 4600
[HRS17] 230 2800 13000
[GE19] 0.5 5.9 21

(GE19)i= & 3HBOBE © &'~ MRY 0.1%, REFSUEHMLZ A 7 A,
RIEEMI10v A 2 0%, KT BESETFCy H)
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HBEESFREA AW -EET M EE DO KAEEE
e 2020/12/11 QITA3FE IR [ E-Liu-F h-FF-Van Meter-E/E-5 2]

« IBM Q(Melbourne, Paris)% FA W\ 7= ST EHEEEE DR S

[KBE] EFHEKES a3 707 LT LD
WEAWSNTWADIPR—RDEBZARICE R 55ED
3o H & BITRFEBD RiES V)

[FHKENAE]

c EHTDEFIEMTEDEEDOKRKZTIDA VARV AD
BIT50OHDREE
e 2Z2=1mod3: T TWLE? 22=2mod3: &L L

o FFRFBRZITO/-DICHERTNEMBELOENE L

- ETEHE#EOMEEER &S A DN
e EEORII (MEEIT/-EWS T &) 2ESTFEW
IZEHMd B D H
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Logarithm Problem)

FZHp L BARKg,a<p—-1ITF LT
g” = a (mod p)
Zimlcd BABzE KD &

TR EMBICEEL TlE. ZLDERT —XHHFEHE
([Vandersypen et al.2001]~[Monz et al.2016])
o BEBCUEMEIEICEE L TIXERT — X AL
[58t) 4V REVRERT =DM (g,a,p)lxF L T,
BEEF (x,y) = g*a™Y mod pldAHA(2, 1), (p,0)Z2FFD27=H. =1
L UEEEZAWTCHERE TS L. FEOHZAENND

j (z, 1y
2 (5,0) F(x,y) DB Z =%
: el L > THRRLAE
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LT X LHEFHWNS

QFTn,

) = 10) £
) = 0y T
IF) = |1) —AE

T

QFTny

g* modp

a”Y modp

[7§

- HEM (AR MAE

W) DOHHFRDONES
3% AN *&/\@F@%T_fﬁﬁnwonz et al.2016] & HE&@’F‘;%HQ{K
e p=3,7\CH T Dmod FTE

1T
D7 FMBEE~NODBZEIBRIZED

SSIBEER L X)L TOEIRAL,

e BMQ®D FFAT—
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[CEDHELEITL AL

« BITOEFT /N1 X TIEEERLE L OENEIZ R E [ KFEetal,,

QIT41]
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&H 5

« QFTORERZEHENAE L, BB LT X LPPEF
W CDLPD Rz % {87T
i 0.8 —o
h >
QFTnx ~d, €Z 05— o ° ¢
J ,, 0.4} . °
(A .
QFTn >dy E Z ¢ ® ¢
y J ~ or @ o o
038 o 02 04 06 o8 I 12
F(x,y)DEEA(z,1), (p, 0) DR B IEF DX
Y& F DD DFEULNSHEXRTE NS
S FEIFTDLPAEEIT S ¢ Pr[PP(oy, ...,0x)~ z] D RKE W

GRXATH) SAERERKINDESE
Dy (Device||ldeal) 737N & LY
ERRIZIETVELS AREDKAN= 12 & KINEER



EEE DX — /7y b & [EES &5 5
e Qiskit7 L —L 77— %R WTHEK
* qubitsElZ R H/XT X —Kny,n, BN

\Uui]

1

Nn.. dubit |x) = |0) ¢ QFTn, —
| < T H — |
#qubits ny qubit 1y =10) r QFTn,
DLP bits |F) =|1) g*modp —a ¥ modp

DLP instance | DLP bits M., My #Fqubits | N, | N, |
I 2 2 6| 19 31
T 2% =1 mod 3 , 3 5 =51 T 14
I11 9 — 9 mod 3 3 2 71 25 93
IV ) 3 3 8| 31 | 123
V | 4 =2mod 7 3 3 3 9| 39 | 227
VI | 3* =4 mod 7 ) 4 4 11 | 89 | 861

« N;:circuitsizeQoHA GRET —toA T~ ) DA
[ZA v AZ Y RLIL... ,VIEZ T3

* Nyj:7— bty b%{clc2,c3,ex}DAICHRLIZEED
T—hEH T2 b
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« ibmqg_16_melbourne
¢ 2018F Y Y —2X
e QV=8
* Connectivity:O
* Errorrate:/\

 ibmqg_paris
¢ 2020FY Y —2X
¢ QV=32
* Connectivity:/\
e Error rate:O
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II 0.5 = bmq_paris(QV32)

B ibmgq_16_melbourne (QV8)
BN gasm_simulator
0.4
.
. Paris =
20.3 : :
o2 9
Melborune?:
0.1
0.0 J!!J!!J,J“J.(J,L!-!L'!:!:!‘.!:{:
888555588285 E5¢8¢8882¢cE888RREEEE
III 0.493 W ibmq_paris(QV32)

B ibmg_16_melbourne(QV8)
I gasm_simulator

o= | Paris,Melborfune
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Probabilities

&El5
« Paris, Melbourne, = 2 L — % — O H 7190 % ELEL (n=8192)

DLP instance || n,

N,

Y g

.. o[ 2 19 31
m 27 =1 mod 3 319 51 | 4d
| .. 3] 2| 25| 93
v 2 = 2mod3 o3
V | 4 =2mod 7 3 3 39 | 227
VI | 3" =4mod7 | 4] 4| 89 | 861
IN 0.504 mm ibmq_paris(QV32)

¢ | Paris,Melborung
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= B iE SR D AR TR (KL-divergence) B 5
* Kullback-Leibler divergence ® LLEX

DKL(?/\‘/{ A pH a2l —&X—HJ] Q) = Zp(a?) 10%%

D(mel||q)

D(parl|lq)
D(Ulla)

I 11 I v
I[: Melbourune,Paris& H IZFR ULV T

e ILI: ParislzZ N Y ICREUWHE T

L KL-div.DER A o ld 7 > & LIZiE W

« IV 7V &L/ AKX

BsShor7 /LY X LZBAWTDIPEZRRCEO [5Ih] ICEELTE
ENEOLNTWVWEERIZELA, ParisOKL-div.D LLE A HLITIC
L TITEREVLWHANBOoNTWSE EEZ NS
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* Quantum Volume([Cross etal. IZ 5 ) R T WAERE A MHE
O QU ~ gmintmd) [Cross et al. ]
O 1FfET2EICH S (4 LEIDIBM Roadmap)
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R0 bj] d)'fEFl U\O)%/,\J

g‘l‘%ﬁﬁﬂ%f\\cj:fd: < . 7_—\\/\\\/( X@§$ﬁﬂ

X For modest size (m =50)

&H 5

~ 2Vmd [Metwalli et al. ]

f

g [ »m
_g o ]
o < @
:.l:lt qg:@

944X
E \ q5iﬂ

\ J

Y
d=Depth

55 5 (C A E A qubitsBUL T UL E

2n+2 qublt RIK

M5 B

0] BR [=45-E & 2006] [Haner et al.2017]

n=20487% X A9 % & 4098qubitih &

o BEEUEH AZEZ TH[E
BoAH] Qi LB A EE

kD FRAE

EEDTFANTEDLHLDOHEL L
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CCRYPTREC
S UAMEEL GEIBEHIESUZRN) ICOVWTO

CRYPTRECHESUZA M, OB FBFHBIESUAM 1 QHEBIRMIESUR b*2
CEASERESUAMNSE D3UAMBEREBOTHED. COBMRZHITINED,

31 CRYPTRECIZEVZ M K OVFEEEMEBE RSN G B HAT I DWW T, BRI AR A SEE N+ THONS B O KN RGAENA LW S, Y%
HirOFAZHELET 58 DDY AR,

%2 CRYPTRECIZEVZz M o ONSEIEMERE DS HERR S AL, A 1% . B T BUNHELERS 5 U AMZBES LD FIREME D H DG HH T DU AR,

X3 ERICEFINAI AT EEHLY  HELE T RXRBE TR 5T~ ECRYPTRECIZ LV HER SN -G B H T DY G . BHAMEHEEF O 7= Ik FI A 25 28
THHLDODYAR, BHVEHER LI O B B TOFRHIFHELEL 220,

v FEE., | QR EMHIESUANCOVTE ROFNS5| EhiEihigeiRsT 9 dlLLSNnTz,

o BITURNSEDRICI Q#MRIFHIESUA N ZZ 8 3 UAMBRRELDE. EERR
SHEMOE N ERZIEES S LHZOENO—DIXTHIN 3VAMBRKREULZERN
TRSERSN TOBIRTEEE VDT,

X2011FEF 1 EIIRESMMRFT &R 3-2

o —A. [OHRIEMIESUANE. (FIHRESH MDD TRVED0) BEERUSE
RIEREMEEBIN TVBIENS, RERICT OB FBUFHERIES AN ICEHSRIEEED
HBESTIITUXLORFIMEL TOEEDHD.

o IRIROI QHERIFMHIBESUANICE, FERN(CE R TN TFEIN OB FIATHE
RIFSUANCEDIREME N hIIES FRilie . IBENS D REARZZE TEHFIDE KL
LEFERRBVIBSHEANENETEL TLS.

o [QERIFHIESIANNSIESHITZHIPRI DEROBRELFHRINTEI O TR,




CoCRYPTREC
s - UAMER (ER{x#IESUAN) ([COVWTO

v [OBEFEAFHRESUZANCHESNES ML, BEOFHAEEEZENHDIEONE
ESNTHED. HIZHSORMIFAZECS IO TEREMERIN TLDEVSERR N DD,

v [QHEREMHIESUANE FHERESENM T DR TEITORVED0D, ZEMERUEE
MEREZHEZRLIZED THHIENS, FERLICIOTIIBERRISEEZ X5N D,

v Fle FMHEEBFORBIOVTR., SAIELTENAIESRICTETROO TRV L ZH#EHIN
(£, FPROEHZEDHIEHEENSE, OB FHIFHEESUAMOTIRELL T OHEE
(ZFHIESUAN DRI LFBRERLZZISND.

— BENS, [Q#RIEHIESUAMNH#IFIIILELTIVDTREWVD,

v —AT. | O#RImEIESUANME. [T OBFRAFHRERIESUANCIBEINSRIEEED
HIBS AT EESNTVDH RE/BHINHUI WS (FIREBFILEL) E0BHB,

v [ Q#HEEMIESUAMNERHINTVSL EEF. BSRITOLZ (R I 5k ipd R Es
FREBPBEmN A BHEER D,

v St MEFETEHIES (PQC) o, BEES. SHLAEIES (R 251 M - RE GBI N
WHBERDIENS., THENY - ADEE LI E,

- BLEPNS, [QHRIZHIESUYANDSOBITIV -V ZIBHEIEITAETEIRLD,
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DAMB (HEREMEBESUARN) [EOVWTG

OEFBAFHERIFSUA b

ROFEFOVNINHVEEI S ERESFAlT
BEISRELUSE

1. S5FECLOFBHEBRETICLD., B
OFFEEZER LIRS

2. 2O, ERUTVWSIENBASHRIGS
ZA(LE (LSRRI

FIFNEATN, ol
IR+ B E——D
SRR ASREUHES

QRIS S

T EHIFHIREE (mraeur) &
BRI SNREUISSE

X BFRITHERESY A MBS SNBSS HE.
FIRAENVBEHRETHD. [REILUT. BIaELISDIBER
TIBBIET. £z, BITORDOREZEIR I DINEN
HBIEH. WERDURAMSHEIBRI B EFURRU,

A 4

(REPEFBRRERS)
CRYPTRECHESURAMODIGENS205%
BRIRICENMI V]ORN HEERFE T

=<8

(C. T RFAERZHEZR TSN OILED

XS 7N TV LD HFM(E20FZE LU L THDIENEFF
SNTLBN, EBRCEFEF1UFTm LDz, DES>TDES—
AESOEARZ AP AHEIESOHREZEN20FIZE TITOHN
TVWBILZHEFADL. 20FBRER(ICEFINTHERIES AN
ROERAIND RIAHMEN

==

GEMERIESUA b

UZ b

e
= [RIEH (mrabLER)
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<€

201 9FEES KRR TRE
ROFHOVITNH BT EIFS RAMMRF SIREL
355, BIBRIEFHIRZED TEXZ 7o/ LT 208
i TE(ICEEHICHIBRS 3.

1. BREARIESUAMIEEHL CVWSERTRUL B
MEHERF DI OFFRZRENAZERRRD, HIBRN 22
EHIBRUIR S

2. EREHESFOMRGIRIAREL TESCL TE R 2R
HYEReh CEIZE T, EHRMEEHSOMGFI AN SR TE
ROEHIBRUIS S
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RV ISR EHIB LIS S

\4

X FBEERAB OB REBANS
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<B35 BRI DX R B VER EDT=D DT AR T AL CERES0EEERR) CERL304-7 H25 H WHRI'E E WEH A/ 3—kF% =l
T H—) >
6.1.5 W75+ B 14 <BESFHIH >
(1) WS LFRRE - T B A REDE A
(b) THEHRT AT L X2V T o EHEE L. B s it L OB R B 2 (CRYPTREC) (21022 4 Ky ONSEEEMERE D e
Nn7-BFBAFHERIESUADN 22 L7 EC MR AT LA THEHA TR 5 M NEFBL DT VT XL N ZE L%
FMALT=Z 277 aban K OFEOEHRTIECOWT, L TOHREEZED CTEDDHIE,
(7)) BEELRE B NEFEBL I U THERH 327 VAV R OFNER AL 277 aha |z onT, [EBFIN
FHERBESUAN 1238 #H SN S L L OV EABL O T VIR LHME A AT 5E2 3 A2, T afi S22,
(1) [EHRT AT LOFHFAMESE AT FN WD, B L UTEFBLEZEANTHL AL, X0 EER2WIEEEERE, T8
FBARERESUADN 12t d8 ST VTV XL NENER AL Z e/ aha Ve 3528,
(7) B AL R ONE BT 27 TV X LNBIRMEULIRG & 32 R A L- 22 272 7 v b | Z MEss TE DV HESR
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(=) B SN T2 IE R OE 5 UTE B O GIZHWDEIIHOWT, BELTFIEZ EDDH L,
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BESFEIEG.1.5(D)b) N T e 2572V E 12DV T
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(ZREESN T T VTV A LE R AT HZENRAITH LN, BT HMOEHR T AT MMUTHIL L TNV E DS H A8 E
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WHELE-BEEEXS
(BREH: 4HM24128218)
BEFBFHERS)XE

E SRS RUBEEZES (LT, ICRYPTREC &LV, ) IZLY R MR

VEESRENEZEIN=IB SR DOV T. BB T2 AERENT+HTHS
NESEDERNRIAENSEFIEIN, BRBTTOFAEHETHEOD) Xk,
Bt iER=R 5]
DSA
ECDSA
ek RSA-PSS"
NERES RSASSA-PKCS1-v1 5%
S RSA-OAEP“E"
DH
el ECDH
64E v TJ O RgEE 22 Zuil
. . ‘ AES
HBRES 128wk OV oSS :
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AN —LEES KCipher-2
SHA-256
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SHA-512
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