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Competition for Authenticated Encryption: Security,
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e Use Case 1 (Lightweight applications)
— Ascon
— ACORN
e Use Case 2 (High-performance applications)
— AEGIS-128
— OCB
e Use Case 3(Defense in depth)
— Deoxys-Il
— COLM



CAESAR Use Case 1

e Use Case 1: Lightweight applications (resource constrained
environments)

— critical: fits into small hardware area and/or small code for
8-bit CPUs

— desirable: natural ability to protect against side-channel
attacks

— desirable: hardware performance, especially energy/bit
— desirable: speed on 8-bit CPUs

— message sizes: usually short (can be under 16 bytes),
sometimes longer

Bernstein, CAESAR use cases, CAESAR mailing list, July 17, 2016&Y 5|



CAESAR Use Case 17—k 741 A

e Ascon
— Dobraunig, Eichlseder, Mendel, Schlaffer

: Al As : P, Pt:—l Gs—l PaOt.E
0 A A PSS A S (.
IV|E|NHpe 8 fp Pl P »° Lt
N L, : e . c . . L, ; c . e . e :'d - k $+T
ti — 1 — t t
0*||K’ U*||1 ’ ’K||[]* K
Initialization Associated Data Plaintext Finalization

Ascon v1.2 Submission to the CAESAR Competition, Dobraunig, Eichlseder, Mendel,
Schlaffer, https://competitions.cr.yp.to/round3/asconv12.pdf &Y ELE)
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