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ler Mational Instituts standards and Technology
Informati tary

2R R 0D B i

NIST

National Institute of
Standards and Technology

4 =
-~00mputer Security Division |
Computer Securlty Resource Center

PUBLICATIONS

NIST publishes standards, guidelines, recommendations and research an
computer/cyber/information secunty and privacy using the following NIST
technical series. Publication drafts are available for public comment

+ Federal Information Processing Standards (FIPS): security standards;

+ NIST Special Publications (SPs): security and privacy guidelines,
recommendations and reference materials. These include SP 800
subseries (computer security), SP 1800 subseries (NIST Cybersecurity
Practice Guides) and selected SP 500-series (information technology)
publications directly relevant to computer/cyberfinformation security and
privacy;

CONTACT SITE MAF

4 Sponsored by 5 4;4\

DHS/NCCIC/US-CERT

Nat:onal Vulner*abmt'{/ ﬁ‘abase
AreeToety:

automating vulnerability managerme ity measurement, and compliance checking

National Checklist Program Repaository

,-' Security Configuration
) CHE C KLIS

The National Checklist Program (NCP), defined by the NIST SP §00-70 Rev. 2, is the U.5. government repository of ._ TS

publicly available security checklists (or benchmarks) that provide detailed low level guidance on setting the security \ ;

configuration of operating systems and applications. NCP is migrating its repository of checklists to conform to the

Security Content Automation Protocol (SCAP). SCAP enables standards based security tools to automatically perform

configuration checking using NCP checklists. For mare information relating to the NCP please visit the information page or the glossary of terms.

Search CVE and CCE Vulnerability Database

(Advanced Search)

Keyword search:

Try a product or vendor name

Try a CVE standard vulnerability name or OVAL guery

Only vulnerabilities that match ALL keywords will be returned

Linux kernel vulnerabilities are categorized separately from vulnerabilities in specific Linux distributions

+ NIST Interagency ar Internal Reports (NISTIRs): reparts of research
findings and background information for FIPS and SPs; and

+ Information Technology Laboratory (ITL) Bulletins: monthly overviews of
MNIST's security and privacy publications, programs and projects.

- AN J
/ Partners \

N:': D £ National Institute of
MATIDR AL Y BERsELLal Ty Stundards and Technology
C CENTER QF EXCELLENCE U Deperiment of Commerce e e plemad o work e
@ alaln
Pro J ects Gams @ e DFireEye
/] Qrvsr VY Gated
Junieer @ £ Lumeta U McAfee
The National Cybersecurity Center of Excellence (NCCoE) at the The center works on use cases, which are sector-specific cybersecurity oo
ookoul
National Institute of Standards and Technology (NIST) addresses problems, and building blocks, which address technology gaps
businesses' most pressing cybersecurity problems with practical, affecting multiple sectors. B2 Microsoft  NEXTLABS  HBpaloz!
standards-based solutions using commercially available and open
source technologies. The NCCoE collaborates with industry, academic,
and government experts to build modular, end-to-end reference Q lunk-
designs that are broadly applicable and repeatable When a project is (Dmpleted..the NCCoE fa.(mmtes rapid, widespread Spulsesecure @) rednat RSA Splunk=
adoption of secure technologies by publishing NIST Cybersecurity
Practice Guides (Special Publication series 1800), which include all of
the information and instructions needed to deploy a reference design. ; foiet
S DR oic
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NIST Internal/Interagency Report (NISTIR)

NISTIR7427 6th Annual PKI R&D Workshop "Applications-Driven PKI" Proceedings
NISTIR7539 Symmetric Key Injection onto Smart Cards

NISTIR7896 Third-Round Report of the SHA-3 Cryptographic Hash Algorithm Competition

@
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EQEEICEDE PIUMEE
RUL BB HIEZ1To1=#5
REFLEDXE
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FIPS Appendix.“change notice

FIPS186-4 Appendix D: Recommended Elliptic Curves for Federal Government Use

NIST SP8001)—X

SP800-22 A Statistical Test Suite for Random and Pseudorandom Number Generators for
Cryptographic Applications

SP800-107 Recommendation for Applications Using Approved Hash Algorithms

SP800-108 Recommendation for Key Derivation Using Pseudorandom Functions

FEOHEMMEOHEIKRE
EELT. EXa)T/RLED
HDOFENEREZTHMIC
HAAN-XZE

NIST SP8001)—X

SP800-133 Recommendation for Cryptographic Key Generation

SP800-131A Transitions: Recommendation for Transitioning the Use of Cryptographic Algorithms and

Key Lengths

SP800-52 Guidelines for the Selection, Configuration, and Use of Transport Layer Security (TLS)
Implementations

SP800-77 Guide to IPsec VPNs

SP800-97 Establishing Wireless Robust Security Networks: A Guide to IEEE 802.11i

SP800-111 Guide to Storage Encryption Technologies for End User Devices

+ NIST SP8o0¥)—X

SP800-37 Guide for Applying the Risk Management Framework to Federal Information Systems: A
Security Life Cycle Approach

SP800-53 Assessing Security and Privacy Controls in Federal Information Systems and Organizations:
Building Effective Assessment Plans

SP800-114 User's Guide to Securing External Devices for Telework and Remote Access

SP800-128 Guide for Security-Focused Configuration Management of Information Systems

SP800-130 A Framework for Designing Cryptographic Key Management Systems

SP800-152 A Profile for U. S. Federal Cryptographic Key Management Systems (CKMS) 10
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NIST Internal/Interagency Report (NIST IR)

NISTIR7816 2011 Computer Security Division Annual Report

NISTIR7956 Cryptographic Key Management Issues & Challenges in Cloud Services
NISTIR7966 Security of Automated Access Management Using Secure Shell (SSH)
NISTIR8014 Considerations for Identity Management in Public Safety Mobile Networks
NIST SP800¥/1)—X

SP800-145 The NIST Definition of Cloud Computing

SP800-176 2014 Computer Security Division Annual Report

White paper (NIST NCCoE Program)

DATA INTEGRITY - Reducing the impact of an attack

ERAMZR ESEL-ODERE
KGR EL EEBALI-XE

SP800</1)—X (National Checklist Program)

SP800-70 National Checklist Program for IT Products: Guidelines for Checklist Users and Developers

SP18003')—X (NIST NCCoE Program)
SP1800-1 Securing Electronic Health Records on Mobile Devices (DRAFT)
SP1800-5 IT Asset Management (DRAFT)

© [ EREL R AR T SRR .

FNDXE~DIYD

National Vulnerability Database (NVD)

Federal Information Securi
Public Law (P.L.) 113-283

This publication has been developed by NIST to further its statutory responsibilities under the
Modernization Act (FISMA) of 2014, 44 S C § 3541 ef seq

Authority

NIST is responsible for developing information security standards

and guidelines, including minimum requirements for federal information systems, but such
standards and guidelines shall not apply to national security systems without the express approval
of appropriate federal officials exercising policy authority over such systems. This guideline is
consistent with the requirements of the Office of Management and Budget (OMB) Circular A-
130, Section 8b(3), Securing Agency Information Systems, as analyzed in Circular A-130,
Appendix IV: dnalysis of Key Sections. Supplemental information is provided in Circular A-130,
Appendix III, Security of Federal Automated Information Resources———

FIPS

SP

3. Waiver Procedure: The Federal Information Security Management Act (FISMA) dges not

allow for waivers to a FIPS that is made mandatory by the Secretary of Commerce.

Nothing in this publication should be taken to contradict the standards and guidelines made
mandatory and binding on federal agencies by the Secretary of Commerce under statutory
autEorLty. Nor should Ehese guidelines be interpreted as altering or superseding the existing

authorities of the Secretary of Commerce, Director of the OMB, or any other federal official.
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