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CRYPTREC 575 U A b OHELEEANG 5 U 2 b WIZHISh TS 64 By b7 m vy ZiES
MISTY1 |(C569 B AHTfs 847 L7 %62 S B, CRYPTREC & Y A Ikt 3% 5
fiR 9% 7 A 16 BICH LI & 2 A TR, 20k, T OB RE S O ICHI LB 2
AT #5 BN [E B 522> (International Association for Cryptologic Research (IACR)) ®7
— 7414 7 %A bk IACR ePrint Archive (2T 7 A 30 HIZHER I E Lz 4,

BriZ I RATAS SR CIR, RO T — 2 BT 2640 L IERICE L, TRTO (EX, RS0
DIEED DVENRSH D H OO, 2695[E ORF BALE R ICH Y 35 BLEM 72515 & MISTY1 O
128 By FhOEAEHT L2 LN TEDERENTVET, LLARNDL, ZOXBL, i
BT — A BPERKTHD LD, BENRER T ifib\&%z%hiﬁ“@ CRYPTREC
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# : Integral Cryptanalysis (25 5 MISTY1 Of#Esiat A&

fiEF LT — 2 B Bl | REEE LR R 5 (6]
R LT X 2 AT G L (2] 26358 9121
AL 2 FRATAE S (2] 263.994 21079
Bar-On (Z X 2 fi At 5 4 264 969.5

[1] http!//www.cryptrec.go.jp/images/cryptrec_ciphers_list_2013.pdf

[2] Yosuke Todo, “Integral Cryptanalysis on Full MISTY1”, to appear in the proceedings of
CRYPTO 2015. httpsi//eprint.iacr.org/2015/682

[3] http://www.cryptrec.go.jp/topics/cryptrec_20150716_mistyl_cryptanalysis.html

[4] Achiya Bar-On, “A 270 Attack on the Full MISTY1”. https://eprint.iacr.org/2015/746

[6] 1HALT CE3X, 530 O 1HT, ¥, BEXEbil 64y hThDH, RLETIE
W 2 2 b s 7o 32N L, U IS T DR 5 X O &2 IR T 5 LB &
% (BRPCECHEE),

[6] 1 HAZIE 1 RO SALICET 53 EBETH D, 128 £y MEOEHIER (T TOHOK
WI20) OFHEEIT 2128TH 5,

TER - a AP REOMNEDENTINE LS, TR TRV LET,
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CRYPTREC F¥% /7
E-mail: info@cryptrec.go.jp

On the Security of 64-bit Block Cipher MISTY1 (Continued Report)

August 12, 2015
CRYPTREC Cryptographic Technology Evaluation Committee

We provided commentsll!l on a new cryptanalytic resultl2l on MISTY1, which is a 64-bit
block cipher on the CRYPTREC Candidate Recommended Ciphers List!3], on July 16th.
After that another new cryptanalytic result on MISTY1 with reduced time complexity!4
was published by the International Association for Cryptologic Research IACR) ePrint
Archive on July 30th.

The published paper shows that a 128-bit secret key of full-round MISTY1 can be
recovered with a practical time complexity which is equivalent to approximately 2695
encryption operations, although all (264) pairs of plaintexts and corresponding ciphertexts
are required for the attack. Since the required data is huge, this attack is not considered

practical. We will continue further evaluation on the security of MISTY1 and report them
on the CRYPTREC web site.

Table: Complexities of Integral Cryptanalysis on MISTY1

Required datals! Time complexity!6!
Result by Todol?! 263.58 9121
Result by Todol2! 263.994 92107.9
Result by Bar-Onl4/ 264 969.5

[7] http!//www.cryptrec.go.jp/topics/cryptrec_20150716_mistyl_cryptanalysis.html

[8] Yosuke Todo, “Integral Cryptanalysis on Full MISTY1”, Advances in Cryptology —
CRYPTO 2015, Lecture Notes in Computer Science, Volume 9215, pages 413—432.
https://eprint.iacr.org/2015/682

[9] https://www.cryptrec.go.jp/english/method.html

[10] Achiya Bar-On, “A 270 Attack on the Full MISTY1”. https://eprint.iacr.org/2015/746

[11] Unit of the required data is a pair of plaintext block and ciphertext block. Both blocks
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are 64-bit length. The attacks require chosen plaintexts and their corresponding

ciphertexts.
[12] Unit of the time complexity is the computational cost for one block encryption. The

time complexity for the key exhaustive search attack for a 128-bit key is 2128,

If you have any opinions, comments, or inquiries about this topic, please contact us at the

following address.
CRYPTREC Secretariat
E-mail: info@cryptrec.go.jp
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[1] Press Release “Researchers urge: industry standard SHA-1 should be retracted
sooner” , CWI, Inria, NTU, October 8, 2015.
https://www. cwi. nl/news/2015/researchers—urge—industry-standard-sha—1-should
—be—retracted—sooner

[2] Marc Stevens, Pierre Karpman, and Thomas Peyrin, “Freestart collision for full
SHA-1" . TACR ePrint Archive. https://eprint. iacr. org/2015/967

[3] CRYPTREC Report 2005 [HEZHffiiifi & B2 (2006 4F3 H):
http://www. cryptrec. go. jp/report/c05_wat_final. pdf
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(4] TBUFBEBE DR 2T JMTBWTHEH SN TV SIS 7 /b2 ) X4 SHA-1 KTY
RSA1024 (ZfR B BATHEEE) CFRZ204-4 A 22 B 15T X =2 U 7 ¢ BURSEIRE, 1
B 24 4F 10 A 26 B 1 = U 7 o xPRHEERERLOE) -
http://www. nisc. go. jp/active/general/pdf/angou_ikoushishin. pdf

(5] BFBUMICEIT DFNEDTZDIZS &M 5D Y A & (CRYPTREC 75U & k)
(20134E3 A 1 A #BHE - BEFPESEA. 2016 4 3 1 27 ARYUE)
http://www. cryptrec. go. jp/images/cryptrec_ciphers_list_2015. pdf

[6] CRYPTREC BF 55 A4 K< 4 > (SHA-1) (201443 H):
http://www. cryptrec. go. jp/report/cl13_tech_guideline_ SHA-1_web. pdf
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PUBLICATIONS

\_

NIST publishes standards, guidelines, recommendations and research an
computer/cyber/information secunty and privacy using the following NIST
technical series. Publication drafts are available for public comment

+ Federal Information Processing Standards (FIPS): security standards;

+ NIST Special Publications (SPs): security and privacy guidelines,
recommendations and reference materials. These include SP 800
subseries (computer security), SP 1800 subseries (NIST Cybersecurity
Practice Guides) and selected SP 500-series (information technology)
publications directly relevant to computer/cyberfinformation security and
privacy;

+ NIST Interagency ar Internal Reports (NISTIRs): reparts of research
findings and background information for FIPS and SPs; and

+ Information Technology Laboratory (ITL) Bulletins: monthly overviews of

MNIST's security and privacy publications, programs and projects.

J

NIST

National Institute of
Standards and Technology

g Sponsored by
DHS/NCCIC/US-CERT

Nat:onal Vulner*abmt'{/

automating vulnerability managerme

J;A\

¥ 7
ﬂi‘a base

ity measurement, and compliance checking

National Checklist Program Repaository

,-' Security Configuration
) CHE C KLIS

The National Checklist Program (NCP), defined by the NIST SP §00-70 Rev. 2, is the U.5. government repository of ._ TS

publicly available security checklists (or benchmarks) that provide detailed low level guidance on setting the security \ ;

configuration of operating systems and applications. NCP is migrating its repository of checklists to conform to the

Security Content Automation Protocol (SCAP). SCAP enables standards based security tools to automatically perform

configuration checking using NCP checklists. For mare information relating to the NCP please visit the information page or the glossary of terms.

Search CVE and CCE Vulnerability Database

(Advanced Search)

Keyword search:

Try a product or vendor name

Try a CVE standard vulnerability name or OVAL guery

Only vulnerabilities that match ALL keywords will be returned

Linux kernel vulnerabilities are categorized separately from vulnerabilities in specific Linux distributions

/

NIST

Mational Institute of
Standards and Technolegy
ULS. Deporimant of Commerce

Projects

Partners \

The National Cybersecurity Center of Excellence (NCCoE) at the
National Institute of Standards and Technology (NIST) addresses
businesses' most pressing cybersecurity problems with practical,
standards-based solutions using commercially available and open

source technologies. The NCCoE collaborates with industry, academic,

and government experts to build modular, end-to-end reference
designs that are broadly applicable and repeatable

@ alaln
Giamai a e DFireEye
/] Qrvsr VY Gated
Junieer @ £ Lumeta U McAfee
The center works on use cases, which are sector-specific cybersecurity oo
ookoul
problems, and building blocks, which address technology gaps
affecting multiple sectors. B% Microsoft  NEXTLABS  Bpalozl
When a project is completed, the NCCoF facilitates rapid, widespread Spulsesecure @) rednat RSA splunk=
adoption of secure technologies by publishing NIST Cybersecurity
Practice Guides (Special Publication series 1800), which include all of
the information and instructions needed to deploy a reference design. ; fin
P ° Somme: MDD




ZZ NISTXEHETO T B EHI(L)

X NISTXEZEFHED—EHEFAMFILENLGPIDRXRDIZHTIEHTHEEL-EBDOFTE H5EH

REVDERBEHNHT=-R S

FHESEH

9,

B fi—EEN BRSNS
=

s (WHAFIPS
« (H4KFS4>)Special Publication (SP)

KEONE (HERE- LS
) ZELICABL. TR
BTH-LEAMELEXE

L (A TUL A IENews.~Announcement)

REE /REEITOVTOR
EQEEICEDIE PIUMEE
RLUEEHRNGR M THE R
L EREFLHLXE

NIST Internal/Interagency Report (NISTIR)

NISTIR7427 6th Annual PKI R&D Workshop "Applications-Driven PKI" Proceedings
NISTIR7539 Symmetric Key Injection onto Smart Cards

NISTIR7896 Third-Round Report of the SHA-3 Cryptographic Hash Algorithm Competition

@
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REFLEDXE

ZEOEMER L ERIKIRE
LFEEL T TR
T MEREFLH-NE

FIPS Appendix.“change notice

FIPS186-4 Appendix D: Recommended Elliptic Curves for Federal Government Use

NIST SP8001)—X

SP800-22 A Statistical Test Suite for Random and Pseudorandom Number Generators for
Cryptographic Applications

SP800-107 Recommendation for Applications Using Approved Hash Algorithms

SP800-108 Recommendation for Key Derivation Using Pseudorandom Functions

FEOHEMMEOHEIKRE
EELT. EXa)T/RLED
HDOFENEREZTHMIC
HAAN-XZE

NIST SP8001)—X

SP800-133 Recommendation for Cryptographic Key Generation

SP800-131A Transitions: Recommendation for Transitioning the Use of Cryptographic Algorithms and

Key Lengths

SP800-52 Guidelines for the Selection, Configuration, and Use of Transport Layer Security (TLS)
Implementations

SP800-77 Guide to IPsec VPNs

SP800-97 Establishing Wireless Robust Security Networks: A Guide to IEEE 802.11i

SP800-111 Guide to Storage Encryption Technologies for End User Devices

+ NIST SP8o0¥)—X

SP800-37 Guide for Applying the Risk Management Framework to Federal Information Systems: A
Security Life Cycle Approach

SP800-53 Assessing Security and Privacy Controls in Federal Information Systems and Organizations:
Building Effective Assessment Plans

SP800-114 User's Guide to Securing External Devices for Telework and Remote Access

SP800-128 Guide for Security-Focused Configuration Management of Information Systems

SP800-130 A Framework for Designing Cryptographic Key Management Systems

SP800-152 A Profile for U. S. Federal Cryptographic Key Management Systems (CKMS)
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NIST Internal/Interagency Report (NIST IR)

NISTIR7816 2011 Computer Security Division Annual Report

NISTIR7956 Cryptographic Key Management Issues & Challenges in Cloud Services
NISTIR7966 Security of Automated Access Management Using Secure Shell (SSH)
NISTIR8014 Considerations for Identity Management in Public Safety Mobile Networks
NIST SP800¥/1)—X

SP800-145 The NIST Definition of Cloud Computing

SP800-176 2014 Computer Security Division Annual Report

White paper (NIST NCCoE Program)

DATA INTEGRITY - Reducing the impact of an attack

ERAMZR ESEL-ODERE
KGR EL EEBALI-XE

SP800</1)—X (National Checklist Program)

SP800-70 National Checklist Program for IT Products: Guidelines for Checklist Users and Developers

SP18003')—X (NIST NCCoE Program)
SP1800-1 Securing Electronic Health Records on Mobile Devices (DRAFT)
SP1800-5 IT Asset Management (DRAFT)

© [ EREL R AR T SRR .

FNDXE~DIYD

National Vulnerability Database (NVD)

Federal Information Securi
Public Law (P.L.) 113-283

This publication has been developed by NIST to further its statutory responsibilities under the
Modernization Act (FISMA) of 2014, 44 S C § 3541 ef seq

Authority

NIST is responsible for developing information security standards

and guidelines, including minimum requirements for federal information systems, but such
standards and guidelines shall not apply to national security systems without the express approval
of appropriate federal officials exercising policy authority over such systems. This guideline is
consistent with the requirements of the Office of Management and Budget (OMB) Circular A-
130, Section 8b(3), Securing Agency Information Systems, as analyzed in Circular A-130,
Appendix IV: dnalysis of Key Sections. Supplemental information is provided in Circular A-130,
Appendix III, Security of Federal Automated Information Resources———

FIPS

SP

3. Waiver Procedure: The Federal Information Security Management Act (FISMA) dges not

allow for waivers to a FIPS that is made mandatory by the Secretary of Commerce.

Nothing in this publication should be taken to contradict the standards and guidelines made
mandatory and binding on federal agencies by the Secretary of Commerce under statutory
autEorLty. Nor should Ehese guidelines be interpreted as altering or superseding the existing

authorities of the Secretary of Commerce, Director of the OMB, or any other federal official.
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-SP800-153 Guidelines for Securing TIE =k (Eﬁiﬁ |-E.| H') for
Wireless Local Area Networks = _ |-SP800-171 Protecting Controlled Unclassified government
(WLANS) 3 - %Z, Information in Nonfederal Information
-SP800-144 Guidelines on Security Systems and Organizations
and Privacy in Public Cloud ON »SP800-124 Guidelines for Managing the r g:)
Computing B Security of Mobile Devices A
»SP800-119 Guidelines for the Sl |"|:T]\ in the Enterprise For Fedel’al
Secure Deployment of IPv6 T
*SP800-88 Guidelines for Media F k . (E&Jﬁlﬁj 1)
Sanitization ramewaor - SP800-53 Security and Privacy Controls for Federal
-SP800-52 Guidelines for the -SP800-130 A Framework for Information Systems and Organizations
Selection, Configuration, and Designing Cryptographic Key *SP800-161 Supply Chain Risk Management Practices
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(TLS) Implementations . e
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57 ecommendation for Key Management: Key Management Systems (CKMS)
Part 1: General
,_B.a_:f_gtaa:llj:a_e . Checklists
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s/|*SP800-57 Recommendation for Key Management: . , : .
(>< Part 2: Best Practices for Key Management Organization SP8OQ'7O. National Chec_kllst Program for IT Products:
Part 3: Application-Specific Key Management Guidance Gwdellnes_ for Checklist Us_ers af‘d Developers
) : : . - — -SP800-69 Guidance for Securing Microsoft Windows XP
»SP1800-1 Securing Electronic Health Records on Mobile Devices Home Edition: A NIST Security Configuration Checklist
"SP1800-5 IT Asset Management ] N 7
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B Practice Guide (SP18003/1)—X)

NIST Special Publication 1800-1b 34['

4.6 Technologies

SECU RI NG ELECTRON | C 341 InJanuary 2013, the MCCoE issued a call in the Federal Register to invite technology providers

H EALT H RECO RDS o N 342  with commercial products that could meet the desired security characteristics of the mobile
343 device use case to submit letters of interest describing their products’ relevant security
M O BI L E D EVI C ES 344 capabilities. In April of 2013, the center hosted a meeting for interested companies to
345 demonstrate their products and pose questions about the project. Companies with relevant
Health IT Sector 346  products were invited to sign a Cooperative Research and Development Agreement with MIST,
347  enabling them to participate in a consortium to build a reference design that addresses the
PRATT Gonin O'Brien 348  challenge articulated in the use case.
National Cybersecurify Center cur:l ;:z;_:f;:
Information Technology Laboratory 3 49

Table 3 lists all products and the participating companies and open-source providers used to

R 350 Qi requirements in Table 2,
The T Zheng 351 I q Inexp g their management of cybersecurity risk. The complete
MoLean, VA 352  mapping of representative product to security contrals can be found in MIST 3P 1800-14d,
Colin Bowers 353  Standards and Controls Mapping, Section 5.
Rarﬁ;‘:ﬁ?ﬁé

Clarksville, MD

Leah Kauffman, Editor-in-Chief

Tabie 3- Participafing Companies and Contributions Mapped to Corfrolz

‘g«*"“ o °Q"q. We gratefully acknowledge the contributions of the following individuals and organizations for CSF Function Company Application/Product Use
& their generous contributions of expertise, time, and products.
'%?‘ == Name Organization Identify (D} R3A Archer GRC centralized enterprize, risk and compliance mansgement tool
0_,;" - ) Prao: Rl MedTech Enginuity OpenEMR web-bazed and open source electronic health record and supporting
= Curt Barker NIST technolagies
1 QpEn soUrce Apache Web Server
Doug Bogia Intel
9 g Open soUrce PHP
Robert Bruce Medtech Enginuity
Open source RlySQL
Lisa Carnahan NIST
o Qe SOUrce ModSecurity Apache module extension, web application firewall {supporting
\erbus Counts Medtech Enginuity OpenEMR)
Sally Edwards MITRE Open SoURCe OpenssL™ cryptographically secures transmissions between mobile devices and
X the OpenEMR web portal service
David Low RSA
“arious mohile devices Windows, 105 and Android tzblets
Adam Madiin Symantec Fiberlink Maz3360 ] Cloud-based maobile device policy manager
Mita MaJemla RSA OpEn SOUrce iptables firewsll stateful inspection firewsll
Peter Romness Cisco L1 o L e o T RRPE N - bk o
Steve Schmalz RSA QpEn soUrce secure configuration manager / Puppet creation, continuous monitering, and maintenance of secure server
Enterprics and user hosts
Ben Smith RSA Py Cizco lacal and remaote mabile NAC {Identity radius-based zuthentication, awtherization and accounting
Matthew Taylor Intel Services Enging) management server
Steve Tavior Intel Cisco VPN server [ASAv 9.4) enterprise class virtuzl private network server based on both TLS and
y! IPSEC

Jeff Ward 1BM (Fibeﬂil’lk) OpEn SoUrce URbackup online remote backup system used to provide disaster recovery

Vicki Zagaria Intel Cisca wireless access point (RV220W) Wi-Fi sccess paoint
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