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WX L CTELERREHT IO 2TETWARZEICHEET A &,

Z oM, FERAFAER L LT, ECDSA M T HBICIE AT > b U 27 OFFESR L 5 &
NTWDHEDT, +0RHREFTDI ZTEHRHOAIGEZRD D ZENEE L,

DSA IZ2W T, 53 HiTarT L2 ICEFBUFHEREK 5 X M@ EINTEY . Z2ME Lo
IRV, LA L, — N EL LTRBEBATIELACFH ST LT, HIFMIC S RSA
XL ECDSA L L TRERAY v ERHD LTSRNV END, KA RT7A4 2 TIXEmBEY
IZ1% DSA OFIH Z w72t

16 g 1 i s 2 D R AL, - RS A HEET 5 2 Y — 7 A SECG 12K LT, Certicom #E» 5 4%
L2 — (RAND & TO T A &2 AFFHE) NEBMINTWD, GEMIZ T2 o Z &
http://www.secg.org/certicom_patent_letter SECG.pdf

VARHART AT, DSAIBFMA LAV &2 ERBEDHIRE LTWDHID, 6 EORH A
A—=FDORENS S DSAZFHT L5 AL — RSN TND Z EITHEIRTEW
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[BEXF=2 ) T A BOEREE]

® KA RTAAREEA (2015 45 H) T, Z< ORFER» B AF AR Y — GEHED
Ib, BEMENEGEWLOERMT 5,

= NGEEHED | = NFEEOIAT - B A E R T HERICAR T D # 1 #H (Subject Public

THITY XN Key Info) T» 7 /L= U X A (Subject Public Key Algorithm) t @R & L C
R . U TFToWwWTFhhzmAEE T 5,

® RSA (OID =1.2.840.113549.1.1.1) T#kK X 2048 £~ FLL E

® MK 5 CHEE 256 > ML E (NIST P-256 ¥ H/ @ OID =
1.2.840.10045.3.1.7)

Fo. AR FEITT LV — NGEHFETOEL T LT Y XL (Certificate

Signature Algorithm) L #EIZHOWTIX, U TFoWTFnidz nEEsE+T5,

® RSA E4 L SHA-256 OfH&H (sha256WithRSAEncryption; OID
1.2.840.113549.1.1.11) T##K 2048 £~ MLLE

® FECDSA & SHA-256 @ # & & ( ecdsa-with-SHA256; OID
1.2.840.10045.4.3.2) TH#H¥E 256 £~ + (NIST P-256) UL E

= NFEHEDO | e H— NFEREDOIRAT - WA ERT HERITIT. BEAF O8NS I FEF
FAT « HHHEED T TR AHEEREROBERT AR LTI R6R0n
a1 D 2B BK ® DR E Y —NEHE~OMEE, BEHFIEE, T4 K74 %
WHIR LR T E e 57220

JTATRTO | @ HYEY—NIERTIZENEEINTWVWDIETDOY T4 T MIC

e R oR O [a] HLT.UTFTONWTIIrOFEEH N TELER RPN IIC LA

X7 5720

> N7V IEEER» LY — NGEHEEZATT S

> BERRNHDZ ITA T ORI EEET HHE LD

> SA2FIOFISNHEIZE > T ERTEL T T4 X— FNREER DV
— M CAGEAEZ A VA F—1LT5%
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[#E X2 VT A ROERRE (X2 T A MOBRRELFEL)]

® KA RKTA AN (2005 4£5 H) T, < OFRFER N H ATFA[REZR Y — RFEHED
I, BEEREWNLDOEFIHT 5,

P NFEHED | NFEHEORIT - EH A ERT DRI AR T D EEH (Subject Public

57 LY XL | Key Info) TO 7 L= XL (Subject Public Key Algorithm) & @& & LT
LR . U TFToWwWTFhhzmAEE T 5,

® RSA (OID =1.2.840.113549.1.1.1) T#kK X 2048 £~ FLL E

® MK 5 CHEE 256 > ML E (NIST P-256 ¥ H/ @ OID =
1.2.840.10045.3.1.7)

Fo. AR FEITT LV — NGEHFETOEL T LT Y XL (Certificate

Signature Algorithm) L #EIZHOWTIX, U TFoWTFnidz nEEsE+T5,

® RSA B4 L SHA-256 O#l&+H (sha256WithRSAEncryption; OID
1.2.840.113549.1.1.11) T#HERE 2048 v~ FLL E

® FECDSA & SHA-256 @ # & & ( ecdsa-with-SHA256; OID
1.2.840.10045.4.3.2) TH#H¥E 256 £~ + (NIST P-256) UL E

Y— NGEHED | e Y — SFEBEOIAT - BT A ZORT D BRI, BLAF O S G L AR
AT « FHIED EP LTI AP L R R OB T &R LR S 0
BRI W oD 2R ® LEDHEREY—A"FHE~OMEE EMFIHE, A KT A %
R LR IE R B 20

JTATRTO | @ HYEY—NIERTIZENEEINTWVWDIETDOY T4 T MIC

e i R OR O[] hE LT UTFTONWTIIrOFEEHNTELERRIPHALNEDICT S

D EERRNHEL T T UFIEY R -Gt Tch D EEHR LA

TR B2

> N7V v IBRERNP LY — NIEHEE AT TS

> BEERENHLIIAT L NOFRAERT AELRS

> SA2FIOFISNHEIZE > TERTEL T T4 X— FNREER DV
— FCAGEAEZ A VA F—1LT5
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(%= VT ¢ ISR DOERERE]

KHA RTA AR (2005 45 H) T, Z2< ORGER MO AT AR — SFEHED
2L, FREERKEU EOZEMERHESE L TWDE Y — SFEHE T, kb AERENE
WHOEFMMT 5, BAEIZIE, »~y 2 BEIC O T, OSHA-256 TIdAH B #Efe T & 72
WT TN -EREFET HARENEE CE RN &, @OMDS O X 9 i EAEIC
DN DAREMEN H D BEMBREHEN BRI N TR & 205 SHA-1 ORI % &
T 5,

XU T o pIAERCB T, FHBRE S 2R LY — RGEHEOLR A, 7
HEMENHR TE DL IEILTLEFE AR WD, RSADOHIHAEZEIO 5,

P NEEED | = NGEBEOIIT - B A R T HBRIC AT S 81 (Subject Public
7 L= X | KeyInfo) TO 7 /L= U X (Subject Public Key Algorithm) & #tF & LT

LR I, LFoWwWTFnnzvAEmsE+ 5,
® RSA (OID=1.2.840.113549.1.1.1) TH:E 132048 v~ UL I

T, REERNEITT DV — NGEHETOEL 7L T U XA (Certificate

Signature Algorithm) L #REIZHOWTIZ, U TFTOWTFhraKNEE T 5,

708, SHA-256 L OMAEEDIE I NEE LWV, RFIZE > TiE SHA-1

LOMAEEEZEATH LU,

® RSA B4 L SHA-256 OfH&H (sha256WithRSAEncryption; OID
1.2.840.113549.1.1.11) TH#tK 2048 v MEL E

® RSA E 4 & SHA-1 O #l & ¥  (shalwithRSAEncryption; OID
1.2.840.113549.1.1.5) T#tK 2048 v FLL I

M IMEOV AT A T T UVELOMAEEGEOHKEELT DD
SHA-1 ZFI A L7eh — NGEMEDIZ O N LW, BT 7 v Tl
SHA-1 % fif 5 P EEMFIC R L CEERREHTLIICRoTET
WHZEICHERT LI L, IO VW TIL83LHi 2SR Z &

P GEEO | @ P SEBIEORAT - EH A ERT BB IL . BEAF O S HL A
HAT - HHIE O TP LT HIIC AR L BB OB T 2 AR LR RE R 520

HEE oo ARk o FROEFRE Y- "EHE~OMLRE, EHTFIEE, A N7 1 %

R LT E e 6720

JIATETO | @ HFF—NIEHRETOLIIENBESINTNDLIRETDZ 747 M
B 2R O [a] LT U TFTOWTANDFEZHWTEESELZRPELRNESICTD

D EERRNEL T T UPIEY R — b THD L EPR LA

SR ECARAA

> N7V v IBIAERNP LY —NEHEEATTD

> MERRNVHDIZITAT L NORHAEZET HHEEZELD

» SA2FIOFISNHEIZE> T AR TE LT T A4 X— FRGER DV
— N CAFEEEZA VA b—1T 5
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5.2 — NEAEBIZEHRIN TV A ER

P NGEEICE, R TR TERPREINTHS, T oF#RIT, iEAET 2 X7 4O
FEAH) THRAZZENTE D,

INHDH L MY — NG EE BT LGRS Nssuer (BITH) | &720 . Yi%alRE &
P — REEEICHE T 7 v = U X A% [Certificate Signature Algorithm (B4 7 /v 3 U XA 4) ), 5
B> B4 AN T Certificate Signature Value] & L Cii#i&h 5,

SSL/TLS —R"%EMA T 25 b DI% ISubject (7= b—=FITxHR)] L0, YxP—nN
B & AF T 5 AR O E#H A TSubject Public Key Info (ABH#ETE®R) | & LTi#iansd, A
HFEREH 1% TSubject Public Key Algorithm (ABR#EZf# 5 Broomy 57 /L =Y X)) & [Subject’s
Public Key (EBEORXHEEOME) ] NEENTEHY, TOAMEE £ D X 5124l 9 X [Certificate
Key Usage (F—EHE) ] IS,

5] 21X . Subject Public Key Algorithm [ZTRSA | Certificate Key Usage (Z [ Signing, Key Encipherment ]
& B DA 121, Subject’s Public Key (ZE 22 iv 7= A BHEEIL, ki3 2 FlE#E CIEL L7z RSA B4

(Signing) OMFEHIEIC S, v v a VEEZ BT 5 RSA K 51k (Key Encipherment) Hi&IZ $
x5z L a2EKRT D,

—\

£ 7 VY—NERAFCERSNDLER

REEDO NN—V 3 > Version
U TNVEE Serial Number
BLTNLTY XL Certificate Signature Algorithm
FATHE Issuer
ARV (B ~H&T) Validity (Not Before ~ Not After)
7= b GEITHR) Subject

(727 FMES) AR | Subject Public Key Info (Algorithm, Public Key Value)

PEARAE Extensions
X — i VA Certificate Key Usage
B4 Certificate Signature Value

5.3 Y — NGERHECHIAFEREM L R AT X A
RKITA RTANIBNWT [ — R"FEAECH ARG E 2D ET LI XA &%, W

18 Windows DFEHE T m X7 ¢ T [AF—] ERELEEINTWDEN, KXHTIE [ABEE]
TRILEM—T D,
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— NIEFHEOHBICAEBET2bDICEHA SN TWAITEL LTy 2o 55 CRYPTREC
el 2 s ISR IbBEH I TV EI b0 ET5, BARKICIEK, £ 8RR LE 1E4]
E Iy v ThD,

BAERITEN TV D — SGEHE IR, KEH RSA L SHA-256 & OfA&HIZ LD Do, RSA
ESHA-LE DA DLREIZED DO TH DRI TIX LZEMEM ERME & OBLE NS SHA-L
25 SHA-256 ~DOBITH 2HICEATZ L TWD, £7-, RSA THHEEN 1024 £ v R 5 2048
By hABITLTWD—F, LHEMEEDIK T ZlET 272028 K 256 £y b ECDSA #H M7
L7 —AHATE TIN5,

FERIZ, ek RSA & SHA-1 OMAT TLNY — RFEHEEZRIT LA > iR TY,
SHA-256 <° ECDSA IZXIR L7z — NGEAEZHITT 5 L0 ->TETWDH, ZO L) REhE
WS L, BRI LW T U R T4 7 o MR TlX SHA-256 X° ECDSA % i - 7 - — 3Gk
HECTHLMERMIETE S X512k TWD,

72U KA KT A4 U ABRE AR (2015 4E 5 H) Tt ir W e 72 & & B0 2, SHA-256 <X° ECDSA
STV — RFEHEORIENTEX 72T IFA T PHHYBGFEL WD EEZLNDTZD
WSS E O B EOMREZEZERET 5O THILIE, —EORENLE LD,

® 8 Y— "GEAETHANRERMEHLE RDBEETLIY XA

et o348 U A~ OFEA T XL
B4 B EFHESERF B U A b | RSASSA PKCS#1 v1.5 (RSA)
DSA
ECDSA
Ny 2B | EFBUMHESERE S Y A b | SHA-256
EHEERRE S U R b SHA-1

5.4 Y—"FERAETEREIN&Z L

541 EETCERWI—NGERECFIHIZLED S
TIURREEFILHET O NEEHEEZRIET ST 7Y 7y —a ik, —EO R
WL FRREROFEAE (L— bk CAFERE) Ao LOBEINTEY, ZN60RGER (&
O TMRRIER) 1T N7V v 7BIER EMFIENTWD, — &I, X7V v 7 EBAER DY, ”*%@
SEEG I B HERR L 7 W — X 0 3 R AR %ﬁ%ﬁﬁbt —NGEEEZRITL, 77 UFICT
BNz — F CAFEELHEE TRIEEZITH Z & T, %~x<§ﬂ%%@%%ﬁ‘rﬁzm®%ﬁ“éo
THICERY, BEY— N EFEOELMENER CENIX, 7T UFIIEERRTHI LR, Y
Y — NN EIT O,

—Ji, iEHEORIT 0 S 7 A ZHNITH LR —NFEHEELELI LN TE LN, ZNT
T — SEEEN “BOIFES Y —N" ThHALEHOERL TWDIZEE W, ZoLH Y
— FEHAET A UALIERAE” Ebnbh, 7T U TIRNSH Y — GEAEO E Y SR T
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TR “fafRie—" L LTEBEERRRTIND,

AK¥, SSLITLS IZBIT D HEERBZE O —ONEHRT D — "OFRIETHY | ZORFEE T —N
SERHETITHOMMEATH DL B, “fGRRT—7 L OEERRZINVHB DI nb T, ok
AL CTEHRTDEOBBRLARTNIER S W — RO F 2§ & Tideu,

542 )NV— K CAGERAZEDLRG RFEA VA b—NVIT#ET D

541 iDL HIZ L TRITSINT Y — FEHEFELFM L7 SSLITLS — "% “falRzz ¥ — 7
ELTRBMESERWFEE LT, Y — NGEHEO EY M EZHERT 72O D/ —  CAGEYE
. 7T7UY (VA4 T7 b)) O EETEZHL—F CAl] ILFEITA VA N—LTDHHERD
%o

LorL, 5 B TE5L0—FCAl ELTCTFEA VA M—NETDHI EE, St —
N L OEEZEXIICER TS ZEICoRNnD, 2, 5ALHEICERF L2 NT Y v 7 ERER O
JL— b CAEEAEL IZA LY, 2NOFE A L A=A L7z — bk CAZEAEIZ T T o FR A
Lo TEHINTWARY, 207, In—, HiZL— b CAFEHZEOLZ2MICHEN A U
BHETH, 77U FRUFIC Lo THBMIZENMLEND Z &id2<, £ VA M= LTIm Y%L
— N CAEHEZFHEAG N TEHTHIRTZ2XLERDH D, b L, HIRZED & RIER Y —\GE
HEZBEET LY A7 BEKRKT 5,

L7 -> T, —h CAFEHEZEDFE A v 2 F— WTJFAIE L THET A RETHY, FLTR
FIRAFIZRH L TFEHA A N— L ZRODILIREHE T XE TIE RV,

BIANIIZ L — & CAREED FE A VA M= ZITHMLERH LG EITIE, /L— b CA FEHE
DOREMIZHER A CTLGEICA VA M=V E#O L EERICE ST, FIHEDO 7 7 7164
J— b CAGEIEOELCHIBRN TE D L HI2T 5%, A VA M— b LRI AFICR L TEK
MICELEZAI LR TEXHRG 2L LIREITHD,

Bz, ¥ - AERSENRESOEMT 58K ICH LT, YEHMAEFTCHELE-., Ehbid
TAXR—= R — b CAGEEZ AT LEHBMEOEHFTA A M= L, Y%L —
N CA FEEOLZAMEICHBEN A U BmA 1L, WO YL M NS ARk L THi%Lr— K
CA FEHlEZEM LT H2HEELZH#ET LI N TEXL LI Rkl TH D, BEMICIE, MEkFEICE
WT—EDRY v —IZHESWTHIHEEHREZITo TWVWDHIHA, BHIV AT AR ENL KK —
N CAGEEZBEIEE (4> A M= BIOHIKR) T2MA5280MET2ETHD, —fl&
L T Windows 27 7 A 7 > ~ %I L T Active Directory 7> 5 H 8 8 54 % 34 O 5] 2 Appendix
D.2 2757,

DX A E D THEmRIZA A P —/b3L7c/b— b CAREBEOZ2MIZRED £
U aicid, YO BFMLICE N T, Y%L — b CAEHEZEHCHICHBHIRT 27280
LT 2HEEZHE LR TIE R 5220,

543 Y— NFEHETHRHITREEE
BLOREMITHEICLRELSEBEINDS, @BF., RILT7TAIT) X LATHNIE, BEIEWIZ
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EREMEEGSTHIENTES, 2L, DEVICHLELS LT ES EABEKERNBERIZHND
Koz, ERAMEEELRI> ZLICHL 2D 5,

CRYPTREC TiX., FEK# /MmO K EMEIZB T 2 &M FEIZE SV T RSA OZAMIZET
LR ZERLTWS, ZhIiICkhiE, RSA 2048 vy M2 ERBAHMT 20l BT 102
~10°" FLOPS PR E DG HENAME L O RS W 2H L TRV, B2 BRI MFLEOIRE RN
WER Y | FHEMEMEEO M EE2 B E L T SRR O GRS 10T TRESE RTRE & 72 D D 1% 2035
FLREETHRL TS, £, FEMMHR Lo S E o R #H BT 2 |EMRE LITHLNT
BV, ECDSA192 By F &< DT HBieia 10 ~10"° FLOPS BRE DR E EN LB L RS - T
W5, FEHIIC OV TIL, CRYPTREC Report 2013*° [X3.1, M 32 # &M En7-\,

U bhoHsr NEBEEEREF 2T 22— H - NEY A A—tF2UTF s Z—)
MAFRLTHD TBUFHEEDOERY AT DB THERAINTWAIEE T L F U X A SHA-1 KT
RSA1024 (TR B BATHR#M0) ZBSE 2T, AU A FT A4 AR A (201548 5 H) TH— /S GE
HENFIH T REHERKIL, RSA1X 2048 By FLLE, ECDSA (3256 £y FPLER Y ThH 5,

544 V— NEBEEZRIT - EHTOIBRICH LVEREREZER T HEEM

Y= NGEAEARGTOBRIC., AL MEROREST OAERK - EA - FEAIEL ITbIR
WE B SNTZBET R E " FIESINTLEIREOMENREET LV A7 BH D,
B2, &0 DIFERRDIE, =R OHMRFICRE SN TWNWDT 7 4L MRS, 77 4L
FREDEEAER LICETZFHALIZEEG, ENETHE="F LR LUERLEFLTLE > &
nnd s,

Eo, MO OBEIC LY MBENBANVLEZBANNH Y, b— NFEHEEZBERITT D LM
(38 B -, BiTEE ] L 72 CSR (Certificate Signing Request : - — NFEHEEZ BITT 57200
BLENR) AHEVETE, R UARBEEMBROBTOEEH LV — FEHEMES NSO
T, FWH— NGERAEEZ R ST, HTLOY— NEAELZBRITTHAZEORB®A L b,

ZHOLEY AT EBES OISR, = "EEEX, P NGEHEEZRE - BHT A BICEEFED
PERT HEWET 2L ZERICE R mEET L < AR L7287 &2 o 72 CSR TH — NGERA E A& B
& mH LTI RS R0,

9 http://www.cryptrec.go.jp/report/c13_eval_web_final.pdf
20 http://www.nisc.go.jp/active/general/pdf/angou_ikoushishin.pdf
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(27 20] EBIChboTm ' IRA WL LR WEEAT 2 FA A L 7FEH E 0 H %17

2014 4 4 H, OpenSSL Heartbleed & FEIXIL D MEFIHER R E < HiE I N=, ZHlE, H—N
DENFEZ 85 (TR T 5 720 D TLS1.2 O L3 FE E Heartbeat 2 324E& L 72 OpenSSL @ i 55 4 &
FIA LB TH D, BEAEAIZIE, OpenSSL @ Heartbeat BN TAEY 4 XDF =
v I E LR ololod, 2% OpenSSL THEZE L 7 SSLITLS H— " TlL, RETR&ET—4

WS 2 AT U HIROT — &if%k%bfbi?k“?%%é%ﬂ%bfWé

ZOMEFENRRERE L R DT IRICHBER TTo s LTH Y —MIIICKBE DR

R > TN, WORBINTENERETHILARNTE R oI EITA,
MAWL7ET —ZIIWBEIFIZAEY FICBHESRTWET—4O—HThoTol tinb, &
DT —ERRWANLTEONERFETHIENEEZETE oz ETHD,

D7, SSLITLS — NEH Loz Er — AL LT I —"OMEBEEAENFZ VL
FREMEN B ETE ] &L, ®EEL TOpenSSL DR —T g > 7 v 7 %2179 & L BT

KWL EHF OV —NGEREE R S,

K2, L WHESEEZ W T,

X3, H LW — NGEEE RS - BERET D,
kowEtorFvrantiani, L2A0, EEICIE, 207 T U AOBREN I — NE
H#F I iELMf:b%fmﬁth EMENRKE W,

B 2 13, & Netcraft #0 F A #5212 L 41U, Heartbleed D223 % 1 72> H BT 43% D H— N
%M%%r% BRE (MR 3) SN, 3o KRETEEmLEZ (K 3D ADEHY) OIX
AR ERnotz, —FH, BHTOY— FEHEFELZ LD (KK 1) SELCHLEDLL T,
RAWLIEAREERH DR UMEROET E R 2E5EM L2 o7) TH— NG EL T
HRE (KIHE3) Lir—2 (K 30 BOEHY) BEKD %L H 72805,

All websites affected by the Heartbleed bug

Reissued (43%)

Reissued with

same private Revoked (20%)

key (7%)

_Hercrarr
3 I Netcraft ftOFHER R LY

21

http://news.netcraft.com/archives/2014/05/09/keys-left-unchanged-in-many-heartbleed-replacement-certif
icates.html
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6. 5 AA— FDERE

W5 A A — NI T8 E4 e~y v 2B oIzl s THEREII S,

B 21X, TTLS_DHE_RSA_WITH_CAMELLIA 256 GCM_SHA384 T&H 1LiE, #EAZ#IZ1X TDHE]
BT IRSA ) K FSALIC X 8K 256 £~ b GCM £ — K ® Camellia(CAMELLIA_256_GCM) |,
M~y v = BBUZ i%ﬂm%ﬂﬁ@bné*&%ﬁ%ﬁé [TLS_RSA_WITH_AES 128 CBC_SHA]
Thiid, L L ELITIT TRSA], Kok Mgk 128 v v b CBC E— F® AES
(ABJ%}BOL/“VVJ%@LiF$M4J#@bﬂé;k%ﬁ%?éo

FEED SSLITLS i@fZ 2B W TIiE, — &7 T4 7 > b TORES(Li@{E a0 Fai@E (N
Ny=Aa 7)) KT, ﬁ%‘@é}%"i@go@ﬂﬁ%24’v~l~%iﬁﬁ‘*f50 W5 A A — R &EIRE
TeZiT, BRSNS AL — MRS O, B4, Bk, "y a0 FRITLY
SSLITLS 2B 2 &K FMFENITHON D, DF Y., SSLITLSIZBIFHLZEMEICE > T, BT AL —
k%&@io_mﬁtéb#m%$%@777&f%5 LEEW%RT D,

6.1 HIlZHF B AL — FMZOWVWTOERZREEZETLEHD, 62H D 6.4 HiTIEKEEAA — FDFK
m%&wéjszigﬁﬁﬁﬁﬁ®%£%£?o

6.1 FEAA— FMZOWVWTODERRE

— I, BB AL — N OERIEN. O AL BIEIC Y — e 7 T4 T FOBENAE TE L1
TAAL—=RERDT TN, 2O, BFAAL— NOBRIRO AR HT, BIENEN O E N EE
LD,

ZORE, 2 DOT TV (V74T ) EOMAEEREEMETS-01IE, 2 oREIC
@ L CHEEINLTWS i%;w’— NEEETDHIENARARTHDRICERTHILERD D,
—FH., MVWEEMEEZERT L2023, BT LVWEETLAEEI AT RVLR, S0nEs
'fi%%“DHEn:TT/I/:)XAT%E}ZénéH BFAAL —NERETHULEND D,

ERRORELE 628 ~64H TONETEEEZ, KATA FTA Tl AL —MIOWTOHE
RBEZUTOLIICED D, B, AHTIZ, ERBFEOMEIZOWTORTLHT D, FFEMA
FORBREICOWVWTIE, 4 DEYHI 223452 &,

[BEXx=2 VT 4 BOEREKE]
EEX 2T A MOBERFEOMEIILL TO@Y , M2 EREEIL651H 22RO L&,

o LTo&Mami-tHEAL—N2BRET D,
» CRYPTREC W5 U X MZHHEH SN TNWDEIT VIV X LADORTHERIINLD,
> Wikl LT128 By MM L2/ T 5,
> et E~OFEREWEI/INDIZEnD, BB SRHHTE - F28HT 5,
> Perfect Forward Secrecy (&) OFMEEZ 729,
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> T2l RAA RT A TEY— GEBET DSA 2RI L7222 & & BERERE O R
ELTW5 (B1HBM) 720, DSA Gl A4 — MIEE LRV,
® EEAA— NOEEIEMIZLLTOWY &35,
> BELEE AL — N2V —TF a7V —FBICHEL. ZEMEDOEmN T IL— T 5B
BT D, INA—FHIFOREE I Ty VEEOREICL LI D ET S,
® [ELSNDIES A A — MIFHERSNE T 5,
® XA T DHE 2FIH 9 58412138 K 2048 £ LI E ECDHE #FIH 4 2 5A& 138 E
256 By NUAROREEZLHAELET D,

[#EREX=2) T  BOERRE]
R X2 V7 BOZERBEOMEIILU T OME Y MR B RFEIL 6.5.2Hi 2SO Z &,

& LUTOLRMZMI-THEZAL—NE2EET D,
> CRYPTRECH: S U A MIHEEINTWAEIT LTI XLADOLTHERIND,
> KefblLTl128by MU EEZAT 5,
> 22l RITA RT A TEY— 1 GEE T DSA ZFH L7222 & & R E DRl
LTV (B1HEIZMR) 72, DSA Z G 5 A A — MIEE LAV,
® E5AA—bFOEEMMIILLTOBEY &5,
> BELLEH AL — e, BEWEFHMLE DRIV ADOBRICNL> T, Zv—7 A,
TN—T B, o IN—TFEITN—THTET5,
> UTORETI V=728 OEFNEN % 1T 5,
S ARTA T A ABREA (201545 ) Tik, @HE OFHEERICE T, 128 £ v
NEEEN LN+ DR LB Z R TE LI Db 128 By MREEZELT
Do
& gEASHAIZRE LTI, Perfect Forward Secrecy O %51 D A HE b S2HR 012 88 7 DHE,
RN T RSA DJEFER TOEENEAM & T 5,
® LA DREE AL — MIFIHRSNET D,
® GEHC DHE #FI T 234 10138 E 1024 © v F 2L E?2 ECDHE/ECDH #FIH 3 % %4
IZIF8ER 256 > FLL R, RSA ZFIHT 256 138 R 2048 £y FNEL EOREZ VAL
T 5,

[E%=UF ¢ FISR D BERERE]

X2 U T 4 BRI OBREBEE DO EIILL FOMEY  FEM kR EIL 6538 2Dz &,

o LUUTOLMEA T EAL— N2 BET S,

22 DI RS DOREx R BERORAZNY A7 2E 2L PFS DR A ELSE 5139 N
FLW, @633HICARTEIICDHE ZFIHT 2546, 2 OHATL024 £y FRRBRIRINDHER
BTdhbH, OQDHE THNITWMBERIFZ VO EENYE Yy v a VIBEORIZRESND, Z &%
B$EZ. KHA RIFA 0 DOFRITH A TO DHE OHERHEEE 1T 1024 By R EET S
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> CRYPTRECH; S U A MIHEHEHINTWAHEIT LI XLADOLTHERIND,
> L, AFETIEEALEHEDI T 720G M B fRIE 5 & Triple DES X° RC4 Ol & %
A% > TW L BERAY 2 BB IZ AW ZE R0 2 & M i #eE 5 & Triple DES.RC4
DA G DHOEILERE L2,
> Fio. AUTA RTA 0 TEY— NGEHETDSA 2R H L2V D & 2 ERFEE ORI &
LTW% (.18 72, DSAZ G5 A4 — FH®E LRV,
® 55 AA — FOBENRMIZULTO®Y &35,
> BELCHZAL— e, BEMELEERAMELEDONRT U 2AOBRICNL> T, Zv—7 A,
TJNN—T B, T N—T T ETH, BB, IV AN T NV—TF £ TILHE
By x2 T BMEFERETHY B2 T B CTOEEIEMOST HF2#EMT 5,
® [l DOIEE AL — MIFIHARNE T 5,
® HEZZHA T DHE ZAIH 42854812138 E 1024 £~ ML B ECDHE/ECDH # R4 5541
L8R 256 By FELE, RSA R T 556 12138 R 2048 £y NUL EOREL VAL T
Do

6.2 B3 AL — M CHIHRRBERMERMERIFESTLIY XA

RAABTATBNT (WE AL — TR ATRER G & R DM BT AT Y XA &I,
SSLITLS JHOBs 5 A A — h & LT IETF THB{LENTZ b DI ENTWARE ST A=Y X 4
® 5%, CRYPTREC M5 U % b (221 HiZM) ICHbBRSN TV b0 LT 5, AEMICIE,
FH QW RLEE ST LI X LTHD,

®K9 TR —FTHATRERMEHL RDEETLIY XA

5 A A — CRYPTREC i 5 U A | TOFERL
KN CToOER Bt oy F8 U A OFEHAE TNIY XL
HEAZ 1 BEILAH - TS BB HESERS 7 | DH (Ephemeral DH % & 1¢)
DRSNS ECDH (Ephemeral DH % & )
HEAEHARE S Y A b | RSAES PKCS#1 v1.5 (RSA)
B4 E 4 BT BUMNHELSERE 5+ | RSASSA PKCS#1 v1.5 (RSA)
U Ak DSA
ECDSA
5k 128 £ v b BEUFHELERS 5 | AES (R 128 B> k| 256 v )
A= e Uk Camellia (45 128 £ h, 256 £ > |)
EMAE—F | BEFBUFHELER 5 | CBC
U Ak GCM
Ny Ny v B B BUNHESER 5 | SHA-256
B %% U Ak SHA-384
AR S U A | SHA-1
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5 AA — M CHRIMAARRMEME REETT LT X 4H ()

PLF 1% SSL3.0 T AF H 7T

i 5L 64 £ v k BT B HESERS 5 | 3-key Triple DES
Ty e U Ak

A MU — A WEE | EHESEE S Y A b | 128-bit RC4

723, Triple DES (X T EUFHELRERE 5 U X M, RCAITEMEMRE S U X M@ s Tnb
BN LLF OB 2 ERICHRE L2 R, KT A BT A 2 TIE TLS1.0 L LD ¥4 1213 Triple DES
ERCAZTM LW LIZHRE LT,

[TLS1.0 LA E D BEA T Triple DES [ 44 ¥ (1 ]
® TLS1.0 YL EDEIZiX, Triple DES XV $Z & THoroml /2 L@gEr; 5 & LT AES X
Camellia ZFIH A EETH 5,

[TLS1.0 Ll E DA T RCA OERANELH ]

® TLS1.0 Ll EDFGAIZIX, RCA LV D&/ dt@mkns = & LT AES X Camellia 73
FIHARETH D,

® Xy NY—ZJREFOMNMRNLESE X TRAEMIZHE 51X, RC4 OLEMEDONG M %
RESLEBRT 2ZEOEFMICHIT 2 HEBAENRO LRV, DI &iE, RCA DL
HEENENEWIHEBN, MOLZERESET NI AL EEDLRWEBICIT R bRV
EEBWT D,

® NISTER ENISA®* 72 Ul li 3647 LTV 5 SSLITLS TOREHN A RF 4 2BV T H RCA
RIS LTV 5,

6.3 AWM TEET XL

SSL/TLS Otk TlE, EBOT — X 2055t T BRI “By a8 Tty var
TEIZ (AW EDOERKERT) BHINnsd, LENST, MENOBHBIZEY, HDHKER
TOEyva VEPRAVLIESATH, Y%ty v a VA DOT —Z KR E L TRES T
REIZH D,

—F., By va VEBIEIKGEEEBO LAY —RNE 7 T4 T N ETHAE L TEBLERD
Lo, FEills N Fyv=A47) OB Tty v a v #EAIET 00 MERNTOND,
ZORBEDIDITHE DD DM, £ 9TO THILA - T BB TWLIHEEST LT Y XA
Thd,

28 NIST SP800-52 revision 1 (draft), Guidelines for the Selection, Configuration, and Use of Transport
Layer Security (TLS) Implementations
24 ENISA, “Algorithms, Key Sizes and Parameters Report - 2013 recommendations,”
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6.3.1 MEBEIRZVEOEEBGFE LD 5 FEDOERM (Perfect Forward Secrecy @ &
EHE)

EEPA WT DREEIE ST LT RLAOMEGEIZE D00 TERW, LA, T'r
7T KR EDFEEI ACUMBROEM - BRI A, HD20VIEV A NRN—HBEDL Y A VARG L D
LR E, WET T RAOMETUIBIRIKE & 7o TREBERENR AW 2846 013 95 BNEF
et AN

BT T% . OpenSSL Heartbleed Bug =° Dual_EC_DRGB D Jfs55#4: 72 & 3 FHIKIC L 5 B # O IF 2
WABRS SN TEBY, “RERENFAZNTS” VRAZZOL0FRLTEHRTE SO TIZARY,
A ) =T VEETHEFEEIC R L2, HE#ROER - EFHZOLOICMER S 256 bIEE
b,

PR U728V, SSLITLS TlE, BEZEbos vy va v#ah—R"e 7747 IREAET L2
ETEyva vy I LICESTREREAE S TR ZEEZLTEBY, IZHHRERTOE Y a v
BERWAWVWLELATObYZtEy v a UAOT — X T ERE L TREINLTND,

LrL, Z<054E, By ya VEOLZHBIZIZIEEOREREZHE > TIToTWbH, 207,
EABRBHRTHN, b UIRICEBRBETHEIFEET LI X0 “WEHR PRV LESE, 4
HRHERETHS TE Lty v a VEITT R TIRAWVW LD L EHEE R D, DF D, SSLITLS T
DBET—FETOTEBEFANKS T YRORZHTHESTZHE ST LT Y XL “FhEHE”
NAFTEER0E, BEZEIDITH-T, EFOTBWEBET—X0odvgREAsHES L%
BIRLTWD,

T 2T, MED SSLITLS TOIRET — X OMEZ RS SBAN D, BB THE S 28 ST v
TYXLD “RERE” ITHEBIRRDEBAMINT L2 LIk BT b BEER D EEE
Ty va v BOMFGEITO XOXTLHHENRDD, ZHICK > T, RICEZHTHE S IS
TAITYXLD FEHE BMALIPOHBATHAWLZELTH, Y%ty va v ook
DIZFIA LSRN b b2 iE, Y%ty var@B2oboidkoond, @EIC#ELT
WET 2O RHENDEREZENEST 52N TE D,

DX O M ED Z L% Perfect Forward Secrecy, &% 72 ILHiIC Forward secrecy & FEA TV 5,
7B, RHA KT A > Tl Perfect Forward Secrecy (& 5 WX PFS) 12— L CMESZ & LT 5,

BAED SSLITLS THE 9 KB A A — b O T, Perfect Forward Secrecy @ ¥¢k: % £ > D
Ephemeral DH & Ephemeral ECDH & FEIZL D F AR TH YD %41 DHE, ECDHE & RiL 115,

6.3.2 HREBTHHATREEER

543 HiCik 7= & LA, MBIV TH, HEZ R TEAHEEMOHEE Y Y — R 72
L Z D0, et LWBMERE, WMB Y VY — AR ED N L — FF T A2 EZ CHEHU R RE 2R
RTLH2MERH D,

B 21X, AERPERECHE Y Y — ADOHIFI D EE L WHLA BB E0GE, #E 4096 B b
RSA iS5 ZFHLTHBONDI AV Yy FED ST AV hOFRRKRELL DA BEENRD D,
CRYPTREC @ LFEH V) Tix, BIM e RRE M FILEOR AN WRY | FHEEMEEO M EA2 &
LCH iRl o3t Bk S 12T THER 2048 £ > - @ RSA % fif#t Al HE & 72 5 D% 2035 4 DL

SSL/TLS B 5 i EH A K74~ — 35



EFHELTWD, E£72. NIST SP800-57 Tl E 2048 v ML 2030 £ F TIIMA & EhvTw
5 (22281 £ 3B, LB ->T, 2080 2 BATHHT A EEZBEL TWVWARNVI AT A
LY —EA2ATHIIE, 2048y "L FEOBEBEAFESI AU v MFZ LNz b,

NHEIEBEHREX 2 702 — (B WAV A ARA—F2 0T 082 —) BARL TV
5 TBRFEEOER Y AT JCBWTHA SN TWARS 7 /L= U XA SHA-1 & Y RSA1024 (Z
1% 5 BATHREE . WONZ CRYPTREC AR L CW A AB#EE ZIc oW ToORZEETHIZEE 2
X, KA KT A4 nBAKEA (2015 4 5 ) TO#LH TR AT~ #E 1T, RSA IX 2048 £ v
NEL . ECDH/ECDHE 1% 256 'y R EDRZ Y TH D, 7o, RSAIZE L Tk, — 1 \FEHFHE
DHFEERE CHE 2048 By ML EEZFRET HZ L THEELT 5,

6.3.3 DHE/ECDHE TO@®E DR ERIIZOVWTOEER

LI ONWT, BEAA— N EIFRBEOHENR 2V, Z07®H, RUKSAAL — KEffioT
WTH A ATRER R ITRBIKFEICR > TWAZ LICEETALERND 5, KT, 55 # T RSA
Zfilfi 5 %54 & . DHE =° ECDHE/ECDH % 9 53/ & Tld, #EOF WAL B L5OT, £nE
NIZOWTHY RHEET> TR LERD D,

RSA COEAMAZAT 5 LG AT — FEEICRRE SN AREEES Z LItk THBY | K
A RTA L OFITEE TIIEE 2048 By FORXABREN YV — NFEAEICEFTTEH INL WS, Z
D LiX, RSA TORZHEITHILA, VP— EHELZ ELIZZEHT IR, Foh—n"E7 7
UL YES = NGEHEIC L > THHT 28 EN 2048 By MiZary br— LSRN TN5 I E%
BT 5, Bl 2R 2048 By PO RSADBEZ W T T NRH 78 LTH ., #EARHNRAL -
HEZI—ICRLETTHYD, 2048 By FESNOEEN DD Z &id720,

DF VY, RSA TOHRHIZE L Tix, — iEHEORITRICAH T EBELZELIRD, £
DEEICESS Y= NEHEZREITLTLL2ITEL, BEALDEE, =17 T 7%
KRN 72 5% E 2 9 D BT 72\,

—J7. DHE, ECDH/ECDHE (Z2W Tk, FIH T 28 &N — FEFECTHRIZa Y hr—
LENDDTIEARL, AxDHF—N"RLTFTFTORATA—ZOREICL>THRDLND, =
DIz, EORENPFMAINL0T, AT L2/ TOHENT A —ZORERIICKE AKFT
L. B2 T 7NN THEATLIHENRESN—Va VICKoTERLZZENMONTED,
2013 FHH F CTII#ERE 1024 vy @D DHE LvEZ e WL R —V g /b oz, B
%72 & Z A TIE, Apache 2.4.6 LI, Java7 (JDK7) LLAG. Windows Server 2012 72 E 03 5,

4 20154 1 H @ Alexa DA #E R LT, §947 HTOXEERY A FIZHOWT, DHE A
FHATEDDIEMN523%THY ., TD 5 HLDOK 87.5% (AR TIXH 45.8%) 238EK 1024 £ v b &
BHLTWS, —J, ECDHE ZF|H TE 2 DIEK 62.7% TH VD . D 5 H DK 98% (&K TITH
61.5%) N#EE 256 By FEABAL TWD,

ZOZ i, DHE I H L7258 138K 1024 © >~ 23, ECDHE Z2FIH L7-5 & 138 256 &
v R EN D ATREMESBO TERWIZ L 2B LTV D,

25 https://securitypitfalls.wordpress.com/2015/02/01/january-2015-scan-results/
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DHE C#K 2048 vy hE LCHES AT, #E 2048 Yy M2 AR — ML TWAHENN—TV 3 v
o792 T, T74/NVMTHATERS>TWEN, b LLIIERTTOA 7Y 9 VREEITH
ZENBDMETH D,

[BIRAYICHER 2048 By M & FEE T& 2 0FK A1)
OpenSSL
Apache 2.4.7 LLF%
lighttpd 1.4.29 LI
nginx
Java 8 LA
I BTV TIE Appendix B.3 IZEFE O EFI & G T,

[HRMICBELZIEETEZ 5, #E 2048 By F&HR—F LTV FEA]

® Apache 2.4.6 LLR(

® Java 7 LLRT

Bz 1, Java7 LLATClX DHE TH 2 28 EIZ64 vy P4 A TS12 Y F225 10248y hET
Thod, Tho OB EFHT 256103, LTEHEL 1024 8y MHEELTHRHET S Z &,

100.00%
90.00% mPFSHMR—F
- mPESIF I
80.00% | DHERRZELS
87 49%piHti—p | | PHEEYR—FFS
70.00% IR LB
60.00% |
50.00% T T PP e el
40.00% DHERRE:S
30.00% | 11.44% D35 1HR—k
20.00% |
10.00% —540% —0.16% 5.99%  0p0% 0.38%  0.00%
ReQK  0:09% fBl o0o00% 002%  0.00%
0.00%
512bits  768bits 1024bits 2048bits 3072bits 4096bits 8192bits
100.00%
ECDHE[RELZS m PFSH R —|
90.00% | A
9808 /‘Jﬁ{'{j-iﬁ\_[‘ ™ PFS&?{:
80.00% |
70.00% 5015 1 61.52%
60.00% |
50.00% = ECDHE#
40.00% ZU14. 4 . YR HLR .
30.00% |
20.00%
10.00% | 0.36% 0.88% 0.14%
0.35% 0.81% 0.10%
0.00% |
B-163 P-224 P-256 P-384 P-521 B-571

X 4 DHE/ECDHE O#E D ERM (Alexa DRAEKEZ M)
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[BIRAYIC R & 45 7 C & 2 R 1]

® Apache Tomcat

® Microsoft IIS

INHIZDOWTIL, DHE OREZHRET LI ENTET, 2747 MINLOEEIZED
512 B b, 1024 £y NEOFHFWHAT A =X NlEb D /iR H D, Hl 21X, — Mok
ENHER 2048 By RXfLAIRETE o7& LT, AAUA RT7 A4 AR A (201545 A) Tik, 7
TUY (74T ) HINREE 2048 By MMIHEL TOWARWAEEER+IZE LD, 2D

i, MR 1024 By A BEIICIEBIR T D Z LICHEEEZET D,

Z DRI, RSA THRMAIT O LE LITRELSFF LR RLT-H, TR Z M 554
IX. DHE 2 & o5 5 A A — M TR P, ECDHE £721X RSA Gl 5 A4 — &S5 L 91
RETREThHD,

6.4 B 5 A A — MIZ DWW TDEERI

SSL/TLS DK 5 A4 — M IETF THE LS NTEY, ERICKE ZT LT Y XLEZER LT
Tgeci B4 Weib__ Ny v =288 oEdBRICERD DT Tldw, £72. IETF THAE
BEENTVEREAAL —FETTHEEL HDH7D, EEORLICITFERES AL TRV S AL
—hFbHZW0,

Z< OFFHICHBEL TCTEESNTWVWEIR SRS — FE2RETHIE. *HE?&%%‘@%T”<?E‘%T‘%
LARMENEED, —FH, BFEORLOLIZEEI N TWEIRETAAL — M2 2 ET R
IR i B COERICIRET 5 2 LB TE D,

6.5 BfF 5 A A — MZOWTOFHEMABRERRE

AT, 6.1LHI COTERBEOMEIZHESX, K42 OFEMRERFEEE L TITRT,

k. BRI PSK £721X KRB N EENDH 5 AL — ML, —R"EX T4 T OS5 T
FeRIZ2 X B2 LR VEFIHT 2 2R TE WD, KRTA RITA L OXBH4ET D,

F7-. FEHNAEIN L LT, ECDH X ECDSA Z M T 2B1IE X7 > b U X7 OFENIL L
BRI TWH0OT, +02BRHAOI A THAONGEZRD DL Z ENREE LU,

651 BEXxa2 VT A BTORERAAS — FDOFEMERRE

6.LHIOSFMEZEEZ T, £ 10DEY, BE L SEAL— eI V—Ta & T V—"T BT
BT D, INV—T7300EREIT ey /JESOREIZLLIbDEL, BREOEHNITV—T% T
N—T @ lZEID E T, BRELTRET D,

ASSN 7»—77\1f0)ﬂa%24’~h75s% HELITEHAEBRLCRETIN, TOEOER
JEN X EBICED TEVW, £ho, FV—TBOREEAA — FZOWTITER L2 TH vy,
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(RANEIE | TR ECHRAT REBEAAL— 2R LELDTH DS,

£ 10 BEX2VT 4B TOBEERA — FOERFEE (EXR)

T N—F a TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (0x00,0x9F)
TLS_DHE_RSA_WITH_CAMELLIA_256_GCM_SHA384 (0xC0, 0x7D)
I —7 B TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (0x00,0x9E)

TLS_DHE_RSA_WITH_CAMELLIA 128 GCM_SHA256 (0xC0,0x7C)

RETREHRE HEZZ T DHE #FIH T 258 10138 R 2048 By ML EORRE A WA &

T 5, 70k, DHE O#E ZH/RMICHRE CE R0l 2R AT 55412

IZ. DHE Z & Dl 5 A A — MIBET XX T2V

wmEX2 VT oM | T—Ta, TA—T B, K 1LLIOTXTOREE A A — b &ZFHER
TORRIFEIHE AR

RTFVRYZAZICOWVWTHHF L7 9 2 TECDHRECDSAZ(HT 5 Z L 2 7-EE121%.
£ 1LOBEAAL— A —T%BMLTLW,

£ 11 BEX2VTABTORESAA— FOERRE (F5M d#RFE 5 DEMNLS)

J)—F o ~0 | TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (0xC0,0x2C)

SEN I A = TLS _ECDHE_RSA WITH_AES_256_GCM_SHA384 (0xC0,0x30)

TLS_ECDHE_ECDSA_WITH_CAMELLIA_256_GCM_SHA384 (0xC0,0x87)

TLS_ECDHE_RSA_WITH_CAMELLIA_256_GCM_SHA384 (0xC0,0x8B)

JN—F B~0 | TLS_ECDHE_ECDSA WITH_AES_128 GCM_SHA256 (0xC0,0x2B)

BANE 72 TR TLS_ECDHE_RSA WITH_AES_128 GCM_SHA256 (0xC0,0x2F)

TLS_ECDHE_ECDSA_WITH_CAMELLIA_ 128 GCM_SHA256 (0xC0,0x86)

TLS_ECDHE_RSA WITH_CAMELLIA_ 128 GCM_SHA256 (0xC0,0x8A)
WETNEHEE YAz C ECDHE 2RI+ 25810138 K 256 © oL EORRE % V78
LT 5

6.5.2 LX) 7 4 B TOME A — b OFMERRE

BLEIOEKMZE 2T, £ 120, BELLEESZALSL— 2V —F A JV—TF B, - -
EITN—T T T 5, 7 N—T 3O TLBEMEFEZRAMEE DT o RADE RIS o TITU,
BRRETHIEFICTV—T ANSIEICE Y KB TH,

TN—TNTORZAAL — EDPOLRMELIT - HEZRRL THET D0, T OEOELIAN X
EEICEDTEY, £/, ZL—7 CUBDOIE S A A — MTOWTITBIR L2 TH LU,

(RFC #Z8) 1Z. TLS12 ZHE T2 RFCIZBW TR — FRAMABA LB ESNTVWEHR S AL

— FTHY, RFEEZHPLOT 78X BET 5H SSLITLS — NIZBWTIEFIHIZEET 5

% B xa T A BOREE AL — FNEE T TLSL2 TOF R — FBNUEEEE I TV D IR
A A — bk AES128-SHA Z#FI|H L 7= BENER AT L7205 Z LI E SN
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TUDHRENDEHE AL — FTH DY,

F7o. TBRANVEE) X

# 12

BIECHRAT SEHEAL— FERLEBOTHS.

HEELX2 VT 4B TOREERAAA — FPOERBZRE (FEXR)

T—7 A

TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (0x00,0x9E)

TLS_DHE_RSA_WITH_CAMELLIA_ 128 GCM_SHA256 (0xC0,0x7C)

TLS_DHE_RSA_WITH_AES_128 CBC_SHA256 (0x00,0x67)

TLS_DHE_RSA_WITH_CAMELLIA_128 CBC_SHA256 (0x00,0xBE)

TLS_DHE_RSA_WITH_AES_128_CBC_SHA (0x00,0x33)

TLS_DHE_RSA_WITH_CAMELLIA_128 CBC_SHA (0x00,0x45)

J—7B

TLS_RSA_WITH_AES_128_GCM_SHA256 (0x00,0x9C)

TLS_RSA_WITH_CAMELLIA_128_GCM_SHA256 (0xC0,0x7A)

TLS_RSA_WITH_AES_128 CBC_SHA256 (0x00,0x3C)

TLS_RSA_WITH_CAMELLIA 128 CBC_SHA256 (0x00,0xBA)

TLS_RSA_WITH_AES_128 CBC_SHA (0x00,0x2F) (RFC #4Z8)

TLS_RSA_WITH_CAMELLIA_ 128 CBC_SHA (0x00,0x41)

J—7C

ER L

7 )—7D

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (0x00,0x9F)

TLS_DHE_RSA_WITH_CAMELLIA_256_GCM_SHA384 (0xCO0, 0x7D)

TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (0x00,0x6B)

TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA256 (0x00,0xC4)

TLS_DHE_RSA_WITH_AES_256_CBC_SHA (0x00,0x39)

TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA (0x00,0x88)

TN—TFE

TLS_RSA_WITH_AES_256_GCM_SHA384 (0x00,0x9D)

TLS_RSA_WITH_CAMELLIA_256_GCM_SHA384 (0xC0,0x7B)

TLS_RSA_WITH_AES_256_CBC_SHA256 (0x00,0x3D)

TLS_RSA_WITH_CAMELLIA_256_CBC_SHA256 (0x00,0xC0)

TLS_RSA_WITH_AES_256_CBC_SHA (0x00,0x35)

TLS_RSA_WITH_CAMELLIA 256_CBC_SHA (0x00,0x84)

7 N—7F

e L

RET S EHE

BEAZHL T DHE 2R H T 5356 12138 K 1024 v~ 2L E | RSA ZFIH
THLAEICIIEEE 2048 By UL EOBREEZMALE T D, 70, DHE O
BELHARMICHRECERWRGZFHT 2551214, DHE 2 Z 0ok &
A — MIBET & TIERW

et e = U7 ¢ Bl
TORRNEIR

TN—T A~TNV—T F KOER 13UNDT XTOREE AL — ZF|H
1 N S

7 TLS1.1 RO TLS1.0 TOH AR — FASBAELFEE SN TWDHIE S A A — M Triple DES % FH §

H2HbDTHD, LML,

HRE X2 V)7 4 MAEEMN T2 SSLITLS ¥ — "B EHMA T L LTh% L

TAHT T UVIL.BEAST R BEICHT A X2 T 4 Ry TFREASNTWET IS oY ThHDHZ
EEEBETNE, AESOBFIHAEETH Y, 65 2FH ORTETH > THFELRMBEN W &L
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NRFU MY ZAZIZOWTHRFI LT 9 2 CECDHRRECDSAZHHT 5 2 L 2RO I-HE101%.
#F BBOEZFAAL— TV —TZBMNLTEW,

K 13 HBREYX2VT A BTORESTAA— FOERRE (KM MRS DBMS)

T—7 A ~DEM
ER AW

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (0XC0,0x2B)

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xC0,0x2F)

TLS_ECDHE_ECDSA_WITH_CAMELLIA_ 128 GCM_SHA256 (0xC0,0x86)

TLS_ECDHE_RSA_WITH_CAMELLIA_128_GCM_SHA256 (0xC0,0x8A)

TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256 (0xC0,0x23)

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (0xC0,0x27)

TLS_ECDHE_ECDSA_WITH_CAMELLIA_128 CBC_SHA256 (0xC0,0x72)

TLS_ECDHE_RSA_WITH_CAMELLIA_128 CBC_SHA256 (0xC0,0x76)

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xC0,0x09)

TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA (0xC0,0x13)

T —"7 C~DiBMl

TLS_ECDH_ECDSA_WITH_AES_128 GCM_SHA256 (0xC0,0x2D)
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W2, —2BEEE L TCRIHES WY,

B.1. W —REEFHEHFDE LD

B.1.1. Apache &&
Apache HTTP Server O &% &

RET 7 AN (T 740 hDOE, httpd-ssl.conf) TOFBEEH % LLFIZR
ﬁ‘o

<VirtualHost *:443>
(%)
SSLEngine on

- AElE Lo ES

SSL CertificateFile /etc/ssl/chain.crt
SSL CertificateKeyFile /etc/ssl/server.key

- W5 A4 — FRE, AppendixC.2 4D Z L

SSLCipherSuite "Hf 5 A A — M g% E"

- 7 n haoN—U g VRE, Appendix B.2.1 LB D T L e—

SSLProtocol /N—< = VR E

5 A A — MEF— BERE
SSLHonorCipherOrder On

HTTP Strict Transport Security, OCSP Stapling. Public Key Pinning O E % 3 5 %5512

ZZICERRT D, 7.2 Hi KO Appendix B4 LI L SO Z b

(=

</VirtualHost>
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B.1.2. lighttpd D#4E&
lighttpd DE%E 7 7 A /v (F 7 4 /v b DA modules.conf & lighttpd.conf) Tk E B % LA
TR T,

(modules.conf T D% &)
server.modules = (

(FF i)

"mod_setenv"

(lighttpd.conf T D% &)
$SERVER["socket"] == "0.0.0.0:443" {
ssl.engine = "enable"

(rfrmg)

- REAE L #OKRE
ssl.pemfile = "/etc/ssl/serverkey cert.pem”

ssl.ca-file = "/etc/ssl/ca.crt"

- 55 A A — FRE, AppendixC.2 b3 = &
ssl.cipher-list = "l 5 A A — F &R E"

— o haAAs—T s L., Appendix B.2.2 HBHEO - L
ssluse-7 11 kL8 —0 g 0 = "Fi| [ wp A

- 5 A A — MEF Y — A MEERE
ssl.honor-cipher-order = "enable™

HTTP Strict Transport Security, Public Key Pinning 5% E # 3 255121, 2 ZIZiEBR
T %, 7.2 fi& O Appendix B.4 LIfE% S0 = L, 7235, lighttpd Tl OCSP Stapling
DFEILTE 20

B.1.3. nginx DHFHE
nginx DX E 7 7 A /v (7 7 4/ F D4 nginx.conf) TORERF Z Ll FIZRT,

server {
listen 443 ssl;
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- AEAELERORE

ssl_certificate /etc/ssl/chain.crt;
ssl_certificate_key /etc/ssl/server.key;

ssl_ciphers "l 5 A A — FEXE";

- M5 AA— FRE, AppendixC2 bEHDZ &

==y

ssl_protocols 7' h /L N— 3 UERE;

- 7o hano—Tg URE, Appendix B.2.3 H D I L e—m——

- BES5 A A — MEFF Y — MR E

ssl_prefer_server_ciphers on;

HTTP Strict Transport Security, OCSP Stapling, Public Key Pinning @
2%, 2 ZITBELT 5. 7.2 Hi Kk O Appendix B.4 LIfE =S = &

e

ax &

2T 556

B2. Fu hajlnn— g DREHFIER

B.2.1. Apache &
Apache TO & EF & LL T IZRT,

e HtXxlTs M
SSLProtocol TLSv1.2

e WXV 7 48
SSLProtocol All -SSLv2 -SSLv3

® X UT ¢ s
SSLProtocol All -SSLv2

B.2.2. lighttpd ®#E4&
lighttpd T D% E il & LL FIZRT,
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o StXx=oUT A
ssl.use-tlsv1.1 = "disable™
ssl.use-tlsvl = "disable"
ssl.use-sslv3 = "disable"
ssl.use-sslv2 = "disable"

e WXV 7 M
ssl.use-sslv3 = "disable"
ssl.use-sslv2 = "disable"

o XU T s
ssl.use-sslv2 = "disable"

B.2.3. nginx DHHE
nginx COER % LL FIZrnd, 7238, TLS1.1 XTIV TLS1.2 |, N—T 3 A 1.1.13 £721% 1.0.12
THYH ., 7> 0penSSL D /X— 5 N 1.01 L EORFIZFIHTE 5,

® EHt¥x=UT 4% (Ver 1.1.13/1.0.12 />-> OpenSSL ver. 1.0.1 LA )
ssl_protocols TLSv1.2;

o HiEt XL UTF R
ssl_protocols TLSv1.2 TLSv1.1 TLSv1; (Ver. 1.1.13/1.0.12 7»>-> OpenSSL ver. 1.0.1 2L )
ssl_protocols TLSv1;

& L= UT ¢ fsE
ssl_protocols TLSv1.2 TLSv1.1 TLSv1 SSLv3; (Ver. 1.1.13/1.0.12 »>-> OpenSSL ver. 1.0.1 2L |)
ssl_protocols TLSv1 SSLv3;

B.2.4. Microsoft 11S D4
B OSIZBITATe hal"A—g O R— MRWIZLLTO®Y Th b,

TLS1.2 TLS1.1 TLS1.0 SSL3.0 SSL2.0
Windows Server 2008 X X O O O
Windows Vista X X O O O
Windows Server 2008 R2 (LL[#%) O O O O O
Windows 7 LLF% @ Windows O O O O O

Ll : O BAR—=brH Y

X YR—FRL
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AR —FEINTWE7a harX—2a VORBATGHIZOWNTIE, UTFTOREFIZHEN, LT
AN BERET D,

BN
e omEsib 7 v 30 XAk KO Schanneldll 7 v b =L fdi i A2 HIR9 5 ik
https://support.microsoft.com/en-us/kb/245030

B.3.

Etxa T o B
HKEY_LOCAL_MACHINE¥SYSTEM¥CurrentControlSet¥Control¥SecurityProviders¥Schannel¥
Protocols¥SSL 2.0¥Server

"DisabledByDefault"=dword:00000001
HKEY_LOCAL_MACHINE¥SYSTEM¥CurrentControlSet¥Control¥SecurityProviders¥Schannel¥
Protocols¥SSL 3.0¥Server

"DisabledByDefault"=dword:00000001
HKEY_LOCAL_MACHINE¥SYSTEM¥CurrentControlSet¥Control¥SecurityProviders¥Schannel¥
Protocols¥TLS 1.0¥Server

"DisabledByDefault"=dword:00000001
HKEY_LOCAL_MACHINE¥SYSTEM¥CurrentControlSet¥Control¥SecurityProviders¥Schannel¥
Protocols¥TLS 1.1¥Server

"DisabledByDefault"=dword:00000001

R 2 U 7 ¢
HKEY_LOCAL_MACHINE¥SYSTEM¥CurrentControlSet¥Control¥SecurityProviders¥Schannel¥
Protocols¥SSL 2.0¥Server

"DisabledByDefault"=dword:00000001
HKEY_LOCAL_MACHINE¥SYSTEM¥CurrentControlSet¥Control¥SecurityProviders¥Schannel¥
Protocols¥SSL 3.0¥Server

"DisabledByDefault"=dword:00000001

X =V T 1 ISR
HKEY_LOCAL_MACHINE¥SYSTEM¥CurrentControlSet¥Control¥SecurityProviders¥Schannel¥
Protocols¥SSL 2.0¥Server

"DisabledByDefault"=dword:00000001

BNTA—=FT 7 A NOBREITIED
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OpenSSL =2~ > RiZk vV, DHE XTI XA —% 7 7 4 )L (2048 £ > b) ZAKT HITIEILL T %
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FATT D,
openssl dhparam -out dh2048.pem -outform PEM 2048

*7-. ECDH, ECDHE#RXT XA =% 77 A4 )L (256 B> k) T TFO X H>IC L TH KT L Z &
NT&E D,

openssl ecparam -out prime256v1.pem -name prime256v1

B.3.2. Apache {2817 5 DHE, ECDH, ECDHE /37 A — X &R

SSLCertificateFile IZFXE 7 7 A L F TN D HIFETE L7 1T 0 TH Y | HBH X PEM EX
D SSL Y —NGEHEZIRET L0 LDTH D,

Apache 2.4.7 LIF% Tix, SSLCertificateFile TiXEJ 57 7 A /L O H|Z, DHE, ECDH, ECDHE
DEFEZTRTINTGA—Z T 7 A NVEPRPICEDDLZENTEDLH, TDOREDIT, Appendix B.1.1

DFAEAE L EOHRTEDEH Y THRET D7 741 (Appendix B.1.1 D34 . letc/ssl/chain.crt) 1Zx%F L
T, Appendix B.3.1 THEM LTZEENRT A —F T 7 A )V EZIBFLT D,

Bl 21X, linux FE THIVIXLL T OB AT 5,

® DHE#/XT7 A —% 7 7 AL (2048 £ ) OFEEH
cat dh2048.pem >> /etc/ssl/chain.crt

® ECDH, ECDHE /X7 A —X 7 7 A4 )L (256 £ v k) DfREH
cat prime256v1.pem >> /etc/ssl/chain.crt

B.3.3. lighttpd {231} % DHE., ECDH, ECDHE #/35 X — R E
lighttpd i, Appendix B.3.1 TR L7/ XT XA — % 7 7 A L2211 T, Appendix B.1.2 D3k
HELHOREOHSIC, LTFTO X SITBEMT 2,

® DHE D#E/NT A =47 7 AL (2048 £ k) DFFEH
ssl.dh-file = "/etc/ssl/dh2048.pem™

® ECDH. ECDHE OfgH#hi#R T x —% (256 £ v ) DOFEEH
ssl.ec-curve = "prime256v1"

B.3.4. nginx iIZ¥ i} 5 DHE, ECDH, ECDHE #/37 A — ¥ &R E
nginx Tix, Appendix B.3.1 THER L7 NT X —&% 7 7 A )LIT-DW T, Appendix B.1.3 DFEH
FHLHEOREDH AT, LTDOXIIZEMNT S,
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® DHE Ot/ T A =27 7 A )L (2048 £ v ) DFFEH
ssl_dhparam /etc/ssl/dh2048.pem;

® ECDH, ECDHE DM ih#E X7 A —% (256 £ v &) DOIEEH
ssl_ecdh_curve prime256v1;

B.4. HTTP Strict Transport Security (HSTS) D& E 5 iEH]

B.4.1. Apache D&

HTTP ~v X IZ HSTS DR A BN T D7D, RET 7 A WML T ORI Z BT 5, 723,
max-age [T A ZHIM A2 F L, Z O TIiX 365 H (31,536,000 7)) OFZMMZHET D &2 ER
L TW5%, F£7-. includeSubDomains 3& 5 5A. 7 RAAL b HAIND,

Header always set Strict-Transport-Security "max-age=31536000; includeSubDomains"

72k, HTTP OEEIZEHIFIC HTTPS 12U ¥ A4 L7 b3 572121, <VirtualHost *:80>1 d
RewriteRule, RewriteEngine O EX L FD X 9 IZBRET 5,

<VirtualHost *:80>
(%)
ServerAlias *
RewriteEngine On
RewriteRule ~(.*)$ https://%{HTTP_HOST}$1 [redirect=301]
</VirtualHost>

B.4.2. lighttpd H &

HTTP ~» X2 HSTS OEHREZBIMT D720, &REZ 714/ (Appendix B.1.2 DA,
lighttpd.conf) ICLL FOFERZEMT 5, 7238, max-age 1A MM AERL., ZOFITiX 365 H
(31,536,000 ) oMM AZHRET HZ L2 EHRL TS, F£7-, includeSubDomains 28 & % 45
B, YT RAAL b EHIND,

setenv.add-response-header = (
"Strict-Transport-Security” => "max-age=31536000; includeSubDomains™
723, HTTP OHA B HTTPSIZY XA L7 b3 572DI2i%, RE T 7 1 /L (Appendix

B.1.2 ®%; 4. modules.conf & lighttpd.conf) (ZLLFD X HIZEBET 5,
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(modules.conf T D% &)
server.modules = (

(H )

"mod_redirect"

(lighttpd.conf T DX iE)
$HTTP["scheme"] == "http" {
(i)
$HTTP["host"] =~ ".*" {
url.redirect = (".*" => "https://%0$0")

B.4.3. nginx DHE

HTTP ~v X IZ HSTS DfERZBMT D7D, RET 7 A NMICLL T ORI Z BT 5, 72%5,
max-age |Z A2 HIM AR L, ZOHFITIL 365 H (31,536,000 #) OFAMMIHZRET D2 &2 EWK
LTW5%, F£7-. includeSubDomains 8% 55 A. V7 RAAL b @HAIN D,

add_header Strict-Transport-Security "max-age=31536000; includeSubDomains";

2B, HTTP OEAICHREIIZ HTTPSIZ Y XA L7 b3 5 7-®121X, "listen 80;"H 2. LLFD
X 9IBRT 5,

server {
listen 80;
(FP %)
return 301 https://$hostname$request_uri;

B.4.4. Microsoft 1S D&
1S TiX, HTTP ~ v X |Z HSTS OfEHMZBMT 572012, UFOFIEIZLVRET S,

1) Tnus~x—vyx—J &<

2) IHmEv =—) ZBE<

3) [HTTPISE~Y X | X TNI Y v 755
4) THEUE) o BN 2270y 735
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-'.- ] o » CONTOSODCO1 » H4b » Default Web Site »
e A
IPOUF)  BR(NV)  ALTH)

- ;
CEEIEID @ STTP ENY ..
Sy 25t A-s - HiFEAYI-OBE...
483 CONTOSODCO1 (CONTOSC | \wob 4/ (—HSOBECBMEN
&2 Fh-2ay I-1l 3 HTTP Ay -ZHET3IE. & @~
a-[&] B1t OEETEALET.
b 4@ Default Web Site STt i
Wt [}
<w E
O B — >| Ewee-jEzrye-
i 'Default Web Site’ web.config 4

5 [4&gi] i) OBATEZUTFTOXIICEET D, 728, max-age lTHWIM AR L., = DF
TIiX 365 H (31,536,000 #) O FHHEERET H I L E2EKRLTWD, Fio,
includeSubDomains X H 5546, V7 RAAL VICbEH I NS

4 Hii - Strict-Transport-Security
flE : max-age=31536000; includeSubDomains

£/(N):
[Btrict-Transport-Security

B(V):

|max-age=31536000; includeSubDomains

6) [OKI 27V v7r+2%,

B.5. OCSP Stapling M & J7 1% 5

B.5.1. Apache D&

OCSP stapling Z AhCT 2720110, RET 7 A MICLL T OFRIREZBIMNT 5,

72 % . SSLStaplingCache @ stapling_cache (3% ¥ v v = %4 X& £ L, Z Of|TiZ 128,000 /31
NERETDHZEEEKRLTWSD, £/, <VirtualHost *:443>D FICFEHET 5 2 &,

SSLStaplingCache shmcb:/tmp/stapling_cache(128000)
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<VirtualHost *:443>
()
SSLCACertificateFile /etc/ssl/ca-certs.pem
SSLUseStapling on
</VirtualHost>

B.5.2. nginx D&HHE
OCSP stapling # AT 27212, RET 7 A VUL FOFRRIRZBIMNT 5,

server {
(i)
ssl_stapling on;
ssl_stapling_verify on;
ssl_trusted_certificate /etc/ssl/ca-certs.pem;

B.5.3. Microsoft 11S D F&
Windows Server 2008 LL[% @ Windows Tld, 7 7 # /L K T OCSP Stapling 23 i% & STV 5,

B.6. Public Key Pinning ® &% & 75 1

Public Key Pinning Tfli l &40 % HTTP ~ v ¥ O @4 1X"Public-Key-Pins" TH 0 | ~ v & Dl
WFELTF DX S22 %,

Public-Key-Pins 'pin-sha256=""%— /GZEH] F D A B HEE #H > SHA-256 /~ v + = fE D Base64 fi";
pin-sha256=""r{1 [ iF B 2 0> 23 B #1500 SHA-256 2~ v 3 = fi © Base64 fii"; max-age=4 ) [ ;
includeSubDomains'

Public-Key-Pins 'pin-shal="" — NZERE O AN 8O SHA-1 2~ > 2 =2 fED Base64 fE"; pin-s
hal="r{" [&] 3iE B 3 0 A B SERS 8 D SHA-1 N » 3 = ¢ Base64 fii"; max-age=/4 #h#if; includeSu
bDomains'

® T RxTYTFT 7 4 (SSLH— GEHE) o, k L OFHFEAEE TR TEIIET S

& ABFIFETRO Ny ValEFHET LI Ay VaBBIEIEREET LA TE, EAENA
v X EBMTIE LV, EREROFITIE, SHA-256 & SHA-1 Ol &2 fRET 52 L1iC2 5,

® max-age I XV AHIM () #EET 5.

® includeSubDomains 3% 556, 7 FAAL Vbl S D
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(R ARRY 72 5 1)

Public-Key-Pins 'pin-sha256="QtXc8+scL7K6HiPksQ8mqlyY08Xdc4Z5raHT+xSh9/s="; pin-sha256
="kb6xLprt35abNnSn74my4Dkfya9arbk5zN5a60YzugE="; max-age=3000; includeSubDomains'
Public-Key-Pins 'pin-shal="FhxvMPhD7Q+byiiwygLOOmML7L70="; pin-shal="KqqJgAYLy90gXOW
ETcR36i0Kf20="; max-age=3000; includeSubDomains'

ZOFITIE, H DY — S FEHEO AR H O SHA-256 /v v = i O Base64 {3 "QtXc8+" 1>
LAE LM TH Y HHEGEHEO AN SHA-256 /~ v ¥ = i D Base64 fE A3 "kbexLp" 2> 5
WBEHLMTHDZ EEERTH, FEEIC, "FhxvM", "KaqqJgA"»» b ia % 2 EIZZ Lo SHA-1
Ny 2D Basebd [HETH 5,

F7-. Z DA D max-age I 50 4y (3,000 ) oFHEAEEKRL WD,

B, Ny v 20 Basebd fE A i HICFHE T 2 AT N o0 b D,
5l 21X, OpenSSL #F|H 3 25 HESS, PEM B O ¥ — NGEH]E % A J) L T Public-Key-Pins ~
v A HEERT 594 b8 H 5,

(OpenSSL = F| 4 5 k)
PEM XD & 5 — \GEE (certificate.pem) D SHA-256 /~ v 3 = fi ® Base64 fi z# K %

LBaid, UTo XS ICEET D

openssl x509 -noout -in certificate.pem -pubkey | openssl asnlparse -noout -inform pem -out pu

blic.key;
openssl dgst -sha256 -binary public.key | openssl enc -base64

B.6.1. Apache D&
B.6 MFEFLIZHEVY, mod_headers E¥ 2 — L2 HMIL, U TFTOREZBMNT 5, ZOFITIE
SHA-256 & SHA-1 Dl DO~y X Z#BETHI EE2ER LTS,

Header add Public-Key-Pins 'pin-sha256="" — ~GEBE O A BH#EEHR O SHA-256 /N> > 2 fHD
Base64 fE"; pin-sha256=""" [ Ak BH £ D 2\ BH ##1{5 # @ SHA-256 /~ v > = fi ® Base64 fE"; max-ag
e=H 2B

Header add Public-Key-Pins 'pin-shal="+— /NGB 3 D 2 BH#EE ) O SHA-1 7~ v ¥ = fE ® Baseb
AfiE"; pin-shal=""rf A 3E B £ O A BT #EE R O SHA-1 /N v 3 = il O Base64 fi"; max-age=74 %0 [

H 72 A1, mod_headers ¥ 2 — /L2 HHITT H720IT1E, httpd.conf (ZFW\ T

0 https://projects.dm.id.Iv/s/pkp-online/calculator.html
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LoadModule headers_module modules/mod_headers.so
HERIET Do

B.6.2. lighttpd T & EHl*
B.6 ORFICHEV, HETZ 7 A NVICBWT, LTOXREZEMT S, ZOHITIE SHA-256 &
SHA-1 Dl DO~y X HIBETH I EHBWRL TS,

setenv.add-response-header = (
"Public-Key-Pins" => "pin-sha256=¥" — \ZEB] D A B 1E H D SHA-256 /~ > ¥ = fH D Bas
e64 fi¥"; pin-sha256=¥"rf"[H]GEB] & D A BASETE H D SHA-256 /~ v 2 = fi D Base64 fi¥"; max-
age=F zh ",
"Public-Key-Pins" => "pin-shal=¥"#— SGEBHE D ABH#TEH D SHA-1 /N v 2 2 fH D Base64
fiE¥"; pin-shal=¥"r[A]GE I & O N BHETE R O SHA-1 /v ¥ =2 fH D Base64 fE¥"; max-age=F %1
H

B.6.3. nginx DB &
B.6 ODRFIZWEW, REZT 7 ANMIICEBWT, UTOREEXZBMNT S, ZOHTiE SHA-256 &
SHA-1 Ol DO~y X EIBETHI EEERLTWVD

add_header Public-Key-Pins 'pin-sha256=""% —/ G #] & D 2 B $E1E # © SHA-256 /~ > > = fED B
ase64 fE"; pin-sha256=""r Ak B & D 2 B #E1E # © SHA-256 7~ v ¥ = i > Base64 fE"; max-age=
AN

add_header Public-Key-Pins 'pin-shal=""—/SGE#]#E D A B g # D SHA-1 7~ > ¥ = fE O Baseb
4fE"; pin-shal=""r [7EHE DO AR #TEH O SHA-1 /N v ¥ = fH O Base64 fi"; max-age=4 % [

B.6.4. Microsoft 11S ®H4&
1S T, B.6 DETLIZKEV, UTOFIEICLVERET D,

1) Tnus~x—vyx—J) &<

2) IHmEv =—) ZBH<

3) THTTPIEE~v X | X TNIT Y v 7T D
4) THAE o4 BN 22V v 735

“ HSTS & Public Key Pinning # [ IC 38 E T 2454 121E. — > ® setenv.add-response-header P4 (2
W5 ORELBINT S L
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5) B.6 OXFITHEV, T4HET) ME] OEANCULTO XL I ICHRET S, ZDOHITIiT SHA-256 &
SHA-1 OGO~y X fETHZ L EBE®RL TS,
4 /i : Public-Key-Pinning
il : pin-sha256="" — /NGE B FE O LB S i O SHA-256 /~ v ¥ = {H O Base64 fH",
pin-sha256=""H [ it B & o 2 B 4 1 W © SHA-256 /~ v ¥ = fH © Base64 fi
" pin-shal=""Y— SGE A E O 2\ B #E15 O SHA-1 N v o = fi © Base64 fE" pin-shal="
T RIE B 35 O A BHEE I R © SHA-1 2~ v 3 = f D Base64 fE",max-age=F %) ¥ fH
6) lOKJ #27 Vv 795,
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Appendix C : B§ 5 A A — F DK EHI

A Appendix TlE, W5 AL — FOREZXITO L TOZEFHRE LT, REHEM ZLHT D,

BB, AATEA—Ya 0T A AP Ea—var 0N LY FESATVLHES AL
— NORESHRTEHIENRRDGENDD ZLICBEBET A2, EXARRHGHAESC~Y=2 TV
BRI DL LEBIT, —BEERE LTHHINTZY,

C.1. Windows TD& & #i*

1. a2~ K77 hTgpeditmsc E AL, Enter 2f# L T/ V—T7 KV o —FT7 V=V b=
T4 EEHT D,

2. [arvbta—F—tEK] > [FHEAT 7L —1F] > [y U —21 > [SSL & E]
DN RS 5,

3. [SSL#&paxE] T [SSLWES (ISSL Wi fb A A — ) LRESINDLHELH D) DIEF]
BTNV v TT 5,

4. [SSLWFDNEfF] v 4 FoT, (2] 220 vy 735,
T4 RUTISSLIERE] 7 4=V FORNELZ BRELTZVWKES Y A MNORNELEESHRZ S,

5] ssL smSol

O F=HE(C) 2k
® H=N(E)

O Em(p)
PA-PENB/-T221 | \yindows Vista LU

ATy AL

>

ssL TLS RSA WITH_AES 128 CBC SH#| | | COMUS—EETIZ. Secure Socket Layer (SSL) THATAHE
e — - - - = SERELET.

oM -BETEMLLES, SEENTVAMBMT SSL EsH
BRENFT.

IO -BEEEMLLEE, SLEMELLI LSS, HE
CEREQHESIMIERINET.

SSL2, SSL3, TLS 1.0, 84U TLS 1.1 OBSBIROLEDTT.
TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_RC4_128_SHA
TLS_RSA_WITH_3DES_EDE_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA_P256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA_P384
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA_P521
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA_P256

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA_P384

oK ‘ o2l EA(A)

42 \Windows Server 2008, 2008 R2, 2012, 2012 R2 [ >\ ClE. GUI THFE A A — ko7 1 h 2 L
—VarERETEH7Y —U =7 % NARTAC IIS Crypto XA L TW 5
https://www.nartac.com/Products/I1SCrypto/
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6.
7.

C.2.
C.2.

k. e JX%i [,] THHSAA—FE2EFELTLIITTREBL, ZEHSCEITEZEES DR,
BRNENIZFER L - EE TR ESND,

mEXxa T o BMORES (FBHMRESH0)
TLS_ECDHE_ECDSA WITH_AES 256 _GCM_SHA384 P384,TLS ECDHE_ECDSA_WITH_AE
S 128 GCM_SHA256_P256

LR X2 U7 o RO ES (FBHEHRESH D)

TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256_P256,TLS_ ECDHE_ECDSA_WITH_AE
S_128 CBC_SHA256_P256,TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256_P256,TLS_EC
DHE_ECDSA_WITH_AES_128 CBC_SHA_P256,TLS_ECDHE_RSA WITH_AES_128 CBC_S
HA_P256,TLS_RSA WITH_AES_128 CBC_SHA256,TLS_RSA_ WITH_AES_128 CBC_SHA,T
LS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384_P384,TLS_ECDHE_ECDSA_WITH_AES
_256_CBC_SHA384_P384,TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384_P256,TLS_ECD
HE_ECDSA_WITH_AES_256_CBC_SHA_P256,TLS_ECDHE_RSA_WITH_AES_256_CBC_SH
A_P256,TLS_RSA_WITH_AES_256_CBC_SHA256,TLS_RSA_WITH_AES_256_CBC_SHA

X U T 4 FISN L ORES (FEHMRESH D)
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256_P256,TLS_ECDHE_ECDSA_WITH_AE
S_128 CBC_SHA256_P256,TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256_P256,TLS_EC
DHE_ECDSA_WITH_AES_128 CBC_SHA_P256,TLS_ECDHE_RSA_WITH_AES_128 CBC_S
HA_P256,TLS_RSA_WITH_AES_128 CBC_SHA256,TLS_RSA_WITH_AES_128 CBC_SHA,T
LS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384_P384,TLS_ECDHE_ECDSA_WITH_AES
_256_CBC_SHA384_P384,TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384_P256,TLS_ECD
HE_ECDSA_WITH_AES_256_CBC_SHA_P256,TLS_ECDHE_RSA_WITH_AES_256_CBC_SH
A_P256,TLS_RSA_WITH_AES_256_CBC_SHA256,TLS_RSA_WITH_AES_256_CBC_SHA,TLS
_RSA_WITH_RC4_128 SHA,TLS_RSA_WITH_3DES_EDE_CBC_SHA

@A (A)] > [OK] 227U v 2745,
TN—TRY) v —FT V=2 b2T 4 XEHL, VAT LEHEET DL,

OpenSSL & TD & E F
1. Apache, lighttpd, nginx D5 &

Apache, lighttpd, nginx TOR; 5 A A — F DR EICBWTIX, C.2.2 @ OpenSSL TOHF 5 A A

— bix

EBNE S T2 EEIT D

Apache O & O FLIk
C.2.2 [Z%EV>, VirtualHost 1@ SSLCipherSuite ®F%E % L F O X 9 IZBFLT 5,
SSLCipherSuite "l 5 A A — kg% & #i"
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® lighttpd D4 D FLak
C.2.2 {ZfEV>, $SERVER H o ssl.cipher-list D% E & LL F D X 9 IZEBRLET 5,
ssl.cipher-list = "I 5 A A — & & #i"

® nginx
C.2.2 IZf€EVy, server 1D ssl_ciphers DR EZLLTD L 9 IZBFRET 5,

B2

ssl_ciphers "Kf 5 A A — LR EHI";

C.2.2. OpenSSL R TOEE 2 A — h DR EHI
OpenSSL % Ti, 6.5 filCFL# T A5 AL — AL T 2MAORLEFHT 2 (F 17
B,

(SSLCipherSuite "I 5 A A — b~ EHI" O KFL 7 14)
Bl mexa T MoORE (EAK) 26
SSLCipherSuite "DHE-RSA-AES256-GCM-SHA384:DHE-RSA-AES128-GCM-SHA256"
ERTLT D,

723, OpenSSL TIEMF B A A — FORELEZNRZ — I L AFRDPCHIBML L TR+ 52 &n
T&5, L, N2 — k2R EIL, 65 MMl T 2FMERBREIHT-REXITI =
EREE LW, KA RT A4 TIEERY Eif7aun,

& HtXalTF A HMOBEM (FEAM
DHE-RSA-AES256-GCM-SHA384:DHE-RSA-AES128-GCM-SHA?256

® HbXxalT MOBER (KM S H 0 *®)
ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-RSA-AES256-GCM-SHA384:DHE-RSA-AES?2
56-GCM-SHA384:ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES128-GCM-SHA?25
6:DHE-RSA-AES128-GCM-SHA?256

4 [ECDHE+AESGCM:DHE+CAMELLIA:DHE+AES:!DSS:!DH:!PSK:ISRP| D L 5 /e F il % /3% —
ik aERITLEWD
“  [DHE+AESGCM:IDSS:IPSK:ISRP| TORE/Z — I LD A A — % 6.5.1 Hi O SEIE
MIZEDbEEZLOD
% [ECDHE+AESGCM:EDH+AESGCM:!DSS:IPSK:ISRP| TORENZ — LA EAAL — &
6.5.1 fHi DESLNENLICHDETZH D
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® MR XU T ROEEH (FEAY)
DHE-RSA-AES128-GCM-SHA256:DHE-RSA-AES128-SHA256:DHE-RSA-CAMELLIA128-SHA
:DHE-RSA-AES128-SHA:AES128-GCM-SHA256:AES128-SHA256:CAMELLIA128-SHA:AES1
28-SHA:DHE-RSA-AES256-GCM-SHA384:DHE-RSA-AES256-SHA256:DHE-RSA-CAMELLIA
256-SHA:DHE-RSA-AES256-SHA:AES256-GCM-SHA384:AES256-SHA256:CAMELLIA256-SH
A:AES256-SHA

o MY X UTF Mo EH (FEHMHEEEH YY)
ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES128-GCM-SHA256:DHE-RSA-AES1
28-GCM-SHA?256:DHE-RSA-AES128-SHA256:DHE-RSA-CAMELLIA128-SHA:DHE-RSA-AES
128-SHA:AES128-GCM-SHA256:AES128-SHA256:CAMELLIA128-SHA:AES128-SHA:ECDH-E
CDSA-AES128-GCM-SHA?256:ECDH-RSA-AES128-GCM-SHA256:ECDHE-ECDSA-AES256-G
CM-SHA384:ECDHE-RSA-AES256-GCM-SHA384:DHE-RSA-AES256-GCM-SHA384:DHE-RS
A-AES256-SHA256:DHE-RSA-CAMELLIA256-SHA:DHE-RSA-AES256-SHA:AES256-GCM-S
HA384:AES256-SHA256:CAMELLIA256-SHA:AES256-SHA:ECDH-ECDSA-AES256-GCM-SH
A384:ECDH-RSA-AES256-GCM-SHA384

o tXx= T ¢ FIAHOREG (FA®)
DHE-RSA-AES128-GCM-SHA256:DHE-RSA-AES128-SHA256:DHE-RSA-CAMELLIA128-SHA
:DHE-RSA-AES128-SHA:AES128-GCM-SHA256:AES128-SHA256:CAMELLIA128-SHA:AES1
28-SHA:DHE-RSA-AES256-GCM-SHA384:DHE-RSA-AES256-SHA256:DHE-RSA-CAMELLIA
256-SHA:DHE-RSA-AES256-SHA:AES256-GCM-SHA384:AES256-SHA256:CAMELLIA256-SH
A:AES256-SHA:RC4-SHA:EDH-RSA-DES-CBC3-SHA:DES-CBC3-SHA

46

[DHE+AESGCM:RSA+AESGCM:DHE+CAMELLIA:DHE+AES:RSA+CAMELLIA:RSA+AES:!DSS:!
PSK:ISRP] TORENT — NI LD 5 AL — %2 6.5.2 HiOELINEMIZAEDLEZH D
47

[ECDHE+AESGCM:DHE+AESGCM:RSA+AESGCM:DHE+CAMELLIA:DHE+AES:RSA+CAMELLI
A:RSA+AES:ECDH+AESGCM:IDSS:!IPSK:ISRP| TORTE/NRF —LIZ LB EAAL — % 6.5.2
DEEENESIZ B R H D
48

DHE+AESGCM:RSA+AESGCM:DHE+CAMELLIA:DHE+AES:RSA+CAMELLIA:RSA+AES:RC4-S
HA:EDH-RSA-DES-CBC3-SHA:DES-CBC3-SHA:IDSS:IPSK:ISRP| TOFRE/XHF — 2 L Dl A
A4 — M%& 6.5.3 HiOEEIAIIZHFDLETZH D
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x 17 REWZRBEZ XA — FOXHR

6.5 HilCiL# T DM 5 A A — M4

OpenSSL T A A — M4 K7L

TLS_ECDHE_ECDSA WITH_AES_256_GCM_SHA384

ECDHE-ECDSA-AES256-GCM-SHA384

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

ECDHE-RSA-AES256-GCM-SHA384

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256

ECDHE-ECDSA-AES128-GCM-SHA256

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

ECDHE-RSA-AES128-GCM-SHA256
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TLS_DHE_RSA_WITH_AES_256_CBC_SHA
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ECDH-ECDSA-AES128-GCM-SHA256
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RC4-SHA
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EDH-RSA-DES-CBC3-SHA

TLS_RSA_WITH_3DES_EDE_CBC_SHA

DES-CBC3-SHA
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