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(3) Key Derivation Functions (KDFs)
NIST SP 800-56A, ANS X9.42, SEC 1 v1.0 TEEH L5 KDF OZEMEIZ OV T, FrEDOf
TR ST ZRvy [9, 10],
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» PRNG based on SHA-1 in ANSI X9.42-2001 Annex C. 1.

« PRNG based on SHA-1 for general purpose in FIPS 186-2 (+ change notice 1) Appendix
3.1,

« PRNG based on SHA-1 for general purpose in FIPS 186-2 (+ change notice 1) revised
Appendix 3.1
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« Hash_ DRBG,

+ HMAC_DRBG,

+ CTR_DRBG
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NIST Special Publication 800-131A [6] CiX

Digital
Signature Use
Process
DSA §?|biti ngzfcurétZStrinfgg;> ; Acceptable through 2010
: pl 2 an q| 2 an
Deprecated from 2011 through
((Ipl < 2048) OR (Iq| < 224)) P 201 8
Digital RSA: 1024 < |n| < 2048 '
Generation | > 112 bits of security strength: DSA: |p|
> 2048 and |q| > 224
RSA: |n| > 2048 Acceptable
'n| > 224
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Digital
Signature Use
Process
80 bits of security strength:

DSA: ((|p| >1024) and (|q| > 160)) and ((|p|
Digital ¢ 2048) OR (lq| < 224)) Acceptable through 2010
Signature RSA: 1024 < |n| < 2048 Legacy-use after 2010

Verification EC: 160 < |n| < 224
> 112 bits of security strength: DSA: |p| >
2048 and |g| > 224 Acceptable




RSA: [n| > 2048

EC: |n| > 224
Acceptable is used to mean that the algorithm and key length is safe to use; no security
irisk is currently known.

+ Legacy—use means that the algorithm or key length may be used to process already

i protected information (e.g., to decrypt ciphertext data or to verify a digital .
i signature), but there may be risk in doing so. Methods for mitigating this risk should
' be considered.
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The use of the RNGs specified in FIPS 186-2, [X9.31] and ANS [X9.62] is deprecated
from 2011 through December 31, 2015, and disallowed after 2015.

i Deprecated means that the use of the algorithm and key length is allowed, but thei
ruser must accept some risk. The term is used when discussing the key lengths or :
i algorithms that may be used to apply cryptographic protection to data (e.g., encrypting
' or generating a digital signature). :
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