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Overview

NIST began investigating cr for environments in 2013. After two workshops and discussions with stakeholders

in industry, government, and academia, NIST initiated a process to solicit, evaluate, and standardize schemes providing
authenticated encryption with associated data (AEAD) and optional hashing functionalities for constrained environments where the
hi is not In 2018, NIST publish
requirements, selection process and the evaluation criteria.

performance of current NIST cr a call for algorithms to describe the

* Round 1. In March 2019, NIST received 57 to be considered for dardization. The first round of the NIST

lightweight cryptography standardization process began with the announcement of 56 Round 1 in April 2019 and ended in

August 2019. NISTIR 8268 explains the evaluation of the first-round candidates and names 32 candidate algorithms advancing
to the second round of the evaluation process.

Round 2. The second round of the NIST lightweight cryptography standardization process began when NIST announced the 32
Round 2 in August 2019 and concluded when the finalists were announced in March 2021. NISTIR 8369 explains the evaluation
of the second-round candidates and names 10 finalists.

Final Round. The final round of the process began with the announcement of the 10 finalists and ended when NIST announced
the selection of the Ascon family in February 2023. NISTIR 8454 describes the evaluation of the finalists and explains the
selection of the Ascon family.

The timeline of the standardization process is provided here.
Standardization Phase

NIST hosted the Lightweight Cryptograph 2023 to receive public feedback regarding standardization of the Ascon family.
NIST is working with the Ascon team to draft the lightweight cryptography standards.
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1|ACE ACE ACE ACE

2|ASCON ASCON ASCON ASCON

3|Bleep64 Bleep64 Bleep64 Bleep64

4|CiliPadi CiliPadi CiliPadi CiliPadi

5|CLAE CLAE CLAE CLAE

6|CLX CLX CLX CLX

7|COMET COMET COMET COMET

8|DryGASCON DryGASCON DryGASCON DryGASCON

9|Elephant Elephant Elephant Elephant
10|ESTATE ESTATE ESTATE ESTATE
11|FlexAEAD FlexAEAD FlexAEAD FlexAEAD
12|ForkAE ForkAE ForkAE ForkAE
13|Fountain Fountain Fountain Fountain

14|GAGE and InGAGE GAGE and InGAGE GAGE and InGAGE GAGE and InGAGE
15|GIFT-COFB GIFT-COFB GIFT-COFB GIFT-COFB
16|Gimli Gimli Gimli Gimli
17|Grain-128AEAD Grain-128AEAD Grain-128AEAD Grain-128AEAD
18|HERN & HERON HERN & HERON HERN & HERON HERN & HERON
19[HYENA HyENA HyENA HyENA
20|ISAP ISAP ISAP ISAP
21|KNOT KNOT KNOT KNOT
22|LAEM LAEM LAEM LAEM
23 |Lilliput-AE Lilliput-AE Lilliput-AE Lilliput-AE
24 |Limdolen Limdolen Limdolen Limdolen
25|LOTUS-AEAD and LOCUS-AEAD LOTUS-AEAD and LOCUS-AEAD LOTUS-AEAD and LOCUS-AEAD LOTUS-AEAD and LOCUS-AEAD
26 |mixFeed mixFeed mixFeed mixFeed
27|ORANGE ORANGE ORANGE ORANGE

28| Oribatida Oribatida Oribatida Oribatida
29|PHOTON-Beetle PHOTON-Beetle PHOTON-Beetle PHOTON-Beetle
30|Pyjamask Pyjamask Pyjamask Pyjamask
31|Qameleon Qameleon Qameleon Qameleon
32|Quartet Quartet Quartet Quartet
33|REMUS REMUS REMUS REMUS

34 |Romulus Romulus Romulus Romulus
35|SAEAES SAEAES SAEAES SAEAES
36|Saturnin Saturnin Saturnin Saturnin
37|Shamash & Shamashash Shamash & Shamashash Shamash & Shamashash Shamash & Shamashash
38|SIMPLE SIMPLE SIMPLE SIMPLE
39|SIV-Rijndael256 SIV-Rijndael256 SIV-Rijndael256 SIV-Rijndael256
40|SIV-TEM-PHOTON SIV-TEM-PHOTON SIV-TEM-PHOTON SIV-TEM-PHOTON
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42|SNEIK SNEIK SNEIK SNEIK
43|SPARKLE (SCHWAEMM and ESCH)  [SPARKLE (SCHWAEMM and ESCH)  |SPARKLE (SCHWAEMM and ESCH)  [SPARKLE (SCHWAEMM and ESCH)
44|SPIX SPIX SPIX SPIX

45[SpoC SpoC SpoC SpoC

46|Spook Spook Spook Spook

47 |Subterranean 2.0 Subterranean 2.0 Subterranean 2.0 Subterranean 2.0
48| SUNDAE-GIFT SUNDAE-GIFT SUNDAE-GIFT SUNDAE-GIFT
49|Sycon Sycon Sycon Sycon

50| Thank Goodness It's Friday (TGIF) Thank Goodness It's Friday (TGIF) Thank Goodness It’s Friday (TGIF) Thank Goodness It's Friday (TGIF)
51| TinyJambu TinyJambu TinyJambu TinyJambu

52| Triad Triad Triad Triad

53| TRIFLE TRIFLE TRIFLE TRIFLE

54| WAGE WAGE WAGE WAGE

55| Xoodyak Xoodyak Xoodyak Xoodyak

56| Yarara and Coral Yararé and Coral Yararé and Coral Yararé and Coral

# 1 NISTREREEaVy<F4 avBEETALTY XL (BKREE)




[Round 1)

2019 4F 3 HIZ NIST (%, NIST &S a2 v ~<7 43D Round1 & L T57 otz
W% 32\ FHLY . “Submission Requirements and Evaluation Criteria for the Lightweight
Cryptography Standardization Process” [6] T/~ L 7z B Ic 0 & 5e 1k & 4o @i
LIt T Wz iRENES 742 ) X456 Round 1 DEH7T A=) X4 L LT 56 fHD T v
Y XLFEEZ 2019 4 4 HIicfTv, 2019 £ 8 HIC Round 1 ##& 7 L 72,

72¥. Round 1 ICBH9 25l 7 2 7 — X RIT D\ T L, “Status Report on the First Round
of the NIST Lightweight Cryptography Standardization Process” [7]Z & LTIz L\,

%3, Round 1 TR & N7zFHIlIEHET [7TIicsTEH I T 20T, BEICOWT
B AT, @ Round TOFHfiENEL L TIRES D DL, TR WZEST LY
ALDREW] LEA D, BESTHZ L R2HNIT220CHlFI0b BT TORE
R (REe X b) DEBEALHEL T Tl e2b2 b, T/, BEToREN
DERDHIE, A4 FF ¥ ANKE~DHRITHEL TWEHE IOV THIHiE T

Wiz,

[Round2)

NIST i EksH 2 v <=7 4 ¥ 2 ¥® Round2 |%, NIST 2% 2019 4 8 A< 32 ffl o ki 7
NIV XL EFRL, 2021 4F 3 HIC Finalist ZA&K L 72 Z & T Round2 2587 L7z, &
. Round2 I B1F 2:FEICRHT 25l e A 7 — X 21D Tld, “Status Report on the
Second Round of the NIST Lightweight Cryptography Standardization Process” [8] % £ 8
LTlg L\,

[8]12 &> T Round2 Tl & 7= IR HE A EH) S Ty 2 DT, BEEIC O W T %2
9. Z® Round TOFHliZE#E L, FilAld Round 1 & [FERDFHMiES TH 5 [FF=F1C
K 20 li < R X 7 3kaET R & LR MEEEIIC O KBk B XU THlKoH 2 78
ARERCTT 7Y = avicBT 27 v =) X LotkRE (il 0 H 2B ICE
DEMHTNTY) RLDA—F Y =T ELOY 7 by =T OMRE) ] LvwHdDTHY,
Round Z#%2 Z & 1T X 0 M EHE R REMIfL S 7z & WO BifiE%Z L7z, 7x35. Round 1 & [Al
BRICIEAT7 v Y RLDH A FF % MRS DT RIS & 70 o Tz,

[Final Round]
NIST &5 2 v <7 4 ~ 2 ¥ ® Final Round i, 2021 4F 3 A IZ Round2 <o %
% 2 T Ascon, Elephant, GIFT-COFB. Grain-128AEAD. ISAP, PHOTON-Beetle,
Romulus, SPARKLE. TinyJAMBU, # X O Xoodyak ® 10{f® 7 v 3V X L % #E L



720 LI, NISTERERS a7 4 v avicBwWTHliyod 2 BEEICHE L 72 AEAD &
Ny v atBiEl LT 1 DX 3 B0 T 2B INT 5 720 iR (L 7 v X 2 FiliR L 7c
23, AEFE LT20234FE2H7HICAscon 7 7 I Y —Z@EE LT L BREKL 72

7%, Final Round €3 1) 23 #EEICB T 2 5Fl 72 A 7 — X ZICD W Tid, “Status Report
on the Final Round of the NIST Lightweight Cryptography Standardization Process” [1]%
ZILTIEL Vv, 2OFFaX v b OHIEHEL 7 v+ X & LT Final Round ® 2l
B L, BE SN REHO T A =) X LOFHIIC O WCHIAT 2 2 L TH B,

# Round TOMEM 7 v I ) X LHHEE X e h o 72 B HIC D W Tk, NIST 848 L <
\» % Status Report ICHEWT/RI N TW5723, KD Round ICHED 725> o 7 BHIC D W T
WrRHT 2,

[Round 1)

FEHIC X 2RI 2FHEAAH I LTz n 2 e PREERIC T, &

D ER 2 BT B IEWMABA T TH B REICOVWTIEIRIN I N,

5 =F A iC X - T, Forgery Attacks, Length-extension Attacks % Distinguishing

Attacks DMFEES 2 T A EH I T,

> b, EHINEER AT 2 720 ICREIEARE L BRI, FHIERIC 1T
EREING P o720, FEOANTICX 2FEANLRKE (Flz21X, Forgery
Attacks) (IHEBROBEE & 1Z X N d o7, NIST OWFFEFIZEEOEH % F =«
v 7 L. JTCOMER L BATEASEL T 2 2 2GR L 72,

[Round 2)

Round 1 & [FBRICEHE =1 & 2 Rl fThbTw2 2 Lo ke H

1 2R T iciE AR I TWwE 2 L,

HDD 2T A 2A%MAT LT 7Y r—v a vics i 21ERE (R0 H 2 BB

B2 A=F 278XV 7 by 2T TCOMRE) BXwvwilk,

> IEIEatkREL 2 X+ OfEEECEME - e x v, BIFED NIST #8248 (Fric
AES-GCM [9] & SHA-2 [10]) X 0 FEL S HREA L v 0N EERICE#E I
Tz,

BEMRETFRIEE LT, UTOHEHICOWCEHEiZ T 5,

» Side-Channel Resistance, Nonce-Misuse Security, RUP Security, Impacts of

State Recovery ¥ X UF Post-Quantum Security



3. Ascon O3ETE (ZEF9 2 FHIEAE O FHMER =

NISTHRER S a2 v T4 > a VORKEET LT XL L LT Ascon 25EE X L7255,
Final Round T ic 35 1F 2 Sl 3L HE L 8BE T u v R IO WTOMEAHH | . Ascon 259&E X
nEHERICOWTHBERE YR T, FEllico Wi, @k [1]o [2. Evaluation Criteria
and Selection Process|] #ZMi4 22 & T WL EREE L 8T 3,

NIST &S 2 v =T 4 ¥ a VILE T HliMEICOWT, £ D3 LUTICRT 40
BEGEELRoTwdLEZONS, T/, HEEL WS BN OFHIEEL RS &

ROBEELREAET (Rt ©hd, ZICKCEELREE L [HiKod 25T Ik
57 0 xTBIUN—FY =T TOMWEEl THELEZOLND,

5 S22 e
HHIDBH2EETICHBIT2Y 7 Y2 THLUAN—F Y =27 TONRE
F A FF ¥ A NBEE TS ~ D

IR A PE

ZNZNOFHIFERE IO WT, BAFl 2220 CREL <R Z1T D .

55 1) 4 e

IR T v Y X AicE T 2R e REIhAREREEZECIC X 2 ReH
fRpTaE R, BREHEIC X 2 R ethicn 3 2 Bk, KetEE. A BB RTRE RSB = i
X % LatERHii 7 & O & 8L < FHli L Tw 5,
¥, BRI E R T LT3, Nonce-misuse &7 U 4+ Releasing
Unverified Plaintext (RUP) &7 U A4, REERIE~OFE, MRS L L ToLse
TR EPBIMOEREHLE LTETFLNLTW 5,

Tk, BB L GEE SN 7T ) X AT 5 ReMERHIIC O Tt X
it [1]o [3. Finalists | ICB&H X LT 5,

T @ik [1]ic v, Final Round 28 Round 3 & L CHHE I N CWB Z L IciEE I -
Uy

10



HKOH BT ICE TSV 7 72T XU —FT =7 COMRE

% 7 tkfg 2 2 b IcBE 3 2 MIERHEIC 5T, Final Round ICEE SN T A TY
R LA+ NIST #54EC¢dH 5 AES-GCM [11] [12] (AEAD & L TOHEIR) &
SHA-2 [13] (»~y v =Bl L COHBONR) & otlg - FHiiAfTHh 2, &b, Bl
fT7Ara) XLl LRSI Tw 35 AES-GCM % SHA-2 I2x5f L T KR IC#E
Nz FIE T 2 2 L AR I T 5,
b, B E L GEEINAZTATY) XL ORI R L. STk [1]o (4.
Benchmarking Results ] ¥ X O° [B. NIST Software Benchmarking Results ] 1C 8
T,

YA BT v A VBRSPS~ O itk

P4 F T A ABE~OIHEA RS 2 B IR 720 LR IR T 528, A&
IR PCTEHTE M EEINTL S,

b, BEEHLE L GEEINAEZTATY XLDF 4 FF v 2 NSRRI
B 2455 1%, STk [1]1o [4.3. Resistance to Side-Channel and Fault Attacks | (2%
HIhTni,

I A 2

HPMPEIC D WT, Fafia ROz L% e T2 0ReDH 2 7 v 3 ) X AL
RHZ L ngs, BffiiaBhick v o7 Fu—F RS b n 354, iHli 7w
© ATOREERY T 2RO H 2 HEKNTH 2 LRI N T3,

¥, AWM ICEE S 2 IO W Tk, STk [1]19 [2.2. Selection Process | (1%
HIhTni,

32. NISTEERESI> T4 a VIl AEX

BB 2 N IEICEHl L, 8t I nzobicEMHicbz> I T AT Y X 4

ERT 2 C LN REECTHE LR anTE Y, WR/EETH 2B e LT,

LLFoHEBZETF TS,

IR D HRAE

11



¥ a2V T4 DER

N— R L Tn BREKER
PR—PINBEARNTRA=2H A X
a7 7 —F

NY) T —v 3 VDI

M ATRE 72 38 =01 X 2 L atEatil D %L
Bodfl X N7 FHEY DR

72, NISTEEMS a7 4 v a vogliREicsnwT, 2=y 770 r—va
VICEL T, oD 74— Py 2 RkBTATC2007u 740 (K 2) 2REL
72o TOMWMHHBNISTERERS I v T4 v a it 12523 o7 L) XL
PEE S N B AR - ERTH %,

[Lightweight cryptographic algorithms]

[Hardware—orie:nted designs] [Software—ori'ented designs]

Hashing

K 2 BEEEST7 7V r—vavicsllJs 7 ar7r4n

200707 7 ALBEDLNTEY, UTDLEshTH2,
a7 7 An1
> HlHoB2BETOY 7 by 2T eNn—Fv T DD AEAD 5L Uy v
2
a7 7 AN2
> OB IBEETCON—F Y 2T D7D AEAD

BAMERICN 3 25l 7w 2 & LT, HEFICX 22 ) 7450, NV z—v 3

V. Kt OWEREE, v F=—7r EFLet. MM ECET 25O 6 oD
SIRUZEHL, L3,

12



BEHICX B F 2 Y T 4 FHM

BAMERO T T ) X LE, HLOE=FIc L dE*2 ) 74 iHlisfThbhi, %
NZ N D IAAERR N 3 2 FHMRE R (2. ST [1]o [3. Finalists] I £ & 5T
%, ¥7z. H—fE X O Nonce-respecting IZ 35 W THRAERMIC B T 2 Rtk %
HRNCT 2 X5 il A<, 3L AL DEHIRLREEO~—Y v 3H RN TH -
7z

N T —> gV

AEAD &y v alonTid, BAZ AR A4 X2 K- L, 22/ iR
o R—AL R BMERTm Y 7 FEo, BN T v (K 10 #) ofRHAEF
AfXNn7z28, NIST ZAIEARKEZTA 2 X5 ICT 2708 ED A% 4 X% Ho
AEAD ¢y v adDANY) T = g v & F—LI1CRkKDZ, TOBHIIXHL T, WD
2D F — 2 (Ascon, SPARKLE, Xoodyak 7t &) i it eXtendable Output Function

(XOF) o Hifini g EN T/, ThBLIRIERXAN) T—va v 3EEI LD
727, XOF e # f2fit % 2 ZiE RS BRICE KB T 2 5 LT
HirE iz,

AR O R

Final Round O#WJHABFE IC 5\ C, ML TR Z 1 L X & 2 720 O 7 akEt
258 (NIST IZLARTICEM S izt ¥ = U 7 4 JHli % E2h i L 7 WiPH % 1858 ) 255F
AfX 7223, Ascon, GIFT-COFB, ISAP, PHOTON-Beetle ¥ X tf SPARKLE iz
WL, KEF LoMFABIEER I N ARd o, —T. Z OfhoEiIic O Tid, HhEE
A bR MESGE D 7 O IR MEIE S vz,

RVF~w—7

NIST #£4#e¢& %2 AES-GCM & SHA-2 X 0 b KiRIcEN - ERE 2 Tl 32 < L 23
FFINTnd, £/, BERSORERELERDO 1oL LT, FEELFEDOHRICHK
WRREZTIZOD ML —FA7 (A FEERE) 2fTA2 2L TH D,

V7 b7 TORYFv—2fER E LT Ascon, GIFT-COFB, SPARKLE,
TinyJAMBU 3 X % Xoodyak 23, ¥4 7277 v b 7 4 — L CHREIC B T 2 B %
RO L7z, fEMZRIERIC O T, 3k [1]o [4.1. Software Benchmarking | 3 X Of

[ Appendix B. NIST Software Benchmarking Results ] I &® b T35, Tz,
N=F 72T TORVF2—7fiRE LT, Ascon, Xoodyak ¥ & U TinyJAMBU 23

13



b BN R E R L7z, SR EHIC o v ik, ST [1]o [4.2. Hardware
Benchmarking] iIcE o6 T 3,

F7e. A FF v A NVBECKHELE~ DY 2 D X 5 B2 & 2729
DRI FHEA — 8=~y PO T FHlio T4, Ascon, ISAP, Xoodyak ¥ X
O TinyJAMBU 12 & Td RWiHliz 7R~ L7z, sl 282w iz, Tk (1o

[4.3.1. Protected Implementations and Side-Channel Security Evaluations| 12 % & ®&

LITW3

i -4 1

REESOEEN T o+ 2B 2 FEELFO DTl AWE, BFavea
— 2 X 2 EBUCK T 2 R ORI RIIFMH OB 5 b LETH 5720,
FHCIXE TR RBRICN T 2% 2 ) 7 4 b FEI N7z, —MRAVICHEHNE S Bh#HED
fifE &l LT, b —MNRKEIL Grover 743 ) X4 [14]TH 0. MR 72
HRR(E 7213, ~y v 2 BBUc BT 2R OFER) % 2 XBBIICEEL 32 2 e
MHoNTWE, ZORBEREET Z7201ICiE, XY REREIrA X (41X, LK
ERAAVIRAMFARX) FfE5 LD,

INEHETZDL, 3ODMFEMA 128 €y PXOVRWHEEZSR—FLTWEERE
7% 572, ¥ SPARKLE 7 7 3V — & TinyJAMBU 7 7 3V —3 192 € v b & 256 &
v P OPEEFFOAEAD NY T -2 avikEH, £z Ascon DAY T —va D 1D
23160 vy FOPEEZHF—F LT,

KNP (B3 2 A

NIST I&. &#IO T VT Y X AfgHRIc, BRI N T AT ) X4 L catic
BAXY YT AR LCTHATE 2 X513 5% & 0w) BHEMBRR STz, NIST i1,
TATY XLREFICH L, AT ALY XLDOEREIC L > TREI N ARNEDH
LEEAM ORI L SR TRET 2 L9 ZRKLTH Y, fRL LT, mEMEMO T
T, YT 2R FRE S N7l PHOTON-Beetle DA L W H FER & o072, LD
Ladb, ZOHMEICEET 2 FIHILEES 7 0w ROWEICIIFE T ko7l L
BRINTW 5,
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3.3. Ascon (ZB9 2 5

NIST BERIES 2V ~<7 4 ¥ = v Cfrb ikl LT, LEloHEEIchE o TRz
Al L 72 #5258, NIST 1 Ascon 7 7 3 ) —%fFH#{L & L TEE L 72, Ascon 77 I U —
AEAD &ovy v BB, Z L CBME N XOF 2&0b DL aoTnd, TRICKY, I
JEST 7V r—vavD=—X%jiiz3 LB TE %, 7, Permutation X — X DFXEIT
H 57D ENMEREZ FET IBRICEMa R FBDHFG e HFINTH S, m&E
o T Ascon (3, KaMEL W MlfiA SR 2 & RMREMOH TR MAL TW5 LF
AbNTw5, Bl LCid, fosEffio v < 2403 NIST RS a2y ~7 4 >3 v
DHIHLRERINTWind o723, Ascon 7 7 I U —d AEAD »¥J =— 3 v |3 CAESAR
AYRT A4 a v R LTREERIN, RENFLOWTONB T Tz, 20
CAESAR a2 v =7 4 v a v Tk, BEFEE T L2EL 32070 7 7 A VBEKET T
B O BERIIC Ascon D AEAD NV = —3 3 vid, =& CAESAR F— F 7+ U #1iC
BULIERT 7Y 7 —va v 0 FEERRE L GEESINEED H 5, Ascon DJEFA
J£1%. Final Round CTITHONZZXGIOMHEIC TN TEH D, N Y T v F2SBEMN X 117223,
Round 2 O NV = — v g VICEEREFOEERTONTWH R WIRILTH o 72, T DEELE
¥ 25 & Gl - T TIT D N2 BT S B 72 0 IS ERET DIEREE & 1T o 7 i foed &
Z57 Y, Ascon DE WAL GRS 2 L TE 2 HRLER B,

Ascon [IAFHI N THHLRVGIEL 2R H 2 7208 E il - a2 fTbivTes ), HF=HIC
X B & RESRD S WT AT Y RATHD L E XD, Tz, Ascon [ZIESHTEE Tk
fTLTw2icdh20bbd MR L T\ 5,3 5I1C Ascon 7 7 3 ) —D AEAD
ANY T — 3 Vi, nonce-misuse resilience 7z & AEAD IC BT 20 20D E 0 F 2
T AR R T %,

BN = F Y 2 T RMHBAL L AT K75 EHIFI DL WEREETOMRE L W ) HEHEIL, Rk
EOREERER L Ro i INTWE, Ascon IV 7+ 72T HEXL O —FY =7 T
WICENMREEZ R L 72, a2 P LHROBOIEIIER L —FA 723 F -1+ 95
KEOLPMEZ KL, IO H 2 Y Y —ARBEOIEXERY 7V 2T HE LU= F
7 = 7T, BYED NIST #E#CH 5 AEAD (AES-GCM) XUy > =2 (SHA-2) X9 D
BENMEREZ R L7z, Ascon (3 E 72, A4 FF ¥ A VBRI T 2 5 R M T b L7 ReE X
NEFEICENT REINTORWEEL D B3 R 23RV & bR E NIz, R
fiio 1 >2CTH % ISAP B, Ascon @ Permutation IZ{kfF3 % AEAD DN T —v g V% 2
DFfo T2y, AT Ascon XD DFEENR IV RE L, X VEL &30 EHENK

&I E N7z
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RERS OEMEL 7 o A THF3EE N/ Ascon DY) T—3 g VOEELFIBREES 1
X, 1256 €y bMEOA T a v T2 THDE, TN, BT TAT) XLICE DK
BionT2 128 6y toeFa )74 BRERGEICHELE RS, L2LaEb, TOR
IR LTNIST i3, COBET A0 FEAHNE [BEALAEAD &y v aThi] &
ML Tw3b, b LIKICIE TR E LT 256 vy MEASE LA ICIE, AES-GCM %
AT 2R TEDRLEZTCVDLLITHD, BEECIGL T, LY AUitETLEELE
W 2EMONY) T— a v ORGIT2A[EDH 2 Z BRBINT VS,

7ok, NIST o Hfife LT, MH. Ascon 7 7 IV — i3I0 H 2 RE i W T+57%k
X2 ) T4 RIRMTEDLEEZLTED, Ascon DEREIZ XA =T v + - T RNARRT 7V 7
— aVTHEINZ L TVHINE -0, BHFACRE MEMO7 LY RAIFHER W
CHMTLCwBd oz Th D,
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4. MIEEARUKICE T 2EERS Ascon ~DRRETIRN

NIST BEERGS 2 v =T 4 ¥ 3 VIZE\WT, 2023 4 2 HIC Ascon 25&EE & Wiz fE R %21
T.Ascon Z D b QR TICE T 2 M ICH T 2 BEI2THD T % 212DV T NIST
LISt o ik T AT DN T 2 2 %A L 72, ABEHECOVTEUTOLEY TH
%,

AN R LA

> IETF, W3C, ISO/IEC, ITU-T. Global Platform
AT

> HEFER BBV

> % F—"7—F ! Ascon, Lightweight Crypto

> MBI 2023 2H7H ~9HI15H

PHERRIIUATOLED T,

IETF

> Internet Draft “Secure UAS Network RID and C2 Transport” [15] @ [5.3.
Ciphers for Secure Transport] I\ T, $EAMIZERE T Ascon Z3EINT 2 D%
EBETHDHILPRINTWET, ZoRicix, ESP [16]%° DTLS [17]DL5RA &
HThdrlditdhInTwnd,

> Internet Draft “Properties of AEAD algorithms” [18]® [4.4.2. Lightweight] i
BT, NISTREEWKSa2v<_7 1> a vicBT 2323 fTbICw3,

> IETF 117 ChHif & 7z TLS WG 03K TH 5 [New Post-Quantum Signatures
on the Horizon| [19]ic3&\»T, Ascon-Sign (SPHINCS+ with Ascon) 250X Y k

FonTuwniz,
W3C
> HELHPCIEHEZUARL
ISO/IEC

> HELZZHEHETERZE AL

T 2024453 A 3 HBIE, FAEMRICH L TRIMEHRAM 2 & 2R L 72,
* Internet Draft PN-ClZ [NIST has selected a new lightweight cipher, Ascon, that may be

the best choice for use on a UA. Work will be needed to develop full support for Ascon in
both ESP and DTLS.] EFtikSiu T3,
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ITU-T

> HELZZHEHHTERZE AL
Global Platform

> HELZZHEHETERZE AL

Plozlprs, BEECHEETOMGHRIICOWTIE, REARBZIIHZ X H KL LN
ol L LA bERERICENT NIST BERS a2 v_7 4 v a3 VOFRREZIT T
MAFTRE R BRI 2 fefit 32 X 5 REjm 2 {BE L 2D T 22/ 9 %, NIST iC X % &#%
W REL AR S AP T L 5 & & C, MR L EIfR R R R ComH B EEL I s 2 L
BHIRFE NG,

IP = 7 B

> Rambus #t [Ascon-IP-41 5z v v | [20]
> Xiphera ft: [XIP2201B: Ascon| [21]

» CAST ft [Ascon-F| [22]

W5 24 77 VB8

> Bouncy Castle 1.7.3 L% [23]

> CIRCLS [24]

S GitHub LI IZFE T2,
"https://pkg.go.dev/github.com/cloudflare/circl@v1.3.3/cipher/Ascon” IZ (AR 23 0B &
nTns,
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https://pkg.go.dev/github.com/cloudflare/circl@v1.3.3/cipher/ascon

5. Ascon |[ZEd AER

INFTCOFEHRELZETZ T Ascon PIEEEI N2 LITOWTEEEZITH, AV b
EbDiF, SR [TRINTWBLT D X 5 AFHliFEHEIC BT, 2RI E WG
EERLENTETCNDLETHLIEEZLND,

G e R Atk

0D LBRETICEF2Y 7 b7 27 BX U= FY =27 COHERE
YA VT v A NBCEECHEFESCEE~ D

S B

Fric s Lett] & [Hlob 2RE T IcsF2 Y 7 b2 T7B8X U0 —Fy x
7 TOMRE] BELFHMiEN TV EDTIE AV EEZ 5,

5.1. =&

BRVEICOWTIE, Ascon DY T—3 2 v 8 CAESAR 2 v =T 4 & 3 v DA — b
7 IVFAICEEINTEI L, BEIPODODRVIERLED 2720, FErbDEFa
U7 4 Mo b 2 S iR RoTnwd, £/, NISTRERSa2y<_F 4 av
BT H Round 2 LURRICEKEF 2 L an K S WEkEtasiinTw 3 2 & 3R 4 v +
Ko TWwizeFEz bbb, ks, Hk [1]1o [3.1.2. Security Analysis | 1C3 T,
Ascon 77 IV —iCx 352 F 2 74 iHioMERE LD LN TWwE DT, BRRZEN
BEMELZWHIESHO Z &,

5.2. Ikge

HlFI OB ZBETICEFZ2Y 7 b2 T7ELOA—FY 27 TOMRREICDOWTIE, V7
P 2T RYFe = BLUON— RNV 2T RVF =T DENENICONTEREITH,
¥, SCHR [1]® 4. Benchmarking Results | 17 EE R & LT, HER O FE D fatEIC
B 2 RBELOREEMEZ ERITR T O TR, TRTOFEEDFE UKE L HIEE cikah &
NTWEDHLTTEEVIEIRINT VS, 5T, FEME LT, REEHO X %
W72 FRE I FRATRETH 0 . BEE RMERLAH T Tld e v L ICER LMWz fgst e LT
BT ENRINTHS,
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<7 2T  cRUFe—T >

~AZvavirue—J oy 7y TR,

AR O Rl HE L L CEETH

%, FHFEMICOWTIE, EEROFMIEARIC X o TR AT b2, FHliER e <4
/aayba—J0RBIKOVWTRE 205 THE, TOFHEITIE, AEVICHIRD
HB8E Y I Aavrb32y bBXU64y b~favETIRIENZ =7y 77
Y7 A—LENRE LTV,

x 2 FEEH LRy Fv—TIFEHLEA a2 vy otkE

Initiative Microcontroller Processor “ford Clock Flash RAM
size speed
ATmega328P AVR 8-bit 16 MHz 32 KB 2KB
ATmegad809 AVR 8-bit 16 MHz | 48 KB 6 KB
NIST [253] SAMD21GI8A ARM Cortex-M0+ 32-b§t 48 MHz | 256 KB | 32KB
nRF52840 ARM Cortex-M4 32-bit | 64 MHz 1MB | 256 KB
PIC32MX320F128H* MIPS32 M4K 32-bit | 80MHz | 128KB | 16 KB
PIC32MX340F512H MIPS32 M4K 32-bit | 80 MHz | 512KB | 32KB
ESP8266 Tensilica L106 32-bit | 80 MHz 4 MB 80 KB
AT91SAM3X8E ARM Cortex-M3 32-bit | 84 MHz | 512KB | 96 KB
ATmega328P AVR 8-bit 16 MHz 32 KB 2KB
STM32F103C8T6 ARM Cortex-M3 32-bit | 72MHz | 64 KB 20 KB
Renner et al. [254] STM32F746ZG ARM Cortex-M7 32-bit | 216 MHz 1MB | 320KB
ESP32 WROOM Tensilica Xtensa LX6 | 32-bit | 240 MHz | 4 MB | 520 KB
Kendryte K210 RISC-V (Dual Core) | 64-bit | 400 MHz | 16 MB 8 MB
ATmega2560 AVR 8-bit 16 MHz | 256 KB 8 KB
Weatherley [255] AT91SAM3XSE ARM Cortex-M3 32-bit 84 MHz | 512KB 96 KB
ESP32 Tensilica Xtensa LX6 | 32-bit | 240 MHz 4 MB 520 KB

*PIC32MX340F512H microcontroller used with PlatformIO’s PIC32MX320F128H board profile

LIFic, NIST & Renner 51T X 2 #Hifi R o %2~
NIST I & 2 FiHififti 5 o 2L

> EHiEREE coMEE & PlatformlO TO 2 Vo34 MICHKIH L =BRic{Ef X 7z
vy aP A4 X (B N4 b)) CEHiiE s,

77

» AFAD e 3 4 XicBWT, AsconlZI—EBLThry 7« XT3 —<=—THh

D, AES-GCM L b b avo3r b R w72,

» Ny v aEEOY 4 XITBWT, Ascon lZTRTCOT Iy b7+ —LT—HL
T SHA-256 X D /INX Do 7223, T RTOBECHIE - 72D lx SHA-256 TH

277,

Renner & 1T X % 5iifE 5 o 3
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> <A zZwvavion—7 o AEAD T =) X LDWREZFHET 2 720D x v F
=27 L =07 =% LTEY, ZofHliTix. EfTRE (w4278
. TAPRI ZOVIGEREHED) . 2 v S A NFEBANALF ) DOF A4 B XD
RAM flif&E (STM32F7 &) %192 Z L TE 5,

»  Arduino Uno ®IREZICE VT, SPARKLE . GIFT-COFB . Xoodyak 7%k v 7
3THY, Ascon I ViEHET 2L hEEThH 22 b, ZORE TR
My ZEHThRWZ ERbr b, 72720, a—F¥ 4 XD TlE Ascon 13
N ARIGEL TS EEINTH S,

DEozéhrs, V70T - RUFw—2712BWT, Ascon [ RAEMICT R TDEREE
TETHEEBI a2 — NI A XICBFBE3 Ny 7« X T4 —<=—THEI LB EDRDTF
Wl olzbE2ZbN5,

A= FY LT Ry Fo—P >

N=F7 2T - Xy Fw—271ZB VT, Round 2 TEIEX N2V 4 FF v 2 LVBCENR
DATH AT WEEE D PEREFHIIRE S D% < 1% Final Round ICHiHAFRETH 5 2 L AR &
NTWiz, FRITNIST X, Ya—¥ - 24V v R¥ (GMU) DOEESHIEI LV —7TH 5
CERG DfFlifRIciHEH L7z, %72, GMU 3% 4 FF v A VHBEDOX R 21T - 7= F %
A &2 1T 5 I IR R & AR S B I TH D, L — THRBCIT S & & 3
HehrbEEEAT, HBUU VT DY Y — R LEMARRE BRI 2 R S0 HEKE
fTlro T3,

GMU F— LA IC X 27z, RvF~—28E L LT Xilinx th Artix-7 77 v b 7+ — 4
L7z, S N-FBE L RE I N TR WEEOM T 253 1l & L7z, fR#ESh T
BOWEELLREINFLEDOALV—T Y FPPHIE, HL50IE~AF Vv IR E R T VR
Lo By MR EOMEREEEIC X Y, REI N TR WEERICRETELEAT 2 a X b
BT 2HABR O S hTw b, ZoFHilifER e LT, FR#ED AEAD EEic b
T Ascon ¥ AES-GCM X Y & V3% @l IcURE L 72, ¥4 XIT2WT Ascon 13 + v 75
Ml &3 2 & XuiERITHETw v, b, AL—=7y b » LT % & Ascon I3 D
AN—=Ty FBEORER L oz, Tl Ny v 2 JUETIE, Ascon DIFREFTEN R D
WAL =Ty R EIRLED, FA RICOWT Ascon (F b v FHEMN & T 2 & X LR
FHT WL,

DEozého, "—Fox7 - RUF<w—2712BWT, Ascon [ REMICT R TDEREE
TERITEE LTIy 7 - XT3 —~—TH 22, ¥4 XDE D 51T Ascon 13/
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DEREXFHTE TRV, GMU LA O FHl = ARDFHIGIC X Y = AL F = X v
CEBEINTWEZ L ALBEEDRDFIC AL EXbNS,

FERCERL AAERL S [ CERINTOINEEIEE 2 % L. Ascon Ix NIST it
G v T 4 v a VORI B L TEWEHEE R R L TWw B L b IEY 2k
KXo TEEEINZEEZ D,

5.3. %At

NISTHES a2 v =74 v a v THTH 5 20234 6 A 21~22 HicA v 7 4 v FilfiE
TH o725, NIST FfiEic X % 6™ Lightweight Cryptography Workshop 23 Fffi# & 41, #iE
70 2RI QR ICBE T 2 84 2l IC O W GRS T b Lz, 18 D FEFK A
Tz, FoOH 25 NIST FrjE @ Meltem Sonmez Turan K L > THEERI N

[ Evaluation of the Finalists and the Selection of Ascon| [25]iC& T, Ascon OEEHE(L,
F¥a XV ERRFHEINEZA IV ZICET2ERICOVTERIN TS0 TH 5,
Z OB F £ 2 A v P OARIKEH & LT 2023 62 (M 3) e IhTw2, Al
HED 2023 4F 9 HHE, HFHEFF 2 X v FOFELEEIAFIN TR,

* Getting feedback on standardization

* Publication of draft stan

NEXT STEPS

X 3 B¥}" Evaluation of the Finalists and the Selection of Ascon"

™ https://csrc.nist.gov/Events/2023/lightweight-cryptography-workshop-2023
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6. &b

AKFEECTIE, NISTIRERES 2T 43T 2023 F 2 H 7 HIGEE X 1172 Ascon
I\ THERE(L B A D P % 1T - 720 Ascon OFEE ICEES 2 I o wTi, Sk [1]ic
HLLLTHIN T2, CoXEE P OICHEZIT- 72,
Final Round Cli, S&EME LCTI0 D7 AT Y XLABIREI N, UTIORT & 5 7
Zuk 2B WCEHEB Thb Tz,
EET O ZATOFRA V|
> A EHliEE (R, V7 P 2T B X U= F Y = T OMRE. a0 E
. BEFIC X 2 R0 R, FMMEDOERZ L) ICR g 2\ T %
&b T TENE
> B e¥a VT4 B B oEEE. R MM R o B LR X
Z 7= 5 il o i
> Ron )y —RicsF 3 LeMiHilis X OPERERH O i

B L o727 AT ) XL DHH 6 NIST 23 Ascon #iEE L72HR 4 v Mo W THEHE
215 LU TOHHEBE TN,
o
BWwtFa VT4 —~w—TV
LR DE =T X B R EVEFHI 0%
B VeSS
> AT OWEREE Z{TD e\ & v 5 FRET O R
> BERSIv<F 43 3vTHs CAESAR Fudz 7 Mk IBRERS DR
IR — b 7 4 U AHIGEIR S LT 5 FhE
> WAVICNT2E—FL_XAVTOREAN=RLEHT LI L
> T LGOI E
> YA FF A NVBEBICH T 2K EAT D 200Nz X FBERnZ e
HeRE
> v aitlz T XOF $ MAC 7z E0BItkREx 45 2 &
TERE
> V7bhyzT7BLU—FY = TEREEICENT, BifTD NIST #EHETH 5 AES-
GCM % SHA-2 # LRI 2 RExH T 5 2 &
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>
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ER LN D 5728, 2023 FEHBFICTE I TS NIST 28%f73 2 Bk O N Fl % %
T A4 AR CTOMEIBTTOND b DEEZ D, 7o, ML X N7z B S Al
DHACTEZRFELLTCY 7 by 27— PV 2 7HEEPRFAINDE L BEETH S
25, CAESAR 70z 7 FEOFEREDP LEEN L ORI N THE 7y — A0 A
JH N7, T Ascon DFEEIAAL THE Y, NISTRER S a2 v <71 avicksnT
HETOMBIESTON T ARAVWI L AERICH D LEZ D,
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