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Overview

NIST has initiated a process to solicit, evaluate, and standardize lightweigt hic algorith

constrained environments where the performance of current NIST cryptographic standards is not acceptable. In August 2018, NIST
published a call for algorithms (test vector
authenticated encryption with associated data (AEAD) and optional hashing functionalities. The deadline for submitting algorithms
has passed. NIST received 57 submissions to be considered for standardization. After the initial review of the submissions, 56 were

Of the 56 Round 1

that are suitable for use in

code) to be considered for li ight cr +

standards with

selected as Round 1 32 were selected to advance to Round 2.

Updates

InMarch 2021, NIST announced ten finalists as ASCON, Elephant, GIFT-COFB, Grain128-AEAD, ISAP, Photon-Beetle, Romulus, Sparkle,
TinyJambu, and Xoodyak.

In October 2022, NIST posted the final status updates to the finalists page.

Next Steps

The final round of evaluation is expected to conclude late in 2022.
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Round1 Round2 Finalist

# AT VY X aA Y R DYy

1|ACE ACE ACE

2|ASCON ASCON ASCON

3|Bleep64 Bleep64 Bleep64

4|CiliPadi CiliPadi CiliPadi

5|CLAE CLAE CLAE

6|CLX CLX CLX

7|COMET COMET COMET

8|DryGASCON DryGASCON DryGASCON

9|Elephant Elephant Elephant
10|ESTATE ESTATE ESTATE
11|FlexAEAD FlexAEAD FlexAEAD
12|ForkAE ForkAE ForkAE
13|Fountain Fountain Fountain

14|GAGE and InGAGE GAGE and InGAGE GAGE and InGAGE
15|GIFT-COFB GIFT-COFB GIFT-COFB
16|Gimli Gimli Gimli
17|Grain-128AEAD Grain-128AEAD Grain-128AEAD
18|HERN & HERON HERN & HERON HERN & HERON
19[HYENA HyENA HyENA
20|ISAP ISAP ISAP
21|KNOT KNOT KNOT
22|LAEM LAEM LAEM
23| Lilliput-AE Lilliput-AE Lilliput-AE
24|Limdolen Limdolen Limdolen
25|LOTUS-AEAD and LOCUS-AEAD LOTUS-AEAD and LOCUS-AEAD LOTUS-AEAD and LOCUS-AEAD
26| mixFeed mixFeed mixFeed
27|ORANGE ORANGE ORANGE
28| Oribatida Oribatida Oribatida
29| PHOTON-Beetle PHOTON-Beetle PHOTON-Beetle
30|Pyjamask Pyjamask Pyjamask
31|Qameleon Qameleon Qameleon
32|Quartet Quartet Quartet
33|REMUS REMUS REMUS
34|Romulus Romulus Romulus
35|SAEAES SAEAES SAEAES
36|Saturnin Saturnin Saturnin
37|Shamash & Shamashash Shamash & Shamashash Shamash & Shamashash
38|SIMPLE SIMPLE SIMPLE
39|SIV-Rijndael256 SIV-Rijndael256 SIV-Rijndael256
40[SIV-TEM-PHOTON SIV-TEM-PHOTON SIV-TEM-PHOTON
41|SKINNY-AEAD/SKINNY-HASH SKINNY-AEAD/SKINNY-HASH SKINNY-AEAD/SKINNY-HASH
42|SNEIK SNEIK SNEIK
43|SPARKLE (SCHWAEMM and ESCH) SPARKLE (SCHWAEMM and ESCH) SPARKLE (SCHWAEMM and ESCH)
44[SPIX SPIX SPIX
45|SpoC SpoC SpoC
46| Spook Spook Spook
47 |Subterranean 2.0 Subterranean 2.0 Subterranean 2.0
48| SUNDAE-GIFT SUNDAE-GIFT SUNDAE-GIFT
49|Sycon Sycon Sycon
50| Thank Goodness It's Friday (TGIF) Thank Goodness It's Friday (TGIF) Thank Goodness It's Friday (TGIF)
51|TinyJambu TinyJambu TinyJambu
52| Triad Triad Triad
53| TRIFLE TRIFLE TRIFLE
54| WAGE WAGE WAGE
55| Xoodyak Xoodyak Xoodyak
56| Yarara and Coral Yarara and Coral Yarara and Coral
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Cryptography Standardization Process” [4]C/R L 72 BRI HE D & Se 2tk & Z 4 DB S
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7t¥, Round 1 ICBHF 256l /s A 7 — % R1cD T, “Status Report on the First Round
of the NIST Lightweight Cryptography Standardization Process” [5]Z &R LTIz L\,

7%, Round 1 T & 7z fHliEHE I [l Ic B L CEN S W Tw 30T, HEICOWT
WPZIT5, T Round COFHfi#EL L CREE A D 0lX, I nziEs 7Y
RLDREN] LEx 5, BREHEETHB L A2FliT 220 cHlfod 2 BEFToE
ERE (pee ax ) DEEAFEL To T eBbh b, iz, EEcokeME
DEEDP O, ¥4 FF ¥ A NBE~OTRITHL TH L2 L I 2o ThiHiid <

Wiz,
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NIST &GS 2 v <7 4 > 3 ¥ ® Round2 1%, NIST 2* 2019 4F 8 A iC 32 fH D& 7
NI Y X LEFERL, 2021 4 3 HIC Finalist 22K L 72 Z & T Round2 2354 T L7z, 7%
. Round2 IZ B 2 3&FE ICBAT 25l 7 A 7 — & R1TD W Tlid, “Status Report on the
Second Round of the NIST Lightweight Cryptography Standardization Process” [6] % £
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[6]ic 35> C Round2 T & L7z FHEEHE ST T T 2 DT, BEIC O W TRE %
179, @ Round TOFHHiFEHEE, HilED Round 1 & KD FHliBls ©H 2 [HH=#IC
MR B S e iGtR e RaMEEIic O FR] XU [Hf0H 2 78
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DHBEHT N TY RLDA—F 72T BEXEY 7 Y = T7OMWRE) | L5 bDTHY,
Round Z#% 5 Z LI X b FHiliEHEAFE b Sz & v S BfiEZ L7z, 7c 3. Round 1 & A
BRICIEEHT v =Y XLDOF A FF 2 RIS DT FHEEHE L 72> Tz,

[Finalist])

NIST &5 2 v <5 4 ¥ a ~v® Finalist & LT, 2021 4£ 3 HiZ Round2 To 2 %
¥ 2 C ASCON, Elephant, GIFT-COFB, Grain-128AEAD, ISAP, PHOTON-
Beetle, Romulus, SPARKLE, TinyJAMBU, i X' Xoodyak ® 10 2D 7V IY X L%
BIE L7, ¥, HRRO@ Y, Finalist & U CGEE S A7 7 0 3 Y R 20203 2 G
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BEEIC X 2RI T 2FHEA LI L Cwrn 2 L RIREERICE T, &
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55 =K FHMIC X o T, Forgery Attacks, Length-extension Attacks < Distinguishing

Attacks DMEET 2 T A H I T,

> b, ERINZBES I T 2 -0 IR B RE L BRI, FHERRIC X
BRI N o7h, FEDONNICK Z2RZHNRKE (21X, Forgery
Attacks) (ZHEFROFEH L 1Z & N> o7z, NIST OMEH IFFEHEOEHH % F =
v 7 L, TR L BEERII TV 2 20 2R L 72,

[Round 2]

Round 1 & FBRICEH =F I X 2 Rl TbhTws 2 L e refto TRz H

T 2 HHS I HRAM I T3 2k,

HHIDD 2T A 2R%MHT 277V r— avickd sk GO D 2B

BFEZA—Fy=2T7EXCY 77 =7 TOWR) e,

> IEIEatEREL 2 X+ OfEEECEME - X du, BIFED NIST ##4E (Kric
AES-GCM [7] & SHA-2 [8]) X W EL KRS L WD DINEERICEE I LT
Wz,

BIBGETEEE LT, UTFTOHBIIZ O Wi Tw 5,

» Side-Channel Resistance, Nonce-Misuse Security, RUP Security, Impacts of

State Recovery ¥ & Uf Post-Quantum Security
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2016 FEEH 4 F 74 veiiNEIh o 2 RERS T, 7ry 75, A ) — L8
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%, BEHREOFEMITOVTIX 2016 FEH A F 74 v 2SS 2L T2, [HER
mETIC, FEEBERETRERINTE Y, ANERBEARBRINTEL T, ot
IR RENREER D, VY —RDORONARELXFTTEHEZEZONETAVTY X1k
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BESTRE L THETH 2 ) VY —RDRONEREETOMERE & W 5 il CEFMl - #EE X
NTWbZenbnrsd, ALTIC, 2016 fFEH A F 74 v CEEINZBRERS T LY X
L) A+ ERRT, (F 2)

7ay s CLEFIA, LED, Midori, Piccolo. PRESENT, PRINCE, SIMON, SPECK, TWINE

A MY — LS ChaCha20, Enocoro, Grain vl, MICKEY 2.0, Trivium

Ny oo B Keccak, PHOTON, QUARK, SPONGENT

Ay —Ygika—F | SipHash

RRIEE ACORN, Ascon, AES-JAMBU, AES-OTR, CLOC and SILC, Deoxys, Joltik,
Ketje, Minalpher, OCB, PRIMATEs

£ 2 2016 EFEREREENL FI4 Y TATY) X L—8

T/, £ 2TRLE 2016 FERERESHA N 74 vOEEI NS T AT Y XLIT
SWT, NISTIREIES 2 v _F 42 a vV OBREINERBETALTY XL OBEEB IO
EEHEEEIC O WA L 2R 2 BT 2,

31 NISTEERESIVXT (4> a Yy TEEINICEST/LIY XL EDORER
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2016 FEEAA V74 vTT7my JIEFICHHINTVRE 9 D2DES T AT ) XL LD

BACOWTIEIR 3 TRLAZEBY TH S, fiRke LTI, 2016 FEEREWKESHA F 74
VOEEINLE ST ATY XA NIST HEERS a7 4 a vy TEEINLZD DI
eV IR E o T,

EE 2016 FEREBESHA KI5 7ILTYUXL  |NISTEEESI VRT3 & 0BG
CLEFIA
LED
Midori

1

2

3

41Piccolo
5[PRESENT
6

7

8

9

PRINCE
SIMON
SPECK
TWINE

XX XXX X[X]|X]|X

#£ 3 2016 FEBREBREESHNA FI4 vBIUNISTRERKS 2y <~F 4 va v (Fu
v 7 g5

2016 FEAA FI7A VTR ) —LIEFICHEINTHE 52D T AT Y XL LD
HBICOWTIER 4 TRLAELEB Y TH D, fiRE LTk, 2016 FEERES A 7
AV TCEEINZBES T ALY XLEFINISTRERS Y RT4va vy GEEINZDD
(EEARRATIE E P SOl

BE2016EEREBHESHA R4 7ILITUXL  [NISTREESIVRT 4> ar @R
1{ChaCha20 X
2|Enocoro X
3|Grain vl X
4IMICKEY 2.0 X
5|Trivium X

F 4 2016 EEFBRERSHA VPS54 vBIUONISTERERS2v<F4 v a v (R
FY—LBEE)
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2016 FEAA F 74 vTry vaBBICHHINTVwE 40Dy v aT ALY XLL

DHEICOWTIER 5 TRl BYTHD, ML LTt 2016 FEFEES 74 F
TAVCEREINEESTATY XLIENISTRERS a7 4 v a v OEEINSD
DiFEvE I FERE oz,

BE2016EERBHEHA RS54 >T7ALTUZL  |NISTEEESIRT 433> L DEF
1|Keccak X
2|PHOTON X
3|QUARK X
4|1SPONGENT X
£ 5 2016 EFBRBESHA P54 VvBLIUNISTEEES 2V _F4va VHEBE (~y
v = BB

2016 FEAA F 74 v TAy 2 — Vit — FICHIN TR 1 D20 XA v —V#
AEaA—FT7ATY RLLDHBICOWTIIR 6 TRl B THD, fike LTiL,
2016 FEBEERS T4 F 74 v CEEINZES T A TY X403 NIST g5 a v <7
4 a Vv CEEINZDIDEIRVEVIERE RS,

EE|2016FERERSHA FZA > TILITYX L NISTERERESI VT4 3 v & DHER
SipHash X

#£ 6 2016 FEFBEREHNA FS54 vBIUONISTREREaVv_F1vavii (X y

2 — Vi —F)

—

2016 FFEAA F 74 v CRHAE S ICHHINTW 2 11 DOFGEES 7 AT Y XL LD
HBICOWTIER 7TTORLALBY TH D, Mike LT, 2016 FEEREE ST F
AV CEEINEBETATY) XL NISTRERS 2 VT4 v a3 Vv OEEI N
ASCON # X O TinyJAMBU 283%243 2 L WO FER & 7o 72,
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EHE| 2016 FERERSHA FZ AT TY XL NISTRERES IV T 1> 3 v &DEK
1|ACORN X
2|Ascon Roundl, Round?2, Finalist
3|AES-JAMBU Roundl, Round2, Finalist 3% TinyJAMBU
4|AES-OTR X
5|CLOC and SILC X
6|Deoxys X
7|Joltik X
8|Ketje X
9|Minalpher X
10|0OCB X
11|PRIMATEs X
R 7T 2016 FHEBRBESHAFI74 v BXUNISTERES 2 V<74 v a v R (FBEE
E5)

O RZEET BT, NIST BER S a Y <7 4> a v LTAFENRT B ED X
b DE o EIRVIES &, [AEAD (authenticated encryption with associated data) ¥
JUATraviLTony vatkiEz A 2B RS ] L hoTwd, Thid 2016 FE
HAFIFA Y TRNINTOIBRES TS [7my 7055, A M) —alEs, ~yva
B, A v 2 —YREEa — Vb X UREEERE S ] OBl & 72 o T 3 0T Y7 I Mo
LTS EMDErs (v y v 2B & [RREERE S| TH R L IikFFLCwb eExbh
5o XD, 2016 FEHA F 74 v THRAIN T BEREIES e L CTIRARERES O

" NIST g8 a3 Y <_7 1 >3y D Web ¥4 MCUT O XS Lildinid 5 D TR
2elkd,

“NIST has initiated a process to solicit, evaluate, and standardize lightweight cryptographic
algorithms that are suitable for use in constrained environments where the performance of
current NIST cryptographic standards is not acceptable. In August 2018, NIST published a
call for algorithms (test vector generation code) to be considered for lightweight
cryptographic standards with authenticated encryption with associated data (AEAD) and

optional hashing functionalities.”
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Z3H T ASCON & AES-JAMBU* D& & w9 fEHIC 7 o 72,

32. 2016 FEBRERESHA K74 v TEEIN/BEST7IILTY X LDOELE

e

2016 FERENSHA F 74 VvV OEEI AT AT Y X LoEELH)A & LT, NIST #
BifTa v =74 v a VI COBELEIIC O THEZITV, ZORRER 8 L LT
T, b, HAEHEL LTE, £T7 A3 Y X241t LT TNightweight crypto standard |
DF—T—FZBIMLTREZ Y VICXIVRBEZToLMARTHEZ L 2FET BT L,

FOEEEIcE, MREERIo Chapter2 12 354> T“The TinyJAMBU mode is a small variant of
the JAMBU mode which is a third-round candidate of the CAESAR competition.” & L Ti#
NINTVEZDT, A—DTATY XLTIEZRL,

URL: https://csrc.nist.gov/CSRC/media/Projects/lightweight-
cryptography/documents/finalist-round/updated-spec-doc/tinyjambu-spec-final.pdf
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# |7ATVRL% |ZEAER

1 |CLEFIA < 1ISO/IEC 29192-2, Information technology — Security techniques — Lightweight cryptography — Part 2: Block ciphers
- RFC6114 " The 128-Bit Blockcipher CLEFIA"

2 |LED —

3 [Midori -

4 [Piccolo -

5 |PRESENT - 1SO/IEC 29192-2, Information technology — Security techniques — Lightweight cryptography — Part 2: Block ciphers

6 |PRINCE —

7 |SIMON - ISO/IEC 29167-21:2018(en) Information technology — Automatic identification and data capture techniques — Part
21: Crypto suite SIMON security services for air interface communications

8 |SPECK < ISO/IEC 29167-22:2018(en) Information technology — Automatic identification and data capture techniques — Part
22: Crypto suite SPECK security services for air interface communications

9 |[TWINE —

10 |ChaCha20 - RFC7539 "ChaCha20 and Poly1305 for IETF Protocols"

11 |Enocoro - 1SO/IEC 29192-3:2012 Information technology — Security techniques — Lightweight cryptography — Part 3: Stream
ciphers

12 |Grainvl -

13 [MICKEY 2.0 —

14 |Trivium - I1ISO/IEC 29192-3:2012 Information technology — Security techniques — Lightweight cryptography — Part 3: Stream
ciphers

15 |Keccak

16 |PHOTON < 1ISO/IEC 29192-5:2016 Information technology — Security techniques — Lightweight cryptography — Part 5: Hash-
functions

17 |QUARK -

18 [SPONGENT - 1ISO/IEC 29192-5:2016 Information technology — Security techniques — Lightweight cryptography — Part 5: Hash-
functions

19 |SipHash —

20 [ACORN -

21 |Ascon -

22 |AES-JAMBU —

(TinyJambu)

23 |AES-OTR —

24 |CLOCand SILC [—

25 |Deoxys —

26 |Joltik —

27 |Ketje —

28 |Minalpher —

29 |0CB + RFC 7253 "The OCB Authenticated-Encryption Algorithm" (Z Z TDOCBIZOCB3D Z & TH %)

30 [PRIMATEs -

£ 8 2016 EFREREEHNA FS5 4 VECEEINETATY) X4 0ERE(LE)H

#* 8 DIEHELBIHFIEM R AR E 2 5 L, 2016 FEERERS A F 74 v COEE SN
TATY XLCEEELINAZT ALY XL 30EF 9fiTch b 2Diz e A L1 ISO/IEC
THEELI N TV LW 2 eBbhoT, kb, SRIOFHETTIE, 2016 FEBEEES A
AR TAVPEREI YO T AT ) X2k L CERELZ2fT> T30 8 95 Ok
iTho>THEN, ZOTAITY XL X—R & LIzRBEHAOEHE T TRIT> T
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ZXICHEET 5, HlziE, Grainvl Z<_—2 & LT3 Grain 128A 1 ISO/IEC 29167-13
I THEEE LM T T b,

72, HE S8 B X U9 1cH 3 SIMON & SPECK i3, #ERGS /3 & LT ISO/IEC pfif
LR IC R > T s, HEEEH - 7 — 2 % v 7°F v Hfinic B9 2 ok oAl Al pE i &
G R E LTHIRE N TW 3 2 Ly BFEETH B,
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4. zof, BERSREEICEISZ7AY I b

NIST &S a v =7 1 ¥ a v 2016 FEERIES A F 74 vLHhicd, CAESAR
(Competition for Authenticated Encryption: Security, Applicability, and Robustness) [7]
FELICS (Fair Evaluation of Lightweight Cryptographic Systems) [8] & \»H 7w = 7 b 28
FHELTWS, 2T, ENZTROT BT 27 MIZOWT, ¥ X ) iR BRI
HoOnTwop, £/, 78V 7 P LTT AT XLEEEL TV D L) THIL,

G T AT Y XL ONWT HEHEZITH,

4.1. CAESAR

CAESAR 7't ¥ = 7 1 d, @8kl 5 77 RO kGEt 2 RS 5 72 0 O E BRI R i ST & 7 v

— 7 X o Tk ENza vy =T 4 v avThb, b, CAESAR 1L, 2013 4 1 HIchlfE
& N7z Early Symmetric Crypto workshop Ta v 7 1 ¥ a VAFFE I, 201944F 2 i
BASHR— b 7+ VABERIN, FMRZALTAVICOWTEUTOLEY TH 2,
(M 2)

Timeline

« M-20, 2012.07.05-06: DIAC: Directions in Authenticated Ciphers. Stockholm.

« M-7,2013.08.11-13: DIAC 201 3: Directions in Authenticated Ciphers 2013. Chicago.

« MO, 2014.03.15: Deadline for first-round submissions.

« M2, 2014.05.15: Deadline for first-round software.

« M5, 2014.08.23-24: DIAC 2014: Directions in Authenticated Ciphers 2014. Santa Barbara.
« M16, 2015.07.07: Announcement of second-round candidates.

« M17, 2015.08.29: Deadline for second-round tweaks.

« M18, 2015.09.15: Deadline for second-round software.

« M18, 2015.09.28-29: DIAC 2015: Directions in Authenticated Ciphers 2015. Singapore.
« M27, 2016.06.30: Deadline for Verilog/VHDL.

+« M29, 2016.08.15: Announcement of third-round candidates.

« M30, 2016.09.15: Deadline for third-round tweaks.

« M30, 2016.09.26-27: DIAC 2016. Nagoya, Japan.

« M31, 2016.10.15: Deadline for third-round software.

« M40, 2017.07.15: Deadline for third-round Verilog/VHDL.

« M40, 2017.07.15; Deadline for optimized third-round software.

« M48, 2018.03.05: Announcement of finalists.

« M59: 2019.02.20: Announcement of final portfolio.

19



K 2 CAESAR 7uyxz 7 F (B4 L5954 V)

B AER—r 74 )AL LT, 227 =X L BET 7V 7r—vav (VY —RLKC
HHod 28D, 2— 27 —22: BHEET 7V 7 —> a v, 2—27 —23: %Ef#HO
3OTHMEINTVEY, SHOFABCEFTHREEA>TWVWE - T =X 1ILENT,
SH—fEffi & LT ASCON, B fffie LT ACORN 2RIR&hTwz, ([9])

F7-. CAESAR 7' ¥z 7 MiCEB W CHIiFLHEA IR S hTid v vd, AES-GCM
LV LENLAEEZE L, RAOCHER TS N2 2R S 2 BINT 2 2 L 2 HWS L LT
W3, E2 V7T BN 2T COENREEZETLIZLICOVWTH T L —
L7 =27 %FHOCTHETE 2 X9 ftflA"ZEAL T3,

42. FELICS

FELICS (%, fHAIAAMERIATOBRERS 7Y I 74 70V 7 b v =2 TREZNIE»D—
BLCHiT 320Kt INik, 7)—CH—F VYV —RADRVF2—2 7L —LT —
I CH2, ZDT7L—LT =27 F, BV 2 —MEGEICK Y BT L OEHIEE R TN X

¥ “CAESAR (Competition for Authenticated Encryption: Security, Applicability, and

Robustness) will identify a portfolio of authenticated ciphers that (1) offer advantages over AES-
GCM and (2) are suitable for widespread adoption. Cryptographic algorithm designers are invited
to submit proposals of authenticated ciphers to CAESAR. All proposals will be made public for
evaluation.”
URL: https://competitions.cr.yp.to/caesar-call.html

“See  https://bench.cr.yp.to/supercop.html  for  software implementations, and
https://cryptography.gmu.edu/athena/index.php?id=CAESAR_source_codes for ~ VHDL
implementations.”

URL: https://competitions.cr.yp.to/caesar-submissions.html
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s F VA BB ICHAET 22 LB TE, EWICERIELDH 5, 72, INKFHT AT
232D~ 4 2y (8-bitAVR, 16-bit MSP ¥ X (X 32-bit ARM) THEERS & 2 b U — L4
W5 OEREZ T2 2 & TE 3 2 DDEY 2 — L CHEERI LTV 2, gL, %
TR, RAM &, N4 FVa—FH A4 XD 3DLhoTWw3, ZO7L—LT—2%
R EPH LT Y 174 72 FIclHiRT 2 22 BEL TS, £ ek
BRI AAR T vy =T RREDT 7V 7 —v a VORICHET 3 RERIES T3
AL FEIRICHZILDE INTW D,

AP, o7 k0T, BREES EZNFICEHET 3729 L—LT =T
Hb7w, FFEDHESTANT) XL EEET L LI RDDTIRAVEFT R S,
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5. BREES7/LIY XLICEET 2 HMIEIES L M2/ B A ICEBT 2ER

INE CORMBMELE T 2 CREN S 73V X 203 % iHiifE iR 5 X OFEHE(LE)
FHC DWW THBL 2T\, X OBBER 2 E 2R EE 21T

5.1, BERS7I/ILTY X LICET 2 FHEEE

AFTFICB T 2016 FEH L V54 v NISTIRREIREE 2 ~F 433y, CAESAR 7
vy x 2 b FELICS 7x & CHEM S Z iHliCEBTC 217 O BRofi e LT, “elts X
UCEEWETH L LHEEINS,

o RWIETIEXS
> HBEFDEHERN RO T LY XL B EkEHRIL: oo o ic iRt
T3 %
BEF DL % 501 T o T B 2
YA FF v A NBEBICNT ZHEHITDI T 5 2
kR IcBAS 2 & 277
filf D & % BEi ¢ D 1RE
& ETHEH. RAM HEE, ~MFVa—-F3 4 X
V7 2T BEXUON—FY =T CTOHERE
BT 2 EIEEREE CId e { Al — D BB I X OS5~ - U o © D 7 AT A A

vV WV VvV

Y

LRMEICHT2E2TICH 5 [HZEMFHENRDO T A=) X LICBS 2 EHRILZ: &
DIERB IR I N T8 ] 1KoV TiE, NSAIC X W IRE I N RENS TH 5
SIMON & SPECK i1 Bi# 9 % ISO/IEC TOREHEALIEB ORI H 5, Z DHEFICDO T
lZ. "An Account of the ISO/IEC Standardization of the Simon and Speck Block Cipher
Families” [10]iC B W T L B2V CTIE#EL 7' 0 & RBICERPZL I N T 5,
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-\
1%
o

b2, MEMRST7ILITVYXLICET 2FEE/LERA

ZZET216EEHNA F 74 2 NISTRER S YT 4> a v ETEEINZE
BEE7 L) XA L -5, ISO/IEC I B 3 BREREEEOXE Y ) — B X
SRS SR ICEI T AR B E T AT XAICOWVWT, £ I9BXUFE 10 & LMy

bl

# |4 b0

1SO/IEC 29192-1:2012 Information technology — Security techniques — Lightweight cryptography — Part 1: General

I1SO/IEC 29192-2:2019 Information security — Lightweight cryptography — Part 2: Block ciphers

1SO/IEC 29192-3:2012 Information technology — Security techniques — Lightweight cryptography — Part 3: Stream ciphers

1SO/IEC 29192-4:2013 Information technology — Security techniques — Lightweight cryptography — Part 4: Mechanisms using asymmetric techniques

1SO/IEC 29192-4:2013/Amd 1:2016 Information technology — Security techniques — Lightweight cryptography — Part 4: Mechanisms using asymmetric techniques — Amendment 1

1SO/IEC 29192-5:2016 Information technology — Security techniques — Lightweight cryptography — Part 5: Hash-functions

I1SO/IEC 29192-6:2019 Information technology — Lightweight cryptography — Part 6: Message authentication codes (MACs)

ISO/IEC 29192-7:2019 Information security — Lightweight cryptography — Part 7: Broadcast authentication protocols

olo|~|o|a|s|w|[m]—

1SO/IEC 29192-8:2022 Information security — Lightweight cryptography — Part 8: Authenticated encryption

# 9 ISO/IEC it B} 2 RS EE S

# |%ER TILTY XL
1|7oysEBse PRESENT

2| CLEFIA

3] LEA
4|2 MY — LS Enocoro

_5 Trivium
6|y v 2B PHOTON

7| SPONGENT

_8 Lesamnta-LW
9 XA v =TI —F LightMAC

E Tsudik's keymode

H Chaskey-12

12 |FRAEE =S Grain-128A

#£ 10 ISO/IEC 29192 vV —Xic &) 2 BRERKE

23



INECOFEMELIEEZ D L. HEFOREL L T3 2022 4 12 HHE Mk
BeX N T3 NISTEERS 2 ~<F 42 3 v CFinalist &£ L To> T 3IRERS T
Y XL LBEICHRET A TN 2016 FEEH A K54 % CAESAR 7oz 2 b
ISO/IEC 29129 v V) — X DWERE 7 AT ) XL HIKT 2 L, BET LY X L0 G
ARBOTHEIVEBELTCOAWERTHZ AL, CofReLTELLNS
TEELTIE, 2016 EEH A4 K74 v CAESAR 70y =7 F CiEESNAZTATY X
LiE. BIED HHORGEICHE 5 HilT o f 72 R MBEHFEOERICEL ) TA T ) XLHRA
WgbolbolE2bid, TOHEHE LTE, UEEEEINTHATAITY X L%
— AR REFTo ZRERS T LY XL NIST RERS 2 v X7 4 v a v ~offH
NTWBZErLBBEIND EEZLDL, T/, HEHICKR 2 PBRERSBEILNL TV EE
B IC 351 2 IR SERHR O MR LRI S tE 0 b 2 BfFBRIR 72 L ICBI3 25 2 A%, X DA
MEIC72 3 2 & T 2013 YT I N TR E KEC B AR Z e FAEL TV AT
REER D 20TV EEZ D,

RS 7 LT ) XLAZEELL T EHRICE T, BEINTWET AT XLD
HroTWw3E (] : ASCON, Trivium 7z &) 122\ T & FERZE,
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6. £&&

ARG ETIR, BEICEMINT W CAESAR Fu vz 7 F RHETHMEAThI T3
NIST &S 2 v <5 4 & a v, ISO/IEC 29192 ¢ ) — X% X O* CRYPTREC W55 -Hiffi
HA NI 4y (BEES) (O L CRRERS B3 2 FHilifE S X CEEE Ao w
' - et Eh L 72,

ZOfERLE LT, UToZ &L 7=,

o EETATY XL DM
> H7uV 2/ PHFCEFOWOEEINLZRERS TALI) X4 LCHERNARD

DITFEL TR,

S BTOY 2 FTER—F Y P LT ARERSICET 2 EMNE (Fuy
VW5, APV — LGS, AEAD %2 Y) HBRAZHOEEL T30 TiE%
Wk Nn g,

> BRERSICHET IR Tu 27 P BAREA IV TEBINTHEDT, &

W CRESNEZTATY) ZLLEBPRRENE R ERThbR T3,

> BRFHL LT, R—Re 2 FREUR L7256, M8 LhE-> Tw 37
DE—DT VT ) ZALHhE S »HELICS R ZEAHL T3,

o HEHEER O MIA
> waettk

> ROMWEHME 21T S BRIC, TA DY R LDELEEH L HEFHRIIc oW T4k
THRH T 2 B E 135 = F M3 T 2 72> &I S . SR SR 5 4
TN EDHEFILD B

> MERE

> ECE TR AR ZREESLHE Y F VAR TEL T, A FabiksE
fELIC IR E o TV B 2 23S, Mi—WARIE 7L —L 7 — 27
EERHWTEMT 5 2 LAk nz
® VERESHAN 24T 9 BRic i3, AES-GCM % SHA-256 7& &Ji < SR X

NTVBETLITY ZLBRRICE > T Wi
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Tz, KAEEZTVHBLAZC L L LCd, BEBSZEEL w37y PickWw
CGEINAZBEES T ALY XL LCHELTw3 o hnt wifRicko72, &
HETOREBRSOMARLEZHET 20 THNIT,  ZHETHEELINLTH S
ISO/IEC & NIST B¢8HES a v <74 v a Vit |[[—0REEES 712 ) X L BEE
TRETHDLEEZOLNDID, BhbZ T ATV XLLThoT0dmAHEKEN, BIRMAEZE
25 BTOBRKCOREINZHRBES T ALY XL REBEED B #2505 NIST
BRI V_F 4 vavicEEInTuAnER T ey = 7 FEcEasnz7ra

VRALERBLEARZREINTWE T —ZALFEHEL TV S AL BRENE S 2 5,
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