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LETAEME T 5.

Ll

> o

3. 1. 6. Ed25519ph

0A MU EDaTFANEATL, Ny vafiZkiFd D, Bdvards25519 %
fii>72 EdDSA TH 5.

O B4 AR
AT WERk 3247 T v ), AveE—YM (EEOYHA XD T v b
), N0 F T TN, K254 7Ty hoaryTx AN, 77 7F=1
7 Bho
1. h=SHA512(k)
h[o]o = h[0]1 = h[o]z = h[31]7 =0, h[31]6 =1
s = DECI(A[0]|] ... ||h[31])
A =ENCE([s]B) 3247 T v I)
r = DECI (SHAS512(dom2(F, C)||h[32]]]...||A[63] | SHA512(M)) ) mod L
R =ENCE([r]lB) 3247 T v 1)
k = DECI (SHA512(dom2(F, C)||R||A||SHA512(M)) ) mod L
S=@+k+s)modL
o = R||ENCO(S) (64 427 v )
PE DA T1 7 —fEsIE 8 DfFHT, [EMEIC 255 By M5,

© o N 0w

© B4 MGE
AT Bhoe 64 A4 7T v ), ANB#A G247 T v ), AvE—YM (FED
YA RXDAT T NH)) , B/NO0OATT v b, R264 277y hOarT7F AR,
7ZJF =1
) BABGEORE L (B EZITER)
1. R = DECE(c[0]|| ...||o[31])
2. § = DECI(a[32]]| ... ||o[63])
3. A" = DECE(A)
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4. 1.~3. TTa— RFIZKRRLI=%GE SHfssThHL ZEaagTy) , &
P LUTHT.

5. k = DECI (SHA512(dom2(F, C)||R||A||SHA512(M)) ) mod L

6. [8][S]B = [8]R + [8][k]A' 3KV LT 7oA T B ZH L, AV o
LB DA N7 5.

3.1.7. Fd448, Ed448ph dLif/ X7 A — X
Ed448, Ed448ph TIXLA FOIENRT A —Z 24 5.

O p=2"8_222% _1 (edwards448 [7]Dp)

@ b =456

@ c¢=2 (edwards448 [7T]DOMHRF D 2 ZJE &3 25550

@ n =447

® d=-39081 (edwards448 [7]Dd)

® a=1

@ B =(224580040295924300187604334099896036246789641632564134

24612546168695041546740603290902919286935795328257803207514
6446173674602635247710,298819210078481492676017930443930673
43754404015408024209592824137233150618983587600353687865541
8784733982303233503462500531545062832660))
(edwards448 [7] D(X(P),Y(P))
L = 2**% + 13818066809895115352007386748515426880336692474882
178609894547503885 (edwards448 [7]DArER)

3. 1. 8. Ed448, Ed448ph gL

LU O /L3R 13 EdDSA448, EdDSA448ph THETH 5.

O Sk, 228 (F—0MS0NE) | HERE A & ONE
FEH S OME, 255 (F—08OME) |, MRS EOMEIFLLFD 1 2D T

Xy = X1Y2 T X2)1 Ly = Y1Y2 — X1X2
1 +dx1x2y1Y2 1 —dx1x3y1Y,
Z 1% RFC8032 [2] THELREX N AH R )EIE A (projective coordinates) (3.2.1%
M) TREIE #67»:)%AiuT®;o 272 %.
ATT I EST 58P, = (X1, Y1, Z1), 5P, = (X3, Y5, Z5)
H) INREFERDO P, = Py + Py = (X3,Ys3,Z3)
. A=2,-7,

12



2. B=A?

3. C=X,-X,

4. D=Y, Y,

5, E=d-C-D

6. F=B—-E

7. G=B+E

8. H=X;+Y)X,+Y,)
9. X3=A-F-(H-C-D)
10. ;=A-G-(D—-0C)

11. Z3=F-G

@ 2 fEFHEOE#E
FEM RO 2 (FHEITOTHAETZ 20, ANDBFRE—OENE D DEEADIELTH L
LEXEEe T T ALEHE 2L TE D, WEEER (B.2.1 2) THET
HT7NTYXNILLTOL IR,
AT 2 fEET D RP = (X1, Y1, Z4)
77 2 (5 BAERDEP; = Py + Py = (X3,Y3,Z3)
1. B=(X;+Y)?

2. C=X?
3. D=Y?
4. E=C+D
5. H=27?
6. J=E—-2H
7. X3=(B-E)-]
8. Y3=E-(C-D)
9. Zy=E-]
@ dom4(x,y)
A7 0~255 DfEix, KT 255 /34 FDOT—HFy
710 31 R3

1. 3o h5I”SigEd448”||OCTET(x)||OCTET(OLEN()) ||y % i /19" % .
”SigEd448” 1% ASCIT LA (8 /XA R) L9 5.

@ HEAERL

AT 7L
T i Sk, NBHEEA
1. k=ML RR T ELT—EDETHTT vk

13



h = SHAKE256(k,114) (114 27 7 v })

h[0], = h[0], =0, h[55], =1, h[56] =0

s = DECI(h[O0]|| ... ||h[56]) mod L

A =ENCE([s]B) B2A 7T v I)

DA T1 7 —fisiT 4 OfEET, EREIC448 By e 5.

Ol W

3. 1.9. Ed448

0N LD THFARNEATIL, Ny V2 fBE2REFF LA, Edwards448 %
fifi 7 EADSA Th 5.

O FBAAERK
ANT) Wk 574277 v ), AvkE—=UYM [ EEOYA XDA 7T v b
5I) . BANOAI Ty b, K255 4Ty hOAYTFRANC, TTIF=0 (B
fif)
H

Iy
Q

h = SHAKE256(k,114) (114 42 7 v 1)

h[0], = h[0], = 0, h[55], =1, h[56] =0

s = DECI(h[O0]|| ... ||h[56]) mod L

A =ENCE([s]B) BT A7 T v 1)

r = DECI(SHAKE256(dom4(F, C)||h[57]|]...||R[113]||M, 114)) mod L
R =ENCE([r]B) (57T A7 7 > })

k = DECI(SHAKE256(dom4(F, C)||R||A||M,114)) mod L
S=@+k+s)modL

o = R||ENCO(S) (114 4277 v )

MWAED AT 7 —flsiT 4 DFRFET, EREIC 448 By b RS,

© 0 N e oo N = D

© B4 WRGE
A1 BHe MAF Ty ), AB#EA G147 7> ), AyE—YM (LE
DY ARXOATT v M), J|/IN0AF T T v b, mRK2BEAI7T Y hOaATHFA b
C, 79 7F=0 (BEEMHE)
)« BABGEORL (B EZITES)
1. R = DECE(c[0]]] ...||o[56])
2. S =DECI(a[57]]] ...||o[113])
3. A’ = DECE(4)
4. 1.~3. TTa—RZKHRLESES (0<S<LO#@s chrZ a5
te) , EMAH I LTHKT.
5. k = DECI(SHAKE256(dom4(F, C)||R]|A||M, 114)) mod L

14



6.

3. 1. 10.

[4][S]B = [4]R + [4][k]A' DSER D SET= 20 WGSBS 2 L, kY sio
GElTEMEHITS.

Ed448ph

ONRA FUEODZTFHRRANEASNL, Ny 2 fBx2 1%, Edwards448 % {# -
7- EdDSA Th 5.

© ZF4AR
ANT) Wk 574277 v ), AvkE—=UYM EEOYA XDA 7T v b
5, BNOAZ Ty b, BK255 42Ty hOaLTFRA N, 7T/F=1
) o

1.

© © N o

© EA4MH

O W

h = SHAKE256(k,114) (114 4277 > )

h[0], = h[0]; = 0, h[55], =1, h[56] =0

s = DECI(h[O0]|| ... ||h[56]) mod L

A =ENCE([s]B) BT A7 T v 1)

r=

DECI(SHAKE256(dom4(F, C)||h[57]|| ... [|R[113]||SHAKE256(M,64),114))
mod L

R =ENCE([r]B) (57T 4277 > })

k = DECI(SHAKE256(dom4(F, C)||R||A||[SHAKE256(M,64),114)) mod L

S=@+k+s)modL

o = R||ENCO(S) (114 4277 v )

MWD AT 7 —flsiT 4 DT, EMEIC448 By hERD.

Ak

AN Bho W44 7T v ), AB#EA GT4H7T v ), Avv—YM (EE
DY A ZADAT T v W), /h0A 7T b, K264 7Ty hDarTFA b
C, 777F=1

77 BARGEORER (B EITED)

1.

> o

R = DECE(c[0]]] ... ||o[56])

2. S = DECI(a[57]|| ...||o[113])
3.
4

A" = DECE(4)

1.~3. CTTFa—RNIZRMLIESGE (0<SS<LOEHNATHLZ L 25
te) , EBUWAH L TKT.

k = DECI(SHAKE256(dom4(F, C)||R||A]|SHAKE256(M,64),114)) mod L
[4][S]B = [4]R + [4][k]A' SRR D SLT- I A 3 s &2 L, Rl Y 325

LadaEMe T,

15



3. 2. FEEEDMEFN

EdDSA 7 TV X LFEEBE L TR % 925 L CoRIEGIEE B aE R IHH
IZOWTHRERLT 5.

3.2. 1. Edwards mifR DR

Edwards o B 2 S0 i O BLS C 5 .
o DURE 2 RSO e
ROME

X1Y2 t X2Y1  Y1Y2 — AX1X;
Cay)+ (e y2) = (1 +dxyxy1y, 1 - dx1x2y1y2> W
TIEFE— O R O ME 2 R T, ol L CHEBARETH D, Bz,
ECDSA TX < b 5t TR —DEDOBE, F—0E 2 OHE L 2 [EEH
DFEAPMLETHD.

EEAER T, B BIIKIE LT DI EET 5 &, Side Channel 1E#HD
AT E - T, BOWBNTONTZD, BOWBEN TN ZHERI L, s3I0
Kt & p o T2 RVEE O A HEI9 2 Side Channel Attack (SCA) #4795 Z &8
TX5%.

LY 7e UTCHLE 24T 9 2 E XN TE UL, Side Channel ffIZFAE DIE#HIC K
S &R D72, SCA~DXELERD.

2B, BABRFEAEE CIIMETE S A LE L7\, SCA TR 2% RIIAE
ThHY, 2fEEHEROT L) XA TEBENATRETH 5.

o MERRIE S A JERE(0,1) TEMAE A HE
[ SN EEAE(0,1) T D Z &2 L 0 (1) THEERRE fL & BRI T, Ay
R U CHEAAGEE 72D, Bz, ECDSA T b s CidmE o4 ~LT
RO R £ 713 7 DR S OYA, M LW CHERE S TRNANT R
ZHNOT D, WO RIEBLETHD.

INHD2ODRHENSRDZENEZD.
o HONE, 2MHEENTXTOREHNRL, XQ) THEFEE
FHE XD LA~ THIRLBHIAMLERN 72 23D, AEIC & & O LRI
R—EOHEBENETHAET L L) RFENFARETH Y, B LT SCAIZxf
LCMEERF>CTWBH EEZ5H.
T, X1 OO TRENEHRILTEZ L7120, BATIVEZEBHTLHILITH
HET 5.

R DM ) & BRI BB OSBRI B . ALEERER, OPU 0
RS, B, W, T, MY
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£, BERZEUIGERT S Z L TREEAARETH .

PEoRS 5 R
Ed25519 TIFHEHR L 72 552 AT ke [15] TRIRT 5 Z & 23 RFC8032 [2] THELE
SNTWD. G )RZOMEER Tlx =2,y =, xy = 2L LIz &0
X,Y,Z,T)TREIND. ZORIUZEY, MEOX()H) 5 RIELTTORHE I
Z, WEEa 2 FNOFWEEY TTOFHEN R 25 ETUTO L It 2%
ODFFHET LI EHLTE 5.
X1, 11,20, Ty) + (X3,Y2,Z5,T>)
= ((X1Y2 + X2Y1)(Z1Z, — ATy Ty), (MY, + X1 X5)(Z1Z, + AT Ty), (Z1Z,
+dT,T,)(Z1Zy — dTiTy), (X1Y; + X, V) (Y2 + X1 X5))
JERRST R A ClrIMERIE S (0,1)1%, ZEIEErDEEDILE LT(0,Z,Z,0)
b,
S5 AR
£d448 TIXHHIERE R [4] THE TS Z LA RFC8032 [2] THELE S T 5.
@%@ﬁﬁ:@@%%fﬁx=§y=?ﬂja&@mxnmfﬁﬁéhé.:
OFRBUZL Y, MEOX(D)NORIEV STOHAENEZ, L2 X N OEWFEE
WILDOFEN R 725 Z L TUTO L IR 22D L LFHET 2 L &k
TZE5.
(X1,Y1,Z1) + (X3, Y3, Z3)
= ((X1Y221Z, + X;Y12,2,) (212,212, — dX1 X,Y1Y,), (V1 Y,Z, 2,
— X1X3212,) (21222125 + dX1 X, Y1Y3), (Z12,21Z, + dX1 X, Y1Y,)(Z4 2,
—dX, X,11Y3))
B A A CIR IR S (0, DI, ZEIEE e D(EEDOTE LT00,2,2) 7
5.

3.2.2. EdDSA D45
EdDSA DR % SE4Em OB T 5.

HELE R T A —Z 3 [EHE

RFC8032 [2] TIF/XT A —FITHKAF L2 WAL EdDSA IZ- DWW T bt &4
TWAH, Ed25519 & Ed448 A L7 FED /N7 A — & Z i U 7o Sk 2 HESE
LTW5., ZHUCTE 0 FIR, B IOy a7 03U XAEREEL S
N, FETIIHEATLIATVEEZHOLOFET L ENAREL 2> TN 5.
THICEVEIC AT ZERT DMLENRLS, SO0 UDLERBETEED AT
VEMRLTRE, TOAEY LTI _XTUHEZT LI ENAETHD.

EdDSA D#E%R#E T % Daniel J. Bernstein NARALTWSH YU 77 Lo x4k
DELARRBIEL crypto_sign (X 4) ZBNIZZEIT D &, unsigned char DOELF]
(XA M) ZHpk, az, nonce BEL W hram & L CHEIEDERZ TAHX v 7
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TEIRICHERR LD, F72, sc25519 MR (X 1) D% sck, scs BELW
scsk, ge25519 fEER (X 3) DAEE ger, Z Z TIHEH L TUWRUWS fe25519
s (X 2) bEEETHY, AZ v 7 EICHEELTWD.
DL RAZ v 7 FORBERD AT VHERIL, =23 A VRGBT
FEIND. A NVTERINDMBITIAS v I RA X2 EEENSA FED
DGO E TR DT DEm bR ARFTE 5.

25
26
27
28
29

25
26
27
28
29

typedef struct

{

crypto_uint32 v[32];
¥
sc25519;

1 sc25519 #EE (A

typedef struct

{
crypto_uint32 v[32];

}
fe25519;

X 2 fe25519 H&TEM

15 typedef struct

16 {

17 fe25519 x;
18 fe25519 vy;
19 fe25519 z;
20 fe25519 t;

21 } ge25519;
X 3 ge25519 &

18



2 #include "crypto_sign.h"

3 #include "crypto_hash_sha512.h"

4 #include "ge25519.h"

5

6 int crypto_sign(

7 unsigned char *sm,unsigned long long *smlen,
8 const unsigned char *m,unsigned long long mlen,
9 const unsigned char *sk
10 )
11 {
12 unsigned char pk[32];
13 unsigned char az[64];
14 unsigned char nonce[64];
15 unsigned char hram[64];
16 sc25519 sck, scs, scsk;
17 ge25519 ger;
18
19 memmove (pk,sk + 32,32);
20 /* pk: 32-byte public key A */
21
22 crypto_hash_sha512(az,sk,32);
23 az[0] &= 248;
24 az[31] &= 127;
25 az[31] |= 64;
26 /* az: 32-byte scalar a, 32-byte randomizer z */
27
28 *smlen = mlen + 64;
29 memmove (sm + 64,m,mlen);

X 4 BLARRBEE crypto_sign (sign.c)

TFIED I NT T Y XL

AN Lo THIETHZ RN TILTY) XL >TEY, £7-, OIS
Edwards gt EOBE, REOHEEE S FIEORNFEELTHZ L NAETH
L. ZHUCEVFTEOAFEVIZKH LT EZZ20noEEXHI 50 2 TEZx20
OBRT D0 BDANCLOTHEE/LTED.
CHNETEH/BRTHAEI T FLRAOFHEAZANEIC L O PEENTES Z
Lz, Ewidfl, BEOSCA ~DMHEIZ 72 5.

BLECA AR S A R RE D T O

EdDSA TIEELE 28R COMER LT\ 5D. Z OFELIIW BRI EEE 25
H2%70, BEMICEETOLINENRDD. — 5T, BALER, BLMGLETIE
BLE AR Lsvy., — RIS, BRI Z 2R ELBUT AR DR 7 o & LTl
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Ba A RV, EdDSA TIXFA AL, FBAMGEEE R TITV, S Z 6
THTATY XN TEBILEST D LN TE 5,

3.2.3. RFC8032 IZFC# S LTV D HEE A

RFC8032 [211233 T, Security Considerations & L CZEMEDELEDH N D
DEELFLOFBEREZEZTON TS, FEFIZISETRIHBIZOWT, 2EEFRE
L CULFIc3E 2 7R d.

@ Edwards #i#R_EO S OMEIL SCAIZTHENR & 5728, GF(p) DIEA TIEF v+ U —DI5
WS IR AE LTl 2 LTUE AR B, AT —ETIEAA TV EE - T 1
'y N EOMBE L, SCATHYED & DA ERAZITH LHMTH S.

@ BEEOEL ZRRHGET 2 mB b FEOTITE, SEPLERLDONHDS.

@ FubalPNEELLEEREZaA L TXFANMUMERATLIZE. A vE—JIKIEL
T2ar T A MIMEHTLHIRETRL, RPICE-Tar Ty A MNEEZHRE
TIE7Ze .

@ Ed25519ph & Ed448ph 13/~ o = B ORI \TIKFET D72, BEAF APL (55—
ZNNE) L OBHNEEZZE L THEHT & TIIZRV. Ed25519 1L E D@\
MBI, 128 By b OREMTHo 05581 Ed25519 &, TSN OGA T
Ed448 Z#HELET 5.

® Ed25519, Ed25519ctx, 3L TNEd25519ph (Z[F U7 2 Tx 5. Ed448 B L
N Ed448ph 4 [AlE.

©® D7 &b 2 BOBERLERT-D, —BEIZKEOT —XIZELT DI LT
H. —REBED/Ny 77 DHhENE AT Init/Update/Finalize f % —7 = — X %&Af
FILC Ed25519/Ed448 4 &2 R T& % X 912, Ed25519/Ed448 DFE4 L kHERE
EES D LITEIDR.

D BAWKEOSXTa Ty y 7 2515 2 L IXLZEMOE TUHETIZRWD, —Ho

T =g CIEEMEREL ETEDR W RSB E LS R ZT 2R
5.
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3.2. 4. SCA x5k

3.2.1 BX3.2.2 TR L= XK 91T EdDSA 1X SCA ~Diittkx & 77 /LT U X LT
HHM, 3.2.30OTHE/LIEDIT, SCATMEEZ FiF5 L5 RFELELARETHD 2
CICERT D, B, BAMGECTO AN 7 —FI3MEICT HREERPMMEL 20D T
BV REEBEIIARAETHD.

o FfFEOMA

vy b 1 OGE T T FOEEriZxERAT DB EE 2 5.

FHIZEVRAT D LW nED DAL % CPU iy @ 155 T Conditional Move,
CMOV &Y, HAOMENHESNTWD. TR 77 SFECHIBGEENFIF TE 53
BITFHLTL IWR, CEFREXC Java HECZ O A ZET 25813 FEENMLE L 7
5.

HA 72 FEEE1X

‘ if b = 1 then r = x endif ‘
Thoh, RALBEOFEDZDY A RF ¥ RUEHRIZE > TE Y b OERTRID AT
MRS D, ZO XD 72wl T B0, UTO XD RiEEEITH.

M = bbb...bbb

rzr@(M/\(xGBr))

ZZTMiFxERICE Yy MO By FIITEE Yy MIbE L, @lEEy T & Okt
BURRERR, AlZE Y P E OB LT 5.

b = 0D¥AIEIM = 000..000L 72V, MA(x @ 1r)$000..000L 25720, r=r®
000...00023 T4, FERICRAZITORVD LFEILTHD.

b=1D%EIIM = 111111720, MA@ DO NDIFZxPDr&2d7-0, r=r@OxDr
PIThh, EROIr=xtRALTHS.

ELLDOLAEBLOMEIZE HTHR UHEREZIT> TV D RICHERT .

Ed25519 Y 77 L2 ZAa— RTiL (K 5) OX 5 RFEENMEDLONL TN,

131 \EOid fe25519_cmov (fe25519 *r, const fe25519 *x, unsigned char b) .
132 |{+

133 | int i;¢

134 | crypto_uint32 mask = b,

135 | mask = -mask;

136 , for (i=0;i<32;i++) r->v[i] "= mask & (x->v[i] "~ r—>v[i]):v
137 |}

M5 V77 Ly Ra— RiZEIT5EEMERADH

TR EROEKXE 32 By RO crypto_uint32 BEALTITo TV A,

mask O 5 KE&IEL, b A 1 OEFEIE mask=1—-1=111---111 %, b 0 DFEIX
mask=0—000---000 Z{ERL L T\ 5.

Ed25519 DY 7 7 Lo XA a— RTILZ D fe25519_cmov Z{#Vy, AW T —fEHIC X &7
W—TEDOMBRECHAGIRMEZ WAL T —(FE2FEB LT 5.
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o WOD2EH
RONFR =R+ QEATHHAIL, YL ThbmillcL L)L

| if R = Q then R = 2R else R = R + Q endif

ETDHE, MEL2HEEOEDY A RF ¥ FXNUEHRICEY, R=QL2oTo A I
TRHERI LG L 720, FOXAI LT hE Ly MIAD T —ENHER S5 mTEepEmn
»5A.

Edwards HIFROIME & 2 (FH 2 R CXTHAE CE 282150 L, oz
HAITOIE > BN L.

3.2.5. EWA vbe—I2k+ AR

3.2.3 OB LVOTER ST L H 1T, RAC8032 [21IXE KR A v & — VWi
Ay =T oBEAZHR L TROT, 20L& 5 REFALZFHEICT S IUF
(Init, Update, Finalize) A v Z —7 = —AHLHAELEL TR U0.

— 5T, BEONY Y 2 BELBELTADY RAD L I REEDEL T, TUF A >
H—T 2 —APEHAINTEY EdDSA ZHHT D 1ChlcoTA X —T = —ADHH
PSSR Z ERd 5.

RSN TRV, HLETHAEBREZ RSO SHEE LT, Ed25519ph %
BN TUF A 4 —7 = — A Z BN T 5.

(D Ed25519ph B4 1%

<Init> SHAS12(M)D =T F A hetxlZkF LT Init 217 9.
<Update> ctxlZXf LT, A v E&—YMTUpdate 1T 9.

<Finalize> ctx{Zxf LC Finalize Z{T\, tHHZ A vtE— & LT, M
k, 2>7F% AN, 77 27F =1%MTEd25519ctx DEXAEMZTT S .

@ Ed25519ph B4 faEr

<Init> SHA512(M)D =7 ¥ A hetxlZxf LC Init 47 9.

<Update> ctx|ZXt LT, Avt&—MTUpdate Z1T79.

<Finalize> ctx|Z%f L C Finalize 217\, I HZ A vk —T L LT, 4o,
NEASEA, 2T F A RC, 7T JF =1%2 M T Ed25519ctx DB MRFEZAT 9.

3. 2. 6. INT A=A nDER

(81D p. 3 DIHTFEIZI T [RFC8032 DFRIRICHE - 7= M3 = niZZEMEDB AN G H Y
272N, | EDOFRFENRSH D, RFC8032 [2]DPLHIYZ2 T /L3 U X ARG Tl Z O fEm
D OFIRNFE R ST,
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7272 L, Ed25519 2 BAKHg 72 7 L2 R ADIRT A —X OB NTIE
Ed25519, Ed25519ctx, Ed25519ph CTldn = 254 & iEF% S 41, Ed448, Ed448ph Tldn =
447 L EFRSNTEY, ZHHDEMEN TV T Y XADRER & BFEICFEE L Tuhiud
MIED & % FHE L 1T 72 B 720,

3. 3. Ed25519 FEEDfE

EdDSA D& %4 T % Daniel J. Bernstein ICLk > TV 77 L ZAEENAB SN
HQAY T

7w 77 A% SUPERCOP [16] D—#8E L CABI SN TS, °
JL—hF 4 L7 b UG R T supercop—20210604/crypto_sign/ed25519 OF 4 L 7 K
VT — ARSI TN D.

DY T LU AEBIITA DR HY, LLFD LX) RS EE-> T\ 5.

ref iit. PEREL U L BMIMEEZEE L CC STk STV 5.
WHAMEEZE L TTF—XIZ32y hLIUREZEFERHL TS,
RS HHi 72 7= 0 EdDSA DT LT Y X AE BT A 2 LRI/ TU

5.

BB RERE R A D SN, 1FIF REC8032 [2] & RFCT748 [7T1DT7 TV X A
DEETHAS.

ref10 hit. python THEHE L72FATEHHEMEZMHE VY, ref itL D mE#EIZ72 > T
5.

CEFZETHHINTWVADN, Bernstein IZ L - THZE X7~ ghasm (@ DOFE
WS CPU Z kb a7 77 V—A%EKTHY—L) I2Lk- T
CPUICE L SN T B 7T a— R EA TN,

amd64-51-30k hit. 51 By b _R—Z2ADZEREL A\, 30kb OFHFIFHAME %
fifi 5.

refl0 fiZ S HIZEHEIL LR, CFil, dhasmiC L A7 7 T 57 CHE
EhTwnb.

amd64-64-24k fil. 64 B v b _X— R DZ(EREEE A, 24kb OFHATEHEE %
5. refl0 iliZE S HIZEH(L L=, CEEE, qhasmIC LA T T SEET
IR TW5.

" https://ed25519. cr. yp. to/software. html
> https://bench. cr. yp. to/supercop/supercop—20210604. tar. xz
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ZIZTHE, T XAORHERESE LT ref SRUIZOWTEAT 5. ref LD
T ANMAERIZE 6 DX H Il TNA.

v ed25519

> amdé4-51-30k

> amd6é4-64-24k

v ref

C apih

C fe25519.c

C fe25519.h

ge25519_base.data

C ge25519.c

C ge25519.h
goal-constbranch
goal-constindex
implementors
keypair.c
open.c
sc25519.c
sc25519.h
sign.c

> ref10

6 V77 Lo REE ref [R7 7 A VAR

0O O 0O 0O 0

B —AT 7 ANMILUTFDO LI RNE E > TS,

fe25519. ¢ GF(p) FOAIRMAKEE 2175 . RBEITHAEE. 225 = 19 mod p,
2%6 =38mod pZiEM LT 5. ARMEDOIL (255 £ b) FHa2RELT
510 By MZE L=, EAZ(510 — 256 = 254) B ME2250D 5%k & r7pt
5. ZhE2%6=38modplc LV, 38 DfFkks LT AL 256 By MIINE T
5. T 38 D AT DB times38 & L TERESN TS, ARRIK
DOIEIE8 By hZT L2 uint32 THRETHH, uint32 @32 By D H 5 EAff
24 ¥y MIFHERTOMEEBNT D700y 77 Lo TS, HEOKRT
T8 By FNEBATME, B TEEOTUHEIND. pll XDFIAE L IEE
DI NATHTIT, W OPDFHEE LEDOBICE LD TRIAR LT

(lazy reduction)

ge25519_base. data “X—RAIRA > FBO-OOFERFHEIE. 0, B, 2B, 3B,
4B, 0, 28+ 1B, (28 +2)B, (28 +3)B, (28 +4)B, 0, - Z¥&HA.

ge25519. ¢ FEM MR LS OREE. 18 3 OFF 54+ Window 2.
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keypair.c ZA\BAE & B FEOFERT DARK.
open.c EH4MEFE.

sc25519. ¢ HIRAHEFE LIS O 25 BREEIEA. 2EEERIT 32 vy MERK
(DHIB8E Y hOAFEH) X 32 fHDEH.

sign.c BAARK.

kv 7LV ORI
crypto_sign_keypair #E~T ARk,
crypto_sign B4 ARK.

crypto_sign_open B4 FRGIE.

3. 4. Ed448 D ARE

Curved48 MEZLRH T H Mike Hamburg I L > TV 7 7 L o ZAFEENAH I T
%. (SourceForge. net: Ed448-Goldilocks®)
T 7T MILTD Gt YARY MU TAASHTVS.
git://git. code. sf. net/p/ed448goldilocks/code ed448goldilocks—code

D7 uYxs FTIE, BV RIFIZ Python THAXE XA build/src/GENERATED I C &
Fh Y — A BT AT 7 o TNV D,

I TIREREZ D C FEEY — AoV iR T 5.

RSN CEREY — AR 7T DL 9D 7efEkic 7z > T D,

® http://ed448goldilocks. sourceforge. net/
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Vo
v curve25519
C decafc
C eddsac
C elligator.c
C scalarc
v decaf
G+ crypto.hxx
v ed448goldilocks
C decafc
C eddsac
C elligator.c
C scalarc
v pd48
C f_field.h
C f_generic.c
v p25519
C f field.h

C f_generic.c

TEREINTZCERY—RAT7 74 VB

HEY—=AT 7 ANMILUTOL I BRANE L5 TN D,
e curve25519 7 ¢ L7 MUELT Ed25519 54k
» decaf.c MM EOSOBEEE. “Decaf: Eliminating cofactors
through point compression” "Crr X315 EE biisE % 4L,
> eddsa.c Ed25519 D J%E.
» elligator.c  “Elligator: Elliptic—curve points indistinguishable
from uniform random strings” ®C/R &5 LD ELE
> scalar.c AN T —EOSZEEEEHEEA.
o decaf T4 L7 FUBLF CHA LV HTz—ANyH
e ed448goldilocks 7 4 L7 N UELT Ed448 F2ik
» decaf.c FEHHHR EOSOREEE. “Decaf: Eliminating cofactors
through point compression” " Crx I A5 il b Hiis 2 524k,
> eddsa.c Ed448 dEEdE,
» elligator.c  “Elligator: Elliptic—curve points indistinguishable
from uniform random strings” ® Trx X415 Hiikm 3Lk

" https://www. shiftleft. org/papers/decaf/decaf. pdf
8 https://elligator. cr. yp. to/elligator—20130828. pdf
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> scalar.c AN T —HOSL(EEEEEEE.
p448 5 4 L7 N UELT  Ed448 DGF(p) LA R4
> f_field h AREAHEDO~Y X7 7 AL,
» f_generic.c ARAREFE DI
p25519 7 1 L7 R UELTF Ed25519 DGF(p) E DA R4
> f_field h AREKHEDO~>Y X7 7 AL,
» f_generic.c ARAREFE DI

ko Z LV ORELE, UTIORTEY TH 5.

decaf_ed448_derive_public_key (FAEEEHENDABISEZ AT 5)
decaf_ed448_sign (Ed448 DEA AR DI, R HE L ABRSENBIE1 4
decaf_ed448_sign_prehash (Ed448ph D4 A RO ELE FhEEgE L ABHSEN BT
#0)

decaf_ed448 keypair_sign (Ed448 ODFEL AR DELE, T 23540
decaf_ed448_keypair_sign_prehash (Ed448ph DEZ A RO ZELE AT 235
#0)

decaf_ed448 verify (Ed448 D E-L MaED FELE)

decaf_ed448_verify_prehash (Ed448ph &4 fuaE D F4k)
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4. EADSA OREVE(LE)A]<> 0SS 12 B3 5 £ R
Al

EdDSA D7 /v TV X A 2011 T Sz, ITFEEEESEATHDE T LT Y X
LTHDT2, EdDSA DT V=Y X LAFEE S AT AEHER EdDSA Z I3 2 1E B2 D
W TR 2 &% 2 & T, EdDSA OEHEvEI G O A G 2R 5 = &
IZORNRDHEBEZ LS.

7272 L, EdDSA 2MEAE(L ATV D 72 XSS TR S5 72 D OARPLUT 1T
EEZ DI, 0SS 72 EEREED VAT LAY — B A ECRIAARRIC T D ERE N EAS
TOFRHIZONWTRKRELFETHEBLAONS. D72, 0SS TEIEZNLTNSH)
EIMEWVIBLEN, IKKFIHEN TV AN EHETL7-OICHER THDLEEZD.

AFHETIE, "R =T/ —Aa— RFOFENTERVWEHY 7 b =T Y
IZDOWTIE, EdDSA Z#5EEE L TV A 0Ol 2 325 2 ERREETH D EE X L0,
KRHENEN ORI H L & LTz,

INHDOZ EEREZT, EDSA T Y XA L TIEEE I N TV DENE H »n
DOPFERERAZ 4 1EICE LD, &I, 4.1 Hichit S - EEEEEE2 B IR 2T
THEEARRICB O TERHSN TV A OB/ R LY 4. 28ICE LD D, Fio, /-
ARSI L, Y —2a— ROFENAIEEZR 0SS (M S 2K - 72 F2EE O AFE R %
4.312F &, EdDSA DFEEEITxF U TR S 40T D WEgg i DUV TR R % 4. 4 Hi
A= Sy

4. 1. EADSA (29 DI E LB AR &

ARG T 5 EdDSA IZBE T DR LB 2 A 3 5. ¥ kB 2FiE 57
DICHENFILEBE LT, A F =2y b ETARIITW DRI L TR
YUVERWT, UTFIORTMWEEE BBEORBEX—T— ROMAEDEEMEH LT
MBEL, SMBEEROTA N2 7 i ds2 8L L.

(A) “EdDSA”, 7255197, “448”

(B) “specification” “standard”

AT L7 #iPH TIEER 1 0 304 L.
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7z 1 EdDSA |ZB8§ A E#E LB MR

THE | FEITHARR e IV 4 W 1T H
1 IETF RFC8032 “Edwards— TATENVELTATH [2017TH 1 H
Curve Digital Signa— | % Edwards—curve Digital
ture Algorithm Signature Algorithm
(EdDSA)” ° (EdDSA) Z @t B9 % R = A
Vb RS S
edwards25519, edwards448
HifR R nTET v T
VXL, Yo7 gEER L
T A M7 Uit L
TW5.
2 NIST FIPS Pub 186-5 T4V ENELEERKRT | 2019 4 10 H
(Draft) “Digital D DOIZHH R T v =
Signature Standard U XLBEEET DR
(DSS)” 1° Yk,
RFC8032 Z& M L T 5
73, Ed25519ctx [ THE &
9, Ed25519, Ed448,
Ed25519ph, Ed448ph 7341
EINTND.
3 NIST SP800-186 (Draft) KEBUF CTOFMTHELE | 2019 4F 10 H
“Recommendations SNH MR ERESTS.
for Discrete Loga— FIKE 2 DPERIE Ed
rithm—Based Cryptog— | Weierstrass BifRIs X
raphy: Elliptic W, Zh*¥, side—channel
Curve Domain Parame— | [fittEds KO8, FEHEDH A
ters” U {b& FiETHH L
Montgomery Hifig & Z DX
BRAZHETH. FL
W EB#RIZ, IETF @ CFRG
THESN-fhifR &M AE
EHFRETH 5.

P R EORIED b G SN TV B, ERNEIZ OV TOFERIE /0.
" https://csrc. nist. gov/publications/detail/fips/186/5/draft
5 https://csre. nist. gov/publications/detail/sp/800-186/draft
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EdDSA D7 /L T Y XA EAEREHAR L L THUE LTV 2D DX RFC8032 DA &\ 9 it IR
Lipoiz. E7z, Draft lUCTIL® 5728, NIST @ FIPS Pub 186-5 (Draft) [12],
SP800-186 (Z & RFC8032 [2] L tHAEM FJEEZR T /L= U X . (Ed25519, Ed448,
Ed25519ph, Ed448ph) ASFL# 3L Tz, 7235, Ed25519ctx ITHE STV &
IR & Ao TN,

HiLE, Draft T 5 FIPS Pub 186-5 (Draft) [12]33 TN SP800-186 {22\ T, 1ER
RELLTARENDEDNE I DOFERIZONT, SEFHE L -FKECTIIRAET S Z
Ll TER) o7, Lo, 202041 A 29 BHIZHKi DY) 54172 Public comment Tl
Draft IROFLIABDOREY Z5H9 2 a3 A > IR E0 - 7223, RFC8032 [2] & D A % £/
DD A bR, RFC8032 [2] & D HHatE# R H-oD, WL E®mD LD A
FarvE@iea A MY, TTICREC8032 2] Z T AN LN TWAIRIL A2 EE
Lzt Ebnsaxr bbdhotz. b Z &35, EdDSA 13TV V3K, NIST 2k -
THERENTET LI ZNIEENDLEEZD.

4, 2. FEWEMEEIZ RIS D EADSA (B9 A £k

EdDSA DIEHE( BN E] DRRG 2R T 572, 4.1 THHEN7ZY R MZH D EdDSA

TNT Y X NZEET HEEEER A ST 2 BT EdDSA 23 & D KL 9 7o (LR
(Draft H&Te) THHASNTWENE I ERETSH. BRI, 4.1 TS
TCVARD RF 2 X MaZRT BRI ED LY R b DR H L% LT D
Lo L.

HEDFLEBELT, A F—F v b ETABRESN TWDIERIZH L THRET
CUTUTDOWEREE B)REOMBEF—TU— ROMAEDLEEHEH L THRRL, ESHE
ROV A MROZFDY) I el Lz,

(A) "RFC8032”, ”“FIP186-5", ”“SP800-186"

(B) "specification”, ”standard”

£77, 4.1 OFAEPICRER LB HRIC OV T RFC8032, FIP180-5, SP800-186 &%
L TWAEELFERICE DT,

& 51z, IETF #E=HE(L S L TH D RFC8032 (DWW T, Data Tracker &9
P — B A % T RFC8032 & &M L TV 5 RFC X° Internet Draft (I-D) & —'& %
HL7z. ©

tegstgr e LCORM, filé LTHEITTWAETO L DI LT,

T LR ER 2 17T

2 https://datatracker. ietf. org/doc/rfc8032/referencedby/
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# 2 EAEMAARIZIIT B EdDSA (ZBH§ BRI

HE

FESHA R

FF= XV b4

KBRFA

Ed25519

Ed448

SR LTV 53

IETF

RFC7479: “Using Ed25519 in SSHFP Re-
source Records”

201543 H

O

[1]

IETF

RFC8037: ”“CFRG Elliptic Curve Diffie—
Hellman (ECDH) and Signatures in JSON
Object Signing and Encryption (JOSE)”

20211 H

O

RFC8032

[2]

IETF

RFC8080: “Edwards—Curve Digital Security
Algorithm (EdDSA) for DNSSEC”

2021 %2 A

RFC8032

[2]

IETF

RFC8152: ”CBOR Object Signing and En-—
cryption (COSE)”

2021 %7 H

RFC8032

[2]

IETF

RFC8410: “Algorithm Identifiers for
Ed25519, Ed448, X25519, and X448 for Use
in the Internet X.509 Public Key Infra—
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2021 8 H

RFC8032

[2]

IETF

RFC8411: ”Additional XML Security Uni-
form Resource Identifiers (URIs)”

2021 -8 H

RFC8032

[2]

IETF

RFC8419: “Use of Edwards—Curve Digital
Signature Algorithm (EdDSA)

in the Message
(cMs)”

Signatures

Cryptographic Syntax

2021 -8 H

RFC8032

[2]

IETF

RFC8420: “Using the Edwards—Curve Digi-
tal Signature Algorithm (EdDSA) in the
Internet Key Exchange Protocol Version 2
(IKEv2)”

2021 -8 H

RFC8032

[2]

IETF

RFC8422: “Elliptic Curve Cryptography
(ECC) Cipher Suites for Transport Layer
Security (TLS) Versions 1.2 and Earlier”

2021 £ 8 H

RFC8032

[2]
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FEZhHRERR

RF¥= XA b4

ABFEA

Ed25519

Ed448

SR L TWVW5ICER
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IETF

RFC8446: ”“The Transport Layer Security
(TLS) Protocol Version 1.3”

2021 -8 H

O

RFC8032 [2]

11

IETF

RFC8463: ”“A New Cryptographic Signature
Method for DomainKeys Identified Mail
(DKIM)”

2021 %29 A

O

RFC8032 [2]

12

IETF

RFC8550: “Secure/Multipurpose Internet
Mail Extensions (S/MIME) Version 4.0
Certificate Handling”

2021 %4 H

RFC8032 [2]

13

IETF

RFC8551: “Secure/Multipurpose Internet
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Message Specification”

2021 %4 H

RFC8419

14

IETF

RFC8591:  ”“SIP-Based Messaging with
S/MIME”

2021 %4 H

RFC8032 [2]

15

IETF

RFC8624 “Algorithm Implementation Re-—
quirements and Usage Guidance for DNS—
SEC”

2021 %6 H

RFC8032 [2]

16

IETF

RFC8709: “Ed25519 and Ed448 Public Key
Algorithms for the Secure Shell (SSH)
Protocol”

2021 %2 H

RFC8032 [2]

17

IETF

RFC8928:  “Address—Protected Neighbor
Discovery for Low—Power and Lossy Net—
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18
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Resource Identifiers (URIs)”
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Draft: “Alternative Elliptic Curve Rep-—
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2021 £ 10 H
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22 TETF Draft: “CBOR Object Signing and Encryp— [202089 A | O O RFC8032 [2]
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23 IETF Draft: ”“DRIP Entity Tag (DET) for Un— 202112 H | O O RFC8032 [2]
manned Aircraft System Remote Identifi-
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25 IETF Draft: “Group OSCORE - Secure Group 2021410 H | O X RFC8032 [2]
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Groups in ACE”

27 IETF Draft: “License Activation Protocol” 202129 A | O X RFC8032 [2]
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Uniform Data Fingerprint.”
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VIII: Cryptographic Algorithms”

30 1ETF Draft: “Message Queuing Telemetry 2021410 H | O X RFC8032 [2]
Transport (MQTT)-TLS profile of Authen-
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strained Environments (ACE) Framework”

31 1ETF Draft: “New Cryptographic Algorithms 202148 H | O O RFC8032 [2]
for HIP”

32 1ETF Draft: “OpenPGP Message Format” 202110 H | O O RFC8032 [2]
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34 IETF Draft: “The GNU Name System” 2021411 H | O X RFC8032 [2]

35 IETF Draft: “The Messaging Layer Security|2021410H |O O RFC8032 [2]
(MLS) Protocol”

36 TETF Draft: “The Transport Layer Security |20214 10 A | O O RFC8032 [2]
(TLS) Protocol Version 1.3”

37 IETF Draft: “Threshold Modes in Elliptic 202148 H | O O RFC8032 [2]
Curves 7

38 DMTF DSP0274 1.2.0WIP.90 ”Security Protocol | 2021 48 H O O RFC8032 [2]
and Data Model (SPDM) Specifica-
tion” Work in Progress Version)

39 ETSI ETSI TS 102 809 V1.3.1 (2017-06) “Digi— | 2017 &6 B O X RFC8032 [2]
tal Video Broadcasting (DVB); Signalling
and carriage of interactive applications
and services in Hybrid broadcast/broad-
band environments”

40 | FIDO Alliance | |1P0 Authenticator Alloved Cryptog™ o)) 4 15 5 | o X RFC8032 [2]
raphy List

41 FIDO Alliance | | 00 Registry of Predefined Values 201847 H | O X RFC8032 [2]
Review Draft 02

12 Jcp ”JaV? SE 15 (”JSR 390)Final Release 2020429 B | O o RFCS032 [2]
Specification

43 NIST Draft: ”“ACVP EdDSA Algorithm JSON Spec- 0021 511 A | O O FIPS Pub 186-5 (Draft)
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"PKCS #11 Cryptographic Token Interface
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"TCG Algorithm Registry Family ”72.0”
X
45 T¢6 Level 00 Revision 01.32” 2021 %6 1 O RFC8032 [2]
A6 W3c Web Authentication: An API for access— 9021 4 4 O v RECS152

ing Public Key Credentials Level 2”7
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ZIZTCTRREINZ 46140 5 B 374428 IETF O RFC £721L I-D TH Y, IETF TiX
EdDSA Z 8 H L2 (L NE R Th D Z L 3o 7.

£7-, ZRLTWD L, 41 #EA3RFC8032 [214, 2 E2y [12]%, 214 [1]
Z, 1{F73 RFC8419 %, 1173 RFC8152 &ML T [12]kY, ERITHEARE S 7-ME
—DFENETH % RFC8032 [2] Z#HRH T DA E(LAEAR DN 2 v o 7.

EHELORBRAMEH TIL, 36 7128 2020 4F & 2021 FFICAHSNLTEY, 2017 0
RFC8032 [2] DABHNG 4 &R T, RMITIEMELHAR~ORANEATZ EE X B
5.

AEHA L7-#H T, 2 ofmoMEOFERElS 2 2 24ETITON TR Y, 21
IZZ 2 2HFETERANESRSOH D Z L yinoT-. 2022 LI, NIST @ FIPS Pub
186-5 N IERUTFEL L7 1T & DICER N HEA, 2021 4E KIS T Draft i3\ 2 &
LEETDH &, 2022 FLREIT S SICHANETR - TRINS.

T3 XLPNCHERERE R D E, 4610955, Ed25519 28 L CW=H o0
46 E72 S T=DIZK L, Ed448 ZERH LTV D b DT 28 thE WO L 2p o 7=, AHl,
Fhti U 72 A O#PH TlE Ed25519 & Ed448 (28T DA FEE D AT 572>\ T
ITHBCE e o T

PLEDNG, #EUE(L &7z EADSA (12 Ed25519) 12OV TiE, 2020 4Eh HAEUE AL
FECTORPC L > TR A ENDRIANE NSO H Y, 5%, TR HEERENE 2
HIZHoN, EHI—RKIZIELS ZITFANON TV ZENTHREIND.

4. 3. EdDSA {ZB§9 % 0SS £ H IR

EdDSA 2MEHEL S iz BT, FEESTORMICEFE T 5 0SS 72 EEEED T AT LR
=R ETHHFRRARRENE S TETWDHNE I nE WS EAN, EdDSA 2A
SHIHESN TV DINEEIET H1-DICAETHDL EEZD.

ZD, BEOVAT ALY —E AR ECHHAMREREER & L TR S NDKE
FTATIZVICEREYT, KS<HLNTWDHIATDY—RKEET7A4 77 V22T
EdDSA 23 SEEE STV D&l LTz,

BN GO ST A 7T ) EHETH-OICHEDRILEZEZE LT, A1V F—F v
F ETRBE SN TWDIFRICH L TR VT

"eddsa”, “library”, “open source”
DRRRF—T — R L THRER L, MEBHROYA FoxD Y 7 ek L.
2B, "Rz TRY—RAa— ROFEN TRV Y 7 by =77 ElzonT
1%, EdDSA Z#EEL TWAHENOYEiZ 35 Z L BRHEETH H7-9 0SS IZFRE L 7.
FEEDfERIL, EdDSA OLPRFIANEE I N TNDE Y —Aa— REfER LT,
Ed25519 & Ed448 @O & H 5 NEEI N TV D NEBIEAL T T A4 72 E OB+ CTH)
Wriz-.

% 3 ® 0SS 73 EdDSA 2323 L Cuh/=
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% 3 EdDSA @ 0SS 12 X AER R

HE 0SS 44 PHyEE URL FALE T ONBR/FERT R
1 Apple Swift | Apple https://github. com/apple/ /Sources/CCryptoBoringSSL/ 2021 428 A 17
Crypto swift—crypto crypto/curve25519/curve25519.¢c @ | H
ED25519_sign B4k
2 BoringSSL Google https://boringssl. /crypto/curve25519/ 2021 4£ 5 A 28
googlesource. com/boringssl/ curve25519. ¢ @ ED25519_sign BI%X H
3 Botan randombit https://github. com/random— /src/lib/pubkey/ed25519/ 2020 4£ 11 A 5
bit/botan ed25519. cpp D ed25519_sign B H
4 Bouncy Cas— | Legion of the https://github. com/begit/be— | /core/src/main/ java/org/ 2021 4£ 2 A 11
tle Bouncy Castle Inc. | java bouncycastle/math/ec/ H
rfc8032/Ed25519. java @ Ed25519 7
7 A
5 blockchain— | Unbound Security https://github. com/ src/crypto_utils/ 201942 H 14
crypto—mpc unboundsecurity/blockchain- ec2b519_core. cpp @ ED25519_sign H
crypto—mpc Bgiﬁ
6 CIRCL CloudFlare https://github. com/ /sign/ed25519/ed25519. go @ sig— 2020 4 11 H 20
cloudflare/circl nAll BA%k H
7 cothority Decentralized Dis— | https://github. com/dedis/ /external/ java/src/main/java 201941 H 17
tributed Systems cothority /ch/epfl/dedis/1lib/crypto/ H

Laboratory

SchnorrSig. java @ SchnorrSig 7 7
A

BIEBD ) —AT7 7 A CFEE SN T B HEEITAFE E LTEI25519 DEL AR OFEERT & L.
WG ATICEER L Y — R a— RO/ A L L.
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HE 0SS 44 BHysE URL ES S i NBR/EBTR Y
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Project (I2P) ed25519-java EdDSAEngine. java @ H
EdDSAEngine 7 7 A
9 go Google https://cs. open— src/crypto/ed25519/ed25519. 2021 £ 12 H 2
source. google/go/go/+/mas— go M sign BA#K H
ter:
10 Hyperledger | Linux Foundation https://github. com/ /1ib/ed25519/ref10/ed25519. c @D 201942 H 15
Iroha/iroha- hyperledger/iroha—ed25519 ed25519_sign B9#k H
ed25519
11 Libgcrypt The GnuPG project | https://git. gnupg.org/cgi- /cipher/ecc—eddsa. ¢ @D 2021 4£5 A 17
bin/gitweb. cgi?p=libgcrypt. _gery_ecc_eddsa_sign BE%L H
git;a=tree
12 libsodium libsodium project | https://github. com/jedisctl/ | /src/libsodium/crypto_sign/ 201945 H 21
libsodium ed25519/ref10/sign. ¢ ® H
crypto_sign_ed25519 BE%%
13 Monocypher Monocypher https://github. com/ /src/optional/ 20205 H 3
LoupVaillant/Monocypher monocypher—ed25519. ¢ & H
crypto_ed25519_sign P4
14 NaCl KRN ZE B4 CASE 7° | https://nacl. cr. yp. to/ crypto_sign/ 201142 A 21
oY=/ b install. html edwards25519shab12batch/ref/ H
sign. c @ crypto_sign BA%k
15 Nettle Niels Mosller https://git. lysator. liu. se/ /eddsa-sign. ¢ ®_eddsa_sign B2k 2020411 A 9
nettle/nettle H
16 Olm Matrix. org Founda— | https://gitlab. matrix. org/ /1ib/ed25519/src/sign. ¢ M 201545 H 3
tion matrix—org/olm ed25519_sign BE4% H
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https://cs.opensource.google/go/go/+/master:
https://cs.opensource.google/go/go/+/master:
https://cs.opensource.google/go/go/+/master:
https://github.com/hyperledger/iroha-ed25519
https://github.com/hyperledger/iroha-ed25519
https://git.gnupg.org/cgi-bin/gitweb.cgi?p=libgcrypt.git;a=tree
https://git.gnupg.org/cgi-bin/gitweb.cgi?p=libgcrypt.git;a=tree
https://git.gnupg.org/cgi-bin/gitweb.cgi?p=libgcrypt.git;a=tree
https://github.com/jedisct1/libsodium
https://github.com/jedisct1/libsodium
https://github.com/LoupVaillant/Monocypher
https://github.com/LoupVaillant/Monocypher
https://nacl.cr.yp.to/install.html
https://nacl.cr.yp.to/install.html
https://git.lysator.liu.se/nettle/nettle
https://git.lysator.liu.se/nettle/nettle
https://gitlab.matrix.org/matrix-org/olm
https://gitlab.matrix.org/matrix-org/olm

HE 0SS 44 BHysE URL ES S i NBR/EBTR Y
17 OpenJDK Oracle https://github. com/openjdk/ /src/ jdk. crypto. ec/share/ 2020 £ 5 A 19
Jjdk classes/sun/security/ec/ed/ H
EdDSAOperations. java @
EdDSAOperations 7 7 &
18 OpenSSL OpenSSL https://github. com/openssl/ /crypto/ec/curve25519. ¢ M 2021 -4 H 8
openssl ossl_ed25519_sign BE%& H
19 SUPERCOP VAMPIRE lab http://bench. cr. yp. to/ crypto_sign/ed25519/ 2021 411 H 8
supercop. html amd64-64-24k/sign. ¢ @ H
crypto_sign BI#&L
20 wolfSSL wolfSSL Inc. https://github. com/wolfssl/ /wolferypt/src/ed25519. ¢ @D 2021 4 11 A 24

wolfssl

we_ed25519_sign_msg_ex BAEX

H
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https://github.com/openssl/openssl
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http://bench.cr.yp.to/supercop.html
http://bench.cr.yp.to/supercop.html
https://github.com/wolfssl/wolfssl
https://github.com/wolfssl/wolfssl

Ed25519 IZ DWW TCOEMIFE S BRI NT=— T, Edd48 IZOWTOEMIZIZEA L
BERINZ2 -T2,

F72, < D 0SSN Y —AEETHIA L CW5 GitHub T EdDSA Z 545 & 82 4
DT Y =7 SBRBREFMICY TTE -7, RIS Ed25519 /95 & 673 fEn~
nYxl MPRBEMICY TIEES—FHT, BB Z2MKETH L BT a vy
N SRRGAFICY T E o 7.

PLEDZ &n5, Ed25519 (2T Ed448 @ 0SS HEEN DI EF %, TAUTHENE
EAARTOEDRBUZHER L TV D Z &N THEIND.

4. 4. EADSA FEEEDMEHHMIZ BT A 4RI

0SS 73 EdDSA R Lo 2o dH 51, KR AT LRBUNRY AT L L, Iy
var I UT 4 NI AT ACTORMANET DT, BENLZE L, MayrER2
WIZEWNEELRD., ZOL IR LEE LT 57-0121F, < DANK DR~
7REREE COEMEMERRICIN X, HMFIZ X 25 FEOSOMsH M OER M Thi, EL
SEESNEI EOMRE TITOROILERDD.

Z 2T, BEMRICK DS EORERMORN R T 5728, EdDSA IZBET 5 HfEgs
PEIZ DUV T NIST OMEFFHET — & N— R T DBV A RN THEEZIT- 7.
MEF—U—Re LT eddsa” Z HWN TR LTz E 2 A, 2 FEOMaMEICBET 2 E#
DFE R ST,

% https://nvd. nist. gov/vuln/search
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NVD - CVE-2017-9526 (nist. gov)'

IKXCVE-2017-9526 Detail
MODIFIED

This vulnerability has been modified since it was last analyzed by the NVD. It is awaiting reanalysis which may result in further changes to

the information provided.

Current Description

In Libgerypt before 1.7.7, an attacker who learns the EdDSA session key (from side-channel observation during the signing process) can easily
recover the long-term secret key. 1.7.7 makes a cipher/ecc-eddsa.c change to store this session key in secure memory, to ensure that constant-
time point operations are used in the MPI library.

+View Analysis Description

Seve r|ty WO C kRSl  CVSS Version 2.0

CVSS 3.x Severity and Metrics:

m NIST: NVD Base Score: |59 MEBIUM Vector: CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:N/A:N

NVD Analysts use publicly available information to associate vector strings and CVSS scores. We also display any CVSS information provided within the
CVE List from the CNA.

Note: NVD Analysts have published a CVSS score for this CVE based on publicly available information at the time of analysis. The CNA has not provided
a score within the CVE List.

X| 8 CVE-2017-9526

2017 -6 A 10 HIZAB SNz fesattETth 5.

EREAYICIE, Libgerypt OagsMH:TdH 503, 0S D% < ORI B 5 Magstt
H5b.

{EIERTIE, ﬁyvay%%Lﬁwf%U:%&bkii FDv v a TN
HifR EOROERZIT-o Tz, BHEOAEY Lot vy g VTR ED S
ER AT CABREEN v v a VOB LR 5720, BAERMILEEF O SCA 12
Lo THEF Iy va v @#RNMOLNTLEY, EYME#HLHEICmONTLE
7.

BEE®RIT, Byia @I een AT BICRE S, A LS OEE DML
PRI v > a VEIIRFEE T e & e o T

Libgerypt 1. 7.7 AR CIIfREH SN TV 5.

% https://nvd. nist. gov/vuln/detail/CVE-2017-9526
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NVD - CVE-2021-20305 (nist. gov)'

JAXCVE-2021-20305 Detail
MODIFIED

This vulnerability has been modified since it was last analyzed by the NVD. It is awaiting reanalysis which may result in further changes to
the information provided.

Current Description

Aflaw was found in Nettle in versions before 3.7.2, where several Nettle signature verification functions (GOST DSA, EDDSA & ECDSA) result in
the Elliptic Curve Cryptography point (ECC) multiply function being called with out-of-range scalers, possibly resulting in incorrect results.
This flaw allows an attacker to force an invalid signature, causing an assertion failure or possible validation. The highest threat to this
vulnerability is to confidentiality, integrity, as well as system availability.

+View Analysis Description

Seve rity CVSS Version 3.x CVSS Version 2.0

CVSS 3.x Severity and Metrics:

@ NIST: NVD Base Score: |[SNIGH] Vector: CVS5:3.1/AV:N/AC:H/PR:N/ULN/S:U/C:H/I:H/A:H

NVD Analysts use publicly available information to associate vector strings and CVSS scores. We also display any CVSS information provided within the
CVE List from the CNA.

Note: NVD Analysts have published a CVSS score for this CVE based on publicly available information at the time of analysis. The CNA has not provided
a score within the CVE List.

9 CVE-2021-20305

2021 £ 4 A 5 HIZAB S 7-MassttETh 5.

ELRERIICIE, Nettle OWEEIMETH 528, 0S %% < ORLGICHES S fagstETH 5.

{EIERTIE, GOST DSA, ECDSA, EdDSA DEAMEEEAR T, FrEDFEL I LT, #HiH
DRI T — A TFEHIBR LD RO AT T —(5E2FATL, Bol-fbREz4 U 5 alhetE
Dol ZIUCK Y HBEFIIANERBA ORGEZ T LT, 7T —a KK

(7T vva) RNERBAL ORI ZFIER TN TEL. KEOLE, #
ik, AV, VAT AOFHAMENENEND.

EIERZIL, N D AT T —EIZA T 7 —(EORNMEESND LD Il To. T
WXV, RERBAORKRGEZBEA L2 LTH., = a0kt (V77 via)
RERBAHDOBRERNZ| S E T2 &IXTE R o

Nettle 3.7.2 I CIEfEH STV 5.

7 https://nvd. nist. gov/vuln/detail/CVE-2021-20305
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5. BIEDETBHFHELERE 5 U A MZE £ AIH
o 5 (ECDSA) & OMERE Eh s A&

BIfE, CRYPTREC TIIPHFe LOLEMFICET 2N 2T T& /. £/, 4 &
DFEIZ L - T, AL 0SS 72 2T EdDSA 23t TIA K Z T AL H-DD
DTN goTs. 2T, ERRICY 7 b =T & LTEEXN EIDSA &,
CRYPTREC 55 U A K TEFBUFHERERE 5 U 2 MTIEIRI TV 5 ECDSA O F2dEtERE
e AT 5 .

5. 1. MEREEEIRFHAIZ DU\ T

PEBE L84S CI% EdDSA & ECDSA % T4 5.

0SS IZ L 0 @ bECIE s >R 5 L THEIND 72D, 120 0SS T ECDSA &
EdDSA i N FEE SNz b D& T 25 2 ENREE LU,

ZO7D, INKKHMBATWNWDE AT Y —RIES 7477 Vb, Ed25519, Ed448 73532
X, BEMEOUT ECDSA & EdDSA 3 FEHE SN TVWDH L D& EE L THIEL
7.

T, KFEOERILCPURLT —F7 7 F v BREVTH DM, H-HENMT-7%
< DEREECOMRERESR RE2 ST 52T, CPURT —FT 7 F ¥ DENIZL-T
EdDSA & ECDSA DPERELLERIC RN 8 5700 & 9 il BB iR L, 5.3 filc itk L7=.

FEH U 7= ERE R 2 Hefe L, EdDSA OPEREDS ECDSA (2T ED KL 9 7ekptk 2 x4

MEFHAE LT,

5.2. ECDSA 33 L OVEdDSA ¥ FEAE X LTV 5 0SS DIFETE

L3I THELTZIASHONTWNWD AT v —RIEE T A 77 V6L DM 4
g 0SS E®EELL. (& 4)
e [d25519 B L UNEd448 NEIEIN TV D,
o  ZEMOBLENORHMERS TH S EADSA L HhlgktSR & 2 LAEESIND
ECDSA (P-256, P-384 38 L ONP-521) N _RTEIEIHTWS
R—IV RIEDZ A 77V BEMEHT- LT,

# 4 ECDSA B X UVEdDSA BPEIEINTWVWBHIEE L7 0SS —&

o EdDSA ECDSA
& i 7477 ) Ed25519 | Ed448 | P-256 | P-384 | P-521
1 Apple Swift Crypto O X O O O
2 BoringSSL O X O O O
3 Botan O X O O O
4 Bouncy Castle O O O O O




o= Sen EdDSA ECDSA
nE EZ71477) Ed25519 | Ed448 | P-256 | P-384 | P-521
5 blockchain—crypto—mpc O X O O O
6 CIRCL O O X X X
7 cothority O X X X X
8 eddsa O X X X X
9 go O X O O O
10 Hyperledger O X X X X
Troha/iroha—ed25519
11 Libgerypt O @) @) O O
12 libsodium O X X X X
13 Monocypher O X X X X
14 NaCl O X X X X
15 Nettle O O O O O
16 0lm O X X X X
17 Open]JDK O O O O O
18 OpenSSL O O O O O
19 SUPERCOP O O O O O
20 wolfSSL O O O O O
5.3. 5 =FIC Xk DMEREELE

AFMADFERNZL CPURLT —F 7 7 F ¥ BIRERITH 73,

0. 3. 1.

eBATS

1EHRHAIE

eBATS |Z 1% SUPERCOP C&HHll L 7= ECDSA 3 L OVEdDSA O FHAIFSE N FEER SN TV 5

eBATS |Z & 2 &k

T b @A AT A ERKRTH T e =27 P TH 5.
European Network of Excellence for Cryptology IT (ECRYPT I1)®®—Tdh %
Virtual Applications and Implementations Research Lab (VAMPIRE) 73t

RLERAMERE S LTV D

4 FEOHFETITBA I
k%i%ﬁﬁoké ELLBSE R A2 092 2 & C, fiIC CPUSRT —F 7 27 F v D
UMZ o T EdDSA & ECDSA O PERELLERIZREEN H D E 9 IR L.

L, 3

B, ARYA T, ECDSA P-XXX IZ ecdonaldpXXX, Ed25519 % ed25519, Ed448 I
ed448goldilocks & W H LRI TREHE I TV A3, KRk
Ed25519, Ed448 &9 EEITH—7 5.

8 https://www. ecrypt. eu. org/ecrypt2/

¥ http://hyperelliptic. org/ECRYPTII/vampire/

2 https://bench. cr. yp. to/impl—sign/ecdonal dp256. html
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Implementation comparison: crypto_sign/ecdonaldp256

Operation crypto_sign

Primitive ecdona | dp256

Description  |ECDSA signatures using the standard NIST P-256 elliptic curve, a curve modulo the prime 24256-2224+2/192+2/96-1

Designers Example for eBATS

openss | ‘Danie\ J. Bernstein {wrapper around OpenSSL)‘

openss Inex [Danie! ). Bernstein (wrapper around OpenssL)|

X 10 Implementation comparison: crypto_sign/ecdonaldp256

T 2T, EHHEE R OH A A8 ECDSA P-256, ECDSA P-384, ECDSA P-521,
Ed25519, Ed448 DFERMNZ A>T 5, LA TO 12 HOBIEEREE & & 5t HlAsE B4 Hh =

%% 5 Implementation comparison: HIEZREE

BT S AEA

[(Betr 1] amd64; TigerLake (806cl); 2020 Intel Core i7-1165G7; 4 x
2800MHz; unstable; pascalinspiron75062nl, supercop—20210125

amd64; Icelake (706e5); 2020 Intel Core i5-1030NG7; 4 x 1100MHz;
icelake, supercop—20200826

amd64; Zen2 (830f10); 2019 AMD EPYC 7742; 64 x 2250MHz; unsta-—
ble; colossus6, supercop—20210125

amd64; CometLake (806ec); 2019 Intel Core i3-10110U; 2 x
2100MHz; comet, supercop—20211108

3000MHz ; avxblZ2imath, supercop—20210125

amd64; CoffeelLake (906ea); 2018 Intel Xeon E-2124; 4 x 3300MHz;
124000, supercop—20211108

amd64; Zen (800f12); 2017 AMD EPYC 7501; 32 x 2000MHz; unstable;
colossusb, supercop—20210125

5% 2]
5% 3]
5% 4]
[BR5E 5] amd64; Cascadelake (50657); 2019 Intel Core i9-10980XE; 18 x
5% 6]
5% 7]
5% 8]

amd64; Zen (800f12); 2017 AMD EPYC 7451; 48 x 2300MHz; unstable;
firefly, supercop—20201130

[Betx 9] amd64; Zen (800f11); 2017 AMD Ryzen 7 1700; 8 x 3000MHz; rumba?,
supercop—20211108

[(Bebs 10] | amd64; Zen (800f11); 2017 AMD Ryzen 5 1600; 6 x 3200MHz; rumbab,
supercop—20211108

[Bebs 11] | amd64; Zen (800f11); 2017 AMD Ryzen 3 1200; 4 x 3100MHz; rumba3,
supercop—20200906

[(Bebs 12] | amd64; KabyLake (906€9); 2017 Intel Xeon E3-1220 v6; 4 x
3000MHz ; kizomba, supercop—20211108

2T, AHEREERO Y B, #EXT AL (Cycles to generate a key pair) , B4
A% (Cycles to sign 59 bytes) , BXFEGE (Cycles to verify 59 bytes) DLEE
(o Te A 7 VO T IE (WA 50%) Z Pk Lz,

2 https://bench. cr. yp. to/results—sign. html
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YA 7 NEMNKE W BRI E <, YA 7 VBN NS0 & LB OB A3
N N I
Flz, RKHIO T T 7 CRIMEIY A 2 v BiaR LT\ 5.
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@© FE~TERK

£ 6 BT ERIZBIT BV A 7 VEEFHIFE RO fIfE

[(Besi1] | [BRsE2] | [BR8E3] | [Bdbid] | [Bebi5] | [BRbdie] | [BREE7] | [BREE8] | [BR¥:0] | [BRE:10] | [BREE11] | [BREE12]
ECDSA P-256 146, 136| 146,442 76,523 106,062] 95,752| 97,081 117,020| 148,166| 117,481| 117,843 120,094| 108,705
ECDSA P-384 |5,599, 7773, 280, 3992, 434, 4103, 379, 855|3, 281, 7973, 286, 6323, 561, 460|4, 499, 559|3, 553, 883|3, 549, 5873, 573, 0603, 340, 724
ECDSA P-521 |1,211,113|7,502,147| 511,852| 717,799| 710,068 707,880| 838,820| 984,653 841,169| 840,831| 864,838| 711,153
Ed25519 80,195| 114,320 33,593| 45,611| 46,905| 45,665 48,200 61,663| 48,442| 48,303 49,104 45,764
£d448 315,396| 139,697 121,388| 153,872 182,441| 153,474 237,300 330,694 200,014| 199,763] 199,702 153,332
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128 £ b= U7 1 D ECDSA P-256 & Ed25519 bl L7227 T 7 &} 11 1R
R

FERTERKICEH T HECDSA P-256 £ E25519D H A 7 JLELLER

160,000
140,000

120,000

100,000
80,000
60,000
40,000

20,000 I
0

RiE1] [RiE2] [RIE3) [RiE4 [RIBs5]) [RiEe] [RiE7] [IRIE8] [FRiE9] [IRiE10] RiE11] FRiE12)

B ECDSA P-256 mEd25519

11 BT AERRITIIT B ECDSA P-256 & Ed25519 D ¥4 7 LE ik

11 7236, 12 BEEErh 12 BREE T ECDSA P-256 X ¥ Ed25519 237Nt 7 L3 Tt
RT HERTETEY, CPUEDEREEIZL S F EdDSA OFART AERDIE ) BNEHTH
DT EDTMmoT.

192 By hEF = U ¢ ECDSA P-384, 256 '~ &= U ¢ d ECDSA P-521,
224 ¥y X2V T 4 DEd448 Z L L7127 T 7 &KX 12 (TR
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FERTHEMICFH T HECDSA P-384 £ ECDSA P-521, Ed448DH A 7 ILELLER

8,000,000
7,000,000
6,000,000
5,000,000

4,000,000

3,000,000
2,000,000
1,000,000
0 [ | - - - ] - | [ | | [ | | ]

(RE51) [(Bi92) (Bi83) (B4) (BiEs) BEe) BH7) B8] [FHE9) BH10] (BE1) 512

W ECDSA P-384 ECDSA P-521 M Ed448

X 12 &7 ARRICI31T D ECDSA P-384 & ECDSA P-521, Ed448 O 1 7 VEEbER

12 5, 12 BEBErh 11 BR5EC ECDSA P-384 X W ECDSA P-521 23D 72U A 7 V4K
THAT ZAERTETEY, [BeEE 2] 721 ECDSA P-384 L W ECDSA P-521 3B\ Z &
WA D . [BREE 2]1% SUPERCOP D/N— 5 U3 b i\ 2 &0, FHLIBED
SUPERCOP "CiX ECDSA P-521 D EEEEN Ewifb Sz EHEHI Z 5.

ECDSA & EdDSA Dbz & 5 Bl Cik, 12 BREirh 12 BiBiC© ECDSA P-384, ECDSA P-
521 £V Ed448 D7\ A 7 VETTHEANRT ZERTETEY, CPUEDORKIZE ST
EdDSA OFERT ERDIT D DEIHETH D Z E ¥ yinoiz.
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@ FHEL

R T BLAERIZBT DY A 7 VEGEHRE R O IfE

[(Besi1] | [BRsE2] | [BR8E3] | [Bdbid] | [Bebi5] | [BRbdie] | [BREE7] | [BREE8] | [BR¥:0] | [BRE:10] | [BREE11] | [BREE12]
ECDSA P-256 196,904| 201,443 98,978| 144,568| 130,219| 133,710 151,300 192,717| 151,779| 151,768 154,814| 141,272
ECDSA P-384 |5,986, 180[3, 468, 7542, 536, 267|3, 494, 435|3, 416, 2823, 415, 8003, 707, 800|4, 636, 777|3, 702, 1113, 696, 5943, 725, 332|3, 432, 919
ECDSA P-521 |1, 839, 0498, 064, 420| 782, 370|1, 094, 418|1, 078, 9061, 073, 777|1, 284, 780|1, 481, 982|1, 283, 3071, 284, 174|1, 284, 299|1, 081, 181
Ed25519 85,034 117,932 35,460| 48,796| 50,023 48,744| 51,060 67,183| 51,300| 51,194 52,514] 48,740
£d448 330,815| 146,873] 126,653 161,783 189,019| 161,084] 246,280 342,907 206,307| 206,964 206,677 160,529
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128 £ b= U7 1 D ECDSA P-256 & Ed25519 bk L7=2 T 7 &} 13 (TR
R

BLAERIZH T BECDSA P-256 &£ Ed25519D 5 A 2 JLELEER

250,000
200,000

150,000

100,000
- | ‘ I I I I I I I I I
0 I

FRiE1] [RiE2] [RIE3) [RiE4) [RIB5]) [RiEe) [RiE7] [IRiE8] [FRiE9] [IRiE10] FRiE11] FRiE12)

W ECDSA P-256 ®Ed25519

13 B4 ARRICZIIT 5 ECDSA P-256 & Ed25519 DHA 7 Vs

13 726, 12 BEEErh 12 BREE T ECDSA P-256 X ¥ Ed25519 283721 7 L3 T
HEAERTETEY, CPUEDEREIZL 53 EdDSA DELERDIZO NEHTHD Z
&Ny o T,

192 By hEF = U ¢ ECDSA P-384, 256 '~ &= U ¢ d ECDSA P-521,
224 ¥y X2V T 4 DEd448 H L L7127 T 7 &KX 14 (TR
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ZELEMICH T HECDSA P-384 £ ECDSA P-521, Ed448d 44 7 LEthER

9,000,000
8,000,000
7,000,000
6,000,000
5,000,000

4,000,000

3,000,000
2,000,000
1,000,000
0 [ | - - - | - | [ | | | | -

FRiE1] [RiE2] [RiE3] [RiE4] [IRIES] [RiEe] [RiE7] [RiE8] [RIE9] [RiE10] RiE11] [RiE12]

W ECDSA P-384 ECDSA P-521 M Ed448

B 14 BAARKIZIS1T S ECDSA P-384 & ECDSA P-521, Ed448 DA 7 Vb

14 735, 12 BEfErh 11 Bik% T ECDSA P-384 J V) ECDSA P-521 23721 7 LK
TELH/ERTETEY, [BEEE2]771F ECDSA P-384 X ¥ ECDSA P-521 3BV Z &8
AyInD . [BREE 211X SUPERCOP DO X—20 g U3 b i 2 & v 5, Z LA SUPERCOP
TIX ECDSA P-521 O FEENEmH b I e LHEHI S 5.

ECDSA & EdDSA Dbz & 5 Bl Cik, 12 BREirh 12 BiBiC© ECDSA P-384, ECDSA P-
521 LV Ed448 Bt A Z VI TEA L AR TETEBY, CPUEORKIZL LT
EdDSA DB DIE O NWEmETH D Z LB nroT-.
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© FEARAE

# 8 BAKRIEZRBT DY A 7 VEEHAKE RO % SE

[(Besil] | [BRsEo] | [BRBE3] | [Babid] | [BRbio] | [BRbdie] | [BRbav] | [BRKE8] | [BRK30] | [BRBA10] | [BRBE11] | [BREE12]
ECDSA P-256 469,712 397,681| 217,260 294,201| 282,072 283,645 335,040 382,674 336,801| 336,971 339,388 279,030
ECDSA P-384 |4, 607, 722|2, 829, 899|1, 949, 625|2, 737, 884|2, 658, 879[2, 662, 617(2, 852, 800(3, 930, 033[2, 827, 335|2, 833, 127[2, 912, 605[2, 598, 478
ECDSA P-521 |3,520,035(6,299, 129|1, 480, 545|2, 053, 835|2, 037, 256[2, 028, 732|2, 433, 5602, 816, 0512, 430, 9812, 433, 120|2, 436, 9102, 029, 163
Ed25519 277,176| 389,141| 123,998| 166,294| 167,960| 164,961| 182,480 222,019| 182, 148| 182,150/ 182,962| 165,246
Bd448 1,050, 136] 509, 133] 404,280| 510,254| 576,488| 506,935| 754,040| 975,200| 637,525| 640,953] 637,360] 507,970
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128 £ b= U7 1 D ECDSA P-256 & Ed25519 ik L7 T 7 &} 156 (TR
R

BARIEICH 1T HECDSA P-256 &£ EA255190 H A 7 )L ELLER

500,000
450,000
400,000
350,000

300,000

250,000
200,000
150,000
100,000
50,000
0

FRiE1] [RiE2] [RIE3) [RiE4] [RIB5]) [RiEe] [RiE7] [IRiE8] [FRiE9] [IRiE10] [FRiE11] (FRiE12)

B ECDSA P-256 mEd25519

15 B4 MEEIZIIT D ECDSA P-256 & Ed25519 DHA 7 Vs

15 736, 12 BEEErh 12 BREE T ECDSA P-256 X ¥ Ed25519 283721 7 L3 T2
A ERGEETETEY, CPUEDEREIZ L 5T EdDSA DELRFEDIZ O NEHTHH Z
&Ny o T,

192 By hEF = U ¢ ECDSA P-384, 256 '~ &= U ¢ d ECDSA P-521,
224 ¥y X2V T ¢ DEd448 H L L1727 T 7 %X 16 (TR,
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BARIEIZH 1T HECDSA P-384 L ECDSA P-521, Ed448D 4 A 7 IVELLE

7,000,000
6,000,000
5,000,000
4,000,000

3,000,000

2,000,000
1,000,000 I ‘ I
0 p 0 B 1 A 1 1 01 00 e

FRiE1] [RiE2] [RiE3] [RiE4] [IREES] [BiEe] [RiE7] [RiE8] [IRIE9) [RiE10] FRiE11] [RiE12]

m ECDSA P-384 ECDSA P-521 mEd448

X 16 BLAMRFEIZIS1T D ECDSA P-384 & ECDSA P-521, Ed448 D¥A 7 W Ekibig

16 725, 12 BEffErh 11 Bik% T ECDSA P-384 J V) ECDSA P-521 23721 7 LK
TELZHAFTETEY, [BEEE2]771F ECDSA P-384 X ¥ ECDSA P-521 3BV Z &8
AyInD . [BREE 211X SUPERCOP DO X—20 g U3 b i 2 & v 5, Z LA SUPERCOP
TIX ECDSA P-521 O FEENEmH b I e LHEHI S 5.

ECDSA & EdDSA D Eriik &\ 5 BLE Tk, 12 BRiErp 12 Bk T ECDSA P-384, ECDSA P-
521 LV Ed448 B A Z VI TEA L RAETE THBY, CPUEORKIZL LT
EdDSA DEARFEDIZE D bi%‘iﬂéf‘&;é ZENgno T,

DL EDOFEHL 7= eBATS (28T DRERE RIS, EDSA 1%, [R%EEZIXmWELMED
ECDSA (ZtE_C, CPU4 @L-ﬁi% X DT EEICENET D 2 ER o T,

5.3.2. X “Is there a case to prefer Ed25519 over ECDSA
P-256 for DNSSEC?” TOH|E R H
University of Twente @ J.J.YulZ X% “Is there a case to prefer Ed25519

over ECDSA P-256 for DNSSEC?” 2|z L5 &, 17, 18 DX 5 RMERRE /2o
7ZEHELTWD.

2 http://essay. utwente. n1/75354/1/DNSSEC%20curves. pdf
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6.1 Intel
Benchmarking results on the Intel Xeon E3-12xx V2 @2.4Ghz for signature verification and signature generation have been shown in table 1V and
1S and the speed improvements for Ed25519 are shown in table 1CV and 1CS.

6.1.1 Intel: Verifying
Table 1V: Verifications/second of P-256 and Ed25519 on a 2.4Ghz Intel Xeon E3-12xx v2 (Ivy Bridge) running Ubuntu 16.04.4 LTS

P-256 in P-256 in P-256 in P-256 in Ed25519 in piremistrsomptlll WP g
OpenSSL 0.98x | OpenSSL 1.0.1f | OpenSSL 1.0.2¢ | OpenSSL 1.1.0f | ed25519-donna 'Is(‘)’ l'z““‘ B s
Verifications/ 1968.6 1944.0 6579.4 63458 123450 5502.3 6043.9
second
Standard 286 310 78.1 83.8 139.1 163 431
deviation

Table 1CV: Signature verification speed improvement of Ed25519 compared to P-256 on a 2.4Ghz Intel Xeon E3-12xx v2 (Ivy Bridge) running Ubuntu 16.04.4

LTS
Signature verification speed Ed25519 in ed25519-donna g . " 5 i
improvements for Ed25519 (=optimized for x86/x64) Ed25519 in Libsodium 1.0.12 Ed25519 in OpenSSL 1.1.1-dev
P-256 in OpenSSL 0.98x ~6.3X ~2.8X ~3.1X
P-256 in OpenSSL 1.0.1f ~6.4X ~2.8X ~3.1X
P-256 in OpenSSL 1.0.2¢
~1.9X ~0.8X ~0.9X
(=optimized for x86/x64)
P-256 in OpenSSL 1.1.0f
~1.9X ~0.9X ~1X
(=optimized for x86/x64)

As shown in table 1CV, Ed25519 verifies signatures faster when comparing the non-optimized versions of Ed25519 to the non-optimized versions of
P-256. E.g. the non-optimized version of Ed25519 in OpenSSL 1.1.1-dev is ~3.1X as fast as the non-optimized version of P-256 in OpenSSL 1.0.1f.
Ed25519 is also faster when comparing the optimized version of Ed25519 to the optimized version of P-256. E.g. Ed25519 in ed25519-donna is
~1.9X as fast as P-256 in OpenSSL 1.1.0f. When comparing the non-optimized version of Ed25519 to an optimized version of P-256 in OpenSSL the
signature verification speeds are similar to each other. As explained before, such a comparison would make sense, considering that DNSSEC
software could rely on cryptographic implementations that are available in OpenSSL.

6.1.2 Intel: Signing
Table 1S: Signatures/second of P-256 and Ed25519 on a 2.4Mhz Intel Xeon E3-12xx v2 (Ivy Bridge) running Ubuntu 16.04.4 LTS

e | e | s P-256 in Ed25519 in Ed25519 in Ed25519 in OpenSSL
"’]‘.';'é; . ';f;‘]} . 'I”I:‘Ze “ | OpenSSL 1.1.0f | ed25519-donna Libsodium 1.0.12 1.1.1-dev
Signatures/second | 77202 7329.9 15909.8 14905.0 40872.0 14463.6 201232
Standard 57.0 7.7 361.3 556.2 294.2 2379 146.7
deviation

17 83X “Is there a case to prefer Ed25519 over ECDSA P-256 for DNSSEC?”
TOBERER (Table IV, ICV, IS)

Table 1CS: Signature generation speed improvement of Ed25519 compared to P-256 on a 2.4Ghz Intel Xeon E3-12xx v2 (Ivy Bridge) running Ubuntu 16.04.4

LTS

Signature generation speed Ed25519 in ed25519-donna R . . dev
improvements for Ed25519 (=optimized for x86/x64) Ed25519 in Libsodium 1.0.12 Ed25519 in OpenSSL 1.1.1-dev
P-256 in OpenSSL 0.98x ~5.3X ~1.9X ~2.6X
P-256 in OpenSSL 1.0.1F ~5.6X ~2.0X ~2.7X
P-256 in OpenSSL 1.0.2¢

~2.6X ~0.9X ~1.3X
(=optimized for x86/x64)
P-256 in OpenSSL 1.1.0f

~2.7X ~1X ~1.4X
(=optimized for x86/x64)

As shown in table 1CS, the non-optimized versions of Ed25519 generates signatures faster than the non-optimized versions of P-256. E.g. the non-
optimized version of Ed25519 in OpenSSL 1.1.1-dev is ~2.7X as fast as the non-optimized version of P-256 in OpenSSL 1.0.1f. Ed25519 is also
faster when comparing the optimized version of Ed25519 to the optimized version of P-256. E.g. Ed25519 in ed25519-donna is ~2.7X as fast as P-
256 in OpenSSL 1.1.0f. When comparing the non-optimized version of Ed25519 to an optimized version of P-256 the performance is similar to each
other. In which the OpenSSL implementation of Ed25519 is slightly faster.

X 18 #&3C “Is there a case to prefer Ed25519 over ECDSA P-256 for DNSSEC?”
TORIERER (Table ICS)

Z 2T Intel OFREROARFIH L2y, i & LTI, ECDSA P-256 K ¥ Fii{l &

U7~ Ed25519 DIE 9 DMEREN LW & W) FE R Z84E LTV 5.
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5. 3. 3. @S “Size, Speed, and Security: An Ed25519 Case
Study” T E
Tampere University @ Cesar Pereida Garcial & Huawei Technologies ® Sampo

Sovio {2 &5 “Size, Speed, and Security: An Ed25519 Case Study” *IZ k% & X
19 DL RBERR L o7 EME L TS,

Architecture| Implementation Sign Verify KeyGen

Tef10|| 140 (0 base)|| 455 (L base)|| 135 (1 base)
Tef|[1560 (V11.1x)|| 5218 (VIL.4x) 1531 (V11.3x)

amd64-64-24k|| 64 (A2.18x)|| 225 (A2.02x)|| 60 (A2.25x)

x86_64 amd64-51-30k|| 66 (A2.12x)|| 210 (A2.16x)|| 62 (A2.17x)
donna|| 64 (AZ.18x)|| 217 (A2.09x)|| 59 (A2.28x)

monocypher|| 230 (V1.64x)|| 525 (V1.15x) 210 (V1.55x)

overoptimized|| 264 (V1.88x)|| 455 (V1.00x)|l 227 (V1.68x)

ecckiila-precomp|| 101 (A1.38x)|| 280 (A1.62x) 96 (A1.4x)
ref10|| 399 (O base)|| 1155 (O base)|| 374 (O base)

ref|[1137 (V10.3x)|[14105 (V12.2x)|[4086 (v10.9x)
amd64-64-24k - - -

x86 amd64-51-30k - - -
donnal| 310 (AL.28x)|| 962 (A1.20x)|| 291 (A1.28x)
monocypher|| 533 (V1.33x)||[ 1347 (V1.16x)|[ 471 (V1.25x)
overoptimized|| 958 (v2.40x)|| 1155 (V1.00x)|| 914 (v2.44x)
(
(

ecckiila-no-precomp|(1133 (v2.83x)|| 1231 (V1.06x)|(1075 (V2.87x)

ecckiila-precomp|| 427 (V1.07x)|[ 1228 (V1.06x)|| 368 (a1.01x)
Table 2. Comparison of timings on Intel architecture. [ is the baseline. A means a
speedup (better) w.r.t. baseline. V means a slowdown (worst) w.r.t. baseline. Timings
are given in clock cycles (thousands).

Architecture| Implementation Sign Verify KeyGen

ref10|| 245 (O base)|| 688 (O base)|| 238 (OJ base)
ref||2924 (V11.9x)|[ 9579 (V13.9x)|[2425 (v10.1x)
amd64-64-24k - - -
aarch64 amd64-51-30k - -
donnal|| 196 (A1.25 x) 638 (A1.07x)|| 162 (A1.46x)

monocypher|| 422 (V1.72x)|[ 812 (V1.18x)|[ 366 (V1.53x)
overoptimized|| 726 (V2.96x)|| 688 (V1.00x)|l 635 (V2.66x)
ecckiila-precomp|| 270 (V1.10x)|| 808 (V1.17x)|| 261 (V1.09x)
ref10|| 597 (O base)|| 1755 (O base)|| 582 (OJ base)

Tef|[9933 (V16.6x)|[28642 (V16.3x)|[8442 (V14.5x)

amd64-64-24k - - -
armv7l amd64-51-30k - -
donna|| 508 (A1.17x) S (AL.106x ) 195 (A1.17%)
monocypher|| 983 (V1.64x) 250) (V1.42x)|[ 987 (v1.69x)
overoptimized|[1622 (V2.71x)|| 1800 (V1.02x)|(1534 (V2.63x)
( )
(

ecckiila-no-precomp|[2134 (V3.57x)|[ 2237 (V1.27x)|[2050 (V3.52x)

ecckiila-precomp|| 815 (V1.36x)|| 2213 (V1.26x)|| 732 (V1.25x)
Table 3. Comparison of timings on ARM architecture. [J is the baseline. A means a
speedup (better) w.r.t. baseline. V means a slowdown (worst) w.r.t. baseline. Timings
are given in clock cycles (thousands).

X 19 #3C “Size, Speed, and Security: An Ed25519 Case Study”
TORERER (Table 2, 3)

ZHUX Ed25519 DA EIEVEREARIE L2 b D THHD. b Shi- @l
Ed25519 TIF#EA LAY 60000 7 &7 7, BL AR 64000 7 1 > 7, BARRGED
210000 7 7 v 7 THLEENRA[RETH H Z L 2 HE L TV 5.

2 https://eprint. iacr. org/2021/471. pdf
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CPU DFFEZEIZ L - C, EOREOMHREENH DI D o727, 0S, SFEDEN
TED L) BB Z R T NI SR o Tz,

5. 4. ECDSA 3 X TN EdDSA (2 B84 % M HE A
RFETIX ECDSA & EdDSA O SEHI U 7= MERE Ll Bz DWW TS 375

5.4. 1. PERE A k5

T T, 5.2 TIBE LTE 0SS IZHOW CHERER i & 3 5.
PERESTAM I 2R D 0SS DA 9 1R

F 9 MEREERAMxIER 0SS DFEH

TH 0SS 4 N—T g B
1 Bouncy Castle 1.69 Java
2 OpenJDK JDK 17 Java
3 Libgcrypt 1.9.4 C
4 Nettle (GMP % i) 3.7.3 (GMP (X 6.2.1) |C
5 OpenSSL 3.0.0 C
6 wolfSSL 5.0.0 C
5.4. 2. PEREIIE 7 1k

FHED Windows ¥ 2, Linux ¥, Mac ¥ &, EEEOMEREZHIE LT-.
PLFTTIX, Windows 0)7125?')0).:83_ X (Win) , Linux ®7=ODOFEMIZIE (Linux) |
MacOS O 7= DFRIZiE Mac) EF#T 5.

WEX S 0SS 1%, LUFOFETAF L.

o JavaDTA 77 VIEA 0S MIFIZE L RFELDEA SN TNDH AL T U ZATL
7z.

J SO TA T T VX, & 0S O EHeBTERE TV N9 5 FIENRREHIC
Lo TRENTWEHE, TORERKETENL RIS, 44 0S O—fRAY72BHFEER
BELTUFEZHEELE.
> (Win) Microsoft Visual Studio Professional 2022 (64 £~ k) Version

17.0.2 (VS)
> (Linux) GNU Compiler Collection (gcc) (Ubuntu 7.5.0-3ub—
untul 18.04) 7.5.0
> (Mac) Apple Xcode 13.2
o EFRLSDEA, 0S NYHNA—TY a2 EFT A AP Ba—y g TR LT
LT IN TS HOEFIHT 5.
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o ZDEIBRNy T —VBRFHELRWES, REPHET L IETEL T
2.
0SS DAERID AFHIEZOWTUE, MEFNEOF THEIRT 5.

HIEIHER LIZREIZLL T O LB THD.

(1) Win) G~
CPU : Intel (R) Core(TM) i7-10750H CPU @ 2.60GHz 2.59 GHz
g A€Y :32.0 GB
0S : Windows 10 Pro 21H1
Y avws R Farr b
Java : JDK 17.0.1 General—-Availability Release®*® Windows / x64 iR Z{ELE D
T4 L7 MUIZEB L, Windows OEREEZAEL PATH IZJEB L72 jdk-17.0.1 @D bin T «
V7 MU Ot SAZBINT 52 LT A M=V LT
» OpenJDK Runtime Environment (build 17.0.1+12-39)
» OpenJDK 64-Bit Server VM (build 17.0.1+12-39, mixed mode, sharing)

(2) (Linux) R~ >
CPU : Intel (R) Core(TM) i7-8700K CPU @ 3. 70GHz
AT £ 32.0 GB
0S : Ubuntu 18.04.6 LTS
vz Z#—3F ) (bash)
Java: a< K

sudo apt install openjdk-17-jdk

FEITTHZETUbuntu Ny r—T% A A M—/L LT,
» OpenJDK Runtime Environment (build 17.0.1+12-Ubuntu—118. 04)
» OpenJDK 64-Bit Server VM (build 17.0.1+12-Ubuntu-118. 04, mixed mode,

sharing)

(3) Mac) FHHl~ v

CPU : 2.3 GHz 8 =7 Intel Core i9
A EY 64 GB 2667 MHz DDR4
0S : macOS Big Sur 11.4 (20F71)

vx )b Z—3F L (zsh)

# https://jdk. java. net/17/
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Java : JDK 17.0.1 General-Availability Release® ¢ macOS /x64 hji & A—/X—
2 —HC/Library/Java/JavaVirtualMachines/IZEB L, =~ K

export JAVA_HOME="/usr/libexec/java_home —v17

BFEITTHETA A=V LT.
» Java(TM) SE Runtime Environment (build 17.0.1+12-LTS-39)
» Java HotSpot(TM) 64-Bit Server VM (build 17.0.1+12-LTS-39, mixed

mode, sharing)

LI T, 45 0SSICoWT, FFATRIEDOATFIIE, FHHT v 7T AOUE, &t
W7 v 7T LOFATHIEZOWTHHAT 5.

(D Bouncy Castle

[0SS D AF]
(Win) (Linux) {Mac) Bouncy Castle 1.69 ZLL FbH Xy a—RKL7=.
https://www. bouncycastle. org/download/beprov—jdk150n-169. jar

[FHAH v 7 F Ao %]
FHAIFH =~ v 7' A%, ECDSA P-256, ECDSA P-384, ECDSA P-521, Ed25519, Ed448
(22T
® KeyPairGenerator 7 7 A D generateKeyPair X YV v R TOHAER
® Signature 77 7 A® initSign, update, sign X Vv RZ—HOUHE L L7~
7 TOBELAR
® Signature 7 7 A® initVerify, update, verify XYV v RZ—HOLE L L7
7y 7 TOELRGE
Z, FNENI03EIEITL, ZNFND103[E5 DA (2 V) t2|ET 5.
t#103 CTHIHZ LTI VML LRICER L, Foni-Ec10dm] &% 5 Z & T,
AN—""> ~ IS OFTEE) ZRkHlz. FHEAX
103 10°
t/10%)  t [i=1/7]
LD,
Libgerypt &, HR—F L TWARWMLO T A 7 F U & &bE 572, Ed25519ph,
Ed25519ctx, Ed448ph (XFHHI L CTu /e,
HEA T 7 75 I EcDsaP256. java (X 20) , EcDsaP384. java (¥ 21) ,
EcDsaPb21. java (X 22) , EdDsaEd25519. java (X 23) XN EdDsaFd448. java (X
24) ZfERL LT
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1
e

backage bcBench;

import
import
import
import
import
import

import

public

java.
java.
java.
java.
java.
java.

secur ity. GeneralSecurityException;
secur ity. KeyPair

secur i ty. KeyPairGenerator .
secur ity. Security;

secur ity. Signature:

secur i ty. spec. ECGenParameterSpec:

org. bouncycastle. util. Strings;

class EcDsaP256

static final int LOOP = 1000;
static final String CURVE = "P-256"
static final String ALG = “SHA256withECDSA”

public static void main(String[] args)
throws GeneralSecurityException

}

Security. addProvider (new org. bouncycastle. jce. provider. BouncyCastleProvider ()) ;

/* ECDSA Key Pair generator */
KeyPairGenerator kpGenerator = KeyPairGenerator. getInstance ("EC”, "BC");
kpGenerator. initialize (new ECGenParameterSpec (CURVE)) ;

KeyPair[] kp = new KeyPair [LOOP]:

/* ECDSA Key Pair generate */
long start = System. currentTimeMillis();
for (int i =0; i < LOOP; ++i)
kp[i] = kpGenerator. generateKeyPair () ;

long end = System. currentTimeMillis();
System. out. printIn(ALG + “ on ” + CURVE + “ keygen:

/* Message */
byte[] msg = Strings. toByteArray (“hello, world!™)

Signature signature = Signature. getInstance (ALG

/* ECDSA sign */

byte[1[] sig = new byte[LOOP][];
start = System. currentTimeMillis():
for (int i =0; i <LOOP; ++i) {
signature. initSign(kp[i]. getPrivate());
signature. update (msg) ;
sig[i] = signature.sign();

end = System. currentTimeMillis();

System. out. printIin(ALG + “ on ” + CURVE + ” sign: ”

/* ECDSA verify */

boolean[] verify = new boolean[LOOP];

start = System. currentTimeMillis():
for (int i =0; i <LOOP; ++i) {

signature. initVerify(kp[i]. getPublic());
signature. update (msg) ;
verify[i] = signature.verify(sig[il]);

}

end = System. currentTimeMillis();

System. out. printIin(ALG + “ on ” + CURVE + ” verify: ”

/* Ensure results */

String result = "0K”

for (int i =0; i < LOOP; ++i) {
if (lverify[iD) |

}

!

System. out. printin(ALG + “on

result = "NG”;

+ CURVE + ~

“ + 1000.0 * 1000 / (end - start) +

“BCY) :

+1000.0 * 1000 / (end - start) +

verified failed at “ + i);

System. out. printIn(ALG + “ on ” + CURVE + “ keygen/sign/verified : ” + result).

+1000.0 * 1000 / (end - start) +”~

ops/sec”)

ops/sec”) ;

ops/sec”) ;

20 Bouncy Castle EcDsaP256 #H#l| "1 &5 A EcDsaP256. java
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1
RE

backage bcBench;

import
import
import
import
import
import

import

public

java.
java.
java.
java.
java.
java.

security. GeneralSecur ityException;
security. KeyPair;

secur ity. KeyPairGenerator:
security. Security;

security. Signature:

secur i ty. spec. ECGenParameterSpec;

org. bouncycastle. util. Strings;

class EcDsaP384

static final int LOOP = 1000;
static final String CURVE = "P-384"
static final String ALG = "SHA512withECDSA”

public static void main(String[] args)
throws GeneralSecurityException

}

Security. addProvider (new org. bouncycastle. jce. provider. BouncyCastleProvider ()} ;

/* ECDSA Key Pair generator */
KeyPairGenerator kpGenerator = KeyPairGenerator. getInstance ("EC”, "BC”):
kpGenerator. initialize (new ECGenParameterSpec (GURVE)) ;

KeyPair []1 kp = new KeyPair [LOOP]:

/* ECDSA Key Pair generate */
long start = System. currentTimeMillis();

for

(int i =0; i <LOOP; ++i)

kp[i] = kpGenerator. generateKeyPair () ;

long end = System. currentTimeMillis();

System. out. printIn(ALG + “ on “ + CURVE + ” keygen: ”

/* Message */
byte[] msg = Strings. toByteArray (“hello, world!™);

Signature signature = Signature. getInstance (ALG

/* ECDSA sign */
byte[1[] sig = new byte[LOOP][];
start = System. currentTimeMillis():

for

end

System. out. printIn(ALG + “ on ” + GURVE + ” sign: ”

(int i =0; i <LOOP; ++i) {

signature. initSign(kp[i]. getPrivate()):

signature. update (msg) ;
sigli] = signature. sign();

= System. currentTimeMillis();

/* ECDSA verify *x/

boolean[] verify = new boolean[LOOP];

start = System. currentTimeMillis():

for

}

end

System. out. printIn(ALG + “ on “ + CURVE + ” verify: ”

(int i =0; i <LOOP; ++i) {

signature. initVerify (kp[i]. getPublic()):

signature. update (msg) ;

verify[i] = signature. verify(sig[i]):

= System. currentTimeMillis();

/* Ensure results */
String result = "0K”

for

}

(int i =0; i <LOOP; ++i) [
it (verify[il) {

System. out. printin(ALG + “on

result = "NG”;

}

+ CURVE + ~

“BC")

+1000.0 * 1000 / (end - start) + ~

verified failed at “ + i);

System. out. printIn(ALG + “ on “ + CURVE + ” keygen/sign/verified . “ + result):

+ 1000.0 * 1000 / (end - start) + ”~

+1000.0 * 1000 / (end - start) + ~

ops/sec”)

ops/sec”)

ops/sec”) ;

21 Bouncy Castle EcDsaP384 FH#l|FH 1 &5 A EcDsaP384. java
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1
RE

backage bcBench;

import
import
import
import
import
import

import

public

java.
java.
java.
java.
java.
java.

security. GeneralSecur ityException;
security. KeyPair;

secur ity. KeyPairGenerator:
security. Security;

security. Signature:

secur i ty. spec. ECGenParameterSpec;

org. bouncycastle. util. Strings;

class EcDsaPb21

static final int LOOP = 1000;
static final String CURVE = "P-521"
static final String ALG = "SHA512withECDSA”

public static void main(String[] args)
throws GeneralSecurityException

}

Security. addProvider (new org. bouncycastle. jce. provider. BouncyCastleProvider ()} ;

/* ECDSA Key Pair generator */
KeyPairGenerator kpGenerator = KeyPairGenerator. getInstance ("EC”, "BC”):
kpGenerator. initialize (new ECGenParameterSpec (CURVE)) ;

KeyPair []1 kp = new KeyPair [LOOP]:

/* ECDSA Key Pair generate */
long start = System. currentTimeMillis();

for

(int i =0; i <LOOP; ++i)

kp[i] = kpGenerator. generateKeyPair () ;

long end = System. currentTimeMillis();

System. out. printIn(ALG + “ on “ + CURVE + ” keygen: ”

/* Message */
byte[] msg = Strings. toByteArray (“hello, world!™);

Signature signature = Signature. getInstance (ALG

/* ECDSA sign */
byte[1[] sig = new byte[LOOP][]:
start = System. currentTimeMillis():

for

end

System. out. printIn(ALG + " on ” + CURVE + ” sign: ”

(int i =0; i <LOOP; ++i) {

signature. initSign(kp[i]. getPrivate()):

signature. update (msg) ;
sigli] = signature. sign();

= System. currentTimeMillis();

/* ECDSA verify *x/

boolean[] verify = new boolean[LOOP];

start = System. currentTimeMillis():

for

}

end

System. out. printIn(ALG + “ on “ + CURVE + ” verify: ”

(int i =0; i <LOOP; ++i) {

signature. initVerify (kp[i]. getPublic()):

signature. update (msg) ;

verify[i] = signature. verify(sig[i]):

= System. currentTimeMillis();

/* Ensure results */
String result = "0K”

for

}

(int i =0; i <LOOP; ++i) [
it (verify[il) {

System. out. printin(ALG + “on

result = "NG”;

}

+ CURVE + ~

“BC"Y

+1000.0 * 1000 / (end - start) + ~

verified failed at “ + i);

System. out. printIn(ALG + “ on “ + CURVE + ” keygen/sign/verified . “ + result):

+ 1000.0 * 1000 / (end - start) +

+1000.0 * 1000 / (end - start) + ~

ops/sec”)

ops/sec”) ;

ops/sec”) ;

22 Bouncy Castle EcDsaP521 #H#l|fFH v &5 A EcDsaP521. java
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1 backage bcBench:;

2

3= import java.security. GeneralSecurityException;
4 import java.security.KeyPair;

5 import java.security.KeyPairGenerator;

6 import java.security. Security;

7 import java.security.Signature;
8
9
0
1

import org. bouncycastle. util.Strings:

?ubl ic class EdDsaEd25519

12

13 static final int LOOP = 1000;

14 static final String ALG = "Ed25519”;

15

169 public static void main(String[] args)

17 throws GeneralSecurityException

18 {

19 Security. addProvider (new org. bouncycastle. jce. provider. BouncyCast|eProvider ());
20

21 /% EdDSA Key Pair generator */

22 KeyPairGenerator keyPair = KeyPairGenerator. getInstance (ALG, “BC");
23

24 KeyPair[] kp = new KeyPair[LOOP];

25

26 /* EdDSA Key Pair generate */

27 long start = System. currentTimeMillis();

28 for (int i =0:; i < LOOP; ++i) {

29 kp[i] = keyPair. generateKeyPair () ;

30 }

31 long end = System. currentTimeMillis():

32 System. out. printIn(ALG + ” keygen: “ + 1000.0 * 1000 / (end — start) + “ ops/sec”);
33

34 /* Message */

35 byte[] msg = Strings. toByteArray ("hello, world!”):

36

37 Signature signature = Signature. getInstance ("EdDSA”, “BC”);
38

39 /* EdDSA sign */

40 byte[1[] sig = new byte[LOOP][]:

41 start = System. currentTimeMillis();

42 for (int i =0; i < LOOP; ++i) {

43 signature. initSign(kp[i]. getPrivate()):

44 signature. update (msg) ;

45 sig[i] = signature.sign():

46 1

47 end = System. currentTimeMillis();

48 System. out. printIn(ALG + “ sign: “ + 1000.0 * 1000 / (end - start) + “ ops/sec”):
49

50 /% EdDSA verify *x/

51 boolean[] verify = new boolean[LOOP];

52 start = System. currentTimeMillis()

53 for (int i =0; i <LOOP; ++i) {

54 signature. initVerify (kp[i]. getPublic())

55 signature. update (msg) ;

56 verify[i] = signature. verify(siglil).:

57 }

58 end = System. currentTimeMillis();

59 System. out. printIn(ALG + ” verify: “ + 1000.0 * 1000 / (end — start) + “ ops/sec”):
60

61 /* Ensure results */

62 String result = "0K”;

63 for (int i =0; i < LOOP; ++i) {

64 if (lverify[il) {

65 System. out. printIn(ALG + “ verified failed at “ + i):
66 result = “NG”;

67 }

68 }

69 System. out. printIn(ALG + ” keygen/sign/verified : ” + result)
70 1

7}
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X 23 Bouncy Castle Ed25519 #iHIf 7 = 2 < A EdDsaEd25519. java

64



1 backage bcBench:;
2
3= import java. security. GeneralSecurityException;

4 import java.security.KeyPair;

5 import java.security. KeyPairGenerator;

6 import java.security. Security;

7 import java.security.Signature.

8

9 import org. bouncycastle.util.Strings:

10

11 [lrubl ic class EdDsaEd448

12

13 static final int LOOP = 1000;

14 static final String ALG = “Ed448";

15

16© public static void main(String[] args)

17 throws GeneralSecurityException

18 {

19 Security. addProvider (new org. bouncycastle. jce. provider. BouncyCastleProvider ()) ;
20

21 /* EdDSA Key Pair generator */

22 KeyPairGenerator keyPair = KeyPairGenerator. getInstance (ALG, "BC”) ;
23

24 KeyPair[] kp = new KeyPair[LOOP];

25

26 /* EdDSA Key Pair generate */

27 long start = System. currentTimeMillis();

28 for (int i =0; i < LOOP; ++i) {

29 kp[il = keyPair. generateKeyPair () ;

30

31 long end = System. currentTimeMillis();

32 System. out. printIn(ALG + ” keygen: “ + 1000.0 * 1000 / (end - start) + ” ops/sec”);
33

34 /* Message */

35 byte[] msg = Strings. toByteArray ("hello, world!”);

36

37 Signature signature = Signature. getInstance ("EdDSA”, “BC”):
38

39 /* EdDSA sign */

40 byte[][] sig = new byte[LOOP][];

41 start = System. currentTimeMillis();

42 for (int i =0; i < LOOP; ++i) {

43 signature. initSign(kp[il. getPrivate()):

44 signature. update (msg) ;

45 sigli] = signature. sign(Q;

46

47 end = System. currentTimeMillis();

48 System. out. printIn(ALG + “ sign: “ + 1000.0 * 1000 / (end — start) + “ ops/sec”);
49

50 /* EdDSA verify */

51 boolean[] verify = new boolean[LOOP];

52 start = System. currentTimeMillis(

53 for (int i =0; i <LOOP; ++i) {

54 signature. initVerify(kpli]. getPublic()):

55 signature. update (msg) ;

56 } verify[i] = signature. verify(siglil);

57

58 end = System. currentTimeMillis();

59 System. out. printIn(ALG + “ verify: ” + 1000.0 * 1000 / (end - start) + ” ops/sec”);
60

61 /* Ensure results */

62 String result = "0K";

63 for (int i =0; i <LOOP; ++i) {

64 if (verifyli]) {

65 System. out. printIn(ALG + “ verified failed at ” + i);
66 result = “NG”;

67 }

68 }

69 } System. out. printIn(ALG + “ keygen/sign/verified @ “ + result);
70

711

12

X] 24 Bouncy Castle Ed448 #t#l|JFH 7" v 7 Z L EdDsaEd448. java
beprov—jdk150n—-169. jar, EcDsaP256. java, EcDsaP384. java, EcDsaP521. java,

EdDsaEd25519. java, EdDsaEd448. java Z[f—®7 4 L7 U ICEEL, £DOT 4 L7
FIRNTUTORNEDO A~ FEFET LTI e 7 7 L2 BV R LT,
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javac —classpath beprov—jdk150on-169. jar —d . EcDsaP256. java
javac —classpath beprov—jdk15on—169. jar —d . EcDsaP384. java
javac —classpath beprov—jdk150on-169. jar —d . EcDsaPb21. java
javac —classpath beprov—jdk150n-169. jar —d . EdDsaEd25519. java
javac —classpath beprov—jdk150n-169. jar —d . EdDsaEd448. java

[FHH 7 v 7 F 2D FEIT I ]
(Linux) Mac) UL FDa~<y RE2FEIT L.

java —classpath $PWD/beprov—jdk150on-169. jar:$PWD bceBench. EcDsaP256
java —classpath $PWD/beprov—jdkl50on-169. jar:$PWD bcBench. EcDsaP384
java —classpath $PWD/beprov-jdkl50on-169. jar:$PWD bceBench. EcDsaP521
java —classpath $PWD/bcprov—jdkl5on-169. jar:$PWD bcBench. EdDsaEd25519
java —classpath $PWD/beprov—jdk150on-169. jar:$PWD bceBench. EdDsaEd448

Win) U Fm=a~wr REEITLIE.

java —classpath %CD%/bcprov—jdkl15on-169. jar;%CD% bcBench. EcDsaP256
java —classpath %CD%/bcprov—jdk150n-169. jar;%CD% bcBench. EcDsaP384
java —classpath %CD%/bcprov—jdkl15on—-169. jar;%CD% bcBench. EcDsaP521
java —classpath %CD%/bcprov—jdk150on-169. jar;%CD% bcBench. EdDsaEd25519
java —classpath %CD%/bcprov—jdkl15on—-169. jar;%CD% bcBench. EdDsaEd448

@ OpenJDK

[0SS D ATF])
(Win) (Linux) Mac) Java SEATERIEOMEREZ FHAIT 5728, BIEOAFIIRE
Ths.

[FHHAH 7 v 7 F L0 HefiE]

FHUAH 7 v 7' A0%, ECDSA P-256, ECDSA P-384, ECDSA P-521, Ed25519, Ed448

[ZDOWNWT

® KeyPairGenerator 7 7 A D generateKeyPair X YV v R TOHAER

® Signature 7 7 A initSign, update, sign A Y v K& @O L L7-7
1y 7 TOELARK

® Signature 7 7 A® initVerify, update, verify XYV v RZ —HOWLE L LT~
7u w7 TOBELGE

Z, TNENI03EFETL, FNEND103E15 OAFRER (2 V) tZ2llET 5.
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t#103 CHIHZ LTI VML LRICE L, HFoni-Ec103(m] 2% 5 = & T,

AN—T"y b I BHYOFATEE) Zkol-. FHHEAX
103 100
/103t [1=1/2]

L.

Libgerypt D7 A 77 U THAHR— F L TWRW\ 2D, Ed25519ph, Ed25519ctx,
Ed448ph 1ZFHH L Tuh7gu.

HMA T 7 75 L EcDsaP256. java (X 25) , EcDsaP384. java (X 26)
EcDsaP521. java (X 27) , EdDsaEd25519. java (X 28) I X (N EdDsaFd448. java (X

29) Z1ERL7=.
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1
2
3€

SO~~~

backage openJdkBench;

import java. security. GeneralSecurityException;
import java. security. KeyPair;

import java. security. KeyPairGenerator;

import java. security. Signature.

import java. security. spec. ECGenParameterSpec;

public class EcDsaP256
static final int LOOP = 1000;
static final String CURVE = “secp256r1”;
static final String ALG = "SHA256withECDSA”;

public static void main(String[] args)
throws GeneralSecurityException

/* ECDSA Key Pair generator =/

KeyPairGenerator kpGenerator = KeyPairGenerator. getlnstance ("EC”) ;
kpGenerator. initial ize (new ECGenParameterSpec (CURVE)) :

KeyPair [l kp = new KeyPair[LOOP];

/* ECDSA Key Pair generate */

long start = System. currentTimeMillis(;
for (int i =0; i <LOOP; ++i) |

! kpl[i] = kpGenerator. generateKeyPair () ;

long end = System. currentTimeMillis(;

System. out. printin(ALG + “ on “ + CURVE + “ keygen:

/* Message */
byte[] msg = “hello, world!”. getBytes():

Signature signature = Signature. getInstance (ALG) ;

/* ECDSA sign */

byte[1[] sig = new byte[LOOPI[];
start = System. currentTimeMillis();
for (int i =0; i <LOOP; ++i) |

signature. initSign(kp[i]. getPrivate()) ;

signature. update (msg) ;
sigli] = signature.sign();
}

end = System. currentTimeMillis();

System. out. printIin(ALG + “ on “ + CURVE + ”

/* ECDSA verify */

boolean[] verify = new boolean[LOOP];
start = System. currentTimeMillis(
for (int i =0; i <LOOP; ++i) |

signature. initVerify(kp[i]. getPublic());

signature. update (msg) ;
verify[i] = signature. verify(sig[i]).
}

end = System. currentTimeMillis();

System. out. printIin(ALG + ” on ” + GURVE + ~

/* Ensure results */

String result = "0K”;

for (int i =0; i <LOOP; ++i) |
if (lverify[il) {

System. out. printIn(ALG + “on ” + GURVE + ~

result = “NG”;
}
}

sign:

verify:

“ +1000.0 * 1000 / (end - start) +

“ +1000.0 * 1000 / (end - start) +

“ +1000.0 * 1000 / (end - start) +

verified failed at ” + i);

System. out. printin(ALG + “ on “ + CURVE + “ keygen/sign/verified : “ + result);

X 25 OpenJDK EcDsaP256 ##lIfi v 2 Z A EcDsaP256. java
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1
2
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OO~~~

backage openJdkBench;

import java
import java
import java
import java
import java

secur ity. GeneralSecurityException.
security. KeyPair;

secur ity. KeyPairGenerator;
security. Signature;

secur ity. spec. ECGenParameterSpec;

public class EcDsaP384

static final int LOOP = 1000;
static final String CURVE = “secp384r1”;
static final String ALG = “SHA512withECDSA™;

public static void main(String[] args)
throws GeneralSecurityException

/* ECDSA Key Pair generator */
KeyPairGenerator kpGenerator = KeyPairGenerator. getInstance ("EC”) ;
kpGenerator. initial ize (new ECGenParameterSpec (GURVE)) ;

KeyPair[] kp = new KeyPair[LOOP];

/% ECDSA Key Pair generate */

long start = System. currentTimeMillis();
for (int i =0; i <LOOP; ++i) |

kp[i] = kpGenerator. generateKeyPair () ;

}

long end = System. currentTimeMillis(

System. out. printin(ALG + “ on ” + GURVE + ” keygen: ” + 1000.0 * 1000 / (end - start) + ”

/* Message */
byte[] msg = “hello, world!”. getBytes();

Signature signature = Signature. getInstance (ALG) ;

/* ECDSA sign */

byte[1[] sig = new byte[LOOP][];

start = System. currentTimeMillis();

for (int i =0; i <LOOP; ++i) {
signature. initSign(kp[i]. getPrivate()) ;
signature. update (msg) ;

sigli] = signature.sign();

}

end = System. currentTimeMillis();
System. out. printIn(ALG + “ on “ + CURVE + “ sign: “ + 1000.0 % 1000 / (end - start) + “

/* ECDSA verify */

boolean[] verify = new boolean[LOOP];
start = System. currentTimeMillis();

for (int i =0; i <LOOP; ++i) |

signature. initVerify(kp[i]. getPublic());
signature. update (msg) ;

verifylil = signature.verify(sigl[il);

}

end = System. currentTimeMillis();

System. out. printIn(ALG + “ on “ + GURVE + ” verify: ” + 1000.0 * 1000 / (end - start) + ”

/* Ensure results *x/

String result = "0K";

for (int i =0; i <LOOP; ++i) |
if (verify[i]) {

}

}

System. out. printIn(ALG + “on ” + GURVE + “ verified failed at " + i)
result = "NG”;

System. out. printIn(ALG + “ on ” + CURVE + " keygen/sign/verified : ” + result);

26 Open]JDK EcDsaP384 Et#lIFH 7" 1 275 A EcDsaP384. java

69

ops/sec”) ;

ops/sec”) ;

ops/sec”) ;



1
2
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package openJdkBench;

import java. security. GeneralSecurityException;
import java.security. KeyPair.

import java. security.KeyPairGenerator;

import java. security.Signature;

import java. security. spec. ECGenParameterSpec;

public class EcDsaPb521
static final int LOOP = 1000;
static final String CURVE = "secpb2irl”;
static final String ALG = "SHA512withECDSA”

public static void main(String[] args)
throws GeneralSecurityException

/* ECDSA Key Pair generator *x/

KeyPairGenerator kpGenerator = KeyPairGenerator. getInstance (“EC”):
kpGenerator. initialize (new ECGenParameterSpec (CURVE)) ;

KeyPair[] kp = new KeyPair [LOOP];

/* ECDSA Key Pair generate %/

long start = System. currentTimeMillis();
for (int i =0; i <LOOP; ++i) {

| kp[i] = kpGenerator. generateKeyPair () ;

long end = System. currentTimeMillis() ;

System. out. printIn(ALG + ” on ” + CURVE + ” keygen:

/* Message */
byte[] msg = "hello, world!”. getBytes():

Signature signature = Signature. getInstance (ALG) ;

/* ECDSA sign =/

byte[][] sig = new byte[LOOP][];
start = System. currentTimeMillis();
for (int i =0; i <LOOP; ++i) {

signature. initSign(kp[i]. getPrivate());

signature. update (msg) ;
sigli] = signature. sign();
)

end = System. currentTimeMillis();

System. out. printIn(ALG + “ on “ + CURVE + ”

/* ECDSA verify */

boolean[] verify = new boolean[LOOP];
start = System. currentTimeMillis(;
for (int i =0; i <LOOP; ++i) {

signature. initVerify(kp[i]. getPublic());

signature. update (msg) ;
| verifyl[i] = signature. verify(sig[il):

end = System. currentTimeMillis();

System. out. printIn(ALG + “ on ” + CURVE +

/* Ensure results *x/

String result = “0K”;

for (int i =0; i <LOOP; ++i) {
if (lverifyl[il) {

System. out. printin(ALG + “on “ + CURVE + “

result = "NG”;
}
1

sign:

verify:

“ +1000.0 * 1000 / (end - start) + ”

“ +1000.0 * 1000 / (end - start) +

“ +1000.0 * 1000 / (end - start) + ”

verified failed at “ + i):

System. out. printIn(ALG + “ on “ + CURVE + “ keygen/sign/verified : “ + result);

X 27 OpenJDK EcDsaP521 ##lIfi 7 v 2 Z A EcDsaP521. java
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ops/sec”) ;

ops/sec”) ;



| package openJdkBench:
2

3= import java.security.GeneralSecurityException:
import java.security.KeyPair:

import java.security.KeyPairGenerator;

import java.security. Signature:

Tublic class EdDsaEd25519

10 static final int LOOP = 1000
11 static final String ALG = “Ed25519”;

5
6
7
8
9

12

13& public static void main(String[] args)

14 throws GeneralSecurityException

15

16 /* EdDSA Key Pair generator */

17 KeyPairGenerator keyPair = KeyPairGenerator. getInstance (ALG) :
18

;9 KeyPair[] kp = new KeyPair[LOOP]:

0

21 /* EADSA Key Pair generate */

22 long start = System. currentTimeMillis():

23 for (int i =0: i <LOOP; ++i) {

gg | kp[i] = keyPair. generateKeyPair () ;

26 long end = System. currentTimeMillis():

27 System. out. printIn(ALG + “ keygen: “ + 1000.0 * 1000 / (end - start) + ” msec”):
28

29 /* Message */

30 byte[] msg = "hello, world!”. getBytes():

31

32 Signature signature = Signature. getInstance (ALG) ;

33

34 /* EdDSA sign *x/

35 byte[][] sig = new byte[LOOP][]:

36 start = System.currentTimeMillis():

37 for (int i =0; i < LOOP; ++i) {

38 signature. initSign(kp[i]. getPrivate()):

39 signature. update (msg) ;

40 sigli] = signature.sign():

41

42 end = System.currentTimeMillis();

43 System. out. printIn(ALG + ” sign: ” + 1000.0 * 1000 / (end - start) + ” msec”):
44

45 /* EdDSA verify x/

46 boolean[] verify = new boolean[LOOP] .

47 start = System. currentTimeMillis();

48 for (int i =0: i <LOOP; ++i) {

49 signature. initVerify (kp[il. getPublic()):

50 signature. update (msg) ;

51 verify[i] = signature.verify(sig[il);

52

53 end = System. currentTimeMillis();

54 System. out. printIn(ALG + “ verify: “ + 1000.0 * 1000 / (end - start) + “ msec”):
55

56 /* Ensure results */

57 String result = “0K”:

58 for (int i =0; i <LOOP; ++i) {

59 if (verify[il) {

60 System. out. printIn(ALG + “ verified failed at ” + i)
61 result = "NG”;

62 }

63 }

64 | System. out. printIn(ALG + “ keygen/sign/verified : ” + result).
65

66 }

28 Open]DK Ed25519 £+#IH 7 =2 25 A EdDsaEd25519. java
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package openJdkBench;

2
3= import java. security. GeneralSecurityException;
4 import java. security.KeyPair;

5 import java. security.KeyPairGenerator;

6 import java.security.Signature.

7

8 public class EdDsaEd448

9

10 static final int LOOP = 1000;

1 static final String ALG = "Ed448";

12

13 public static void main(String[] args)

14 ( throws GeneralSecurityException

15

16 /* EdDSA Key Pair generator =/

17 KeyPairGenerator keyPair = KeyPairGenerator. getInstance (ALG) ;
18

19 KeyPair[] kp = new KeyPair[LOOP];

20

21 /* EdDSA Key Pair generate */

22 long start = System. currentTimeMillis();

23 for (int i =0; i <LOOP; ++i) {

24 kpl[i] = keyPair. generateKeyPair () ;

25

26 long end = System. currentTimeMillis(;

27 System. out. printin(ALG + ” keygen: ” + 1000.0 * 1000 / (end — start) + ” ops/sec”);
28

29 /* Message */

30 byte[] msg = “hello, world!”. getBytes();

31

32 Signature signature = Signature. getInstance (ALG) ;
33

34 /* EdDSA sign */

35 byte[1[] sig = new byte[LOOP][];

36 start = System. currentTimeMillis();

37 for (int i =0; i <LOOP; ++i) |

38 signature. initSign(kp[i]. getPrivate());

39 signature. update (msg) ;

40 sig[i] = signature. sign() .

41 }

42 end = System. currentTimeMillis(;

43 System. out. printin(ALG + ” sign: “ + 1000.0 * 1000 / (end - start) + ” ops/sec”);
44

45 /* EdDSA verify */

46 boolean[] verify = new boolean[LOOP];

47 start = System. currentTimeMillis();

48 for (int i =0; i <LOOP; ++i) {

49 signature. initVerify(kp[i]. getPublic()) :

50 signature. update (msg) ;

51 } verifylil = signature.verify(siglil);

52

53 end = System. currentTimeMillis();

54 System. out. printIn(ALG + “ verify: ” + 1000.0 * 1000 / (end - start) + ” ops/sec”);
55

56 /* Ensure results %/

57 String result = "0K”;

58 for (int i =0; i <LOOP; ++i) {

59 if (lverify[il) {

60 System. out. printIn(ALG + “ verified failed at “ + i):
61 result = "NG”;

62 }

63 }

64 } System. out. printIn(ALG + ” keygen/sign/verified : ” + result);
65

66 }

67

X 29 OpenJDK Ed448 FHIF 7 v 7' A EdDsaEd448. java
(Linux) {Mac) EcDsaP256. java, EcDsaP384. java, EcDsaP521. java,

EdDsaEd25519. java, EdDsaEd448. java Z[E—®7 4 L7 FNUIZEEL, TOT 4 L7
FNUNTUTFOavy REFEITLTCHERYr /7 L% E/L R LT,
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javac —d . EcDsaP256. java
javac —d . EcDsaP384. java
javac —d . EcDsaP521. java
javac —d . EdDsaEd25519. java
javac —d . EdDsaEd448. java

(Win) EcDsaP256. java, EcDsaP384. java, EcDsaP521. java, EdDsaEd25519. java,
EdDsaEd448. java #[fl—®7 4 L7 RV IZEEL, £O7T 4 V27 NURNTUTD =~
VREFITLCHIEA e /7 8% KL,

javac —d . EcDsaP256. java
javac —d . EcDsaP384. java
javac —d . EcDsaP521. java
javac —d . EdDsaEd25519. java
javac —d . EdDsaEd448. java

[BHH 7 e 7 F 2D FETIE]
(Linux) Mac) U FDa~<> REFEIT L.

java open]JdkBench. EcDsaP256
java open]JdkBench. EcDsaP384
java open]JdkBench. EcDsaP521
java openJdkBench. EdDsaEd25519
java open]JdkBench. EdDsaEd448

Win) U Foma~wr REFEITLI.

java open]JdkBench. EcDsaP256
java open]JdkBench. EcDsaP384
java open]JdkBench. EcDsaP521
java openJdkBench. EdDsaEd25519
java open]JdkBench. EdDsaEd448

@ Libgerypt
[0SS D AF]
(Linux) {Mac) libgpg—error 1.43 & Libgerypt 1.9.4 ZLL FmbF 7 ma— R
L7z.
https://gnupg. org/ftp/gerypt/libgpg—error/libgpg—error—1. 43. tar. bz2
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https://gnupg.org/ftp/gcrypt/libgpg-error/libgpg-error-1.43.tar.bz2

https://gnupg. org/ftp/gcrypt/libgcrypt/libgcrypt-1. 9. 4. tar. bz2
UTFORREDa~y REFEITLTI7A4 77U %E/NRL, benchlib 24 A h—/L
L.

mkdir benchlib

tar —xjf libgpg—error—1.43. tar. bz2

cd libgpg—error—1. 43

. /configure —prefix=$PWD/.. /benchlib; make; make install
cd ..

tar —xjf libgcrypt-1.9. 4. tar. bz2

cd libgerypt-1.9.4

. /configure —prefix=$PWD/.. /benchlib; make; make install
cd ..

(Win) Libgcrypt % Visual Studio TE/L R TEZRW2W, U FDa~vw KT
MSYS2 MinGW 64-bit O/Nw 7 —VBIWMEFETHTI7A4 77V A A F—/L LT,

pacman —S mingw-w64-x86_64-1ibgcrypt—1.9.4-1

1FETAHT7 477 VX Linux, Mac ERIU A=V g o Thot-.

—

FHAH 7 1 7T 5D Y]
M~ v 7' A%, ECDSA P-256, ECDSA P-384, ECDSA P-521, Ed25519, Ed448
(22T
e gcry_pk_genkey B%L, gcry_sexp_find_token BZCTOABHEELY H L,
gery_sexp_find_token B¥X COMBEHI Y H L2 —HOME L LizT 1y 7 T
DHEA K,
o gery_pk_sign BETOEL AL
e gery_pk_verify BA¥t CTOELRGE
Z, FHENI0MEIEIT L, FHENRO104E45 OB (-7 8) tZ2HlET 5.
t#10°THDZ L TH MO LRICER L, Hon=E 10t ] 2% 5 2 & T,
AN—""v & A BHY OFATHE) 2Rz, FHHEAT
10* 1013 .
(/109 ~ ¢ [121/#2]

LD,

Libgerypt TlZ Ed25519ph, Ed25519ctx, Ed448ph ZH7R— k L TRV DEHAI L
TR U,

libgerypt—1.9. 4/tests/benchmark. ¢ ZZ&EIZFHAIH 7 12 277 F A libgerypt_bench—
mark. ¢ (X 30) Z{EpkL7-.
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https://gnupg.org/ftp/gcrypt/libgcrypt/libgcrypt-1.9.4.tar.bz2

1 ftinclude <time.h><

% #include <gcrypt. h>-

4 define LOOP 10000+

5 [tdefine SEC(spec) ((double)spec.tv_sec + (double)spec. tv_nsec / 1000000000. 0) <
f75 #define SEC_DIFF (st, ed) (SEC(ed) - SEC(st))~

8 |int main(int arge, const char *argv[]) [~

9| /% Initialize libgcrypt library */<

10 if (gery_check_version(”1.9.4”) == NULL) {«

}; ~ " return-1¢

13| gery_control (GCRYCTL_DISABLE_SECMEM, 0):<

14" const struct [#

15 char *alg

16 ~  int p:«

177 ~  char *key_s:-

18| ~  char *data_s;¢

19" ° int is_ecdsa;~

20"} list[] = {=

21" " {"ECDSA P-256", 256, “(genkey (ecdsa(curve ¥"nistp256¥”)))",

2/ (data (flags raw) (value %m)”, 1}, <

23|° " {"ECDSA P-384", 384, “(genkey (ecdsa (curve ¥'nistp384¥”)))”,

24 - ” (data (flags raw) (value m)”, 1}, <

25| (] ECDSA P- 521", 521, “(genkey (ecdsa (curve ¥'nistp521¥7))) ",

26 ~ °  “(data (flags raw) (value %m))”,

271" [Ed25519", 256, “(genkey (ecdsa(curve ¥"Ed25519¥ )(flags eddsa))) ”, -
2|1 ° 7 (data (flags eddsa) (hash-algo sha512) (value %m))”,

29 ° d 256, “ (genkey (ecdsa(curve ¥“Ed448¥%” )(flags eddsa))) , €
30| i B (data (flags eddsa) (hash-algo shake256) (value %m))”, 0}«

31 st

32 [«

gi struct timespec st, ed;-

35" printf(” "Algor i thm KeyGen Sign Verify¥n”) ;<

gg © printf(” ¥n") ;<

38|° for (int testno=0; testno < sizeof (list)/sizeof ((list) [0]): testno++) [«
28 "7 printf("%-11s “, list[testno].alg):~

41| " /x Prepare key spec */<

42 "~ gery_sexp_t key_spec;<

ﬁ © 7 gery_sexp_build(&ey_spec, NULL, list[testno].key_s) <

457 " /x KeyGen */<

46" ~  gory_sexp_t key_pair [LOOP]:<

47~ gery_sexp_t pub_key[LOOP]:<

28 gery_sexp_t pri_key[LOOP] ;<

50" ° clock_gettime (CLOCK_MONOTONIC, &st).<

51 |

52"~ for (int i =0: i <LOOP; ++i) {«

53| gery_pk_ genkey(&key pair[i], key_spec);<

541 ° pub_key[i] = gery_sexp_find_token(key pair[i], “public-key”, 0):.<
gg R | pri_key[i] = gecry_sexp_find_token(key pair[i], “private-key”, 0);-
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clock_gettime (CLOCK_MONOTONIC, &ed) .-
printf ("  %11.06f", (double)LOOP / SEC_DIFF (st, ed)):«

/* Message */<
gory mpi_t x;<
if (list[testno]. is_ecdsa) [«
" unsigned char digest[32]:«
gery_md_hash_buffer (GCRY_MD_SHA256, digest, “Hello World!™, 12):

} gcr)ifmpifscan(&x, GCRYMPI_FMT_USG, digest, 32, NULL) ;-

else {~
" gery_mpi_scan(&x, GCRYMPI_FMT_USG, “Hello World!”, 12, NULL) ;<

gory_sexp_t data; <
gery_sexp_build(&data, NULL, list[testno].data_s, x):
gery_mpi_release(x) .

/* Sign */<
gory_sexp_t sig[LOOP] ;<

clock_gettime (CLOCK_MONOTONIC, &st) ;<

for (int i =0: i <LOOP; ++i) {e
gery pk_sign(&siglil, data, pri_key[il):-

clock_gettime (CLOCK_MONOTONIC, &ed):«
printf (" %11.06F", (double)LOOP / SEC_DIFF(st, ed)) ;<

/* Verify %/«
clock_gettime (CLOCK_MONOTONIC, &st) .«

for (int i = 0: i < LOOP; ++i) {
“  gery_error_t result = gery _pk_verify(sig[i], data, pub_key[il):
if (result !=0) [
" printf(“verify failed¥n”) <
break;«

},

clock_gettime (CLOCK_MONOTONIC, &ed) ;<
printf("  %11.06f¥n", (double)LOOP / SEC_DIFF(st, ed)):

gery_sexp_release (key_spec) .~

for (int i =0: i <LOOP: ++i) {=

" gory_sexp_release (key_pair[i]) ;=
gery_sexp_release (pri_key[i]) =
gery_sexp_release (pub_key[i]) ;<
gery_sexp_release(sig[i]) ;<

gory_sexp_release (data) ;

30 libgcrypt_benchmark. c

(Linux) {Mac) libgcrypt_benchmark.c % libgcrypt—1.9. 4. tar.bz2 % EB L7~

T4 L2 MY (libgerypt-1.9.4 7 4 L7 MU Z&ETHT 4 L7 FU)ICEEL, 20
T4LVZ7 NUNTUTFTOa~vy REETLCHEAY e /7 42 RLT-.

gce —o libgerypt_benchmark libgerypt_benchmark.c . /benchlib/bin/lib—
gcrypt—config ——cflags ——libs
export LD_LIBRARY_PATH=$PWD/benchlib/lib

(Win) libgcrypt_benchmark.c ZLL FDa< 2 FEITLCEHHEA v /7 5%

VR LT

gce —o libgerypt_benchmark libgerypt_benchmark.c 1libgerypt—config ——cflags
—libs’
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R 7 v 75 KD FAT 7]
UTDa~r RaFET L.

. /libgcrypt_benchmark

@ Nettle

[0SS D AF]
(Linux) (Mac) GMP 6.2.1 & Nettle 3.7.3 ZLLFnbFA vrm—RKL7-.
https://gmplib. org/download/gmp/gmp—6. 2. 1. tar. 1z
https://ftp. gnu. org/gnu/nettle/nettle-3. 7. 3. tar. gz
UFTDavy REFEITLTIA 77 V% E/NRL, benchlib{ZA A h—/L LT,

mkdir benchlib

tar —lzip —xf gmp-6. 2. 1. tar. 1z

cd gmp—6.2.1

./configure —prefix=$PWD/.. /benchlib; make; make check && make install
cd ..

export LD_LIBRARY_PATH=$PWD/benchlib/lib

tar —xzf nettle-3.7.3. tar. gz

cd nettle-3.7.3

. /configure —prefix=$PWD/.. /benchlib; make; make install

cd ..

(Win) Nettle | Visual Studio TEJL RTX72W=, L FD a2~ KTMSYS2
MinGW 64-bit O/Ny r—VBIMEGFET 579477 V& A M—/L LT,

pacman —S mingw-w64-x86_64-nettle-3.7.3-1

WAETH T4 77 U X Linux, Mac ERIC/N— 3 0 Thoiz.

(GHUAH 7 =7 77 Ao HEiF]
FHAA 7 v 7' A%, ECDSA P-256, ECDSA P-384, ECDSA P-521, Ed25519, Ed448
(2o T
e [ECDSA P-256 OiG&
» ecdsa_generate_keypair B% CHEA AL
» sha2b6_init, sha256 update, sha256_digest, ecdsa_sign TE4 4R
» sha2b6_init, sha256_update, sha256_digest, ecdsa_verify T4 MFE
e [ECDSA P-384, ECDSA P-521 DA

7


https://gmplib.org/download/gmp/gmp-6.2.1.tar.lz
https://ftp.gnu.org/gnu/nettle/nettle-3.7.3.tar.gz

» ecdsa_generate_keypair BIZ CHEA R
» shab12_init, sha512_update, shab512 digest, ecdsa_sign CTZE4 4R
» shab12_init, shabl2_update, shab512_digest, ecdsa_verify T4 MREE
o [d25519 DHH
> yarrow256_random %% & ed25519_sha512_public_key B4k CHEAE K
>  ed25519_sha512 sign PE%L CE4 AR
> ed25519_sha512 verify BA¥ TE4 M
o [Ed448 OFH
» yarrow256_random BE%K & ed448_shake256_public_key BE% CHEA L
> ed448_shake256_sign B TEL AL
» ed448_shake256_verify B3 CHEAL fRiIE
ZENENI0MEIFAT L, 01085 LR (F /) 2 IET 5.
t%#10°THIHZ L TH /M oRIcAE L, Soni-Ec103(E]+2%% = & T,
2ZN—""y & A WHIY OETEE) 2RO, FHEAUX

10* 1013
(/109 ¢ [1=1/%]

L%,

Nettle TiZ Ed25519ph, Ed25519ctx, Ed448ph ZHAR— bk L TWRWZDEHHI L T
AT AN

HEA T 7 75 & nettle_benchmark. ¢ (¥ 31) , nettle_benchmark p256.c (X
32) , nettle_benchmark_p384.c (X 33) , nettle_benchmark pb21.c (X 34) ,
nettle benchmark ed25519.c¢ (X 35) B Nnettle benchmark ed448.c (X 36) %

YERR L7z,
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#include <nettlefvarrow.h>«

e
/% to avoid warning of incompatible pointers between<

# yoid () ivoide,...) and+

# woidix)(struct warrow2B6_ctus,...) %/«
void vrandom({void #ctx, size_t length, uwint8_t =dst) {<
; varrow28B _random{{struct varrow256 ctxslctx, length, dst);«
.&I

H
void p2O6(struct varrow286_ctx #rx);«
woid p38distruct wvarrow?86 ctx xrx);e
wvoid pA21 (struct warrow2BB cty *rx);e
void ed?B919 (st ruct warrow?Bh _ctx #rx);<
void eddddistruct varrow286_ctx #rx); <

e

int mainiint argc, const char *argv[]){<
A Init random context x/«
struct varrow20B_ctx rxs+
varrowZ56 init (&rx, 0, NULL);«
uints t seed[YARROWZRE SEED FILE SIZE] = {};:+
varrow?96_seed(&ry, YARROW2SE_SEED _FILE _SIZE, seed);<

p2EE (&rx);
p384(&rx);
pE21 (hryd;
ed?5519 (Lr
eddd8 (&rx)

y

>}>>>.at

e
e
e
%)
'

P

A don’t clear wal low2B6_ctx %/

T

return 03+«

—_—
‘T

31 nettle_benchmark. ¢
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finclude <stdio.h>«

finclude <stdlib.hy<

Hinclude <time.h><

e

finclude <nettlefvarrow.hs<

#include <nettlefecc-curve.h:«

finclude <nettlefecdsa.h>+«

finclude <nettle/dsa.h>«

finclude <nettlefshal.hi<

e

fdef ine MSG "Hello World!™e

fidef ine MSGLEN 12<

fidef ine LOOP 10000+

ftdef ine SEC({spec) ((double)spec.tv_sec + (doublejspec.tv_nsec / 1000000000.0)«
fidef ine SEC_DIFF(st, ed) (SEC(ed) - SEC(st))e

e

woid vrandom(void #ctx, size_t length, wint8_t #dst);«
e

woid p286(struct warrow?86 ctx xrx) <

A Init public key %/«

struct ecc_point pub;+

ecc_point _init {&oub, nettle_get secp Z0Gr1()1);«

£

=

Fe Init private key %/«
struct ecc_scalar key;+
ecc_scalar_init (&key, nettle_get secp_286ri1());«

}>>"t

A Init sizgnature #/F
struct dsa_siznature siz:«
dsa_signature_init (&sig);«

}>>"t

Je digest for WEG %/¢
uint8 t dest [SHAZEE DIGEST BIZE];«
e

struct timespec st, ed;«

>}>>.1~_

clock gettime (CLOCK MWOMWOTONIGC, &st);«<

for (int i = 05 0 < LOOP; ++i) [«

T /% % % Generate kevpair % % %/

, ecdsa_generate_kevpair (hpub, &kev, ri, vrandom) ;<

e

clock_gett ime (CLOCK _MOMOTONIC, &ed);<

printf ("ECDEL P-256 KevGen @ ¥.06f¥n™, (doublelLOOP / SEC DIFFist, ed));<

>}>>>}>.t

clock_gett ime (CLOCK_MOWOTONIG, &st);<

for (int i = 05 0 < LOOP; ++i) [«

T % % % Generate Signature ¥ ¥ %S¢

struct shaZBB _ctx ctu; <

shaZBb_init (Actx);e

shaZif_update(&ctx, M3GLEN, M3G);<

sha?bb digest (4ctx, SHAZEE DIGEST BIFE, degst);«
ecdsa_signtdkey, rx, vrandom, SHAZAE_DIGEST_SIZE, dzst, dsizlie

ooy oF 0k F

T
clock_gett ime (CLOCK _MOMOTONIC, &ed);<
printf ("ECDEL P-256 Sign @ ¥.06f¥n™, (doublelLOOP / SEC DIFFist, ed));<

>}>>>}>>>}>at

clock_gett ime (CLOGK _MONOTONIC, &st);«e

for (int i = 05 0 < LOOP; ++i) [«

T Sk ox Verify Signature ¥ % £/2
struct shaZBB_ctx ctu; <

>>}>.t
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shaZBb_init (Actx):e

sha?8b_update(&ctx, MSGLEM, MEG);<

sha2bb_digest (&ctx, SHAZEE DIGEST SIZE, dest);«
ecdsa_verify(&pub, SHAZEE DIGEST_SIZE, dest, &siglie

R

T
clock_gett ime (CLOCK_MONCOTONIC, &ed);<
printf ("ECDSS4 P-256 Verify : X.06f%¥n™, (doublelLOOP / SEC_DIFF(st, edi);«

F% Check werify result %/«

int result = ecdsa_verify{&pub, SHAZEE DIGEST_SIZE, dest, &sigl;<
printf ("ECDS4 P-256 Result @ ¥s¥n™, result 7 "walid™ @ Tinvalid™);«
dsa_signature_clear(&sig);«

ecc_scalar_clear(fkey);«
ecc_point clear (&pub); <

32 nettle_benchmark_p256. ¢
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Hinclude <stdio.hy<

Hinclude <stdlib.h><
Hinclude <time.h><
..;_I
finclude <nettlefwarrow.h><
Hinclude <nettlefecc-curve.h:«
Hinclude <nettlefecdsa.hy>«<
finclude <nettle/dsa.h>«<
Hinclude <nettle/shal.h>«
..;_I
Hdefine M3G “Hello Warld!™«
Hodef ine MSGLEN 12«
Hdef ine LOOP 10000+«
Hdef ine SEC{spec) ({doublelspec.tv_sec + {doublelspec.tv_nsec / 1000000000.0)0«
Hoef ine SEC_DIFF(st, ed) (SEC(ed) - SEC(st))«
..;_I
void vrandom({void #*ctx, size_t length, uint8_t =dst);«<
..;_I
vu:ud p384ist ruct varrow256 ctx #rx){<
A Init public key #/e
“ struct ecc_point pub;e
“ ecc_point_init (&pub, nettle_get secp _384ri1());«
..;_I
“ o F Init private key %/«
“ struct ecc_scalar kew;«
“ ecc_scalar_init (&key, nettle_get _secp_384r1());«
..;_I
“ /% Init signature %/«
“ struct dsa_signature siz;«
“ dsa_signature_init(&sig);«
..;_I
© /% digest for WSG %/«
: uint8 t dest [EHARB1Z2 DIGEST SIZFE];«
e
“ struct timespec st, ed;<
..;_I
" clock_gettine (CLOCK_MONOTONIG, &st);«
© for Cint i o= 05 0 < LOOP; ++i) (=
" % % % Generate kewpair ¥ % %<
F ecdsa_generate_kevpair (houb, &kev, ru, vrandom) ;<
S
" clock_gettine (CLOCK _MOMOTONIC, &ed);<
“ printf{TECDSS P-384 KevGen @ %.06f¥n”, (double)LOOP / SEC DIFF(st, ed));«
..;_I
“ clock gEttlmE(GLOGH MOMOTONIC, &st);«
© for (int 1= 05 0 < LOOP; ++|} {e
i Ae % % Generate Signature % ¥ 3/«
“ " struct shaBl1? oty ctu; e
" shafl?_init (Actx) ;e
7 shaBlZ_update(&ctx, MSGLEN, WSG);e
" shaBl1? digest (dctx, SHAS1Z DIGEST 8I7E, dest);«
“ " ecdsa_sizn(ikey, rx, vrandom, SHAS1Z? _DIGEST _SIZE. dest,
S
" clock_gettine (CLOCK _MOMOTONIC, &ed);<
“ printf ("ECDES P-384 Sign D H.06F¥n™, (double)LOOP / BEC DIFF(st, ed));<
..;_I
“ clock _gett ime (CLOCK _MONOTONIC, &st);e
© for Cint i o= 05 0 < LOOP; ++i) (=
" Sv o ox Nerify Signature % ¥ %/
i struct shafhl? cty ctu;«
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struct shaBl? cty ctu;
shafl?_init (Actxd:e

-

}

£% Check werify result %/«

int result = ecdsa_verify({&pub, SHAB1Z DIGEST_SIZE, dest, &sigl;«
printf ("ECDSA P-384 Result @ %s¥n”™, result 7 "walid™ @ “invalid™) i«

dsa_signature_clear(&sig);«
ecc_scalar clear{fkey) ;<
ecc_point _clear (&pub) ;<

33 nettle_benchmark_p384. c

shabl? _update(&ctx, M3GLEN, M3G);<
shabl? digest (&ctx, SHAB1Z DIGEST SIZE, dgst);«
ecdsa_verify (&pub, SHAR1Z2 DIGEST_SIZE, dost, dsig)ie

e
clock_gett ime (CLOCK_MONOTONIG, ded):e
printf ("ECDSA P-384 Verify : ¥.06f¥n", (double)LOOP / SEC_DIFFist, ed));«
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Hinclude <stdio.h>«
finclude <stdlib.h><
Hinclude <time.h><

.&I

finclude <nettlefvarrow.h><
Hinclude <nettlefecc-curve.h:«
Hinclude <nettlefecdsa.hs<
flinclude <nettlefdsa.h>+<
flinclude <nettle/shaZ.h>«

e

Hdefine M3G "Hello Warld!™«
Hdef ine MSGLEN 12«
Hdef ine LOOP 10000«

Hodef ine

fdefine SEC_DIFF(st, ed) (SEC(ed) - SEC(st))<

.&I

woid vrandom({void #ctx, size_t length, wintf_t #dst);«

e

Enid p521 (st ruct warrow256 ctx #rx){<

B

=

}}}.t}}}.t

}}}}.t

}}}}}}}}}}}.t}}}}}}}.t

}}}}.t

Je Init public key /e
struct ecc_point pub;+
ecc_point _init (&pub, nettle_get secp B21r1{1);e

Je Init private key %/«
struct ecc_scalar kew;+«
ecc_scalar_init (&key, nettle_get secp 521ri1());«

A Init signature %/«
struct dsa_siznature sig:«
dsa_signature_init (&sig);«

Fx digest for MEG #/<
uint8 t dest [EHAR1Z2 DIGEST SIZE];«
e

struct timespec st, ed;«

clock_gett ime (CLOCK_MONOTONIG, &st);<
for {int @ =05 i < LOOP; +4i) {«
T f% % % Generate kewpair % % %/

ecdsa_generate_kevpair (dpub, &kev, rx, vrandom);<

T
clock_gett ime (CLOCK_MONOTONIG, ded);<

printf ("ECDSA P-521 KeyGen : ¥.06f¥n", (double)LOOP / SEC_DIFFist, ed));«

clock_gett ime (CLOCK_MONOTONIGC, Ast);+«
for (int 0 = 05 0 < LOOP; ++i) [«

T f% % % Generate Signature % % %S¢
struct shaBl? ctx ctu; <
shafl?_init (Actxd:e

shabl? _update(&ctx, M3GLEN, M3G);<

-

T
clock_gett ime (CLOCK_MONOTONIG, ded);<

printf ("ECDSA P-521 Sign @ ¥.06f¥n", (double)LOOP / SEC_DIFFist, ed));«

clock_gett ime (CLOCK_MONOTONIGC, Ast);+«

for (int 0 = 05 0 < LOOP; ++i) {«

TS ok x Yerify Signature % % %/
struct shaBl? ctx cty; <

84
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shabl? digest (&ctx, SHAB1Z DIGEST SIZE, dgst);«
ecdsa_signidkey, rx, vrandom, SH&S12_DIGEST_SIZE, dezst, &sigz)e
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shafl? _init (Actxld;e

shafl? _update(&ctx, MSGLEN, MSG);<

shafl? digest (&ctx, SHAB1Z DIGEST BIZE, dast);«

: ecdsa_verify(&pub, SHAB12 _DIGEST_SIZE, dzst, &sigl:e

H

clock_gett ime (CLOCK_MONOTONIC, fed); <

printf ("ECDS4 P-221 Yerify : X.06f%n™, (doublelLOOP / SEC_DIFF(st, ed));«

Py P ¥

F% Check verify result #/«
int result = ecdsa_verify({&pub, SHAD1Z DIGEST_SIZE, degst, &sigl;e
printf ("ECDSA P-B21 Result @ ¥s¥n™, result 7 “valid™ @ "invalid™);«

dsa_signature_clear(&sig);«
ecc_scalar_clear(fkey) ;<
ecc_point clear (&pub);<

34 nettle_benchmark_p521.c
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Hinclude <stdio.hy<

Hinclude <stdlib.hy<
Hinclude <time.h><
..;_l
Hinclude <nettlefvarrow.hs«
Hinclude <nettlefeddsa.hy«
..;_l
Hdef ine M5G “Hello World!™<
fHidef ine MSGLEN 12<
Hdef ine LOOP 10000«
fdaf ine SEC(spec) ((double)spec.tv_sec + (doublelspec.tw_nsec / 1000000000.0;) <
fidef ine SEC_DIFF(st, ed) (SEG(ed) - SEG(st))e
..;_l
void ed25518(struct yarrow256_ctx *rx){<
A% public kev, private key and signature %/«
" uint8_t pub[ED25BR19 KEY SIZE];«
“ uwint8_t priv[ED25519 _KEY BIZE];«
“ uint8 t siz[ED?5519 SIGHATURE SIZE]; <
..;_l
“ struct timespec st, ed;«
..;_l
" clock_gettime (CLOCK _MOMOTONIC, &st)i<
“ faor (int i = 0; 0 < LOOP; ++i) {«
“ " fe % ox Generate kevpair ® % %/
i varrow?96_random(rx, EDZB519_KEY SI7E, priv);«
[ ; ed?5519 shafi1? public kevipub, priv):e
e
“ clock_gett ime (CLOCK _MONWOTONIC, &Ed),
“ printf(TEA?E519 KewGen @ ¥.0B6f¥n”,
..;_l
“ clock _gettime (CLOCK MOMOTONIC, &st);<
© for Cint i = 03 0 < LOOP; ++i) {«
7 % % ¥ Generate Bignature ® ¥ %/e
: ; ed25519_shab12_signipub, priv, MSGLEN, MSG, sigl;«
e
“ clock_gett ime (CLOCK _MONWOTONIC, &Ed),
“ printf ("Ed25519 5izn : %.0Bf¥n"™,
..;_l
“ clock _gettime (CLOCK MOMOTONIC, &st);<
© for Cint i = 03 0 < LOOP; ++i) {«
7 S % x Yerify Siznature # % %/
: ; ed?8519_shafl? verify{pub, MEGLEN, MEG, sigl:«
e
“ clock_gett ime (CLOCK _MONWOTONIC, &Ed),
“ printf("EA25519 Yerify @ %.0Bf¥n",
..;_l
“ /% Check werify result /<
i int result = ed25519_shall? verifyipub, MSGLEN, MEG, sig);«
; printf ("Ed2?5519 Result @ ¥s¥n™, result 7 "valid™ @ “invalid™);«
.&l

(doub le)LOOP / SEC_DIFFist, ed));<

(doub le)LOOP / SEC_DIFFist, ed));<

(doub le)LOOP / SEC_DIFFist, ed));<

X 35 nettle_benchmark ed25519. c
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1 Hinclude <stdio.hx<

7 include <stdlib.h><

3 Hinclude <time.hs<

4 [«

B [include <nettlefvarrow.hs«<

B [finclude <nettle/eddsa.hy«

T

8 fdefine MSG “Hello Warld!™«

9 Hdef ine MEGLEN 12+«

10 |Hdef ine LOOP 10000+

11 |fidef ine SEC(spec) (({doublelspec.tw sec + (doublelspec.tv _nsec / 1000000000.07%<
12 Mdefine SEC DIFFist, ed) (BEC(ed) - SEC(=t)le

15 [«

14 [void edd448 (st ruct varrow256_ctx #rx){«

15 /% public key, private kev and signature /<

16"  wuintB_t pub[ED448_KEY _SIFE]; <

17" uintB_t priv[ED448_KEY _SIFE];+«

18" wuint8_t siz[ED448 _SIGNATURE SIZE]; <

19 [«
20" struct timespec st, ed;«
21 |«
221" clock_gettine (CLOCK MOMOTONIC, &st);<
237 for Cint 0 = 0; 0 < LOOP; ++i) {«
24 [° " v % % Gererate kevpair * % x/¢
25 [ wvarrow?96_random(rx, ED448_KEY SI7E, priv);<
26 | ; edddf shake25B public _kev (pub, priv);<
A .
287 clock_gettimeCLOCK MONOTONIC, &ed);«
291" printf("Ed448 KevGen @ %.06f¥n”, (doublel)LOOP / SEG_DIFF(st, ed));«
30 |«
3" clock_gettine(CLOCK MOMOTONIC, &st);<
32" for Cint @ =05 0 < LOOP; ++i) {«
330 ¢ v % % Gererate Signature % % %/
340" ; edddf_shakeZiB_siznipub, priv, WSGLEN, MSG, sigl;«
35 .
367 clock_gettime(CLOCK MONOTONIC, &ed);«
37" printf("Ed448 Sizn @ ¥.06F¥n7, (doublel)LOOP / SEC_DIFF(st, ed));«
38 |«
391" clock_gettine (CLOCK MOMOTONIC, &st);<
A0 (" for Cint @ = 05 0 < LOOP; ++i) {«
A 7 Sk ox Verify Signature % % %/«
42 ; edd48 _shake2B6 _verify(pub, MSGLEN, MEG, sigl:«
45 [ .
447 clock_gettime (CLOCK MONOTONIC, &ed);«
451" printf ("Ed448 Verify : %.06f%¥n”, (double)LOOP / SEC_DIFFi(st, ed));+«
45 |=
4717 S Check verify result %/«
48 [ int result = edd48 shakeZ56 verifwipub, MEGLEN, MSG, =ig);
49 ; printf("Ed448 Result : %s¥n™, result 7 “valid™ @ “invalid™);<
a0 |}«

X 36 nettle benchmark_ ed448. c

(Linux) {Mac) nettle_benchmark.c, nettle_benchmark p256. c,
nettle_benchmark_p384.c, nettle_benchmark p521.c, nettle_bench—
mark_ed25519. ¢, nettle_benchmark_ed448.c % nettle-3.7.3.tar.gz Z B L7-7 «
V27 RV (nettle=3.7.37 4 L2 MU ZELT 4 L7 FU)ICEEL, SATOa<x R
EEITLCHMA 0 77 2% LR L.
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gce —o nettle_benchmark nettle_benchmark. ¢ nettle_benchmark_p256. c net—
tle_benchmark_p384. ¢ nettle_benchmark_p521. ¢ nettle_benchmark_ed25519. ¢
nettle_benchmark_ed448.c —Ibenchlib/include —-Lbenchlib/1ib —lhogweed —lnet-—
tle —1gmp

export LD_LIBRARY_PATH=$PWD/benchlib/1ib

(Win) nettle_benchmark.c, nettle_benchmark p256. c,
nettle_benchmark p384.c, nettle_benchmark_p521.c, nettle_bench—
mark_ed25519. ¢, nettle_benchmark ed448.c Z[F—F 4 L7 FPUICEEL, L FD =
Y FEFITLGHIAZ r 7 A& BV R LI

gce —o nettle_benchmark nettle_benchmark. ¢ nettle_benchmark p256. c net—
tle_benchmark_p384. ¢ nettle_benchmark_pb521. ¢ nettle_benchmark_ed25519. ¢
nettle_benchmark_ed448.c —Ibenchlib/include -Lbenchlib/lib —lhogweed —lnet-
tle —1gmp

[FHUE 7 0 7 Z A DFELTITE]
IFDa~wy REFETLE.

. /nettle_benchmark

® OpenSSL

[0sS D AF]
(Win) (Linux) {(Mac) openssl 3.0.0 ZUA FmbH v a—RL7T-.
https://www. openssl. org/source/openssl—3. 0. 0. tar. gz
A rm— RRIZRRA L.
Windows DG AL/ SR VT AL MXFEZOHBRNE ST L.
OpenSSL IZ AR S AV TWAERHATH 7' 1 777 AF8EARRZ HIE Lisnizd, sHIH Y
07T LEWERICTA T T EFHIIAT 0 7T LoV RE{ToT.

[FHUH 7 v 7 F 5o U]
o< RO Y —A apps/speed. ¢ IZ%F LT 37 D& EITo72. V—ANREWZH
= DI R
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https://www.openssl.org/source/openssl-3.0.0.tar.gz

$ diff apps/speed.c apps/speed_org.c | more

c434

static double ecdsa_results[ECDSA_NUM][3]; 3 ops: keygen, sign then verify */
> static double ecdsa_results[ECDSA_NUM][2]; 2 ops: sign then verify
442c442
< static double eddsa_results[EdDSA_NUM][3]; /* 3 ops: keygen, sign then verify
> static double eddsa_results[EdDSA_NUM][2]; /* 2 ops: sign then verify
470,471d469
< const char *ecdsa_curve[ECDSA_NUM];
< EVP_PKEY *ecdsa_pkey[ECDSA_NUM];
475,476d472
< EVP_PKEY_CTX *eddsa_pctx[EdDSA_NUM];
< EVP_PKEY *eddsa_pkey[EdDSA_NUM];
931,950c927
< static long ecdsa_c[ECDSA_NUM][3];
< static int ECDSA_keygen_loop(void *args)
< {
< loopargs_t *tempargs = *(loopargs_t )
< EVP_PKEY cdsa_pkey = tempargs->ecdsa_pkey;

const char : tempargs->ecdsa_curve[testnum];
int count;

for (count = 0; COND(ecdsa_c[testnum][0]); count++) {
ecdsa_pkey[testnum] = EVP_EC_gen(curve);
if (ecds key[testnum] NULL) {
BIO_printf(bio_err CDSA keygen failure\n");
ERR_print_errors(bio_err);
count =
break;
}
}

return count;

static long ecdsa_c[ECDSA_NUM][2];

960c937
< for (count COND(ecdsa_c[testnum] [1]); count++)

> for (count COND(ecdsa_c[testnum] [0]); count++)
981c958
< for (count = 0; COND(ecdsa_c[testnum][2]); count++)

for (count COND(ecdsa_c[testnum] [1]); count++)
1011,1030c988
< static long eddsa_c[EdDSA_NUM][3];
static int EADSA_keygen_loop(void *args)
{
loopargs_t *t args = *(loopargs_t ) args;
EVP_PKEY_CTX ddsa_pctx = tempargs ddsa_pctx;
EVP_PKEY ddsa_pkey = tempargs->eddsa_pkey;
int ret, count;

for (count = COND(eddsa_c[testnum] [0]); count++) {
ret = EVP_PKEY_keygen(eddsa_pctx[testnum], &eddsa_pkey[testnum]);
if (ret 0)
BIO_printf(bio_err, dDsA keygen failure\
ERR_print_errors(bio_err);
count =
break;

}

return count;

static lTong eddsa_c[EdDSA_NUM][2];

89



for (count COND(eddsa_c[testnum] [1]); count++)

r (count 0; conD(eddsa_c[testnum][0]); unt++) {
9

(count = 0; coND(eddsa_c[testnum][2]); count++) {

(count CcOND(eddsa_c[testnum] [1]); count++)
d2499

0; st & i < loopargs_len; i++) {
g t support NIST curve names. So use NIDs.
loopargs[i].ecdsa_curve[testnum] = 0SSL_EC_curve_nid2name(ec_curves[testnum].nid

dsa
testnum] [0], ec_cu
.ecdsa);
Time_F(START;
count = run_benchmark(async_jobs, ECDSA_k
3.

c L, ec_cur [t num].bit
dsa_results[testnum] [0] = (double)count
_count ount;
ecdsa_c[testnum] [1], ec_curves[t num] .bits,
num] .bits,
sa_results[testnum][1] = (double)count
results[testnum][0] = (double)count
ecdsa_c[testnum] [2], ec_curves[ tnum] .bits
ecdsa_c[testnum] [1], ec_curves[ tnum] .bits,
ecdsa_results[testnum] [2] = (double)count
ecdsa_results[testnum] [1] = (double)count / d;
X *ed_pctx = NULL;
id(
es[testnum].nid, NULL)]
en_init(loopargs[i].eddsa_pctx[testnum]

(loopargs([i] D [testnum], &ed_

if ((ed_pctx = EVP_PKEY X_new_1id( irves[testnum] .ni
b)) NULL
|

EVP_PKE
loopargs[i].eddsa_pctx[testnum] = NULL;

EVP_PKEY_CTX_free(ed_pctx]

curves[testnum] .name,
c[testnum] [0],
urves[testnum].bits, seconds.eddsa);
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count run_benchmark(
d = Time_F(STC

[testnum] .name, d)
eddsa_results[testnum] [0] (double) count
op_count = count;

eddsa_c[testnum][1],
eddsa_c[testnum] [0],
eddsa_results[testnum] [1] (double) count
eddsa_results[testnum] [0] (double) count
eddsa_c[testnum][2],
eddsa_c[testnum][1],
eddsa_results[testnum] [2] = (double)count
eddsa_results[testnum] [1] = (double)count d;
41c3166
“intf( skeygen sign verify gen/s sign
“intf( Ossign verify
46c3171
“intf("+F
“intf("+F
ecdsa_results[k][0], ecdsa_results[k][1l], ecdsa_results[k][2]);
ecdsa_results[k][0], ecdsa_results[k][1
u bits ecdsa (¥%s

u bits ecdsa (%s) i .4 1 %8.1fF

ecdsa_results[k][0], 1.0 ecdsa_results[k][1], 1.C ecdsa_results[k][2],
results[k][0], ecdsa_results[k][1], ecdsa_r Tts[k]1[2]);

ecdsa_results[k][ J ults[k][1],
a_results[k][0], ec results

skeygen sign verify
sign
intf("+F
Fint (" +F6:%u %
results[k][0], eddsa_results[k][1], eddsa_results[k][2]);
results[k][0], eddsa_results[k][1
4u bits EdDSA

EdDSA

eddsa_results[k][1], 1.0 , asults[k][2],
ts[k][1], eddsa_results[k][2]);

EVP_PKEY_free(loopargs[i].ecdsa_pkey[k]);
EVP_PKEY_free(loopargs[i].eddsa_pkey[k]);
EVP_PKEY_CTX_free(loopargs[i1].eddsa_pctx[k

d = atof( rsep(
ecdsa_results[k][2

d = atof( rs
eddsa_results|[

37 apps/speed. ¢ IZXTT AHE
HMAHT v 7 F A Tlx

e EVP_PKEY keygen B CHEA AL
e EVP DigestSign BA¥CE4 Ak
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e EVP_DigestVerify BI%CHE A FRAlk
Z, THEHN 10 BRI IE L THYIELEEnEMET 5. nk 108 TEHS Z LT,
ZN—T"y b A BH0 OETEE) 2Rk, FHEAX
= [im1/#5]
Lieb.
OpenSSL {% Ed25519ph, Ed25519ctx, Ed448ph Z#7R— k L TWRWIZOFH L T
720N,

<Lil’1UX> <M3C> Bﬁ(iﬂé L7z OpenSSL IZxt L C, tar. gz 7 7 A L% R L/f:?/( (P4
FINTUTOa<Y REFEITLTIA 7T UBIOMER 722 F 52N RL
7z.

. /Configure
make

make test

R, VAT LA A R —LEHD OpenSSL ZHEEE L 72N L 9 1T make install 1%
1T,

(Win) BV RIZHEER

OpenSSL #E5%D per]l : Strawberry Perl 5.32.1.1 64bit®

OpenSSL#ERED T 77 : Netwide Assembler (NASM) 2.15.05%
A A =11, Windows DEREEZE% PATH |Z C:¥Program Files¥NASM ZiBA0 L 7-.

AH— N A==a—0 Visual Studio 2022 7 ¢ L 7 kUMD x64 Native Tools Com—
mand Prompt for VS 2022 Z & HEMIECRENL, a2~ K77 M Ctar.gz 7 7
ANVERBA LT o V7 NUICBEILT-.

g L7z OpenSSLIZx LT, BAFDa~y REFATLTIA 7T VB IOMER
077 AHENRLE.

perl Configure VC-WIN64A
nmake

nmake test

B, VAT AIA A RN—)LEFEIHD OpenSSL ZiEEE L /2 X 9 12 nmake install
IFATH7R0.

® https://strawberryperl. com

% https://www. nasm. us
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—

FHAH 7 v 75 A DELT ]
(Linux) Mac) LAFDa~<y REZFEIT L.

export LD_LIBRARY_PATH=$PWD
. /apps/openss]l speed ecdsap256 ecdsap384 ecdsapb2l ed25519 ed448

Win) LITOa~<y REET L.

appsYopenssl. exe speed ecdsap256 ecdsap384 ecdsapb21 ed25519 ed448

® wolfSSL

[0SS D AF]

(Win) (Linux) (Mac) wolfSSL 5.0.0 ZLA F/nbH XA 7 o— K L7T-.

https://github. com/wolfSSL/wolfssl/archive/refs/tags/v5. 0. 0-stable. zip

Fyom— RBICERR L.

Windows Tl Visual Studio Zff L7= /L RFIEIZBREITHEREN TV SN,
ZDHIETE N R L7z wolfSSL 1L EADSA 3 E ENRNT LMotz F£72, MSYS2
TIXwolfSSL #7 4 A b U B a— 3 > T L TR0 28, wol £SSL BIFEE DR
L 72 MSYS2 MinGW 64-bit ECHOHFIETENL RTHZ & & LT

(Linux) Mac) (Win) JEBBIL7Z=T 4L 27 PUNTUTODa~ RE2FEITLTIA
TI7VBIWNHER Y2 7 AL RLT-.

mkdir ../benchlib

. /autogen. sh

. /configure —prefix=$PWD/.. /benchlib ——enable—ecccustcurves ——enable—
ed25519 ——enable—ed448

make

make install

export LD_LIBRARY_PATH=$PWD/.. /benchlib

(BHALA 7" v 7 F 2 0 #efi]
wol fFSSLACFHRE N TW A EHIH 7 1 7 Az RH L.
ZORMAE T e 7T ATIE
e [ECDSA P-256, ECDSA P-384, ECDSA P-521 OG&
» wc_ecc_make_key_ex BEE CTHEA AR
» wc_ecc_sign_hash B8 CE 4 ARk
> wc_ecc_verify_hash B CEAL ML
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https://github.com/wolfSSL/wolfssl/archive/refs/tags/v5.0.0-stable.zip

e [Ed25519 DA
> wc_ed25519 make_key BE%L CHEAERK
»  wc_ed25519 sign msg BAECEA AR
»  wec_ed25519 verify_msg B TE4 MRGIE
o [Ed448 DA
»  wec_curve448_make_key RIS CHEA R
» wc_ed448_sign_msg B TE L AR
> wc_ed448_verify msg B CHE L FRGIE
Z, TNEN LB IR L TEYVIRLEEnZREL TAL—""y & I BHZHOD
FATEH) ZRDT-.
Libgerypt D Z7 A 77 U THAR— K LT 722, Ed25519ph, Ed25519ctx,
Ed448ph [ZFHHI L TWh7Zeuy,

[BHH 7 e 7 F 5D FET ]
(Linux) Mac) Win) AFTDa~<w> REZETLT.

. /wolfcrypt/benchmark/benchmark —ecc—all —ed25519-kg —ed25519 —ed448-kg
—ed448

5.4. 3. PEREHEAE B & G-
MERERIT A L—F > b (E/F) T L7-.

O #~T AR
BT ERDO AN =Ty MERIRZFE 10 (-7

#= 10 BT AR AV—Ty FMERKRE (B/F)

Bouncy Castle| Open]JDK [Libgcrypt| nettle OpenSSL3.0.0 | WolfSSL

ECDSA P-256 4566. 2 1408. 5 51.1 24791.9 23885. 2 681.9

ECDSA P-384 2155. 2 734.8 34. 8 10621. 8 1003. 9 240. 9
Windows |ECDSA P-521 1347.7 404.5 21.0 5576. 7 486. 1 144.8
Ed25519 9345. 8 2132.2 75.9 31620.0 26747. 0 49900. 8

Ed448 4424. 8 769. 8 59.1 9272.0 2745.9 12989. 2

ECDSA P-256 5586. 6 1721.2 172.6 30224.9 40558. 6 797.7

ECDSA P-384 2702. 7 889.7 88.9 13615.5 1458. 4 279.2

Linux [ECDSA P-521 1569. 9 478.2 44. 2 7090. 8 608. 4 167. 6
Ed25519 14492. 8 2816. 9 498. 3 35703.3 36800. 2 49860. 2

Ed448 5780.3 910.7 311.2 11478. 2 5589. 3 14574. 6

ECDSA P-256 5263. 2 1626. 0 114.4 28981. 1 25298. 1 849. 4

ECDSA P-384 2481. 4 825. 1 62.4 13533.5 1335.2 272.3

Mac ECDSA P-521 1402.5 458. 3 31.1 6693. 2 588. 0 151. 2
Ed25519 11627.9 2631. 6 465. 9 35966. 0 27178.0 54304.9

Ed448 4975. 1 874.9 294. 7 10901. 0 20436. 6 11809. 1
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ECDSA P-256 & Ed25519 DFERT ARKIZIIT 2 AN—T"w ML D 75 7 %X 38,
39 BL UK 40 1237

F~LT FERRIZ 31T HECDSA P-256 & EA255190) A/L—""w |k LL#S © Windows
60000.0
50000.0
40000.0

30000.0
20000.0 I I I
10000.0 I
00 N O —— —

Bouncy Castle OpenJDK Libgcrypt nettle OpenSSL3.0.0 WolfSSL

W ECDSA P-256 mEd25519

38 BT ARKICISIT B ECDSA P-256 & Ed25519 D A )L—7» kELER : Windows

SR T ARIZ 5 1 DECDSA P-256 & Ed255190 & JL— 7 b ELES ¢ Linux

60000.0
50000.0
40000.0

30000.0
20000.0
10000.0 l
00 1N —— - —

Bouncy Castle OpenJDK Libgcrypt nettle OpenSSL3.0.0 WolfSSL

W ECDSA P-256 mEd25519

X 39 #~27ARKIZI1T B ECDSA P-256 & Ed25519 D R /L—7 > bk Hk : Linux
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BT AHERICE | HECDSAP-256 £ Ed255190 XL — 7"y b ELEX © Mac
60000.0
50000.0
40000.0

30000.0
20000.0 I I I
10000.0
oo . m— — —_

Bouncy Castle OpenJDK Libgerypt nettle OpenSSL3.0.0 WolfSSL

W ECDSA P-256 M Ed25519

40 BT AERRIZI81T B ECDSA P-256 & Ed25519 D R L—F > kB : Mac

wolfSSL @ ECDSA P-256 & Ed25519 OMEREZANIETHICRKE WD, 7T v M7 4 — L4
WCELTRCERE > TND I END, BRETIEIRVWEEZEZDLND. CERED
wolfSSL @ ECDSA P-256 7% Java @ Open]DK L DKW A /L—T"» hE 725 TWNDH Z &M
5, wolfSSL @ ECDSA P-256 D A/L—7" > K3 C SREFEEODL D IR EEB X B
% . wolfSSL @ ECDSA P-256 0 A/L—=F v hHMIZ Nettle <° OpenSSL i T auiE,
Ed25519 L DT 1I~2 5L 72 0 RARI TR 25 L Bbhs.

U HFRNEFEELICHE2 b 5T 0SS IZ Xk > THREICART Y X EH DR, Eo7
Ty R 73— ThEbEWAL—Ty hOT /AU X AL E25519 THY, b
D 0SS Z bhig LR Y T, [RIFREDZ 40 ECDSA P-256 [ZkbX, Ed25519 DA
X AN—T" hOFEL R DEHANHD EERD.

ECDSA P-384, ECDSA-P521, Ed448 OHETERKIZEIT HA/V—T"v MNbigD 7 Z 7
Z X 41, 42 B LUK 43 |27

ST AERRIZF5 1T HECDSA P-384 & ECDSA P-521, Ed448(D A/L—7 s K LEHE : Windows
14000.0
12000.0
10000.0
8000.0
6000.0

4000.0 I
2000.0 I

Bouncy Castle OpenlJDK Libgcrypt nettle OpenSSL3.0.0 WolfSSL

m ECDSA P-384 ECDSA P-521 mEd448

X 41 &7 AT 5 ECDSA P-384 & ECDSA P-521, Ed448 DAL —F > P :
Windows
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SEARTERRIZFH T HECDSAP-384 & ECDSA P-521, Ed4480 ZJL— 7" kLB : Linux

20000.0
15000.0
10000.0
5000.0 I
0.0 . I - - — [ | I I
Bouncy Castle OpenlJDK Libgcrypt nettle OpenSSL3.0.0 WolfSSL

W ECDSA P-384 ECDSA P-521 mEd448

42 BT HAERRIZI1F 5 ECDSA P-384 L ECDSA P-521, Ed448 D A)L—7 v b LHER -
Linux

AT ERIZH T HECDSA P-384 & ECDSA P-521, Ed448D A J)L— 7"y kELER : Mac

25000.0
20000.0
15000.0
10000.0
5000.0 I I
o Mmll _ - -
Bouncy Castle OpenJDK Libgcrypt nettle OpenSSL3.0.0 WolfSSL

M ECDSA P-384 ECDSA P-521 mEd448

X 43 X7 ERRIZI 1T D ECDSA P-384 & ECDSA P-521, Ed448 D AN—F > hHE : Mac

wolfSSL & OpenSSL @ ECDSA P-384, ECDSA P-521 & Ed448 OPEREZEMNIEH IZ K E W)
B, TT7v b7 —LMIEOTRICEmE RS> TNDEZ LD, BRETIHRZVWEEZ
HiLd. CEFFED wolfSSL & OpenSSL ¢ ECDSA P-384, ECDSA P-521 7% Java @ OpenJDK
LR DFERED AL—TF v hERoTWAZ &M, wolfSSL & OpenSSL @ ECDSA
P-384, ECDSA P-521 M A/L—7"v FMRIZ Nettle I TdhiLiE, Ed25519 & D HRIL[AE
FRE L0 RARZIEI R b b s.

Mac @ OpenSSL3. 0. 0 @ Ed448 d A )L—"7" v k73 Windows @ OpenSSL3. 0. 0 @ Ed448
B AN —TF  MTHART TS EER>TWD., CPUNERD LITWVWZ, BLY—X
MHELRLTWATD, ZHEEDENDONWEZDIE, TLT Y R ARLFEEDHIFIC
ESARWVER (BlziE= g T OB L D ElEL) 12X D AREMEN D 5.

FCHFRARELZIZHE 5T 0SS IZ K> THERRICARNZ Y XIXb D0, o7
Ty R 7 =L ThibEWAL—Ty hOT NI Y ZAAILE448 THY, ZhbHD
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0SS Ztlk L7-FR Y Ti3, KW 222 Mo ECDSA P-384 |2~ T %, Ed448 DAL IZ R
FRENOCCE AN —T y hOFEIEL R BHANHDH ES25D.

© FAARK
FEHERDAN—Ty MUERREZR 11ITRT.

£ 11 BEAERANV—Ty MAERR (E/8)

Bouncy Castle OpenJDK Libgcrypt nettle OpenSSL3.0.0 WolfSSL

ECDSA P-256 2331.0 1661. 1 457.7 17197.3 43939. 4 1309. 6
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