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2.1 Goals for hybrid modes

The primary goal of a hybrid mode is to ensure that the desired security property holds as long as
one of the component schemes remains unbroken. For key exchange, this means that the session key
should remain secure (and thus application data confidential) as long as one of the component key
exchange mechanisms is unbroken. For authentication, this means that the protocol should provide
secure authentication as long as one of the digital signatures schemes is unbroken at the time of
session establishment.

In addition to the primary ervptographic goals, there may be several additional goals for hybrid
modes in real-world network protocols. These include:

Backwards compatibility. Clients and servers who are “hybrid-aware”, i.e., compliant with whatever
hybrid mode is added to TLS or S5H, should remain compatible with endpoints and middle-hoxes
that are not hybrid-aware.
The three scenarios to consider are:
1. Hybrid-aware client, hybrid-aware server: These parties should negotiate and use hybrid
maodes.
2. Hybrid-aware client, non-hybrid-aware server: These parties should negotiate a traditional
(non-PPQ)) ciphersuite (if the hybrid-aware client is willing to downgrade to traditional-only).
d. Non-hybrid-aware client, hybrid-aware server: These parties should establish a traditional
(non-PQ)) eiphersuite (if the hybrid-aware server is willing to downgrade to traditional-only).
Ideally backwards compatibility should be achieved without extra round trips and without
sending duplicate information; see below.

High performance. Use of hybrid modes should not be prohibitively expensive in terms of computa-
tional performance. In general this will depend on the performance characteristics of the specific
cryptographic algorithms used, and the hybridization should not substantially affect performance.
Preliminary results about such performance include [8, 9, 10].

Low latency. Use of hybrid modes should not substantially increase the latency experienced to
establish a connection. Factors affecting this may include the following:

# The computational performance characteristics of the specific algorithms used. See above.

o The size of messages to be transmitted. Public key / ciphertext / signature sizes for post-
gquantum algorithms range from hundreds of bytes to over one hundred kilobytes, so this
impact can be substantial. See [8,9] for preliminary results in a laboratory setting, and [29]
for preliminary results on more realistic networks.

» Additional round trips added to the protocol. See below.

No ertra round trips. Attempting to negotiate hybrid modes should not lead to extra round trips in
any of the three hybrid-aware/non-hybrid-aware scenarios listed above.

No duplicate information. Attempting to negotiate hybrid modes should not mean having to send
multiple cryptographic values for the same algorithm.

1 1\ATYIFE—FDOEM

2.1.2 Internet Engineering Task Force (IETF)

IETF [&. 13—y BT S E MR OZREZHES LV RET HHETHY ., 102—F
YMZIK2TAVE2— 2V AT LEZHEICERTHIEEBMEL T, HBDEMMEERREZER
FTHEDLHREBLI-MERTHS, IETF TEEON-HE T XE L Request For Comments (RFC)
EEENTHEY . INODOXEIFT—FUI T I —THEAIZLTHESND, IETF (2B T 51T
EHREEDOHMIL. 573>t X (Rough Consensus) &5 =% 3—K (Running Code) &&1
THY.FT . KENMEEHFREERL. TN OHEEEREERERCEERAZEL T, TXROHEZM



ZEDBEFRERELTIKENS ., FRICRBAGLEFRERETOEREF LTS L R
#ThHd,

IETF 21X, ARG T—<IZ DLV THETT B Internet Research Task Force (IRTF) AAddY . ZD
FIZEBS M DULNTHRETZITS Crypto Forum Research Group (cfrg) A& 5 HY. PQC BIAMDEE
fffi(& IETF ELTIEEMEE 1 NIST OFFHERERZHER T DLV AM THS-0 . BRIGER
[FENTLED, LHL, EHETHASATOSRIETAMILTHS IPsec, TLS, SSH IRED
INAT)yRE—FF|BIZDULVT. Internet Draft A EFaSh . BRI TS,

T, ERICIEFEEIN TS Internet Draft TH B/ \A TR (ZEH I B Post—quantum
public key algorithms for the Secure Shell (SSH) protocol® JZHY EIF5, CORFIAKZEL
TINAT)YRFE—FOEEMLERBAILZ LAY, [This document defines hybrid key exchange
methods based on classical ECDH key exchange and post—quantum key encapsulation schemes. |
ENAT)YRBRZH(ZDNTEINTULNVS, £1=XH TlIA hybrid key exchange method
maintains the same level of security provided by current key exchange methods, but also adds
guantum resistance. The security provided by the individual key exchange scheme in a hybrid key
exchange method is independent. This means that the hybrid key exchange method will always be
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FOHRTHERITINT=IHREEZETHAPost—Quantum Cryptography for Long-Term Security D5.2
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2“Hybrid Mode” algorithms are created from both, a post-quantum algorithm and an established pre-
quantum algorithm. For example, a digital signature consists of two signatures, which both must be verified.
This approach guarantees security as long as at least one scheme is secure. That way, the introduction of new
schemes does not harm security.

X 2 /\ATVyRE—FIZE3 5 51EA

F1-. LTIZRLE=E 3 28UV T, Selection criteria for quantum—safe hybrid cryptography 1<
DNWTERBASNTILNS, CZTIEH NATYYRDaA T REL T EDEXBTILTYXLT
PQC M7= D ephemeral LB TRESNI-MBLITITZILERBL. ZTOMEDITITILE
Key Derivation Function (KDF)IZ& A &IZ&> T, "harvest—then—decrypt” I E ("Xt L T{RES
N RREERMENZEIR T 5 ICENRINTLND,

8. "harvest-then—decrypt’ I E L (L. A BRI SbSn =T —4ZINELTHEE
(harvest) , EFaAVE1—3 TOREGENBEEMIZIEo1=[RIZ. harvest HAIZUREL-FB T —4%
RFTOIHREINDZETHD, COIIBHEIZHLT, N(TVYRE—FTOFIAZELTHELZE
T REXDESTIVTVALNEFIAVE 12— THRHESNTLESELTH, PQC [TE>TRE
SINHILEZEHKRLTLNS,

e Selection criteria for quantum-safe hybrid cryptography

The guantum-safe hybrid concept is a modular approach, allowing any anthenticated
key establishment mechanism to be protected against “harvest-then-decrypt” attacks by
exchanging additional secret material protected with an ephemeral key for a quantum-
safe public key cryptographic algorithm and including that secret material in the Key
Derivation Function (KDF) run at the end of the key establishment protocol. Such an
approach has been proposed for TLS in [27]. A current Internet-Draft provides a guide-
line to criteria for selecting public key encryption algorithms approved for experimental
use in the gquantum safe hybrid setting [20].
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MENH OO RELTHRMTHLIIENEIN-XELH T, (K] 4)

At present, the future harvest & decrypt style attacks may be mitigated by deploying hybrid classical/quantum-
safe cryptosystems. The idea behind hybrid cryptosystems is to combine a classical cryptographic algorithm
with a quantum-safe cryptographic algorithm in the same system or subsystem. Hybridization is particularly
attractive for key establishment and digital signatures. A hybrid signature scheme might combine a classical
and a gquantum-safe signature algorithm so that both signatures must be verified for the signature to be
accepted. A hybrid key establishment protocol might derive a key from secret materials produced by both a
classical and a quantum-safe algorithm.
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List of all supported QSC Signature / Key Exchange algorithms
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™ https://x9.org/wp—content/uploads/2019/03/X9_Quantum-Computing—Risk—Study—2019-02-
14—finalS1.pdf
* https://openquantumsafe.org/applications/
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ELZD TLS BRI/ TA—T U ANDEEEARDIENTES,
> EEBOFHFHEPRELT,3~5%EIBZ D/ yMEREEM unstructured lattices [Z
EOGDRE ., LD/ YMhz>TIZH AV MET S PQC 7ILTY X AIZK
ERREERIFLIBD TS IENHLMYET,
<>
> URL
<> https://opengquantumsafe.org/research/PQCrypto—PaqSteTam20

CMS and S/MIME
> =
< OpenSSL ZT74+—4L1=RETIE. PQC ONATVIRTFEAIILELZRANT
S/MIME %> CMS DEZZITIENTES,
<& X509 BEHX T PQC ONATYYRE—RFTOTORIIEREFIATESLSITHIEL
TW5.8H. FIATES7ILTIVAL—E SSE0HSNh TS,
> URL
<> https://openguantumsafe.org/applications/smime.html
< https://openquantumsafe.org/applications/x509

0QS (. TN FDNAT)YRE—KRIZDNWTEREDPEREZITHEo-TWSTOCIIMTIEH S
MNoNAT)YRE—FBEEFRICETHERLTWAIEFERIZDOVLTIE. X RAEDEHFETIIRRT S
EMTELRM ST,

22 AREEZHEFATEELINAT)IRE—F
AREITE, AIEACRELNATYYRE—RFORKRERFR T XBRABTELTNAT YR
E—KFIZDOWT, UTFISRY 3 DDHAMLEBEZEITI,

NATYYRE—FABEESN TS ERIELEA, ?
> REMICHTIBZTERDBESTILIIVXL)

$5 https://github.com/open—quantum—safe/openssl#authentication
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https://test.openquantumsafe.org/
https://openquantumsafe.org/research/PQCrypto-PaqSteTam20
https://openquantumsafe.org/applications/smime.html
https://openquantumsafe.org/applications/x509

> BFAVEA—4AAHEMIZHSEIZIE ERDIEE7ILT) X LTS HiTEL
THDEHRZEHI=TENTELRES, ZDE=H . KEDBST7ILITIXLEPQCT
WYX LEFHAEDLETHRTEEEY ., HEDHEESTILTYXLTIEIZERT
EEN R ESRELTEFIVEL—RIZEMASIRRLUETEIZ LTS

> REMICETAEE(PQC 7ILOUX L)

% PQCIZEL#HBITLIEBE.PQC IOV X LAIZHREDEE7ILT) X LELLELT
EFaAVE1—ARICEIEH LN, HEOBS7IILT )X LELBEL TR MM
FEGELHALTLVENIED, RO —EXRIZEEINT- PQC 7ILOUX L
NRERDEBESTIILT)ALELERLTHALFIRAZPREICHESA TV S
[CKDERHMDETEELREDIRINEZOND,

> ERLORZR

> EHETOHFLLTZILOUXLPQC)PTORIILDHEREFTIE, FYRT—
JEICRESN TSR A S LTULENEEIETELL, ZO KSR R % [ 8
TR TURERY 1ZERITEIETHIMER TRIEZITICENTES,

< IR1TD FIPS140 L EDRETOY S LIFKEEDES 7 ILTYXLDOIAHZRELT
L5, —A.NIST H4T-oTLVS PQC Z2# LK (EX PQC 7LV X LBEDOH#%
FHMEL TULNS T8, ERICFIALELSETHEFIATESE R PREN VK REZE
AHAHLTLES,

NATYYRE—RIZHEZHHFLTLSDMN ?

> LROLSLHERERFZAT. NTIYIFE—FTHRALTWAEE7ZIILTYUXLDOEDL
SMALREHEIZRENH-I=ELTEH. 1 DTEEELT7ILTY X LIZE>TEF T4
NRIERIBEINDZZEADHEFENTEEILE,

> BEEDYINIZT/IN—FRIITADEETL=HDON\vI7EEELTOTILTIX
LDBITOVRATLIATL—3 0 ELTOREINIFTEDZ L,

NATYYRE—FDBEREIFE D LS%FEEH ?
> BETISTATELTIEMBERBIETTORILEL I TONAT)YRE—RTORANE

BTHLHEZLDMRM RTINS,

&> BIRELTHITFONTLNEDM, [ETF TIEEEILESN TULVS TLS VO SSHEEDHEE
DES7ILTYVXLEFANTRETBREITOTLAEDITHLT PQC 7ILT YR L%E
BAW=nNATJ)yRE—RRITOHEEFTUVVEASEFEIORILOEREDFE T
EEHLTLS,

> NATV)YRE—RTOFENMRESINDZET, EFEDIRET PQC KR AINS=HF
FAROFEECESBELEZRNETIENTES,
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3 NATYVYRFE—RTHATREEGDT LT X LIRS

KETIE. NATVYFE—FEEBRT HBEICFIASNS PQC 7ILTYXLIZDOWT, AEFT
o tERE R,

FIZNATYYRE—FTRIATREL PQC ZILT) X LIZDWNWT, ERXGXELLTHRITT 54
%, IR PQC BELELEETHE-OTLAS NIST PEH/ETHATIBEETOMILEZELELL
TWSIETF % 5HH . IETF TIEIBISNATUYRE—FTHHAT S PQC 7IL TV A LEEFET
HLIFETITNIST DEEEILRBORBREZBEA TERELCLTWWCAHHTHDIEEZ D,

UEDIEMNS, NAT)YyRE—RTHIATEEL PQC 7L X LD EMHELTIE, NIST DIE
EESFEGEENETIILIVXLIZHDEEZD,

31 BIRMGNAT)yFE—FERHI:PQC 7ILTIX L

EARAEVNSBATEZRSE. BEMAINTWSEETOr LI, REDEBETILTIX L
FRMHRICERFAINTWA-O. EDLIBEENFEET IO ET R THETIENRH#TH
B, CNIE. PQC ZILTYXLERITOBET7IILTAVALEFRAEHETHATE/NA(T)IRE
—FIZDOWTHERFRDEZENFEIND, COKIIGKREZZELT. ERETOFRAEZREFICZA
NIRRT EINZFLHERIZZEITL - Google 5 EZLAHAS Amazon AWS [6]. Microsoft
Research [7]4° Cloudflare [8]% & MEIEREF TV ABERKRDBREZITLEOTLVS,

%<MD PQC ZILTV X LBNAT)YRE—RICET M EMRELE Z<ARIBIN TS,
CZZTIlE. NIST 2™ Post—Quantum Cryptography Standardization Conference 2019. THREXINT=
“Prototyping post—quantum and hybrid key exchange and authentication in TLS and SSH.” [1]%
RYEIF5H, CNICE>T, ERICRIASNTOSAU2—RyrTARILTHS TLS 12 /1.3 %
SSH NDEEZHRTHIENTES, COMXITHE T, AV v—7%4: 0SS T#HS OpenSSL 1>
OpenSSH IZxtLT. PQC &LUNATUYRFE—RICETIERELTEL. TOEEEFHRELTL
%5, (5, & 6)

ZO|MEITH T, 15 F8FED PQC 7ILTV X LIZH T EEMERERICOVTEREIATNSD
T, 2AZMBLI-\MESICEISRILIILEREOT 5, FERELTIEEZLD PQC 7ILTYX L
PNEESELTVSO. RABETIIFTEENRAELIT—RIZTODNWTHET %, EDT—XH
ELSEMELG ST DONTIE, BRIZH I UTITIR LIS THELGEA =B NRSE
NnTLs,

EEBESEL-OICRED/NGA—FZEET H_ETEBIERRETH

° Y. FOra LRI TN EE
o . ERBESEAOOBENTONILHICERT B, Fholt, &

BESNTWVRWNERHIZKLES

FEERRELT—RITOVWTHEEZRETSL, ZORAIITORIILTEH LN TLNS/N
VRV IAITHBRIN TS Ay E—DH A XHAKREL ] (F]: TLS 1.3 I2E 175 NTS-KEM) BIT
ORILEBRTHBEBINTLWEAYE—CH A XTEH DD, BERFBALIS—MAFEELTLESL
EDBBILRE |1TE5L58EDTHD, COLIBFREEEFIEHILTLE->/PQC 7/ILTYX
LT NIST DIE# (L LD Round 3 Finalist [EIFNTWLWA7IILT) X Alk., BRI TIE Classic
McEliece (NTS—KEM (& Round 3 IZH ULV T. Classic McEliece ELTY—UaNnt=, ). TUORILE
4% &L T Rainbow £755, CHOEBEENSH/OLMNSHEIEL TIL. NIST DIZZE{LEEETOD Round 3
Finalist ISZBIENTWAESBTZILTY X LTH>TETILTY AL EICKYET A XOAyE—
SHARGENERESTHHINTWABETORIIIZEEA 52 TLEILSIHIKRIZESTS
U, ZNoD7IILIAYRXLEFIRTHEICHINEZ SN —ADRHEEITEFETHIEN W
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ETHDEERD . BH. BERMNBIS—#RAESE AV E—D YA XBEITDNTIE, 3XEK [1]
MDI3.1.4 Lessons learned ] CrraENTLVS,

s2n OpenSSL 1.0.2  OpenSSL 1.1.1  OpenSSH
(TLS 1.2) (TLS 1.2) (TLS 1.3)
BIKEL-L1 (round 1) -® [ 1] [ X ] *0
BIKEL-L3 {round 1) - oo [ 1) o0
BIKEL-L3 (round 1) -- o0 ([ X} o0
BIKE2-L1 (round 1) -— L 1) L 1 ] (1]
BIKE2-L3 {round 1) - [ 1) [ 1] [ 1]
BIKE2-L5 (round 1) -- L L] ee L L]
BIKE3-L1 (round 1) - [ 1) [X) o0
BIKE3-L3 (round 1) - [ 1] [ 1] (1]
BIKE3-L5 {round 1) - o0 ) o0
FrodoKEM-640-AES —-— L 1 L 1 ]
FrodoKEM-640-SHAKE - = o0 L L ]
FrodoKEM-976-AES -- L L LLJ
FrodoKEM-976-SHAKE - = L 1} L 1 ]

FrodoKEM-1344- AES - =
FrodoKEM-1344-SHAKE —-—

Kyber512 -
KyberTER —-—
Kyberl24 - =
LEDAcrypt-KEM-LT-12" - -
LEDAcrypt-KEM-LT-32" -
LEDAcrypt-KEM-LT-52" - =
NewHope-512-CC.
NewHope-1024-CCA - =
NTRU-HPS-2048-509 - =
NTRU-HPS-2048-677 -
NTRU-HPS-4096-821 - -
NTRU-HRS5-701 - -

NTS-KEM{12,64)' -

LightSaber-KEM -
Saber-KEM -
FireSaber-KEM -—

SIKEp303 (round 1) - @ - - - =
SIKEp434 - [ 1] (1] [ 1]
SIKEp503 - [ 1] (1 ] [ 1]
SIKEpG10 - o0 o0 L L]
SIKEpTs1 -— L 1} L 1 ] L 1)

5 TLS & U SSH EEITHITSH PQC BLUNATVYFE—FTORRIMICHTIETHER
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OpenSSL 1.1.1 (TLS 1.3) OpenSSH

Dilithium-2 L L] L L]
Dilithium-3 o L X ]
Dilithium-4 [ 1 ] L X ]
MQDES-31-48 a8 L L ]
MQDS5-31-64 - L X ]
- e

1] L 1 ]

oo LL)

oo *e

oo L 1]

o0 o0

L 1 L 1

=1 LL)

Pienie2-L5-F8 an L X ]
gTesla-1 (round 1) o L L ]
gTesla-111-size (round 1) L L ] L L ]
g'Tesla-11l-speed {round 1) [ 1 ] L X ]
inbow-la-Classic' =1} =1}
nhow-la-Cyelic! *® *®
lie-Compressed' [ ] ] L 1 ]

--Classic =1} o0
e-10le-Cyelic’ 1] o0

s 1lle-Cyelie-Compressed' - o0

' ic! =1~ o0

! =1} o0

-Compressed' 1] o0
SPHINCS+-{Haraka, SHA256,5H AKE256 }-128{-{ robust, simple} =l-] L L]
SPHINCS+-{Haraks SHA256 SHAKE256 }-128s-{ robust simple} o L 1 ]
SPHINCS+-{Haraks SHA256 SHAKE256}-192{-{ robust simple} a8 L L ]
SPHINCS+-{Haraka SHA256, SHAKE256 }-192s-{ robust simple} =1} 0
SPHINCS+-{Haraka SHA256, SHAKE256 }-256{-{ robust simple} es L L J
SPHINCS-+-{Haraka, SHA256,8H AK E256 }-266s- { robust simple} =]-] L L]

6 TLS LU SSH EEIZHIT5 PQC BELUNSTUYRBLRIZLBBIE-HITIRITHE

5BKU B 6 THLT, TLS 4° SSHZEHR T 5= DEE/H—EXIZHITH% PQC 7L
OUXLZEEBMLUIEZFED PQC LTV A LBEABIUNATYYRE—RTOEMEIZDLTRLT
W5, HBE. BERERMN 2 FITREIN TSN, EZAIDKERNBEARTOEIME. GRIDFERA /A
TUIRTOIEHZRZRL TS, CORBREHETASE. EFFELLELVY—XIX,. PQC 7L
YRXLBEARDONATYYRE—RICREINTLVEWIEMD, FED PQC 7ILOY X LIZERT
HIEMFEEING, F£-.PQC PILTVXLBATEMEST A7 LTV X LIE, EERIATIEHEH
NATYYRE—RTHLRATE LI LN FIN D,

32 BARMIGNATVYRE—REEB]: NA(T )y

NAT)YRE—FTOFAELTERNICFIASN TOSER AR, REHITTIRTIRIE
[EREE(TORIER) ITHD, CSTIE NATVYRE—RIZE T 5RO EKNLFIEEL
T Xk NITERY LEF5N TS TLS 1.3 Fara)LIZE 2 EAERIZ7+—hALTEBAE
T,

AEITIE. NATYVIRE—FTORKBERAT HITHY., [FLDHICRRBITEFELTRE
BRIERDITLS 1.3 ELTONURS A 7UZENTNATYIRE—FDBAIZKYEEDEZEMN
HAHEMEPREICL. ZOEFRITHVWTE D LS NE TR EDESHIME PQC 7ILOdUX L%
HAEHLETTLS FOra)LTEH T S Master Secret (MS) 24T H2DMNFIEEZTT,

<TLS 1.3 ELTONURL A9 (BE)>

TLS 1.3 FARaLIZEFENAT)IRE—FDOBZBABEFE T 2TO0ER (K, "\ (4912
H175 ClientHello & ServerHello TV ELY &S5 supported_groups B & key_share TH D, (K
7
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NS0 extension FLEIREM) 28UV T, supported groups Tld. X9 2 AXELLTE
HMDIEFFEMNREINTEHY., =, key share TIZECDH HZEDAFHBEEZEEL TS . HHE. X 7
[ZENWT. NATYYRE—FHABERLTWAEIX. KFERHAEL>TWAILREMEAZ LTS,

7747k

Client Hello

key _share

supported groups

Server Hello
key share
Change Cipher Spec

<

Encrypted Extensions
Certificate

Certificate Verify
Finished

Finished

Change Cipher Spec

-

B 7 TLS 1.3 /\Y RSz A% (HRR)

7 [2BWT KFFKIZGoTOSERTISHL T, BRGNS T YUY E—FZIBETED &
I UTDEIGEFEEEL TAFRAMAZREL =, (K 8)

1.

trad

PQC

KeyGeny() = (pky, sky)
cpky, csky

spky, ssky

Encapsy(sky ) = (cty, ssy)

Decapsy(sky,pky) = ssy

HKDF (SStraa |l SSpoc) = MS

HEEXDIEEH i, TLS 7ARIJLIZHELNTIL. DHE 4
ECDHE

MEFETERESTILTIR L
FILTVX L X [CBETB8ER (pky, sky)

FILTVXL X IZETEI95A4T U LDRRT

FIVTAVZAL X IZET DY —/\DORRT

FILTAYX L X IZEBEATEILIEIZE>TEHELONDS
BB X cty BEIUEEMWERE ssy

FILTN ALY IZKBBEBHATEILILERRIZE>THEL
NEEFWERE ssy

RXDEEHEMICKYFEoNT-HEMWER ssipeq H
LU PQC [CRYBONTI-HBAWER sspoc TEHL
fEZ A NELTzN\Y Y A A —R DO RE BRI
L2 TH{HMNS MasterSecret (MS)
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7747k H—

KeyGengqq = (Cpktrad: CSktrad)

key_share
KeyGenpge = (ckaQC, cskpqc) {

cpkiraa, CPkPQc

KeyGenyrgq = (spktradv SSktrad)

key share Decapsiraa(sskiraq, €PKiraa) = 5Sivaa
( spkiraa Clpge Encapspoc(eskpgc) = (ctpoc, SSpoc)
Decapstraa(cskiraa, SPKiraa) = SStrad - HKDF (ss444!l sspgc) = MS

DecapspQC (CSka(:, Cthc) = SSPQC

HKDF(SS{_TMH SSPQC) = MS

8 NAT)yRE—FIZE [+ MasterSecret & ¥

8IZHBIKIII. VAT UMY —/IN~NEIET D key_share FHEKT HR132% T, PQC I
KBBEREITL., Y—N\EXRELI=U5/47 D PQC AREEAWN-BSXIZ&>TPQC IZ
K5V a v BOEFEERELTNSIEA LMD,

F . SEFETICTLS 13 7ALINICET2EEDREL ENAT ) YRE—RERALV-EEY
FHEL-RERT, (F9. K 10)

ZHBBLTULVA RFC 1 Internet Draft NEL D= RIBAELL DN, HKDF AD A AT HF R T/
YF G EINTZERRABISAT RS —NTOYRYZLTERLE-EERERTHLI L DL
5o
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0
|
v
PSK -> EHKDF-Extract = Early Secret

tmm——— > Derive-Secret(., "ext binder" | "res binder", "")
| = binder_ key

t=——— > Derive-Secret(., "c e traffic", ClientHello)
I = client_early traffic_secret

pmm——— > Derive-Secret(., "e exp master", ClientHello)
| = early exporter master secret

Derive-Secret(., "derived", "")
|
v
(EC) DHE =-> HKDF-Extract = Handshake Secret

$m———— > Derive-Secret(., "c hs traffic",
| ClientHello...Serverkello)
| = client_handshake traffic secret

t=——— > Derive-Secret(., "s hs traffic",
| ClientHello...ServerHello)
I = server_ handshake_ traffic_secret

Derive-Secret(., "derived", "")
|
v
0 -> HEKDF-Extract = Master Secret

fm———-— > Derive-Secret(., "c ap traffic",
| ClientHello...server Finished)
I = client_application_traffic_secret_ 0

$=———— > Derive-Secret(., "s ap traffic",
| ClientHello...server Finished)
| = server_application_traffic_secret_ 0

$mmmm= > Derive-Secret(., "exp master",

| ClientHello...server Finished)
| = exporter_master_ secret
fm———— > Derive-Secret(., "res master”,

ClientHello...client Finished)
= resumption_master_secret

9 TLS 13 [ZHITHREH GEF DREH)
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PSK -> HEKDF-Extract Farly Secret

0
\
v
X
\
oo o > Derive-Secret(...)
fom > Derive-Secret(...)
o e > Derive-Secret(...)

v
Derive-Secret(., "derived", "")

\

v
concatenated shared secret -> HKDF-Extract Handshake Secret
ARAAAAAAANAAARAARAANRANANA ‘

oo o > Derive-Secret(...)

pm———— > Derive=Secret(...)

\

v

Derive-Secret(., "derived", "")

\

v

0 -> HKDF-Extract Master Secret

o o o > Derive-Secret(...)
fm———— > Derive-Secret(...)
fom > Derive-Secret(...)
o > Derive-Secret(...)

X 10 TLS 1.3 [ZHITHBEH V\ATVYFE—FK)

NAT)YRE—FDIFEZELENA

EHRITEVWTNAT)YRFE—FDFIHSNS=DIZITIZEIL SN TNDIENEFELLVEER
B, AREETH., RS THEHEMZFMALTNSTORILFIZEILLTULS IETF 20002
NAT)YRE—RIZET HIZELBRDRABEITHOBERETRT .

F-  HEOEST7ILT)XLHS PQC ZILTYALADBITOVATLOIATL—3ay
EERLENATVYFE—RFTOFAIZHAIDESGFI AR RELRIE S 5475 IRELL T Open
Quantum-Safe 7O TV HB1=6. FDTOAC I TORERRIZOVTHLAERERE T

IETF TOIZE/LEIR

LUTFIZVIETF IZHITHBELEIMETRT,

Criteria for selection of public—key cryptographic algorithms for quantum—safe hybrid
cryptography / EF R EENATJIRIEBDT=-HODARBRES7ILIT) X LO:EIRE#E
> BE

<> Authenticated key exchange mechanisms instantiated with cryptosystems based on
integer factorization, finite field discrete log, or elliptic curve discrete log, are

20



> URL

<>

believed to be secure now but are vulnerable to a harvest—then—decrypt attack
where an attacker who cannot currently break the mechanism records the traffic
anyway, then decrypts it at some point in the future when quantum computers
become available. The Quantum—safe Hybrid approach is a modular design, allowing
any authenticated key exchange mechanism to be protected against the harvest—
then—decrypt attack by exchanging additional secret material protected with an
ephemeral key for a quantum—safe public key cryptographic algorithm and including
that secret material in the Key Derivation Function (KDF) run at the end of the key
exchange. This approach has been proposed in TLS as the Quantum—safe Hybrid
handshake mechanism for Transport Layer Security protocol (QSH_TLS). This
document provides a guideline to criteria for selecting public key encryption
algorithms approved for experimental use in the quantum safe hybrid setting.
COXERF. EFREUNATVYFRETOERRMERANRKBSIN - 2RSS
TITYVRALEERT DI-ODEEDHARSAUERET D,

TR FEEE. BRA L OBRT $REE. BHR L OBB S EEICE <
BEVATLTAIVARIV RSN R BAN =X LIE. REFRLTHD
EEZBNTLNS,

—AT. INLDIRTEE AT LI, harvest-then—decrypt WEEMEIXN 5, IE
ENRRLELESNDBEII ST VB RENRELTHE. 13Kk, EFHERD
FARTREICA =R IZ. BEICIREL-BES LS 710V B RERITT SREITH
LTIEMETHS,

EFREGNATVYRTTO—FIEED 21— LR THY .. RITORI TR IRE
harvest-then—decrypt MM HRET 5102, EFRELLARABKES7ILIVX
LTRBEIN-BEERE . BRI|OREKIZEITSNS KDF(Key Derivation
Function)lCE® 5 REES>TWNS, COTTA—FIE, FSURR—rEEF2T1
TORIJL(QSH.TLS) DEFRENATUYYRNUR A IHELLT TLS TRE
INTLVS,

https://datatracker.ietf.org/doc/draft-whyte—select—pkc—qgsh/

Hybrid Post—Quantum Key Encapsulation Methods (PQ KEM) for Transport Layer Security
1.2 (TLS) / Transport Layer Security 1.2 (TLS) D= DEF LT ELE/NAT)yFEXHRA K

(PQ KEM)
> BE
<~ Hybrid key exchange refers to executing two independent key exchanges and

feeding the two resulting shared secrets into a Pseudo Random Function (PRF),
with the goal of deriving a secret which is as secure as the stronger of the two key
exchanges. This document describes new hybrid key exchange schemes for the
Transport Layer Security 1.2 (TLS) protocol. The key exchange schemes are based
on combining Elliptic Curve Diffie—Hellman (ECDH) with a post—quantum key
encapsulation method (PQ KEM) using the existing TLS PRF.

COXEX.TLS 12 TOFAICAIT-EFREHENIT)VRFRERBRAX(PQ
KEM)ZIZET B IETF K5 T+ TH D,

NAT)yRBHEIE. 2 DD LB MEEITL. TOHK/RELTHELND 2
DOHEBWEZ BTV F LEBPROODAAETHIET. 2 DORTBDS5E L
VEEUNEVADRRMEAREENDT LU EZH OMEFRREEETHI LER
HELTLNS, AXETIRET IR ARXIL, BIFD TLS PRF ZALVT. #5MHA
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https://datatracker.ietf.org/doc/draft-whyte-select-pkc-qsh/

» URL

% Diffie—Hellman 23X H(ECDH)EEFRELENTEILIE AR (PQ KEMZEHAE
bﬁf:%@f‘ﬁ)éo

<> https://datatracker.ietf.org/doc/draft—campagna—tls—bike—sike—hybrid/

Post—quantum public key algorithms for the Secure Shell (SSH) protocol / Secure Shell
(SSH) Z7OraL D= D EFEELEAFBTILIIX L
> BE

<>

> URL

<>

This document defines hybrid key exchange methods based on classical ECDH key
exchange and post—quantum key encapsulation schemes. These methods are
defined for use in the SSH Transport Layer Protocol. It also defines post—quantum
public key authentication methods based on post—quantum signature schemes.
These methods are defined for use in the SSH Authentication Protocol.
COXEIF. BRITO ECDH BRMEEFRELGHAT ZILEARICE DN zNAT
JRBRZB|AREERT D IETF FIIRTHS. oD AT SSH b2 RR—
FoAXYTORILTHEATDIHICERLTNDS, T, EFRELELARICE
DCARBETAREEREINTHY.SSH B JOr L THEEATHIEEZBHE
ERON

https://datatracker.ietf.org/doc/draft—kampanakis—curdle—pg—ssh/

The Transition from Classical to Post-Quantum Cryptography / IR{TIEEE N EF LR LS

BADBIT
> BE
< Quantum computing is the study of computers that use quantum features in

calculations. For over 20 years, it has been known that if very large, specialized
qguantum computers could be built, they could have a devastating effect on
asymmetric classical cryptographic algorithms such as RSA and elliptic curve
signatures and key exchange, as well as (but in smaller scale) on symmetric
cryptographic algorithms such as block ciphers, MACs, and hash functions. There
has already been a great deal of study on how to create algorithms that will resist
large, specialized quantum computers, but so far, the properties of those algorithms
make them onerous to adopt before they are needed. Small quantum computers are
being built today, but it is still far from clear when large, specialized quantum
computers will be built that can recover private or secret keys in classical
algorithms at the key sizes commonly used today. It is important to be able to
predict when large, specialized quantum computers usable for cryptanalysis will be
possible so that organization can change to post—quantum cryptographic algorithms
well before they are needed. This document describes quantum computing, how it
might be used to attack classical cryptographic algorithms, and possibly how to
predict when large, specialized quantum computers will become feasible.
COXEIL, RSA LIFHBRIE S G E DRITIHES ML, EFRELHEEADHEIT
[CAEALT. EFFERICIITRITHEADKRELEL., BITHSICE>THERA
HEEBEZHETHEMMNVWORRAREIEINE TR T HHEICOVTEHRAT
B
EFHELE. FEICEFHREBZEAATSIIVEL—3TH S, 20 FLL ERTMN S,
FEEICKE T HREEFHERETELILNTENIE. RSA X2 ECDSA, ECDH 71
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https://datatracker.ietf.org/doc/draft-campagna-tls-bike-sike-hybrid/
https://datatracker.ietf.org/doc/draft-kampanakis-curdle-pq-ssh/

ENRITOIEMMEBET7ILT X LS, TAYIEES . MAC, /\wi 1B E D xt
B 7ILTYRLIZ, BRNEEEEEZ DRI H LI EAHMON TV,
KB DB LEEFHERISHRNT A7V ALEERT HHEICDOLNTIX,. 3T
[ZZLDABENITHNA TS, LHL. BIK, ZN5DTILITVXLOEHMENS, ]
FERICHELINSFIDEE CTOIRAITIR#BLEEDELOTILNS, IRETIE, /M
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» Breakdown Resilience of Key Exchange Protocols: NewHope, TLS 1.3, and Hybrids [10]
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» Hybrid Key Encapsulation Mechanisms and Authenticated Key Exchange [12]
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