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222 000O0O0ODODOOODOOOO

Oo0000ooO000oooO000oooOo00oooOO0O00oooO000oooo00n0 CRYPTRECOODOO
00000000000000000000000000000000000(@MUO00000DooOooUoO)0oOo
coooooo

2221 0OO0O0OO

0000000000000 00000000O0OISO/IEC 29192 00000000 200000000000
000000000 (PRESENTOCLEFIA) D0 0DO0O00DO0O0O0OODOODODOOOUOOOOODOOOOOOOOO
0000000000000 0000000O0000o0o0ooUo (LEDOPiccoloO TWINE)OODOOOOOOO
O0OOO0OCRYPTRECOUOODUDO \DDODODOODOOOOO"OODUOOODODODOO (3-key Triple DESO AESO
Camellia) D00 0DO00OO0O0OO0OO0O0OODOUO0OOOODOOOOOOOODODOO PRINCEODODOODODOODOOO
0eP2000000000000000000DO000O0DOO00ODOOO00ODOOO00ODOODODOOOOODOOO
ooboooooooooooooboooooooooobooooooooooooooobooooooooooboOooDoDOg
coooboooobooooooooOooOoOoOooObocOoOobOOoOoOoOoOoOoOoOoOCcOOOOoOoOobObOoOoOooboOoOoOoOooDooa
ocooooooooooooooooboooobbo0ooooooooooooboboooooooobboooooooooDoDOg
cooboooobooooboooooooa

022 0000O0O0OO0OOOOOOOOOOOOO

Block ]
Algorithm size Key.3|ze # rounds | Structure Ref.
Ibit] [bit]
3-Key Triple DES 64 168 48 Feistel Oooooooo
AES 128 | 128/192/256 | 10/12/14 SPN 0ooooooo
Camellia 128 | 128/192/256 | 18/24/24 Feistel 0ooooooo
PRESENT 64 80/128 31 SPN ISO/1EC29192-2
CLEFIA 128 | 128/192/256 | 18/22/26 GFN ISO/1EC29192-2
LED 64 64/65 128 32/48 SPN [n
Piccolo 64 80/128 25/31 GFN [28
TWINE 64 80/128 36 GFN [30]
PRINCE 64 128 12 SPN [B]

2222 0ODO00O0OO0OOOOOOOO

0000000000000 00000000000000000DOO0OOO ASICO000O0OOO0OO0DOUOoOOoOO
0000000000000 000000000000000000000 (passive device) IO OOOOOoooOO
O (Power)DOOODODO0O0DO0O0OO0OO0DOO (activedevice) O OO OD00D0O00O0ODO (Energy) 0 20000000
0000000 (Power) DO0OO0O00O0O00O0O0OO0O0OO0OO0DOOOOOOOUOODOOOOOOOOOOOO (Energy)
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0000000000000 WoOO0O00) (IblockoOODOODOODODODOO)(OOOOOOO))ODOOOODODO
OO energy per bit 00 (((1-cycle0DD0000O0OO) 109/(00000)2) 000000000 FOM(Figure of
Merit) D0 0000000000000 00 E3-283000000000Mode0000000O0O0DO0OOOOOO
OO0 EncO0000000000O0O0OO00OO0O0O0O0OO0O0O0000 Enc/Dec0000000O00OOAreald
000000000 GE O gate equivalent 000000000000 0O0OOCycles/block O 1-block DD OO0OO
0000000000 Throughput OO0 100[kHz] OO Throughput 00000000000 OOOO LED* O LED
Jjdoooooooooooooon

023 128bit00000000O0O0OOOOOOO

Key Throughput

] . Area Cycles/ Tech.
Algorithm | size Mode @100kHz Ref.

] [GE] block [ m]

[bit] [kbps]

Enc/Dec | 3,400 | 1,032/1,165 12.4/11.0 0.35 | [00O]
Enc 2,400 226 56.6 0.18 | [20]
AES 128 | Enc/Dec | 12,454 11 1,163.6 0.13 7
27

Enc/Dec | 5,398 54 237.0 0.13
Enc 3,100 160 80.0 0.13 | [02]
. Enc/Dec | 6,511 44 290.9 0.13 __
Camellia | 128 [27]

Enc/Dec | 6,264 44 290.9 0.18

Enc 2,488 328 39.0 0.13
Enc/Dec | 2,604 328/320 39.0/40.0 0.13 [2]

CLEFIA 128 Enc 2,678 176 72.7 0.13
Enc/Dec | 4,950 36 355.6 0.09 o]
29

Enc/Dec | 5,979 18 711.1 0.09

2223 0DO0O0O0DOOODOOOOO

0000000000000 00000000 CPUOOOODODOD CPUODOOUOOOOOOODODODODOO
000 BR800 000000000 CPUODOOOOODOOOOCycles/byte (1-byteOOOODOODODOOOOO)
0000000000 CPUOOOCycles/bytel 000 ROMORAM OO OO0 OOOODOOOOO E®OOOO
Type 00000000000 O00000O0TableOOOOOODOOOOOOOOOO Tabled VPI(Vector Permute
Instruction) 0O 000000 VPIObitslice 000 Bitslice 0000000 OBItslice 000000 block 0000
00000000000 000D00000 8block DODOOODOOOOO8-blockOODOOO bitslice 000000
OCOUOUOOTWINEOOOOOOOOO SingleOOOO 1-block DOOCOOOOOOOODouble O 2-block OO0
goooooooooogd

2224 00O

00000000000000000000128-bit0 00000000000 AESOCamelliaD CLEFIADOODO
64-bit D00 D000O00O00OOO 3-Key Triple DESO LEDO PiccoloD TWINECD PRINCE OO0 O OOOOUOOOO
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024 64-bit00000000O0O0O0O0O0O0OO0 ( exible-key setting)

Key Throughput
. . Area | Cycles/ Tech.
Algorithm | size Mode @100kHz Ref.
. [GE] block [ m]
[bit] [kbps]
Triple-DES | 168 | Enc/Dec | 5,504 48 133.3 0.13 [27]
1,000 563 11.4 0.35 (28]
80 Enc —
1,570 32 200.0 0.18 [5]
2,587 63 101.6 0.35 [28]
PRESENT —
2,681 39 164.1 0.35 [26]
128 Enc —
1,391 559 11.4 0.18 [74]
1,886 32 200.0 0.18 [5]
64 Enc 966 1,248 5.1 B
LED 0.18 [i7]
128 Enc 1,265 | 1,872 3.4
64 Enc 2,695 32 200.0 0.18 [m]
80 Enc 1,040 | 1,872 3.4 0.18 [11]
LED* Enc 2,780 48 133.3 0.18 [m]
(Coo) 9 Enc 1,116 | 1,872 3.4 0.18 [a1]
Enc 2,866 48 133.3 0.18 [m]
128 Enc 3,036 48 133.3 0.18 [m]
Enc 1,048 432 14.8
80 Enc/Dec | 1,109 432 14.8
Enc 1,499 27 237.0
. Enc/Dec | 1,638 27 237.0 -
Piccolo 0.13 | [i4, 28]
Enc 1,338 528 12.1
128 Enc/Dec | 1,397 528 12.1
Enc 1,776 33 193.9
Enc/Dec | 1,942 33 193.9
Enc 1,503 36 177.8
80 | Enc/Dec | 1,799 36 177.8
TWINE Enc 1,011 393 16.3 0.09 [30]
128 Enc 1,866 36 177.8
Enc/Dec | 2,285 36 177.8
3,491 12 533.3 0.13 [B]
PRINCE 128 | Enc/Dec | 2,953 12 533.3 _
0.13 [3]
8,577 1 6,400
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025 64-bit00000000000000000 ( xed-key setting)

Key Throughput
. . Area | Cycles/ Tech.
Algorithm | size Mode @100kHz Ref.
. [GE] block [ m]
[bit] [kbps]
64 Enc 688 1,280 5.0 B
LED 0.18 [
128 Enc 700 1,872 3.4
64 Enc 2,354 32 200.0 0.18 [@]
690 1,872 3.4 0.18 [a)
80 Enc -
LED* 2,354 48 133.3 0.18 [1]
(oo 695 1,872 3.4 0.18 [a]
96 Enc -
2,354 48 133.3 0.18 [@]
128 Enc 2,354 48 133.3 0.18 ]
Enc 616 432 14.8
80 Enc/Dec | 675 432 14.8
Enc 1,051 27 237.0
. Enc/Dec | 1,199 27 237.0 L
Piccolo 0.13 | [i4, 28
Enc 654 528 121
128 Enc/Dec | 721 528 12.1
Enc 1,083 33 193.9
Enc/Dec | 1,249 33 193.9
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026 128-bit0000D00 (AESOCamellie) 0D 000000 DOOO (OODOO CPU)

Key
Algorithm | size Type Cycles/byte Platform Ref.
[bit]
6.66/9.12 Core i5 U560
7.42/9.44 Core i7 2600S
VPI 10.28/12.37 Core i3 2120
(Enc/Dec) 14.72/17.82 Xeon E5620
12.16/14.39 | Core2Quad Q9550
22.04/25.82 Core2Duo E6850 (0]
sU
14.26/19.27 Core i5 U560
14.04/21.17 Core i7 2600S
Table 19.03/28.68 Core i3 2120
AES 128
(Enc/Dec) 31.60/42.69 Xeon E5620
22.74/30.94 | Core2Quad Q9550
22.43/30.76 Core2Duo E6850
o 9.32 Core2Quad Q6600
Bitslice 7.59 Core2Quad Q9550 | [i6]
. ore2Qua 16
(8-block) -
6.92 Core i7 920
128 o 10.7/7.8/5.4
Bitslice .
192 12.8/9.3/6.7 PowerPC G4 [13]
(1/72/16-block)
256 14.9/10.8/7.9
. Bitslice o
Camellia | 128 9.19 Core2Duo E6400 | [i9]
(128-block)
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027 64-bit0000000000O00OOOOOO (LOOOO CPU)

Key
Algorithm | size Type Cycles/byte Platform Ref.
[bit]
Lo 8.46/6.52/4.73 Xeon E3-1280
80/ Bitslice - -
10.88/7.26/5.79 Core i7 870 [07]
128 (8/16/32-blk)
13.55/10.98/7.55 Xeon E5410
72.6/35.0/17.4 Core i3 2367TM
PRESENT 80 | Table/VPI/Bitslice 65.7/42.1/20.7 Xeon X5650
59.5/42.3/21.0 Core2Duo P8600 ]
4
72.5/35.0/18.9 Core i3 2367M
128 | Table/VPI/Bitslice 65.7/42.1/24.1 Xeon X5650
59.5/42.4/24.1 Core2Duo P8600
76.0/36.0/12.2 Core i3 2367M
64 | Table/VPI/Bitslice | 70.9/48.1/13.1 Xeon X5650
62.8/47.4/14.2 Core2Duo P8600 )
LED - [@]
113.3/54.6/17.6 Core i3 2367M
128 | Table/VPI/Bitslice | 105.9/67.4/19.0 Xeon X5650
93.5/68.7/20.2 Core2Duo P8600
4.57 Xeon E3-1280
80 5.69 Core i7 870
Bitslice 6.85 Xeon E5410 (7]
L/
(16-blk) 5.52 Xeon E3-1280
128 6.80 Core i7 870
) 8.23 Xeon E5410
Piccolo X
83.9/33.3/9.2 Core i3 2367TM
80 71.0/37.4/9.7 Xeon X5650
o 67.1/38.3/10.7 Core2Duo P8600 )
Table/VPI/Bitslice - (4]
103.6/41.6/10.9 Core i3 2367TM
128 87.5/47.4/12.5 Xeon X5650
83.6/47.2/13.0 Core2Duo P8600
9.47/4.77 Core i5 U560
11.10/5.55 Core i7 2600S
80/ ) 15.06/7.55 Core i3 2120 -
TWINE Single/Double [30]
128 13.62/6.87 Xeon E5620
15.16/7.93 Core2Quad Q9550
26.85/14.85 Core2Duo E6850
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028 0000OU0OODOOUODOOOOD (DOOODO CPU)

Block | Key Cycles/
. . . ROM | RAM
Algorithm size | size byte Platform Ref.
. | [byte] | [byte]
[bit] | [bit] [Enc/Dec]
1,912 | 432 125/181 ATmegal63 | [7]
1,659 33 287.5/4381 ATtiny45 [9]
AES 128 128 | 970 84 7,743/10,862
1,989 64 3,917/5,911 RL78 [a8]
2,380 64 3,865/5,706
1,020 78 39,357/152,023
Camellia 128 128 | 2,033 64 4,337/4,477 RL78 [a8]
2,047 74 4,125/4,244
1,309 76 18,062/18,759
CLEFIA 128 128 | 2,026 64 7,768/7,799 RL78 [a8]
2,040 86 6,208/6,740
2,398 | 528 1,199/1,228 ATmegal63 | [24]
1,000 18 1,412.5/1,700 ATtiny45 [@
936 0 1,340.4/1404.3 ATtiny45
1,794 18 1090.1/- ATtiny45 [22]
PRESENT 64 80 -
426 18 11,340.6/12,728.1 | ATtiny45
512 62 61,634/60,834
1,009 54 13,883/14,014 RL78 [a8]
1,855 48 9,007/8,920
1,304 414 2717271
728 335 2,350/2,337 -
TWINE 64 80 ATmegal63 | [30]
792 191 2,350/2,337
2,294 | 386 163/163
PRINCE 64 128 | 2,382 | 220 225.4 ATtiny85 [23]
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23 0D00OO0O0O0O0DOOO

O000O0o00O0lghtweightD OO O ODOOO0OOODOOOOOOO

2.3.1 ECRYPT Stream Cipher project (eSTREAM)

eSSTREAMODEUOOOO0O0O0O0O0O0O0 ECRYPTOOOOOO 20040200800 0000000000000
coboboooboooobooooobodboobooooooobobooobobooooooooobOooooooonoag
O0eSTREAMOOOOOOOOOAESOOOOOOOOOOOODOOOOOOODOOOOOODOOOODODOOOO
O00o00oooo (ProleDD0O0D0D0O0O0OO0O0O0OO0OOOO (Prolel)000000000O0O0OODOOOOO
0000000000000 0o0o0oOo0oOoUoO0O ProlelD00O0O0O0OO0OO0OOO0OO0OOOOOCRYPTREC
O00DO0WGOUOOOOlw-latency 00 0000000000000 (DO0O)0D0000O0OO0OODOOODOOOOO
0000000000 ProlelO00O0OOO0O0OOODOO

0 2.9 eSTREAM Portfolio [i]

Pro lel(0D0O0OOO) Pro le2(Q00O00O00)
HC-128 (128-bit), HC-256 (256-bit) | Grain-v1 (80-bit)

Rabbit (128-bit) MICKEY 2.0 (80-bit, 128-bit)
Salsa20/12 (128-bit, 256-bit) Trivium (80-bit)
SOSEMANUK (128-bit)

000 Portfolio D0 0Grain-12800000000020120000 [P 0O0 Grain-12800000000[2]00
O00CGrain-1280000000000000000000O0OOOOOOOOO [0 Grain-1280000000
gooooooO0O0oO0OO0OO0OO0O0O00O0OU00U0U0 2000000000 OODOOOOO

2311 Prolel(DOODOOOOOOOOOOO)

Pro lel0O PCOOOO0O0O0O0O00O0O0O0OOOOOD0O00000O0O0O0O000128000000000eCRYPTII
01000000000 VAMPIREOOOOOO eBACS Q0000000 DOO0OO0ODOOODOOOOOOOOOOOO
O00 Zmo0Intel Core 50640 00000000000000000O (00O Intel Core i5-2400S; 4 x 2495MHz;
sandy, supercop-20120908)0

0 002009 TI Sitara AM3703 500MHz (ARM Cortex A8) 000D 000000 Emooooooo (oo
armeabi (v7-A, Cortex A8); 2009 TI Sitara AM3703; 1 x 500MHz; h7silver, supercop-20130126)0

Pro lelO0O0000000O0O0OO0OOOOO AES(AES-NIOOOOOO)DODOOODO 5000000000000
O0OO0OODAESOO0O0O0ODO0OO0OO0OO0OOOO00000000O0D0OO0O0O0O0O0O0O000O0Salsa200 TLSOOOOOOGOO
goo0ooOoOooooooo [@o

0000000000000 000000 (Rabbit, Salsa20/12)00 0000000000000 O0OOOOOO0O
0O (HC-128, SOSEMANUK)O 200 0000000000000 00OO0O0OOOO0OOOOOOOOOOOO0
Pro lelU0000000000000O0O0O0O0O0O0OO0O0O0OO0OO0OOO0OOO0OOOOOOOOOOOOOOOOOOOO

HC-128, Rabbit 0 D OO0 OOO0OO SSL/TLS OO ChaSSL OO O OO0 OO [2]J00 O ORabbit O
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0 2.10 eSTREAM Portfolio Pro le |l 0000000000000 O0OOOO Intel Core i50 [8]

Ooog (cycle/B)

Ooooooo | 4096B | 576B 64B 8B
HC-128 2.32 7.13 | 36.44 | 309.25 | 2472.00
Rabbit 4.41 458 | 541 | 13.06 80.00
Salsa20/12 2.40 244 | 2.70 4.94 56.50
SOSEMANUK 3.54 3.81 | 572 | 20.56 | 164.50
AES 11.33 11.41 | 11.78 15.75 77.50
KCipher-2(*) 401 | 422 | 550 | 17.45| 11151

CRYPTRECUUODUODOUDUOODODOOUUODOOOKCipher-20 00000 [ME00000O
0000000000000 000[@@o0o0oo Intel Core2Duc 0000

0 2.11 eSTREAM Portfolio Pro le I D0 000000000000 0OOOOARM Cortex A80 [8]

0000 (cycle/B)
000ooooo | 4096B | 576B 64B 8B
Salsa20/12 5.52 5.84 | 8.14 | 28.50 | 264.75
AES 19.28 | 20.36 | 29.59 | 111.83 | 852.38

ISO/IEC 18033-4 [5] 0 00 RFC 4503 [7] 000000000

2312 Prolell(COODOOOUODUOOOOOOOOOOOO)

ProlellO 000000000000 0O0OUOOOOOUOODOO8OUOOUODOUOODLDODODODDOOODOOO
0000000000000 000000000000000000000000OOPro lelOO0OOO0OOOODOO
000000000000 000012800000000000000000000O0DOOO0O0COODOOOOODOOO
oooooooooooooooooooooDo

OrR0000 0000 [M0j0o0o0od Prolel (000 AES) 000000 O0OODOOOODODOOOOO
0000000000000 0O0O000000 AESO0O00O00000O00OO0O000D0OOOOOD0DOOOOOO
0000000000000 000000O00000O000O0D[M0O000000O 10MHz, 100kHzOODOOOO
coooooooboooooboooooobooooobooboooooooooooooboooooooboboOoooooooooa

2.3.2 ISO/IEC 29192-3

ISO/IECJTC 1/SC270 0000000000000 000UOOOoOIso/IEC 18033000000 OOOOd
OO0 ISO/IEC 29192 00 0000000000000 20120000000 Part3000000000OeSTREAM
Portfolio OO O OO0 Trivium (00 80000)OOCRYPTRECOOOOOODOOOOOO Enocoro (OO 80
000000 128000)0200000000000000000Enocoro-80, Enocoro-128v2 000000000
O000EZE@BO0D0000Trivium OO0 O0O0O000000000000000000Enocoro0 000 eSTREAM
Portfolio I1O0O0O0O0O0OO0OO0OO0OO0OO0OO0OO0OO0OOOOOOOOOOOOOOOOOOOOOOOOO
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0 2.12 eSTREAM Portfolio Pro le 1 0000000000000 OO0O0OO [00]

gooogo oo 0o0d0oo0od0o0O |bObo0o0o0o0o |o0obo |booooo
(bit/cycle) (MHz) (Mbps) (kgate) ( m)
Grain 1 724.6 724.6 1.3 0.13
8 632.9 5063.2 2.2
Trivium 1 327.9 327.9 2.6
8 471.7 3773.6 3.0
Mickey 2.0 1 4545 4545 3.2
Enocoro-80 8 274.7 2197.6 2.7 0.18
AES 2.37 131.2 311.0 5.4 0.11
0.124 80.0 10.0 3.4 0.35
400 : T T T T
Graing0 M
X Trivium X
350 | 1| Grain128 A
Mickeyl28 @
300 | ® |
X
¥ 20t A i
=
3 X
S 200 | A X'nm i
=2 A
: N
§ 150 | | E
100 = :
50 | -
0 1 1 1 1 1
0 1000 2000 3000 4000 5000
Area [GE]

0 2.1 eSTREAM PortfolioPro le 10 0000000000000 O00O0OOOOOO [60]

0213 Enocoro0 0000000000

gooooo goobobo (boobooobo (oboob (obobob
(MHz) (Mbps) (kgate) (m

Enocoro-80 [i7] 274.7 2197.6 2.7 0.18

Enocoro-128v2 [i3] 440.0 3520.0 4.1 0.09
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241 00O0O0OO0OODOODOO

O00o00oo00oo0oO0ooO0ooO0oo0oO0oo00ooO00ooO0OoO00O0OO0DOO0oDO PHOTOND
SPONGENTOQUARKOOOOOCRYPTRECOUDUOOOODODOO SHA-20SHA-30OOODOOOO Keccak O
500000000000000SHA-20SHA-300000 NIST O SHA-3 Competition0 0000000000
ooooooobobooboooooooooooooooooooDo

242 00O

O00000000000000 Genericattacks 000000000000 0O0O00O0OOO preimage attack® 2nd-
preimage attackO collision attack 00 000000000 @O0 0 O Sponge U000 0O Keccakd PHOTONDO
SPONGENTOQUARK 0O 0O O O O d\Parameter™ O \n" O hash size 0 O\c¢" O capacity O O\r" O rate0 00O
00 O Merkle-Damgard D 0000 SHA-1OSHA-20 00O OO0OOO0OOO hash sized internal state sized message
blocksize OO0 OD0DO0OO0OO0DO0OOOOO0ODOOOOODOO0OOOODOOOOOOOOSHA-20 KeccakDOOOoonO
O000OO0O0O0OO0CRYPTRECOOODOO [@,Z200M00000000O0O0O0OOOOOOOOOOOOOOO
dodooooooooooobooooooon

243 00O0O0OOODODOO

0000000ooo00oooooood0 [, di0o0o000ooooooooooooooooooooog
0000000000000 U0oo0oo0Uo0Uoo0UooU0Uoo0 AESODODO0DO00oooooog
0000000000000 000000000 NArea"O00O0O0O0O0O0OO\Latency” O internal permutation P (O
00 internal block-cipher E) 000 00 0O 0O O\FOM(Figure of Merit)"' 0 0000000000000 0O0OOOO
000000000000 O0O0O0NPower" 000000000000 OOOOOO 100kHzOOOOOOOMmMOO
00000000000oooo0oo0U0000ooooo0oo0oo00O0 kGEODODODDOOODOOOOOOOOOOO
gbooooooboboboboboooooogon

244 0D0OO0OOODOOO

000000000000000000000000000000 CPUOAtmel AVR ATtiny45 8-bit RISC
microcontroller0 D000 0000 CARDIS20120 0000 [MZ]000000O0 2IamMm
245 000

CRYPTRECUOOOUOOOUO SHA-20O SHA-30UOOOOUOO KeccakDOOOODOOOODOOOOOOO
OO0 PHOTONOSPONGENTOQUARKOOOODOOOOOODOOODODODOUOOOUOOOOODOODODDOODOO
0000060128000 0000000000 OODOOOOOOOOOOOOOOOODDODODODDOODOODOO
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0214 0OO0ODOOOOOOOO

Hash | Parameter[bit] Security[bit] Source

Algorithm [bit] n c r | Pre | 2nd-Pre | Col

SHA-1 160 | 160 | 160 | 512 | 160 160 | 80 [8]
SHA-256 256 | 256 | 256 | 512 | 256 256 | 128 [8]
Keccak-f[200]*1 128 | 200 | 128 | 72 | 128 128 | 64 [5]
Keccak-f[400]*1 160 | 400 | 256 | 144 | 160 160 | 80 [5]
PHOTON-80 80| 80| 80| 20| 64 40 | 40 [8]
PHOTON-128 128 | 128 | 128 | 16 | 112 64 | 64 [8]
PHOTON-160 160 | 160 | 160 | 36 | 124 80 | 80 [8]
PHOTON-224 224 | 224 | 224 | 32| 192 112 | 112 [8]
PHOTON-256 256 | 256 | 256 | 32 | 224 128 | 128 [8]
SPONGENT-88 88 | 88| 80 8| 80 40 | 40 (0]
SPONGENT-128 128 | 128 | 128 8| 120 64 | 64 [00]
SPONGENT-160 160 | 160 | 160 | 16 | 144 80 | 80 [00]
SPONGENT-224 224 | 224 | 224 | 16 | 208 112 | 112 [10]
SPONGENT-256 256 | 256 | 256 | 16 | 240 128 | 128 [00]
U-QUARK 128 | 136 | 128 8| 128 64 | 64 [(01]
D-QUARK 160 | 176 | 160 | 16 | 160 80 | 80 | [ii]
S-QUARK 224 | 256 | 224 | 32 | 224 112 | 112 [(11]

SHA-200O0OOOOO0O0O0pooooo000000oooooooo0o00ooooooooooooOo0o0o0ooooon
coobooooobooooooooooOoooooOoboOoboobooOoooooooooOoOoooOooboboOooooOoOoooooa
ocooooooooooooooooboooobboooooooooooooboooooooobboooooooooDoDOo
cooooooooog

*1Keccak-f[|DDDDDDDDDDDDD
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Area | Latency | Throughput | FOM | Power | Proc. | Source
Algorithm [GE] [cIK] [kbps] [uUW] | [nm]
SHA-1 6,812 450 113.78 | 24.52 11.0 250 [3]
SHA-256 8,588 490 104.48 | 14.17 11.2 250 [4]
KECCAK-f[200] 2,520 900 8.00 | 12.60 5.60 130 [5]
4,900 18 400.0 | 166.6 27.6 130 [5]
KECCAK-[400] 5,090 1,000 14.40 5.56 11.5 130 [5]
10,560 20 720.00 | 64.57 78.1 130 [5]
KECCAK-[1600] 20,790 1,200 90.66 2.10 44.9 130 [5]
47,630 24 4,533 | 19.98 | 315.1 130 [5]
AES-based DM scheme-128 >4,400 - <124 - - - [@]
AES-based Hirose scheme-256 | >9,800 - <124 - - - [@]
PHOTON-80/20/16 865 708 2.82 | 37.73 1.59 180 [8]
1,168 132 15.15 | 111.13 2.70 180 [8]
1,067 708 2.82 | 2477 14.0 45 [@]
1,567 132 15.15 61.70 39.9 45 [9]
PHOTON-128/16/16 1,122 996 161 | 12.78 2.29 180 [8]
1,708 156 10.26 | 35.15 3.45 180 [8]
1,394 996 1.61 8.29 17.2 45 [@]
2,172 156 10.26 | 21.75 49.6 45 (9]
PHOTON-160/36/36 1,396 1332 2.70 | 13.87 2.74 180 [8]
2,117 180 20.00 | 44.64 4.35 180 [8]
1,741 1332 2.70 8.91 19.4 45 [@
2,849 180 20.00 | 24.64 65.8 45 [@]
PHOTON-224/32/32 1,735 1716 1.86 6.19 4.01 180 [8]
2,786 204 15.69 | 20.21 6.50 180 [8]
2,142 1716 1.86 4.05 22.6 45 [@]
3,586 204 15.69 | 12.20 78.8 45 [9]
PHOTON-256/32/32 2,177 996 3.21 6.78 4.55 180 [8]
4,362 156 20.51 | 10.78 8.38 180 [8]
2,675 996 3.21 4.49 51.6 45 [@]
5,335 156 20.51 7.21 248. 45 [@]
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0216 0DOOOOOOOOO (D)

Area | Latency | Throughput | FOM | Power | Proc. | Source
Algorithm [GE] [cIK] [kbps] [uw] | [nm]
SPONGENT-88 738 990 0.81 | 14.9 1.57 130 [d0]
1,127 45 17.78 139 2.31 130 [d0]
869 990 0.81 | 10.7 16.5 45 [@]
1,237 45 17.78 116 38.7 45 [@
SPONGENT-128 | 1,060 2,380 0.34 | 3.03 2.20 130 [d0]
1,687 70 11.43 | 40.2 3.58 130 [10]
1,257 2,380 0.34 | 2.15 21.1 45 [@
1,831 70 11.43 | 341 | 53.2 45 [@
SPONGENT-160 | 1,329 3,960 0.40 | 2.26 2.85 130 [10]
2,190 90 17.78 | 37.1 4.47 130 [d0]
1,572 3,960 0.40 | 1.62 24.6 45 [@
2,406 90 17.78 | 30.7 73.5 45 [@
SPONGENT-224 | 1,728 7,200 0.22 0.7 3.73 130 [d0]
2,903 120 13.33 | 15.8 5.97 130 [d0]
2,070 7,200 0.22 0.5 314 45 [@]
3,220 120 1333 | 129 96.0 45 [@
SPONGENT-256 | 1,950 9,520 0.17 | 0.45 4.21 130 [d0]
3,281 140 1143 | 10.6 6.62 130 [10]
2,323 9,520 0.17 | 0.32 34.2 45 [@
3,639 140 11.43 | 8.63 110. 45 [@]
U-QUARK 1,379 544 1.47 7.73 2.44 180 [i]
2,392 68 11.76 | 20.6 4.07 180 [a1)
1,744 544 1.47 | 4.83 51.2 45 [@
3,215 68 11.76 | 114 89.4 45 [@
D-QUARK 1,702 704 227 | 7.84 3.10 180 [a1)
2,819 88 18.18 | 229 4.76 180 [aT
2,200 704 2.27 | 4.69 58.6 45 @
3,695 88 18.18 | 13.3 87.7 45 [@
S-QUARK 2,296 1,024 3.13 | 5.94 4.35 180 [a1)
4,640 64 50.0 | 23.2 8.39 180 1]
3,001 1,024 3.13 | 3.48 81.6 45 [@
6,155 64 50.0 | 13.2 146 45 [@]
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25 0000O0ODOODOOOO

000000000000000000 (Message Authentication Code: MAC) 000000000000

MAC O Ononce O 000 OO 0O OO Oprobabilistic MAC O deterministic MACOOOOUOOOnonce0O OO0
probabilistic MACOODOUDOODUOOODOD0O0OO0ODOOOWegman O Carter 00 0O OO O universal hash function
OO0 MACOOOOOOO [@ 0 nonce DO OODOOOOOuniversal hash functionOOOOOO0OO0 MACOOOO
OO00000000o000o0ooooeUidodoouoooo0ooooooooooooooooooooog
gboooooogogo

000000000000000 CMAC [[B]00000000000000 HMAC [2,26] 0 deterministic MAC
O000000000nonced pre xOOOOOO probabilistc MACOOODOODOODODOODODOMOODOOOOOO
gooooooUoooooUdo MACOOOODOOUOODODOOUOOODODOUODUODDOOUOODODODOUOODOOUOOO
Ooooo MACOOOOOOoOooOoooo

2.5.1 universal hash functionO OO0 QOO OO

WegmanO CarterO0 0000000 0000COCCO hOOOoOoOo MACOODOOOOOOUOOOOOOO [27)0
Wegman-Carter 00000 MACOOOO MAC(m;k;r) =h(m;K)+b(r) DODO00O0O00D0O0OOOOO b(r)O
one-time key 0000000000 OODDOOOOOOOOOOOOOOOOODDOODOOOOOOOOOOOOOOO
jddooooooooobobbbobobobobooo

O0OWeggman OO OO0OO0OOO0OO0OO0OO0OO0O0OO0O (polynomial hashing) DO 0O0OO0OO0OOO0OO0OOOOOOOO
h(m;k) =, mik' 000000 0Jpolynomial hashing D OO O 0000000 GMAC [i3] O Poly1305 [8] O O
OOGMACOOUOODDD 20000 GFR¥) 00000 0Poly1305000000 GF(1 5 00000odd
Saarinen GMACLUUOUOOOOOOOOOOOOO [ER)J00Ud0Procterd0 000000000 OOOOOOOO
00000000000000000000000000000 [A@o0000Procteri00000000O0OO0OO
goboobodobobooboobobooboobobooboobDbooboobDbooboobboo

[(Bl00000Intel Haswell DO O DO OO0OO0OO0OO GMAC (GHASH)OOOOOOOOOO 0.4 cycle/Byte 0O
000000 ZEBO0O0@ 00000000 Polyl305-AESOOOO000O0O0O0OO0OOOOOOOO

0 2.18 Polyl1305-AES 00000 [@)(0 0 O cycles/Byte)

oooo
64 | 256 | 1024 | long
Pentium Il || 16.3 | 6.9 5.1 4.4

Pentium 4 18.7 | 8.0 5.3 45
Athlon 13.1 | 5.7 3.7 3.2

O00oooooo k="~fky;::kegOOODO h(m;k)= ;m; ks 000000UMAC [7] O Badger [8] 0 MMH

oooooooooooooMMHOOOOOOOOODOOOOOOOOOOODOOOOOOOODODOOOOODOOO
Z=2"7 00000000000000
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MMHOOOOOOOOOOOOOOOOOOOOOO0O00O0O000000000000000O0000O000B0DOO
coooooooboooooooooobooooobooboOoboooooooooooboooooOooboboOoooooooooa
0000000000000 000o00o00o0D0oUo00o0oDO0O@U BDO0DO00DOO0DDOOOOUOOOO
OOtree-hash D0 00000000 O0OOOODOOOOODOOOOOOOOOOO

0P o0PI00000000 UMACOO0ODDO0O00000000000000000000000UMACO
cooooooboooobooOooOooOoOoOooObocOoOoOoOoOoOobooboOoooao

0 219 Pentium4000 UMACOUOOOO [20)(00 O cycles/Byte)

0ooo
000 || 64| 256 | 1024 | long
32 83| 24| 09] 06

64 12.0 | 35 14| 1.0
96 151 | 45 1.9 1.5

0000200 B00D00000000000 640000 Badger0 O OO OOOOO

0 2.20 Pentium 11000 Pentium 4000 BadgerJ OO OO [8]

’ H goodg gogooooo ggod

Pentium 111 || 4,093 cycles | 2.2 cycles/Byte | 433 cycles

Pentium 4 || 5,854 cycles | 1.3 cycles/Byte | 800 cycles

Oo00ooo0ooooooooooOoocPUD 4000000 DODOODOOOOODOOOOOODODOOOBOOO
ocooooooooooooooooboooobbo0ooooooooooooboboooooooobboooooooooDoDOg
cooooooooooo

252 00O0OOODOOOOOOOOODO

0000000000 MACOODOUOODOOOD00D00000D000000000 CMAC([MBl00000D0D0O0O0OO
0000 HMAC [2, 261 0 00O ISO/IEC 9797 [28, 2910 0 0CMAC O HMAC OO OOOCBC-MACOOOOO
000000000000 00BertoniD0O FlO0000OO0DOOODOOOOOUOOOOOOOODOOOOOOOO
O00D000D00O0OMACOOODOOOOOOsecret-pre xOOOOOOODOOOBertoniOOOOODOOOOOOO
000000 BO000000000000000000000000000000000 secret-pre xOOOOO
UbobobO0obOobOobobOoDbO secret-pre xOOooooooooooOooOooOOooOOooOOooOOOOODOOOOO
HMACOOOOODOODOOOOOOOOOOO

00000000000 000000(00000000)000000000000000000000O0OOO0OO0
0000000000000 0ODaemen0 0 0000000000000 O0O0O0OAESOOOOOOOD 40 (@QO0O)
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26.2 O00ODOOOOOO

O00o0oO0o0oo00oo0o0oOo0Uo0oU0oOoU0ooO0oUOoOo0OUO (Coo0oUoOoUoOoUOD)UooOOo
oooon

26.21 0ODOOO

m Grain-128a Grain-1280 200400 eSTREAM OO O0OOOODOO0ODO0OO0O0OOOOOOODOD U UeSTREAM
OWinnerUOOUOOOODOOO [@O0000000O0000000 EZ200000000 @UOoO0ooOooooo
oooooooooooooDo

0222 Grain-128a0 00000000000

0o 00000000000000 [gate]
oo | 1 2 4 8 16 32
00000 | 21455 2243 2438 2828 3608 5168
32bitMAC OO O OO | 2769:5 2867 3174 3788 5016 7472

m ALE ALEO FSE 20130 Rijmen0 00000000000 O0OUOOOOUOOAES-NIOOOODOOOOOOO
00000000000000000000 (Dedicated) 0000000000000 000O0O0OOODOOOO AES
000000000000 0000 [PU0000 AESO SerialD00S-boxOOOOODOOOODOOOOOOOO
HWOoOOoooOoooooesnmCMOSOOO0OODO0O00O0O00O00O0O000ODO0O00D00O0 EZZ300000

0223 ALEOOOOO

Design Arealgate] | Clock cycles /7 block | Overhead cycles / message | Power [uW]
AES-ECB 2,435 226 - 87.84
AES-0OCB2 4,612 226 452 171.23
AES-OCB?2 e/d 5,916 226 452 211.01
ASC-1 A 4,793 370 904 169.11
ASC-1 A e/d 4,964 370 904 193.71
ASC-1 B 5,517 235 904 199.02
ASC-1 B e/d 5,632 235 904 207.13
AES-CCM 3,472 452 - 128.31
AES-CCM e/d 3,765 452 - 162.15
ALE 2,579 105 678 94.87
ALE e/d 2,700 105 678 102.32

O0O0OO0OASC-1000 U000 00000000O0O0O0OALEDDOOODOOOOOOOOOOUOOOALED
AES-OCB20 00000000000 2000000000000

0DP2000 @P0O00000 Sandy Bridge (AES-NI) 0000000000000 000000 ALED
AES-OCB30000000000000000000
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CCM —+—
GCM
0OCB3
7 ASC-1

ALE

o ¥ x
1

speed (cycles per byte)
=
T

1
100 1000 10000
message length (bytes)

022 ALEDOODOOOOODO

m FIDES FIDESO CHES 2013 0000000000000000000O0OO00O0O0OO

00O0O0oO0oooo 7983gate000OOO
0O Sponge O O 0O 5bitd 6bit S-box 0 OO
000000000 80bitd 160bit O 96bit0 192bit0 20000

04000 @Uoo00000oo00o00ooooU0 Boo3gooCcMosooooooooooo
00000000000 Threshold implementation 00 0000000000000 00O0O0OOOOOOOOOOO
ooo
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0224 FIDESOOOOOOOOO

Design Security | Area | Frequency | Latency | Throughput Power
(bits) | (GE) (kHz) (kb/s) (w)

Advanced NXP 90 nm CMOS process, typical PVT (25 C,12V)

FIDES-80-S 80 793 100 47 10.64 N/A
FIDES-80-4S 80 | 1178 100 23 21.74 N/A
FIDES-80-R 80 | 2922 100 1 500.00 N/A
FIDES-80-T 80 | 2876 100 47 10.64 N/A
FIDES-96-S 96 | 1001 100 47 12.77 N/A
FIDES-96-4S 96 | 1305 100 23 26.09 N/A
FIDES-96-R 96 | 6673 100 1 600.00 N/A
FIDES-96-T 96 | 4792 100 47 12.77 N/A

NANGATE 45 nm CMOS process, typical PVT (25 C,1.1V)
FIDES-80-S 80 | 1244 100 47 10.64 N/A
FIDES-80-4S 80 | 1819 100 23 21.74 N/A
FIDES-80-R 80 | 4023 100 1 500.00 N/A
FIDES-80-T 80 | 4696 100 47 10.64 N/A
FIDES-96-S 96 | 1584 100 47 12.77 N/A
FIDES-96-4S 96 | 2023 100 23 26.09 N/A
FIDES-96-R 96 | 9180 100 1 600.00 N/A
FIDES-96-T 96 | 7541 100 47 12.77 N/A
UMC 130 nm CMOS process, typical PVT (25 C,1.2V)

FIDES-80-S 80 | 1153 100 47 10.64 1.97
FIDES-80-4S 80 | 1682 100 23 21.74 2.82
FIDES-80-R 80 | 4175 100 1 500.00 7.90
FIDES-80-T 80 | 4267 100 47 10.64 7.47
FIDES-96-S 96 | 1453 100 47 12.77 2.49
FIDES-96-4S 96 | 1870 100 23 26.09 3.12
FIDES-96-R 96 | 8340 100 1 600.00 14.82
FIDES-96-T 96 | 6812 100 47 12.77 11.84

Fides-xy-S : Serial architecture (1 S-box).
Fides-xy-4S : Architecture with 4 S-boxes.
Fides-xy-R : Round-based architecture (32 S-boxes).
Fides-xy-T : Threshold implementation (1 S-box).
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m Phelix PhelixJ 2004 00 eSTREAMOOOOOO MACOOOUOOOOOOOOOOPhase20000000
00000 PR 000 @Uo0o000o00ono0oo0o0oooooo @oo PentiumMCPUOODOODOOODOO
cooood

0225 PhelixOOODOOODOOO

Operation | Version Packet Size (N) Approximate
64 bytes | 256 bytes | 1024 bytes | Equation (clks)

Encrypt C 41.6 cpb 20.3 cpb 15.0 cpb 1810 + 13.2N
Decrypt C 42.3 cpb 21.1 cpb 15.8 cpb 1610 + 14.0N
Encrypt ASM 18.5 cpb 9.8 cpb 7.4 cpb 810 + 6.6N
Decrypt ASM 18.2 cpb 9.6 cpb 7.4 cpb 750 + 6.7N

cbp: clocks per byte

m Mode of Operation AES-NIOO0O CCMOGCMOUOCB3 0000000000000 D0O0O0DODOOOOO
[6,6, 7, 8000000000000 EZROOOOOOOOOOOODOOOO

0226 0000000000000000 (Sandy Bridge)

] Mode \ cbp \ data \ Source ‘
ECB | 0.702 | 4KB [6]
0.853 | 8KB | OpensSL 1.0.1c
CTR | 0.691 | 4KB [B]
0.79 | 16KB [RWC2013]
0.916 8KB | OpenSSL 1.0.1c
OCB2 | 1.016 | 4KB [Bl(COO0O)
1.350 | 4KB [Bl(COO0O)
OCB3 | 0.818 | 4KB [6]
0.87 | 4KB [@
GCM | 247 | 16KB (7]
253 | 4KB (7]
2.564 | 4KB [6]
2.899 | 8KB | OpenSSL 1.0.1c

s CAESARO0000O0O0U00O0 0O0O0OC0CO0O0000OOCOO0O0O00DOoOOoOOoOO0OO0 CAESAROODOOOODOOO
coooooooooooooooobooooobooboooooooooooooboooooooooboboooooooooDooag
cooboodooboooooooOoooOoooOoOoobooOooooOoOoOoOooDOoOoOoobooOoon

ODeE2Z200FPGAOODDDOOOODODOOOOO3DO0O0O0OODO0O00OODO0O0O0DODOOOOO

OPEZ80oASICO0000000DO00O00S000000000000LOOOO0O00 0D E®OOOOOO
o0o00oooO0o00oooO0o00oooOO0o00ooOO0O00oOooOO00oOoOO000DOOO0ODOBDoOoOS00
oooooooobbooooooooon

0 22300 O Mode of operation D OO O0OIvy Bridge DO OO 0000000000000 OOOODOOODOOO
00000000000000300000000000000U00000000UN 300 Dedicated OO 0O
coooooobooooboogoo
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0 227 CAESAROOO FPGADD (0DOO)

Algorithm Platform Area Freq. | Throughput | Source
(MHz) (Mbps)
ICEPOLE Xilinx Virtex6 | 1501 (slices/ALUT) | N/A 41,364 [21]
Altera Stratix IV | 4564 (slices/ALUT) | N/A 38,779 (1]
KIASU-BC Xilinx Virtex5 1989 (slices) N/A 1,080 12z
pi-Cipher Xilinx Virtex6 41 (slices) N/A N/A [32]

0 228 CAESAROOO ASICOO (TOO)

Algorithm Area Freq. | Throughput | Source
(MHz) (Mbps)

cLOC 17137.75 (GE) | 100 685.71 7]
Minalpher-P 2810 (GE)

NORX 62000 (GE) 125 10240 [30]
SCREAM-10 (Enc-/Dec-only)*! 12,951 ( m?) | 751 4577 [36]
SCREAM-10 (Enc-/Dec-only)*? 17,292 ( m?) 446 5190 [36]
SCREAM-10 (Enc+Dec)*! 17,292 ( m?) | 751 4577 [36]
SCREAM-10 (Enc+Dec)*? 25,974 ( m?) 446 5190 [36]
iISCREAM-12 (Enc-/Dec-only)** | 13,375 ( m?) 740 3789 [36]
iISCREAM-12 (Enc-/Dec-only)*2 | 17,024 ( m?) | 448 4411 [36]
iISCREAM-12 (Enc+Dec)*! 13,375 ( m?) 740 3789 [36]
iISCREAM-12 (Enc+Dec)*2 17,024 ( m2) | 448 4411 [36]
SILC 15675.5 (GE) 100 764.12 [38]

11 round per cycle
2 2 rounds per cycle
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0229 CAESAROOO ASICOO (COO)

Algorithm ‘ Area (GE) ‘ Source ‘
Deoxys-BC-128-128 3400 [18]
Deoxys-BC-256-128 4400 [18]
Deoxys-128-128 4600 [18]
Deoxys-128-128 5600 [18]
Joltik®-64-64 2100 [19]
Joltik®-80-48 2100 9]
Joltik®-96-96 2600 [19]
Joltik®-128-64 2600 (9]
Joltik=-64-64 2600 [19]
Joltik=-80-48 2600 (9]
Joltik=-96-96 3100 [19]
Joltik=-128-64 3100 [19]
KIASU® 4000 [23]
KIASU= 5000 [23]
LAC 1300 [25]
Sablier 1925 [35]

0 2.30 CAESAR OO (Mode of operation) 00 OO0 OOO0O (lvy Bridge)

Algorithm ‘ Speed (cpb) ‘ Message length (bytes) ‘ Source ‘
AES-CPFB (Enc) 2 1500 [13]
1.47 32768 (3]
AES-CPFB (Dec) 7.5 1500+ [13]
AES-SILC 4.9 long [38]
PRESENT-SILC 42 long [38]
LED-SILC 40 long [38]
Scream-10 7.1 long [36]
iScream-12 9.1 long [386]

0 2.31 CAESAR OO (Dedicated) 000000000 (lvy Bridge)

’ Algorithm ‘ Speed (cpb) ‘ Message length (bytes) ‘ Source ‘
ICEPOLE 9 N/A [22]
(without special instruction sets)

Minalpher 23.1 31 [27]
14.4 8192 [27]
14.4 65536 [27]
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0 23200 Mode of operation 000 00Sandy Bridge 00 000000000 O0OO0OOOOOOOOOOOOO
0000000000000 0005000000000000000000000000 23300 Dedicated O O
goboobooobboobooboo

0 2.32: CAESAR O 0O (Mode of operation) OO OO0OOO0OO
(Sandy Bridge)

’ Algorithm ‘ Speed (cpb) ‘ Message length (bytes) ‘ Source ‘

AES-JAMBU 17.7 64 4]
14.54 128 [14]

13.06 256 4]

12.27 512 [14]

11.86 1024 [04]

11.60 4096 [04]

AEGIS-128L (Enc/Dec) 3.68/3.81 64 (1]
2.05/2.12 128 (1]

1.23/1.27 256 (]

0.83/0.85 512 ]

0.63/0.63 1024 (]

0.48/0.48 4096 1]

AEGIS-128(Enc/Dec) 3.37/3.78 64 (1]
1.99/2.17 128 (]

1.30/1.36 256 (]

0.96/1.02 512 (1]

0.80/0.84 1024 1]

0.66/0.67 4096 (1]

AEGIS-256(Enc/Dec) 3.51/4.00 64 [11]
2.10/2.35 128 (1]

1.34/1.51 256 (]

1.03/1.09 512 ]

0.86/0.90 1024 (]

0.70/0.74 4096 1]

Deoxys®-128-128 2.30 128 [18]
1.73 256 (i8]

1.45 512 [18]

1.36 1024 [©8]

1.15 2048 i8]

1.13 4096 [18]

Deoxys®-256-128 4.26 128 i8]
2.53 256 [18]
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Algorithm ‘ Speed (cpb) ‘ Message length (bytes) ‘ Source ‘
1.92 512 (18]
1.57 1024 (18]
1.48 2048 [18]
1.32 4096 (18]
Deoxys™-128-128 4.50 128 (18]
3.42 256 (18]
2.84 512 [18]
2.61 1024 (18]
2.43 2048 (18]
2.33 4096 (18]
Deoxys™-256-128 7.89 128 [18]
5.13 256 18]
3.55 512 [18
3.07 1024 18
2.75 2048 (18
2.59 4096 (18]
KIASU® 1.02 4096 [23]
KIASU= 1.98 4096 [23]
Tiaoxin 2.49 128 [41]
1.45 256 [41]
0.91 512 [41]
0.65 1024 [21]
0.50 2048 [41]
0.44 4096 [21]
0.40 8192 [41]
0.38 216 [41]
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0 2.33 CAESAR OO (Dedicated) 0000000 OO (Sandy Bridge)

Algorithm Speed (cpb) | Message length (bytes) ‘ Source ‘

ACORN 72.1 64 [10]
41.5 128 0]
26.3 256 [00]
18.6 512 [10]
14.7 1024 0]
12.8 2048 [10]
11.9 4096 [a0]

0 2.34: CAESAR O 0O (Mode of operation) DO OO O0OOO0OO

0O 2233 00 Mode of operation DO OO OHaswell D00 0000000000000 DO0O0OOOOOO0OOOO
000000000000 0900000000000000UD0OU00OU00U =380 DedicatedDO0OOO0O
ooooooooboooooo

(Haswell)
’ Algorithm ‘ Speed (cpb) ‘ Message length (bytes) ‘ Source ‘

AES-COPA 1.44 128(short) [2]
1.29 2048(long) [121]

AEZ 038(O0ODO0O) 1500 [05]
0.89 1500 [05]

0.72 16384 [15]

AEGIS-128L(Enc/Dec) 3.44/3.45 64 [
1.88/1.88 128 [a1)

1.11/1.09 256 1]

0.71/0.70 512 [a]

0.51/0.50 1024 [am)

0.37/0.35 4096 (1]

AEGIS-128(Enc/Dec) 3.29/2.98 64 [a)
1.92/1.77 128 (1]

1.24/1.16 256 [a]

0.91/0.86 512 [am)

0.73/0.81 1024 [

0.61/0.60 4096 [a)

AEGIS-256(Enc/Dec) 3.98/3.88 64 [
2.28/2.22 128 [a1)

1.42/1.39 256 1]
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Algorithm ‘ Speed (cpb) ‘ Message length (bytes) ‘ Source ‘

0.99/0.98 512 [

0.78/0.77 1024 [ad)

0.62/0.62 4096 1]

Deoxys®-128-128 2.25 128 [18]
1.84 256 [18]

1.64 512 [18]

1.55 1024 [18]

1.49 2048 [18]

1.46 4096 [18]

Deoxys®-256-128 3.68 128 [18]
2.66 256 [18]

2.14 512 [18]

1.88 1024 [18]

1.76 2048 [18]

1.69 4096 [18]

Deoxys™=-128-128 4.07 128 [18]
3.43 256 [18]

3.12 512 [a8]

2.97 1024 [18]

2.89 2048 [18]

2.85 4096 [18]

Deoxys=-256-128 5.68 128 [18]
4.44 256 [18]

3.82 512 [18]

3.51 1024 [18]

3.36 2048 [18]

3.28 4096 [18]

HS1-SIV 0.8 N/A [0]
KIASU® 0.74 4096 [23]
KIASU= 1.39 4096 [23]
Marble 1.6 8192 [28]
Silver(Enc/Dec)(AES-NI) 10.8/9.6 44 [39]
1/1.2 1536 [39]

0.73/0.81 long [39]

Silver(Enc/Dec)(non-AES-NI) 30.4/28.2 44 [39]
11.85/13.59 1536 [39]

11.45/12.9 long [39]

Tiaoxin 0.31 8192 [@1]
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’ Algorithm ‘ Speed (cpb) ‘ Message length (bytes) ‘ Source ‘
’ ‘ 0.28 ‘ long ‘ [&1] ‘
0 2.35 CAESAROO (Dedicatedy DO OO OOOOO (Haswell)

Algorithm ‘ Speed (cpb) ‘ Message length (bytes) ‘ Source ‘
ICEPOLE (without special in- 8 N/A [22]

struction sets)
Minalpher 5.76 8192 [28]
MORUS-640(Enc/Dec) 7.72/7.99 64 [29]
1.18/1.23 4096 [29]
1.11/1.16 long [29]
MORUS-1280(Enc/Dec) 8.28/8.46 64 [79]
0.78/0.80 4096 [29]
0.69/0.69 long (29
NORX64-6-1(Ref/AVX2)*3 1248.00/748.24 8 [30]
156.61/93.23 64 [30]
9.85/5.71 576 [30]
7.77/4.47 1536 [30]
7.00/3.98 4096 [30]
6.63/3.73 long [30]
NORX®64-4-1(Ref/AVX2)*3 863.12/509.51 8 [30]
106.94/63.38 64 [30]
6.71/3.83 576 [30]
5.27/3.01 1536 [30]
4.76/2.66 4096 [30]
4.50/2.51 long [30]

SRef. 0DO0DO COOODODODOAVX2 AVX2OOOOOOO

0000 E@mOoooooooo0ooo0o0o00O0000000000ODULDUUUOOODOooooOooOooo

0 2.36: CAESAROO00O00D000OOO (Others)

65

Algorithm Platform ROM/RAM Speed (cpb) Message length | Source
(bytes) (bytes)
HS1-SIV MIPS32 N/A 16 N/A [0]
Cortex-A9 N/A 5 N/A [0]
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Algorithm Platform ROM/RAM Speed (cpb) Message length | Source
(bytes) (bytes)
LAC Core i7-3612QM N/A 720 12 [25]
589 16 [25]
440 32 [25]
256 64 [25
206 128 [25]
174 256 [25]
152 512 [25]
144 1024 [25]
140 2048 [25]
138 4096 [5]
Minalpher RL78 1275/470 514 long [27]
NORX32-6-1 Samsung Exynos N/A 794.12/541.00 8 [30]
(Ref/NEON)** 4412 Prime 128.66/77.78 64 [30]
(Cortex-A9) 42.14/22.79 576 [30]
35.45/18.36 1536 [30]
32.35/16.70 4096 [30]
31.56/15.66 long [30]
NORX32-4-1 Samsung Exynos N/A 663.75/434.88 8 [30]
(Ref/NEON)** 4412 Prime 97.94/61.73 64 [30]
(Cortex-A9) 30.50/16.40 576 [30]
24.94/12.77 1536 [30]
22.86/11.41 4096 [30]
21.57/10.57 long [30]
NORX64-6-1 Core i7-2630QM N/A 304.00/198.00 8 [30]
(Ref/AVX)*S 37.75/24.81 64 [30]
11.54/7.52 576 [30]
9.08/5.90 1536 [30]
8.14/5.24 4096 [30]
7.69/4.94 long [30]
NORX64-4-1 Core i7-2630QM N/A 208.00/133.50 8 [30]
(Ref/AVX)*® 26.00/16.69 64 [30]
7.94/5.03 576 [30]
6.24/3.91 1536 [30]
5.59/3.49 4096 [30]
5.28/3.28 long [30]
NORX64-6-1 Core i7-3667U N/A 371.50/276.00 8 [30]
(Ref/AVX)*S 34.87/25.44 64 [30]
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Algorithm Platform ROM/RAM Speed (cpb) Message length | Source
(bytes) (bytes)
10.59/7.71 576 [30]
8.32/6.03 1536 [30]
7.46/5.37 4096 [30]
7.04/5.04 lonog [30]
NORX64-4-1 Core i7-3667U N/A 310.00/218.00 8 [30]
(Ref/AVX)*® 24.93/17.18 64 [30]
7.43/5.16 576 [30]
5.86/4.01 1536 [30]
5.24/3.59 4096 [30]
4.92/3.37 long [30]
POET Core i5-4300U N/A 4.61 128 [34]
4.24 256 (4]
4.13 512 [34]
4.02 1024 [34]
3.92 2048 [34]
OMD-SHA256 Core i5-2415M N/A 44.56 128 [31]
28.77 4096 [31]
OMD-SHA512 Core i5-2415M N/A 45.93 128 [31]
23.28 4096 [31]
Scream-10*6 Cortex Al15 N/A 21.8 long [38]
Atom Cedarview N/A 55 long [38]
Core i7 Nehalem N/A 9.3 long [38]
Atmel AVR 3221/80 7646(E)/7672(D) N/A [36]
Atmel AVR 1723/80(Enc-only) 7646 N/A [36]
Atmel AVR 1751/80(Dec-only) 7672 N/A [36]
iScream-12*6 Cortex A15 N/A 26.2 long [36]
Atom Cedarview N/A 65 long [38]
Core i7 Nehalem N/A 11.2 long [36]
Atmel AVR 1975/64 8724(E)/8724(D) long [36]
Atmel AVR 1595/64(Enc-only) 8724 N/A [36]
Atmel AVR 1593/64(Dec-only) 8724 N/A [36]
STRIBOB Core i7 860 N/A 25.3 N/A [g0]

4Ref: DOO0OD COUOODDOOOONEON: NEONODODOOOD
SRef: DOOD0OD COOODODODOODAVX: AVXOOODOOOO
6 tweakable block cipher 00 00O
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26.22 00O
0000000000000 00000 (00000000000 0)0000000OO00O00O0DO CAESAR
cooooooobooooobooooooOoooooboboOoOobooOooooOoOooOooOboOoOoOoboOoobboOooooOoOoOooOoooo
ocooooooooooooooooboooobbo0ooooooooooooboboooooooobboooooooooDoDOg
coooboooooooooocoOoOooOoOoOooOoOoOooboOoOoOOoOoOoOboOoOobooOoOoOoon
gobobooooooooboooboooooboooooooooooooboooboooobooooooooooDooog
coooooo
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3.3 CAESARODOOOOO

Jodddoogoooog WG (D ooo WG) 00000000000 CAESAR (Competition for Authenticated
Encryption: Security, Applicability, and Robustness) 0 0000000000000 O0O0O0OOOOOOOOOOO
000 htep://competitions.cr.yp.to/caesar.htmi00 00

3.3.1 CAESAROOOODODO

s 0000000000 OO0O0000O00OO0OOOO00000DOOO00000DOOO0000OO0OOO0AES-
CCMO AES-GCMU0O000000000D0O0O0OD0O0O0ODO0O0NDO0OUOO0DUOODD (ODO0O0OO
0000o00o0o00ooO0o0ooO0ooO)oo0o0o0oooOo0oo0oooOoUoOoOooOooooOoooooo
coooooooboooooooooooooobboooon

O00OpenSSHO TLSO 80211 0000000000 WEPDDODOOOOODOOODODOOOOODOODOOOO
cooboooooboooooooooobooOoooOoboOoOoobooOooooooooboOoOoooooboboOooooOoOoooooa
00000000000 RC4AODODOOOOODOOOUODOOOODOOOOODODOOO

s 000000000 0O0O0O00O00O0OoO0O0O0() AES-GCMOO (000000000000 0OODOOOOOO
O0000000000)0000000000 (2)00000000000000000000000000O0000
ooooooog

000000000 O0O0O0DOO0OO0O0O0O0O0OO0O000O0O0OO0O0000O0O00D000000 201403000
o0oooo00ooo00ooOo0o0ooOOo00ooO0o0DooOOO0o0ooOO0o0OooOO0o0OoOO00D 1000000
000 20150 1000000000000 0O0O0O00000O00O00OO0O0OD 1000000000 20150 120
00000000000000000000000 1000000000 20160 1200000000000000
0000000000000 000O00 20170 12000000000

000000000000 000O00000000DO000000000O00O000000DOUO00 (COODO
0000000 NISTOOOOOOOOOODOUOOOODOO)Y OoooooUoooooUoooooooooooooo
oooooooooooobobooooooo

uboooboooooOobobOooooboooooOo0obOOobOoOoOOobOOoOoOOobOOObOOoOO0obOObOOoOobocOobooonoo
ocmoooooooooboboooooboooboboooooog

s 00000000 0OO0DO0D0O0O00O0C0O0O0O0O0EQg
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M-14, 2013.01.15: Competition announced at the Early Symmetric Crypto workshop in Mondorf-les-Bains;
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M-7, 2013.08.11{13: DIAC 2013: Directions in Authenticated Ciphers 2013. Chicago.

MO, 2014.03.15: Deadline for rst-round submissions.

M1, 2014.05.15: Deadline for rst-round software.
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M5 2014.08.23{24: DIAC 2014: Directions in Authenticated Ciphers 2014. Santa Barbara.
M12 (tentative), 2015.03.15: Announcement of second-round candidates.
M13 (tentative), 2015.04.15: Deadline for second-round tweaks.

M14 (tentative), 2015.05.15: Deadline for second-round software.

M15 (tentative), 2015.06.15: Deadline for second-round Verilog/\VVHDL.
2015 summer (tentative): DIAC 2015.

M21 (tentative), 2015.12.15: Announcement of third-round candidates.
M22 (tentative), 2016.01.15: Deadline for third-round tweaks.

M23 (tentative), 2016.02.15: Deadline for third-round software.

M24 (tentative), 2016.03.15: Deadline for third-round Verilog/\VVHDL.
2016 summer (tentative): DIAC 2016.

M33 (tentative), 2016.12.15: Announcement of nalists.

M34 (tentative), 2017.01.15: Deadline for nalist tweaks.

M35 (tentative), 2017.02.15: Deadline for nalist software.

M36 (tentative), 2017.03.15: Deadline for nalist Verilog/VVHDL.

2017 summer (tentative): DIAC 2017.

M45 (tentative), 2017.12.15: Announcement of nal portfolio.
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. Alex Biryukov (University of Luxembourg, Luxembourg)
. Anne Canteaut (Inria Paris-Rocquencourt, France)
. Carlos Cid (Royal Holloway, University of London, UK)
. Joan Daemen (STMicroelectronics, Belgium)
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7. Christophe De Canniere (Google, Switzerland)

8. Orr Dunkelman (University of Haifa, Israel)
9. Henri Gilbert (ANSSI, France)

10.
11.
12.
13.
14,
15.
16.
17.
18.
19.
20.
21.
22.

Tetsu lwata (Nagoya University, Japan)

Lars R. Knudsen (Technical University of Denmark, Denmark)
Stefan Lucks (Bauhaus-Universitat Weimar, Germany)
David McGrew (Cisco Systems, USA)

Willi Meier (FHNW, Switzerland)

Kaisa Nyberg (Aalto University School of Science, Finland)
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Vincent Rijmen (KU Leuven, Belgium)

Matt Robshaw (Impinj, USA)

Phillip Rogaway (University of California at Davis, USA)
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Hongjun Wu (Nanyang Technological University, Singapore)
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. (L) ACORN: v1 (Hongjun Wu)

. (L) ++AE: v1.0 (Francisco Recacha)

. AEGIS: v1 (Hongjun Wu, Bart Preneel)

. AES-CMCC: v1, v1.1 (Jonathan Trostle)

. AES-COBRA: v1, withdrawn, (Elena Andreeva, Andrey Bogdanov, Martin M. Lauridsen, Atul Luykx,

Bart Mennink, Elmar Tischhauser, Kan Yasuda)

. AES-COPA: v1 (Elena Andreeva, Andrey Bogdanov, Atul Luykx, Bart Mennink, Elmar Tischhauser, Kan

Yasuda)

7. AES-CPFB: v1 (Miguel Montes, Daniel Penazzi)
8. (L) AES-JAMBU: v1 (Hongjun Wu, Tao Huang)
9. AES-OTR: v1 (Kazuhiko Minematsu)

10.
11.
12.
13.
14,
15.
16.

AEZ: v1 (Viet Tung Hoang, Ted Krovetz, Phillip Rogaway)

Artemia: v1 (Javad Alizadeh, Mohammad Reza Aref, Nasour Bagheri)

(L) Ascon: v1 (Christoph Dobraunig, Maria Eichlseder, Florian Mendel, Martin Schla er)
AVALANCHE: v1 (Basel Alomair)

(L) Calico: v8, withdrawn, (Christopher Taylor)

CBA: v1 v1-1 (Hossein Hosseini, Shahram Khazaei)

(L) CBEAM: rl, withdrawn, (Markku-Juhani O. Saarinen)
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POET: vl (Farzaneh Abed, Scott Fluhrer, John Foley, Christian Forler, Eik List, Stefan Lucks, David
McGrew, Jakob Wenzel)
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(L) PRIMATES: v1 (Elena Andreeva, Begul Bilgin, Andrey Bogdanov, Atul Luykx, Florian Mendel, Bart
Mennink, Nicky Mouha, Qingju Wang, Kan Yasuda)

(L) Pr st: vl (Elif Bilge Kavun, Martin M. Lauridsen, Gregor Leander, Christian Rechberger, Peter
Schwabe, Tolga Yalc n)

Raviyoyla: v1 (Rade Vuckovac)
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(L) Sablier: v1 (Bin Zhang, Zhenging Shi, Chao Xu, Yuan Yao, Zhenqi Li)
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Durvaux, Lubos Gaspar, Stephanie Kerckhof)
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STRIBOB: v1 (Markku-Juhani O. Saarinen)
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