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In here we give an intermediate report on the security evaluation of
the 128-bit block ciphers AES, Hierocrypt-3, and CIPHERUNICORN-A.

As part of their design, all these ciphers come with plausible argu-
ments against large classes of differential and linear attacks, sometimes
even with lower bounds against some smaller classes of those attacks.
This is in contrast to another attack vector that in its basic form has the
potential to be more practically relevant as it may need only a very small
amount of known plaintext: meet-in-the-middle attacks. In this report we
evaluate the aforementioned block ciphers against the meet-in-the-middle
attack vector and in particular its most recent extension, the biclique at-
tack. In addition, no related-key assumptions are needed.

Before we briefly describe intermediate experimental and cryptana-
lytic results, we discuss the individual designs through the lens of an
attack planning to perform a meet-in-the-middle or biclique attack and
answer the following question: How often is the key material used through-
out the computation of a single encryption or decryption? With a brief
review of meet-in-the-middle and biclique attacks, we motivate this ques-
tion in the following.

1 Meet-in-the-middle and Biclique attacks on block
ciphers

The basic idea of meet-in-the-middle attacks is to split an invertible trans-
formation into two parts and separate parameters that are involved in
only one part. Then these parameters can be searched independently
with a match in the middle as a certificate of a right combination. One
of the first applications is the cryptanalysis of DoubleDES EK2(EK1(·)),
which demonstrated that the total security level is not the sum of key
lengths [16]. The reason is that given a plaintext/ciphertext pair, an ad-
versary is able to compute the internal middle state of a cipher trying all
possible values of K1 and K2 independently.



The same principle applies at the round level as well. If there is a
sequence of rounds in a block cipher that does not depend on a particular
key bit, the meet-in-the-middle attack might work. However, its applica-
tion has been limited by the design of block ciphers, the majority of which
use the full key in the very first rounds of a cipher. As a result, even as
little as a half of a cipher is rarely attacked, with four attacked rounds
in AES [8] and seven in DES [9, 18]. Compared to 7-round attacks on
AES [25], and full 16-round attacks on DES [26], the meet-in-the-middle
attacks were clearly inferior to other methods in spite of their impressively
low data complexity. The widespread use of meet-in-the-middle attacks
against the preimage resistance of hash functions follows this argument, as
the message schedule of, e.g., SHA-1, admits as many as 15 rounds being
independent of some message bits. The block ciphers KTANTAN [7] and
GOST [21], recently attacked within the meet-in-the-middle framework,
also do not use the full key for large fraction of their rounds.

In this context the recent meet-in-the-middle attacks on the full AES [5]
might look as a counterexample. Nevertheless, they have not disclosed
any new key schedule properties. However, they are able to cover up
to 6 rounds with a new construction — a biclique, inherited from hash
function cryptanalysis [22], which in turn is heavily based on so-called
splice-and-cut and initial-structure techniques by Aoki and Sasaki [29].
In addition to the aforementioned length of the biclique, its dimension is
another important property, and significantly contributes to the compu-
tational advantage compared to brute-force approaches. A biclique does
not directly impose constraints on the key schedule decomposition and
can be long enough to add a significant number of rounds to a meet-in-
the-middle attack. The latter property is, however, difficult to achieve
when aiming for a significant advantage over brute-force. Hence we start
our study with the extent in which separation of key spaces as possible.
And for this an important property of a cipher is the number of times
parts or the master key material are used inside the cipher.

2 AES

AES comes in three key lengths. In its variant using a 128-bit key, the key
material is re-used 11 times for the 10 rounds. In its variant using a 192-
bit key, the key material is re-used less than 9 times. In its variant using
a 256-bit key, the key material is re-used less than 8 times to generate
the 15 rounds keys.



A survey of known cryptanalytic results in the single-secret-key key-
recovery setting for more than 7 rounds of AES with all three key lengths
is given in Table 1, Table 2, and Table 3.

Table 1. Summary of known results on AES-128 in the single-secret-key model for 7
or more rounds

rounds data workload memory method reference

7 2127.997 2120 264 Square [19], 2000

7 232 2128−ε 2100 Square-multicoll. [20], 2000

7 2117.5 2123 2109 Impossible [1], 2007

7 2115.5 2119 245 Impossible [30], 2007

7 2115.5 2119 2109 Impossible [2], 2008

7 2112.2 2112 + 2117.2MA 2109 Impossible [23] 2008

7 280 2113+2123 precomp. 2122 MitM [15], 2009

7 2106.2 2107.1 + 2117.2MA 294.2 Impossible [25], 2010

7 2103 2116 2116 Square-multiset [17], 2010

8 288 2125.34 28 Biclique [6], 2011

10 288 2126.18 28 Biclique [6], 2011

10 24 2126.89 24 Biclique [4], 2012

3 Hierocrypt-3

Hierocrypt-3 is described in [13] and an overview of available cryptana-
lytic results is given in Table 4. In Hierocrypt-3, the 128-bit key variant
with 6 rounds needs 13 round-keys of size 128 bits, the 192-bit key variant
of Hierocrypt-3 with 7 rounds needs 15 rounds keys, and the 256-bit key
variant needs 8 rounds with 17 round keys. Hence the key material is, in
principle, used somewhat more often than in AES in all three variants:
13 times, 10 times, and more than 11 times.

4 CIPHERUNICORN-A

CIPHERUNICORN-A is specified in [11]. Its overall design features from
a meet-in-the-middle attack point of view are as follows: There is a Feis-
tel structure iterated for 16 rounds operating on a 128-bit block size,
for all 3 key lengths of 128, 192, and 256 bits. In each round a 128-bit
part of the output of the key schedule is used. Additionally two 128-bit
parts are used for initial and final processing. Hence the 128-bit mas-
ter key is re-used 18 times for CIPHERUNICORN-A with a 128-bit key,



Table 2. Summary of known results on AES-192 in the single-secret-key model for 7
or more rounds

rounds data workload memory method reference

AES-192

7 2127.997 2120 264 Square [19], 2000

7 236 2155 232 Square [19], 2000

7 232 2182 232 Square [24], 2000

7 232 2140 284 Square-multicoll. [20], 2000

7 292 2186 2153 Impossible [28], 2004

7 2115.5 2119 245 Impossible [30], 2007

7 292 2162 2153 Impossible [30], 2007

7 291.2 2139.2 261 Impossible [23] 2008

7 2113.8 2118.8MA 289.2 Impossible [23] 2008

7 234+n 274+n+2208−n precomp. 2206−n MitM [14], 2008

7 280 2113+2123 precomp. 2122 MitM [15], 2009

7 2103 2116 2116 Square-multiset [17], 2010

8 2127.997 2188 264 Square [19], 2000

8 2113 2172 2129 Square-multiset [17], 2010

9 280 2188.8 28 Biclique [6], 2011

12 280 2189.74 28 Biclique [6], 2011

12 times for CIPHERUNICORN-A with a 192-bit key, and 9 times for
CIPHERUNICORN-A with a 256-bit key.

5 Preliminary experiments

The key schedule properties discussed so far only relate to the length of
two independent chunks, which may or may not be the largest contributor
to the number of rounds that can be attacked with a biclique attack.
The length of the biclique, and the matching part are also contributing
to the total number of rounds attacks. For this, however, the diffusion
properties of the round transformation are very influential. Preliminary
experiments with implementations of the round transformation of both
Hierocrypt-3 and CIPHERUNICORN-A suggest that the differences in
the diffusion properties relevant for biclique attacks to vary, but are at
a level that is comparable to the AES. Attacks with a non-negligible
advantage over brute force for a higher number of rounds than done before
in the single-secret-key model can be expected and will be detailed in the
final report. At this point it seems however that the practical use of
Hierocrypt-3 in any of the three key lengths is not threatened in any way.



Table 3. Summary of known results on AES-256 in the single-secret-key model for 7
or more rounds

rounds data workload memory method reference

AES-256

7 236 2172 232 Square [19], 2000

7 2127.997 2120 264 Square [19], 2000

7 232 2200 232 Square [24], 2000

7 232 2184 2140 Square-multicoll. [20], 2000

7 292.5 2250.5 2153 Impossible [28], 2004

7 2115.5 2119 245 Impossible [30], 2007

7 2113.8 2118.8MA 289.2 Impossible [23] 2008

7 292 2163MA 261 Impossible [23] 2008

7 234+n 274+n+2208−n precomp. 2206−n MitM [14], 2008

7 280 2113+2123 precomp. 2122 MitM [15], 2009

8 2127.997 2204 21044 Square [19], 2000

8 2116.5 2247.5 245 Impossible [30], 2007

8 289.1 2229.7MA 297 Impossible [23] 2008

8 2111.1 2227.8MA 2112.1 Impossible [23] 2008

8 234+n 2202+n+2208−n precomp. 2206−n MitM [14], 2008

8 280 2241 2123 MitM [15], 2009

8 2113 2196 2129 Square-multiset [17], 2010

9 2120 2251.92 28 Biclique [6], 2011

14 240 2254.42 28 Biclique [6], 2011

Table 4. Summary of known results on Hierocrypt-3 in the single-secret-key and
known/chosen-key model

rounds data workload memory method reference

2 211 244 key recovery, Square [12], 2001

2.5 213 2174 key recovery, Square [12], 2001

2.5 286 242 key recovery, Impossible Differential [10], 2002

3 234.6 246 key recovery, Square [3], 2002

3 287.5 2117.5 key recovery, Impossible Differential [10], 2002

3.5 236.5 2176 key recovery, Square [3], 2002

3.5 − 248 known-key distinguisher, Rebound [27], 2011

4.5 − 248 chosen-key distinguisher, Rebound [27], 2011



For CIPHERUNICORN-A, there is no comparable earlier cryptanalysis.
Also here the obtained results so far do not seem to threaten the practical
use of CIPHERUNICORN-A in any of the three key lengths in any way
and will be detailed in the final report.

6 Intermediate conclusions

Our preliminary conclusions are as follows. Among the versions of the
three ciphers with a 128-bit key, AES re-uses the key 11 times, Hierocrypt-
3 13 times, and CIPHERUNICORN-A 18 times, and hence CIPHERUNICORN-
A can potentiall be more resistant against meet-in-the-middle and bi-
clique attacks. Among the versions of the three ciphers with a 192-bit
key, AES re-uses the key less than 9 times, Hierocrypt-3 10 times, and
CIPHERUNICORN-A 12 times, and hence again CIPHERUNICORN-A
can potentially be more resistant against meet-in-the-middle and biclique
attacks while AES-192 the least. For the 256-kit-bit versions of the ci-
phers, the situation is different, however. AES re-uses the key less than
8 times, Hierocrypt-3 more than 11 times, and CIPHERUNICORN-A 9
times, and hence Hierocrypt-3 can potentially be more resistant against
meet-in-the-middle and biclique attacks when only basic key scheduling
properties are considered. In terms of concrete cryptanalysis, our prelimi-
nary cryptanalysis suggests that none of the three algorithms is practically
threaten by the biclique attack vector as described in the literature or by
new, yet unpublished, improvements to them.
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