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Executive summary.

This report is a full security evaluation of EPOC-2. The main conclusion is that
our feeling about EPOC-2 is rather positive. It is however our belief that the
system is a bit too young to be actually used in sensitive applications with a need
of good level of confidentiality: we think it is really too early to use it for the
encryption in the e-government in Japan. To be honest we like the algorithm
but we firmly want to give a scientific and independent advise.
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1 Preliminary Note and Introduction

In comparison with the signature scheme DSA, the encryption scheme EPOC
presents several differences:

e EPOC is much more recent than DSA, with the consequence that the
literature concerning it is much more limited. On the other hand, the fact
that it has been proposed to several evaluation or standardization bodies
(Nessie [1], IEEE P1363a [6], ...) implies that it has received a quite
large attention from the scientific community since its birth. For example,
its acceptance for the second round of Nessie is probably a witness of its
quality.

e EPOC is in fact more a family of encryption schemes than a single scheme.
As a matter of fact, several variants have been proposed to Nessie (EPOC-
1, EPOC-2, EPOC-3 [5]), to IEEE P1363a [12](with some changes since
first submission, ... ). Even if these schemes belong undeniably to the same
family, differences exist between them. The way parameters are handled
(e.g. in the input to hash functions) also seems to have changed over
time. In other words, we would be tempted to say that EPOC is still in
an unstable state, in the sense that no two scientific papers on the subject
discuss the same EPOC. This makes a general analysis somewhat difficult!.

e EPOC leaves much more freedom in the choice of parameters or basic
primitives (hash function, symmetric encryption primitive), as well as in the
way these parameters will be generated (prime numbers, random values,

... ). Specific choices seem however to be forced in standardized versions
of EPOC.

2 Description of EPOC

Remark: As noted above, EPOC exists in different “flavors”. The version we will
discuss in this report is EPOC-2, as asked by the contract. 2, more precisely, the
version of EPOC-2 submitted to the second round of Nessie [9].

'In this perspective, it is interesting to note that Nessie has only accepted EPOC-2 for
second round.
2Note that EPOC-1 and EPOC-3 are not supported any more by their submitters.
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Asymmetric encryption schemes are usually much slower than symmetric
ones. For this reason, they are rarely used solely to transmit large messages,
but rather in combination with a symmetric scheme: a session key is first trans-
mitted with the asymmetric scheme, and the full message is then encrypted with
that session key and the symmetric scheme.

EPOC-2 is an hybrid encryption scheme, in the sense that it describes both the
session key transmission and the subsequent encryption with symmetric scheme
(EPOC-2 proposes Camellia as symmetric scheme, but other choices are possible
as well). The security proof also covers this symmetric encryption, provided the
underlying primitive satisfies given conditions (see below).

EPOC-2 is built starting from the Okamoto-Uchiyama [13] (denoted below
as OU) scheme, which is provably one way under the factoring assumption,
and applying to it techniques [11] to transform a one way asymmetric scheme
and a semantically secure symmetric encryption function into an hybrid encryp-
tion scheme that is secure in the random oracle model against adaptive chosen-
ciphertext attacks (these notions will be clarified in section 4).

2.1 EPOC-2 specification

A very detailed description of EPOC-2 (including bit-to-byte conversion, ...)
can be found in [9]. For the sake of brevity and clarity, we will limit ourselves
in this report to a “high-level” description of the scheme. We will however pay
special attention to the parts which have been specifically changed (tweaks)
between the first and second submission to Nessie, since we believe the impact
of such changes on security must not be neglected. As a matter of fact, it is
a well-known fact in cryptography that even the smallest change may introduce
unexpected security weaknesses.

2.1.1 Parameters

EPOC-2 depends on a security parameter k, as well as two parameters, hLen
and oLen, corresponding to the sizes of mask and symmetric key. The size of
these parameters will be discussed in section 3.
2.1.2 Key generation

1. Choose two primes p,q (2¥"1 < p,q < 2k, p # q).

2. Compute n = p?q.
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3. Choose g € Z; such that the order of g, in Z;';Q is p, where g, := ¢g*~! mod
p*. (If g, # 1, the order of g, in Z2; is p).

4. Let h:= ¢" mod n.3
5. Set pLen := k.

6. Let w := L(g,), where L(z) := Z1.
The public key PK is the tuple (n, g, h, pLen). The secret key SK is (p, q, pLen, w).

Remark: As an alternative, the second version of the specifications also allows
to use a fixed value of g (provided the condition on the order of g, is satisfied).
In particular, the choice g := 2 is allowed.

2.1.3 Encryption

To encrypt a message M with public key PK, the following operations are
performed:

1. Choose a random string R € {0, 1}PLen.

2. Compute Cy := SymEnc(G(R), M), where SymEnc is the symmetric
encryption primitive, and G is a key-derivation function, built on the basis
of a hash function (intuitively, it can be viewed as a hash function with
variable-length output).

3. Compute r := H(M]||R||Cs),> where H is a mask generation function,
built on the basis of a hash function (intuitively, it can be viewed as a hash
function with variable-length output).

4. Compute C, := ¢®h” mod n.

The ciphertext is the pair (C4, Cy).

3The first version of the specifications defined h := hj mod n, where hy was chosen
randomly and independently from g.

4This is a minor change since the first version, where the last member of the secret key
was gp rather than w.

°The string Cy was initially (in first version of the specs.) not part of the input to H.
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2.1.4 Decryption

To decrypt ciphertext (Cy, Cy) with secret key SK, the following operations are
performed:

1. Check that 0 < C} < n; otherwise, output null string and stop®.

2. Compute C,, := C*~" mod p?.

L(Cyp)

3. Compute R’ := =-2 mod p, where L(z) := .

4. Check that 0 < R’ < 2rLen=1- otherwise, output null string and stop.

5. Compute M’ := SymDec(G(R'),C3), where SymDec is the symmetric
decryption primitive.

6. Check that C; = g% RHM'IIFIC2) ;mod ¢; otherwise, output null string and
stop’.

The plaintext is given by M'.

2.1.5 Additional specifications

In addition, the second version of the specifications defines how to build H and
G from a hash function, and recommends one hash function (SHA-1) and two
possible symmetric encryption schemes: Camellia (another Nessie candidate, see
[1]) and one-time-pad (OTP) [8].

2.1.6 Why does decryption work?

The fact that the decryption operation is the inverse of encryption results from
the “logarithmic” character of the function L in the p-Sylow subgroup of Ly

[':={z € Z};|x = 1 mod p}.

We refer the reader to [13] for more details.

6This test was initially not performed.
In the first version of the specs, this test was performed with modulus n rather than
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2.1.7 Comments on the changes between first and second version
of specifications

This section briefly reviews the aforementioned changes between first and second
submission to Nessie and comments on their potential impact on security.

Value of h fixed to ¢g" mod n : we note that this choice of h was explicitly
allowed in the first version; this peculiar case should therefore have no
impact on security.

Use of w rather than g, in secret key : this minor change provides a per-
formance improvement; as a matter of fact, it avoids the need to re-
compute L(g,) at every decryption; moreover, since w can be immediately
deduced from g, and p, this has no impact on security.

Use of (; as part of the input to H : since proofs in the random oracle
model assume the hash functions to be perfect, this change has no impact
on security proofs. An impact on practical security is however theoretically
possible, although we do not see how this change could be exploited.

Integrity check performed with modulus ¢ rather than n : we note
that the security proof of [4] (discussed below), is performed with this
definition of EPOC-2, including the integrity check with modulus q.

3 Parameters size

In [9], the following parameter sizes are recommended:
o Lk = 384;

e hLen (i.e. bit length of the mask generation function output) = 960 ; if
other values are chosen, it is recommended that hLen > 2pLen + 32;

e oLen (i.e. bit length of the key of SymEnc, or, in other words, bit length
of the key derivation function output) = 128.

Setting k = 384 (i.e. |n| = 1152) seems sufficient for nowadays’ commu-
nications, in view of current state-of-the-art in factorization algorithms. It may
however become insufficient in the future (within a few years), and we would
recommend to leave the door open to larger values in a standard definition, as
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well as to use larger values to encrypt documents whose long-term security has
to be preserved.

Other parameters seem adequate. It seems however worth noting that these
values have been increased since the first Nessie submission.

4 Security arguments

4.1 Security proof in the random oracle model

Ideally, we would like cryptographic schemes to be provably secure in the sense
that it is possible to turn a breaking of the scheme into the solution of some
problem believed to be hard (e.g. factorization of large integers). By contrapo-
sition, this would prove that, if the underlying problem is actually hard, then the
scheme is secure.

Unfortunately, such security proofs are very difficult to obtain, and the cor-
responding cryptographic schemes are often hopelessly inefficient. As a compro-
mise, it has become popular to prove security in an idealized model, in which
hash functions are assumed to be perfect. This model is known as the random
oracle model [2]. Similarly, the underlying symmetric encryption scheme is also
assumed to be perfect, although in a less demanding sense (security against
passive attacks).

As these perfect functions will in the real world be replaced by practical hash
functions (i.e. SHA-1) and encryption schemes, such proofs become mathe-
matically unsound in practical applications, and are therefore a purely heuristic
argument. They are nonetheless usually considered as a good witness of security.

Levels of resistance An important point to settle in a security proof is a
precise definition of what we mean by a breaking of the scheme. Several security
levels have been defined in the literature, and the one we will be interested in
with EPOC is that of chosen-ciphertext security against an adaptative adversary.
The scenario we consider is the following: in a first stage, the adversary receives
the public key and runs for some time, with the permission to ask to a decryption
oracle to decrypt messages of his choice; the adversary then outputs two mes-
sages. One of these messages is chosen at random, encrypted with the public
key and sent back to the adversary. The adversary's goal, in the second phase, is
to discover which one of the messages was encrypted; to achieve this goal, he is
also allowed in this phase to make requests to the decryption oracle (this is the
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meaning of the term adaptative adversary), with the restriction that he is not
allowed to submit the challenge ciphertext. The adversary is said to break the
scheme if he is able to discover the good message with probability significantly
greater than one-half. Note that this is a very strong security notion.
Remark: In the random oracle version of this security proof, the adversary has
also access to random oracles modelizing the perfect hash functions.

Tightness of the reduction Another non-negligible question in such secu-
rity proofs is the tightness of the reduction. Intuitively, we would like to know
how much easier it is to break the scheme than to solve the underlying hard
problem. One possible characterization is the following.

We define the advantage, ¢, to be the difference of the probability that the
adversary can guess correctly which of two messages encrypts to a given cipher-
text from one half. The adversary is then said to (t, g4, €)-break the scheme if
he is able, with running time ¢ and ¢4 queries to the decryption oracle, to obtain
advantage ¢ in solving the above challenge. A cryptographic scheme is said to
be (, qq, €)-secure if there exist no such adversary. Similarly, an algorithm is said
to (¢, €)-solve a problem if it has running time ¢ and advantage e.

By comparing these factors, we can obtain a measurement of the tightness
of the reduction.

4.2 EPOC'’s security proof
4.2.1 Underlying hard problem

EPOC-2's security relies on the intractability of factorizéing n = p?q, for large
primes p and gq.

According to [14], “The fastest known algorithm for factorizing large integers
is the Number Field Sieve. The time taken to factor an integer n is given by
L,[35,1.526], which is subexponential. [...] The speed of the Number Field Sieve
depends of the magnitude of n rather than that of the prime factors, and there
is currently no faster method for factoring a number of the form n = p*q than
one of the form n = pq. However if a faster method is found, the speed of
which depends on the size of factors, then the key lengths have to be adjusted
appropriately for those primitive relying on the difficulty of factoring of a number
of the form n = p%q.

Remark: variants of EPOC (EPOC-1, EPOC-3, ...) rely on other hard prob-
lems (p-subgroup assumption, gap-factoring assumption, ...). We will however
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not treat these cases in this report.

4.2.2 Security proof

EPOC-2's Nessie submission does not provide information on the tightness of
the reduction, but refers to [11, 10] to obtain them. Unfortunately, these pa-
pers only provide information on the tightness of reducing EPOC-2 to the OU
encryption scheme. More precisely, they show that, if OU is (¢1, €1)-secure (in
the sense of one-wayness) under the factoring assumption, and if the symmetric
encryption scheme is (t2, €5)-secure (in the sense of “find-guess” ), then EPOC-2
is (t, qg, qn, qa, €)-secure against adaptative chosen-ciphertexts attacks, under the
factoring assumption, where

t =min(t1, 2) — O((gy + qn) (L + 12)),
€= (2(qy + qn)er + €2+ 1)(1 — 261 — 269 — 272k 7l2) 70 — 1

and g, and g, are the number of hash queries to oracles G and H, ¢4 is the
number of queries to the decryption oracle, and [; and [, are the respective sizes
of the messages for the OU scheme and the symmetric encryption scheme ([14]).

The next step is therefore to check the tightness of reducing OU to the
factorization of n = p%q. However, moving back to the original OU paper [13],
we only find “non-quantitative” proofs (we mean, proofs showing that breaking
the scheme is equivalent to solving the hard problem, but without mentioning the
tightness of the reduction). It is thus our belief that the initial Nessie submission
did not allow to obtain a measure of the tightness of the reduction.

A very recent paper by Fujisaki ([4], Nov. 2001) filled this lack. The paper
shows that, for a slight variant of EPOC-2 (a precise description of this variant is
a bit too complex to fit in this report, but, in short, it consists in a restriction in
the choice of g; taking g = 2 is one way of satisfying this restriction. Moreover,
the underlying “perfect” symmetric scheme is built by applying a XOR with a
stream derived from a “perfect” hash function.), theorem 4.1 holds. The authors
also note that this is a much tighter reduction than what was first expected from
the combination of reductions.

Theorem 4.1 Suppose that there exists an adversary that (t,q, + qn,qa,€)-
breaks EPOC-2 (more exactly, the slight variant described above) in the random
oracle model under the adaptative chosen-ciphertext attack scenario. Then there
is a uniform algorithm for factoring n with running time tg and advantage ep
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such that
tp = t(k)+ (g + ) Tgean + qaqn(Teg + Tyean) — and
T @pu — 273 (1 — 27 gy,
where
o px1

e v is the smallest integer such that

17 L 1 2k-+const
W =om T

2
qy (resp. qn) denotes the total number of requests to random oracles G
(resp. H),

qq denotes the number of requests to the decryption oracle,

5 , and o,(g) is the order of g in Z;,

T,

g
integers of length |n

cd,n denotes the time to compute the great common divisor between two
, and

T. , denotes the time to check the equation of the form
Cy = ¢°h" mod q.

This proof has been reviewed by Dent [3], in the framework of the Nessie
project, and was apparently approved®. For the sake of completeness, we would
however like to point out that these documents [4, 3] are for the moment still
internal to Nessie, and have therefore not yet received the “open review” of the
scientific community.

4.2.3 Limitations of a security proof

Independently of the above remarks on the heuristic character of a proof in the
random oracle model, it is really worth pointing out that a security proof does not
guarantee that the system is absolutely immune to any type of attack. Weak-
nesses may appear, based on (often implicit) incorrect assumptions, insufficiently
comprehensive model, ... A very good illustration of these limitations will be
described in section 5.1, where an attack against a preliminary, but nevertheless
proved secure, version of EPOC is described.

8 An initial comment reported an error in the proof, but this comment was later with-
drawn.
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5 Overview of attacks

In the current literature, we are only aware of one attack against a preliminary
version of EPOC. This attack is however a good illustration of the limitations of
formal proofs of security.

5.1 Misbehaving adversaries attack

The weakness exploited by this attack [7] is a behavior of the adversary which
was not taken into account in the design of the security proof: as a matter of
fact, the security model did not assume an adversary could present an invalid
ciphertext to the decryption oracle. As this case is out of the scope of the security
model, it is not covered by the security proof. This allows, without highlighting
a failure in the proof itself, to devise anyway a potentially damaging attack.

Description of the attack Remark: In the preliminary version of EPOC
that we are attacking, the check R’ < 27%¢" — 1 was not performed.

The encryption process (see section 2.1.3) assumes that the value R, from
which the symmetric key is derived, is smaller than 2PL¢"=1 What happens if a
larger R is encrypted 7

Let R denote such a larger R, and let Cy(= g®h” mod n) denote the corre-
sponding ciphertext part. The decryption of Ci yields the value

L(C’lp_l mod p?)
L(gp)

We have R = Rmod p. As R > p, R # R and the test C} = g®hHMIIR)
will fail. The decryption algorithm will thus output the null string.

This can be exploited by an adversary as follows. Since the secret prime p is
a pLen-bit number, he knows that p lies in the interval I, =]2rLen=1 oplen| Go
the adversary chooses a value R € I, and performs an encryption with it. If the
message can be decrypted then he knows that R < p; otherwise he knows that
R > p. He then reiterates the process with I; =] R, 2°%<"[ or I, =]2¢ken=1 R],
respectively. And so on ...until the interval becomes small enough to guess
the correct value of p. (For example, with a 1024-bit modulus n, at most 340
ciphertexts are necessary to recover the secret key.)

R = mod p.
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Countermeasures A simple way of preventing this attack (suggested by [7]
and actually applied to subsequent versions of EPOC), is to explicitly check if
R < 2rken _ 1 at decryption stage. In this way, all invalid values of R will be
refused by the decryption oracle, no matter whether R< p or R> .

Concluding remark Although EPOC was finally modified to resist against
this attack, this illustrates well the fact that even security proofs have limitations.
As a matter of fact, they are only proofs in a given model, and under (some-
times implicit) specific assumptions. If the model is insufficiently comprehensive,
attacks may appear that “turn around” the security proof by not satisfying its
basis hypotheses.
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6 Conclusion

Our feeling about EPOC-2 is rather positive, as seems confirmed by the positive
comments it received from groups studying it (EC Nessie, IEEE P1363a). It is
however our belief that the system is a bit too young to be actually used in
sensitive applications with a need of good level of confidentiality: we think it
is really too early to use it for the encryption in the e-government in Japan.
To be honest we like the algorithm but we firmly want to give a scientific and
independent advise.

It is usually good practice in cryptography to let some time (typically, a few
years, at least two years without change in the fully published algorithm) elapse
between the first appearance of a new cryptosystem and its actual use in prac-
tical applications. This leaves time for attacks to be published before they can
do devastating damage. The scientific community today has enough publication
channels for publishing such an attack, if any. Problems related with the imple-
mentations need also to be studied. See, for instance, the paper just presented
at RSA 2002: http://www.dice.ucl.ac.be/crypto/publications/2002/
paradox2.pdf

The fact that a security proof exists is certainly a non-negligible advantage
to give confidence in the system's security. However, as was shown above, these
proofs must not be considered as an absolute guarantee. Previous examples
exist in the literature of provably-secure systems that were later the victim of
unexpected attacks.

Another problem with EPOC is its unstable character: as mentioned above,
several versions of EPOC co-exist, and even a given member of the family (e.g.,
EPOC-2) is still subject to minor modifications. We have for example described
how such modifications (tweaks) have been introduced for the second round of
Nessie. It is a well-known fact in cryptography that even the smallest modification
may leave the door open to an unexpected attack.

Our advice would therefore be not to use the system yet, but at least wait for
the outcome of the Nessie project (end 2002) and P1363a working group, and
analyze their conclusions before actually using EPOC. Once a stable version of
EPOC will be available, an independent study, carefully checking if results in the
literature still apply to this version, should be performed.
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