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000000
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Abstract: In this report, we evaluate the security of Whirlpool and RIPEMD-160
cryptographic hash functions, taking the latest attack techniques into account. In
addition, we make the technical survey of modifying techniques of SHA-1 crypto-
graphic hash function.
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1.1 00000

1.1.1 OO0

Whirlpool Rijmen, BarretoD DO O OO0OO0O0OOO0O /120000000
00000000000000000000 NESSIE (New European Schemes for
Signatures, Integrity, and Encryption) [NESSIE|O O 00O O [BR00]O ISO/IEC
000000000000000000000000 0 [IS010118-3)0

Whirlpool 0 Damgard-Merkle 0 00 (DM O OO [M89, D89))0 0D 0000
ooboooooooobooooooooobMbogbobobobbbooobon
godgdgobbbboubooooobugboobboooboobuougo
0000000000000 0000000000o0oooO (Dooooooooo
000000)000000000000D000000 [PGVI3, BRS02]O

O000WhirlpoolODOODOOOOODOOOODOWhirlpool OO OOO
gooboboboggbuobobbodoboobbobboboobuoboon
gboooggg

WhirlpoolOOOOOOOOOOODOOO 2000000000000000O
0000000000000 00O00000ooooOoogo IsO/IECODO0On
O0000oDo (2006.1.500)0000

1.1.2 O0000ogon

0000 512000000000 (FR)O00OO0OOODO (M)ODDDODOODO51200
0000 (0)Doboo00oooooooooo11gooo

god 1024000 gogabosi2zbbuogunobobooobobasuibg
gbuobogobuboooobboobobogbobboobbbob 10000
gbuoboooguouboooboboobobbbo20bo0buoobo2n
05120000000 20051200000000000000 (h12000)00
0000 (Const) 00D 00O DO0ODOOOOOODOODOOOOOOODO (512
O00)ooooOo0O0o0OoOoO00oOoOoO0OOo0OoOOoOO0OOOOODODOOObOO
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00000000 12000000 4000000000 (1)S0000000
(2)0000000(3)00000@00000000000000400000
000000000000000000000000

SO0000000008000000000000000000000 (00 64
0)00000000000000040((0<4<7 000000000000
000000000000000000000000000000000000
000000000000000000000000000000000000
000000000000000000000000000000000000
0000000000000000000000000

1.1.3 Ubooooobg

NESSIEO OOOO000000000000000 ISO/IECO0O0O0O000Q
00000 20000000000000000000000 (NESSIECOOO
000000 O00O0OO0OO0O0SO000o0oooooooooooooooO)o

S-box NESSIEOOOUOO0O00O0OODOOO0OOOOOOSHA-1OODOODOODOO
gbobobuobbbooooobbobobbooobobobbbbodooouoo
00000000000 15-27%000000000000000000 16-27°
goobooodggod

old_sbox[256] = {

0x68, 0xd0, Oxeb, 0x2b, 0x48, 0x9d, Ox6a, Oxe4,
Oxe3, 0Oxa3, 0xb6, 0x81, 0x7d, Oxfl, 0x85, 0x9e,
0x2c, 0x8e, 0x78, Oxca, 0x17, 0Oxa9, 0x61, 0xd5,
0xb5d, 0xOb, 0x8c, 0x3c, 0x77, 0xb1l, 0x22, 0x42,
0x3f, 0xb4, 0x41, 0x80, Oxcc, 0x86, 0xb3, 0x18,
0Ox2e, 0x57, 0x06, 0x62, Oxf4, 0x36, Oxdl, Ox6b,
0x1b, 0x65, 0x75, 0x10, Oxda, 0x49, 0x26, 0xf9,
Oxcb, 0x66, 0Oxe7, Oxba, Oxae, 0x50, 0x52, Oxab,
0x05, 0xf0, 0x0d, 0x73, 0x3b, 0x04, 0x20, Oxfe,
Oxdd, Oxf5, Oxb4, 0xbf, 0x0a, Oxb5, 0xc0O, 0xaOl,
0x71, Oxab, 0x2d, 0x60, 0x72, 0x93, 0x39, 0x08,
0x83, 0x21, Oxbc, 0x87, Oxbl, 0OxeO, 0x00, 0xc3,
0x12, 0x91, 0x8a, 0x02, Oxlc, Oxe6, 0x45, 0xc2,
Oxc4, Oxfd, Oxbf, 0x44, Oxal, Ox4c, 0x33, 0xcbh,
0x84, 0x23, 0x7c, 0xb0, 0x25, 0x15, 0x35, 0x69,
Oxff, 0x94, 0x4d, 0x70, Oxa2, Oxaf, Oxcd, 0xd6,
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Data structure

i v Const 1
b Const 2
v = ;
>0 Const 3
v Const 4
—PEBG i
Const 5
Rgund function Const 6
Const 7
117 117 Mt
LE ] L el i Const8
J\\r‘\
De Const 9
il |
| R | i Const 10
SLU T, =
I N
Y. 72
Y4 ta
Y YV Y YV : :
| E | | E’1| Internal Randomizing Fungtion
! m!

Substitution box (8 bits x 8 bits)

0 1.1: Whirlpool O OO DOOODOOOOOOODOO
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I / ° I

S-box substitution

——
Byte shift
MDS mixing
T = /@ T
| P ////’ |
EE =sEmalEE =mE ma
XOR

0 1.2 Whirlpool OO DOOODOOOOOOODOO

0x6¢c, 0Oxb7, 0xf8, 0x09, 0xf3, 0x67, Oxad, Oxea,
Oxec, 0xb6, 0xd4, 0xd2, 0x14, Oxle, Oxel, 0x24,
0x38, 0xc6, Oxdb, 0x4b, 0Ox7a, 0x3a, Oxde, O0xbe,
Oxdf, 0x95, Oxfc, Oxaa, 0Oxd7, Oxce, 0x07, OxOf,
0x3d, 0xb8, 0x9a, 0x98, 0x9c, 0xf2, Oxa7, Oxl11,
0x7e, 0x8b, 0x43, 0x03, Oxe2, Oxdc, Oxeb, 0xb2,
Ox4e, Oxc7, 0x6d, 0xe9, 0x27, 0x40, 0xd8, 0x37,
0x92, 0x8f, 0x01, Oxi1d, 0x53, 0x3e, 0x59, Oxcil,
Ox4f, 0x32, 0x16, Oxfa, 0x74, Oxfb, 0x63, 0x9f,
0x34, Oxla, 0x2a, Oxba, 0x8d, 0xc9, Oxcf, 0xf6,
0x90, 0x28, 0x88, 0x9b, 0x31, 0x0e, 0Oxbd, 0x4a,
Oxe8, 0x96, 0Oxa6, 0x0Oc, 0xc8, 0x79, Oxbc, Oxbe,
Oxef, Ox6e, 0x46, 0x97, 0x5b, Oxed, 0x19, 0xd9,
Oxac, 0x99, 0Oxa8, 0x29, 0x64, 0Ox1f, Oxad, 0x55,
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0x13, Oxbb, O0xf7, 0x6f, Oxb9, 0x47, 0x2f, Oxee,
0xb8, 0x7b, 0x89, 0x30, 0xd3, 0x7f, 0x76, 0x82};

ooobobboOobooooooboooobooboobooooobooooooson
00000000000 000000O02004000000 (EDODOOODOO
E-Y),R)00U0O00OD00O0O0 80000 SO00D0DO0OO0OODOOOEOOO
oooooooooboobobbbbRODDOODDODODOODOODDODOO
gouodobogbboboogobuobobonbgd

new_sbox[256] = {
unsigned char s[256] ={
0x18, 0x23, 0Oxc6, 0xe8, 0x87, 0xb8, 0x01, 0x4f,
0x36, 0Oxa6, 0xd2, Oxfb, 0x79, 0x6f, 0x91, 0x52,
0x60, Oxbc, 0x9b, 0x8e, 0xa3, 0x0Oc, 0x7b, 0x35,
0Ox1d, 0Oxe0O, 0xd7, Oxc2, 0Ox2e, 0x4b, Oxfe, 0x57,
0x15, Ox77, 0x37, 0Oxeb, 0x9f, O0xfO, Ox4a, Oxda,
0x58, 0xc9, 0x29, 0x0Oa, Oxbl, 0Oxa0, Ox6b, 0x85,
Oxbd, 0xbd, 0x10, O0xf4, Oxcb, 0x3e, 0x05, 0x67,
Oxed, 0x27, 0x41, 0x8b, Oxa7, 0x7d, 0x95, 0xdS8,
0xfb, Oxee, 0x7c, 0x66, Oxdd, 0x17, 0x47, 0x9e,
Oxca, 0x2d, Oxbf, 0x07, Oxad, Oxba, 0x83, 0x33,
0x63, 0x02, Oxaa, 0x71, 0xc8, 0x19, 0x49, 0xd9,
0xf2, 0xe3, Oxbb, 0x88, 0x%a, 0x26, 0x32, 0xbO,
Oxe9, 0x0f, 0xd5, 0x80, Oxbe, Oxcd, 0x34, 0x48,
Oxff, Ox7a, 0x90, 0xb5f, 0x20, 0x68, Oxla, Oxae,
Oxb4, 0x54, 0x93, 0x22, 0x64, O0xfl, 0x73, 0x12,
0x40, 0x08, 0xc3, Oxec, Oxdb, Oxal, 0x8d, 0x3d,
0x97, 0x00, Oxcf, 0x2b, 0x76, 0x82, 0xd6, 0x1lb,
0xb5, Oxaf, Ox6a, 0x50, 0x45, 0xf3, 0x30, Oxef,
0x3f, 0xb55, 0Oxa2, Oxea, 0x65, Oxba, 0x2f, 0xcO,
Oxde, Oxl1lc, Oxfd, 0x4d, 0x92, 0x75, 0x06, 0x8a,
0xb2, Oxe6, 0x0Oe, Ox1f, 0x62, Oxd4, Oxa8, 0x96,
0xf9, Oxcb, 0x25, 0x59, 0x84, 0x72, 0x39, 0Ox4c,
Oxbe, 0x78, 0x38, 0x8c, 0xdl, Oxab, Oxe2, 0x61,
0xb3, 0x21, 0x9c, Oxle, 0x43, 0Oxc7, Oxfc, 0x04,
0x51, 0x99, 0x6d, 0x0d, Oxfa, Oxdf, Ox7e, 0x24,
0x3b, Oxab, Oxce, 0x11, 0x8f, Ox4e, 0xb7, Oxeb,
0x3c, 0x81, 0x94, 0xf7, Oxb9, 0x13, 0x2c, 0xd3,
Oxe7, 0Ox6e, Oxc4, 0x03, 0xb56, 0x44, 0x7f, 0Oxa9,
0x2a, O0xbb, Oxcl, 0x53, Oxdc, 0x0b, 0x9d, O0x6c,
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0x31, 0x74, 0xf6, 0x46, Oxac, 0x89, 0x14, Oxel,
0x16, 0x3a, 0x69, 0x09, 0x70, Oxb6, 0xd0O, Oxed,
Oxcc, 0x42, 0x98, Oxa4, 0x28, 0xbc, 0xf8, 0x86};

o000 oobobboboooobobococbobouoobobbooboobonog
guodgbbbboobbobuouobuodoooouoobboobobbooboo
0000000000000000000000000 [SSo3]0

0x01 0x01 0x03 0x01 0x05 0x08 0x09 0x05
0x05 0x01 0x01 0x03 0x01 0x05 0x08 0x09
0x09 0x05 0x01 0x01 0x03 0x01 0x05 0x08
0x08 0x09 0x05 0x01 0x01 0x03 0x01 0x05
0x05 0x08 0x09 0x05 0x01 0x01 0x03 0x01
0x01 0x05 0x08 0x09 0x05 0x01 0x01 0x03
0x03 0x01 0x05 0x08 0x09 0x05 0x01 0x01
0x01 0x03 0x01 0x05 0x08 0x09 0x05 0x01

Cold =

gbogbuobobbbouobobbodd

0x01 0x01 0x04 0x01 0x08 0x05 0x02 0x09
0x09 0x01 0x01 0x04 0x01 0x08 0x05 0x02
0x02 0x09 0x01 O0x01 0x04 0x01 0x08 0x05
0x05 0x02 0x09 0x01 O0x01 0x04 0x01 0x08
0x08 0x05 0x02 0x09 0x01 0x01 0x04 0x01
0x01 0x08 0x05 0x02 0x09 0x01 0x01 0x04
0x04 0x01 0x08 0x05 0x02 0x09 0x01 O0x01
0x01 0x04 0x01 0x08 0x05 0x02 0x09 0x01

C’new -

1.1.4 0O0O0OO

000000000000000000000000000000000 Const',i =
1,...,100 SOO0DOO0O00O0OOoo0oooobo0oooon

Consty, = s[8(i—1)+c, for ¢=0,...,7,
C’onstf,vc = 0, for r=1,...,7,¢=0,...,7.

gooobgbobuobbboobuoguouoobobboobboobouooogo
gogbdbe4bDooogooon
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1.1.5 0000 oboognd

Whirlpool 0 000 0000000000000000000NESSIEDD OO
00 [BROO)OOO(1)000000000000SO000000000 (27%)00
00000000000000000000002°%000000000000
00000000000000000000000000000 [GMo0jO000
0 [FKSSWW01]0 0000000000000000000000000 700
00000000000000000000000000000

Whirlpool 00000 0000000000000030000000000(0
00000)0000000000000000000 ([SS03)0000s0000
00000000000000NESSIEDOOOOOOODOODOOODONOOOn
000 [BROOJOOOO NESSIED OOOOOOO000000O00O000000 6
000000000000000000000000000000000000
00 (K020

Whirlpool 0 000 000000000000000 AES[FIPS197], Rijndacl[DRIS]
O00OAESOO0000O0000000000000000 [GMO00, FKSSWWO01,
JD04, BDK05]O

1.2 WhirlpoolO OO OOOOOO

Whirlpool O OOOOOOODODOODOOODOOODODODODOOOODOODOOD
godgobobobbuobbogbbobibbogboooooobboougg
gooobuoobgn

O0000000O0000000O0O b0000)000000O00O0DOO0O0ODOOO0
goooboobbbbbdotbooooooobbobobobooboooboboobda
gobbboooouobobobbdoboboooooubbbuooooooo
gbogubougouboboogobogbooboobooboboobobdobon
godgobbboboboudooboobobbuoogooooboooobbooooag
googn

1.2.1 0O0O0O0ooboon

0000000000000 0000000000000000000000
Whirlpool 0 000 0000000000000000000000000000
0000022000 00000000000000000

0000000000000000000000000000000000000
0000000000000 [BC04, CJ98, WLFCY05, WYY05a, WY05, WYY05b)]
000000000000000000000000000000000000
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gubodobogoooobobbboooobobbbobooooobobboo
0000000000002 0000000000000000000(@0
00000000000000000000000000000OOO0)00o0oOOo
goboguodboogbggboboobbobbobbbioooooooobobon
000 100000027°'000000 100000000000000 51200
000000000000 000000272MOo0o000o0on

gooooobbbuobbboobooooboobobouooobooooo
googogg

1.2.2 0000000 O0OO0OO0OOOOOO0

0000000020000 FRMOOOOOO0O00000O0D0O000000
0000000000051200000000000000000°%2, 00000
0000000000000)000 A, 0000000000 200000
0ooo

10000000000000000000 102400000 (/0000000
FBO 00000O0DO0O0O0O000O0O0O0OOO (D000 (A,+'2)000)01%
00000000000000000000(A,+2)000000 (0 1.30)0

0000000000000000000000000;0000000000
0000 (052,A)00000000000000000000000 020000
000000000000000000000000000000000000
000000 (0°2,A)000000000 (0 1.30)0

000000000000000000000000000000000000
1.300000 (0,A)0000000000000000000000000000
000000000000000000000000000000000000
000000 FBOOOOOO0 00000000000000 00000000
00000000000000000000000000 0000000000
00000000000 FBOOOO0O0O0O00O

FBOOOOODO00000O0OOOOOOO0O0O0FBOO0O0O00O00O000OO
0000000000000000000000000000000000000
000000000000000000000000000000000000
0000000000000 000000000000000000000000
000000000000000000000000000000000000
000000000000000000000000000000000000
000000000000000000000000000000000000
000000000000000000000000000000000000
000000000000000000000

00000000 (0,A)0000000000000000000000000
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Whirlpool O OO OO GOOOO

Const 1 Const 1

Const 2 Const 2
Const 3 Const 3
Const 4 Const 4
Const 5 Const 5
Const 6 Const 6
Const 7 Const 7
Const 8 Const 8
Const 9 Const 9

Const 10 Const 10

Oout Oout

Non-zero input differentialé on FB Zero input differential on FB
: and non-zero diff on M

0 1.3: Whirlpool OO OO ODOOOOOOOOOOOODOO

13
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0000000000000 00000000000000000000(A, *°12)
gbobboogooogoogoboo

1.3 O0Uooouoogo

gobbogobbgobdbooog20bdooooboooboooon
OOO0O0OWhirlpoolOOOOOODDODOOOOODODOOOOOOOOOOOOOOO
gboogoboobuobogobuobbobogbbbobobobbooboobobod
100 WhirlpoolDO OO ODOOOOOOODOOODOODOO

gobboobuboboobobbbooobbobuobbbobooogon
googoodbgoobobbobbouogoooobbboboobboobobo
gbuobuggbuoooboboooboogoboooon

00000000000 00000006x2000000000000/00
gobdobbbbboooououobobobbboooooobbooobooag
godgdgubobuobboouboooboouooooboboboobbbobood
gogogooo

1.3.1 00O

0D0000000000000 n0000000-,0000000000000
0000000 (1)0000000 (0000000
S00000000000000000000000 (0,1)0000000 (0,1)
000000000000000000000000000000000000
000000000

MDSO 80 0000800000000 000OO00ONO0O00O0O0D0O0O00O
000000000000000000000000 (000000000000
000)00000000000000 MDSOOO0OO0O00O000000000
0000000000000900000000000000000 (¢,)0000
000000000000 (6b,>9-4)0000000

00000000MDSOO0O00000000000000000000000
000000000020000000000 {(0,0),(1,0),(0,1)} 000000
Dooooo{0,1,1}0000000000000 (1,1)00000000000
00 {0,1}0000000000
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1.3.2 OO00O0OOOOOO0

gogggbobbuogbobbuogboboobobbbuoobogd 1024b0d
gbobbobuodoooooobbbbbbooooboooobobbuoobbbb
gogogbdobbbbooooooboooobbobed0bnbobbod
000 (100)00000000000000000000000O0000O0O0OO
OOO0DORijndael 00O 00000000 0OOO0OOO0ODOOOOOOODOOO
gobbooobgobooogo

gobooboooooboooooMDSOOooobooboooobbooooo
Oobobooooooboobobo0obob00ooooobooDOn O WhirlpoolOl O
gbggboboboooggooooo

1.3.3 00O Oooooood

gbobbboobbooboobbuobobooooboboobbodoboo
gogogdol-ge4-8-100dpungoouunoogoooonoooon
O000000@O0000000000o0oo00oonD)00oooooooo
guoggoobobbbbbbooobobobooboobobooobboon
140 0000000000000 /OO00O00O0000ODOO0OODOOOOOOO
oboogboboooboogogoboobooboooobbboobobo400bD0O
0 81(=1+8+64+8) 00 SO O OO0 OOO0DDOO0OOOOODODO 20000000
0000000000000 1M1 =2-(148464+8)+(1+8) 00000000

gbobbodb bobboboooobbooboboooboobaboaao
00000000000 (DO00OO0)0000000o0Oo0oooOoOoooooon
gooooboooon 2-7-56-16-20 000 15000 00000000000
gdl1igogan
giilipggoodgbboobobgbbboboboouobbobboooooaog
goobb10oo0o20000 900000 30b0040000 72000000
00000000000 (10)000000 WOOooooUdoooooooood
gubbgbboboobbboboobuogbuoobobooobouogouobd
ggoooooobbboobuobooobobooouooobbooobbobo

1.34 0O0O0OOOOOOOODOO

0000000000000000000000000000 10000000
00000000000 171=2-(1+8+64+8)+(1+8) 0000000000
0000000 S000000000008/256=2°00000000000
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W o SRR M
S S S _SII

HEEE (ot BESHERRE W

1 [HH q!!!! [TTTTTTT]

O 1.4: WhirlpoolOO DO DOOODOOOOOOOOODOOO 1-8-64-8-10000
gobooo

O 1.1: WhirlpoolOO OO OOOOOOOOOOOODOOOD40000000O
gboooobgn

U
-1

2 3 4 5 6 7 8

16 24 32 40 48 56 064
2 3 4 5 6 7 8
7T 6 5 4 3 2 1

64 56 48 40 32 24 16 8
8§ 16 24 32 40 48 56 64
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gbooobuooogd

1.3.

H:::

N

N

-

pasanaea

i

N amannn

O & D D

O 1.5: Whirlpool OO DO ODOOOOOOOOOODOOODO 2-7-56-16-20 000

gobooo
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002%000000000000000000000000000O0 102400
gobggbobbboobobbbbouooobooboobobobn

OO00000Db0D0o0oonooon WhirlpeolOOODODODOOOOODOODO
Oo00000op0ooDoOoO; (1) DobooooooOOooOoUoooooooOod
00000000 000o0oo00ooo0ooo(2)Uobooooooooooooo
gogbboouogbooboguobobbbuouobooooooooogg
gooobobogd

1.4 OOOO0OOOoOOOO

gobdgoobobobbobubobbboobbobodoobobbooo
gobbobobdbboooodgbboooobuooooobobbooobbon
00000000000000(00)00oooooooooooood

1024000 00000000000000000000000O0O00O0O0 27%°5
0000000000000000000 (DOD0DoO0O0o0oO0oDoooOooOd
O000000)0oooooooooogoooo

gogoboboobobuoogouogbooobbbobbouoooooobobobda
gbobbuooogoboobbboboobbbbdoogobbodgd

1.4.1 OOOOOO

gobooobbogdgoooobboboooogoobbbboobdabog
guoobdoboobbobobouooboobboobbbobobboobboo
goobboboogbobbobobbbbboogoobbbouoobbooooon
golobb3gbobbuodbuobboddoboooooooobbooboboogn
oooooooobobDb1-s64-8-10400000000000000O0000O000

OO000o0obooOooobo Soboobo0ooooooboog;b01000050
O0D0000D0DO00O000Db00O0 400 SO0D00ODOODODODOST, S8, S64,
Ssgegoond

142 OJ0OODOOOOOOOO

gobuoog 1-864-8-100 00 bbgoouubgbooboboonbn
gobdbuobuogoooooobobbo

gobobbbogbooboobbbboooboooooobooboogn
gobbuobgbobduboo3gbedbugbuoo8spuooubuonooon
400000 100000000 00boooboooMbSO soooooooo
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0000000000000 00000000000000000000000
0000000000000006400000000000080000000
00 (MDSOOOOO0O00)0 (1/255) ¢ ~2-40 0000000000000
00 SO0000000000000000000000000
00000000000000000000000000000000000
000000000000000000SMO0000000000000000
00 (0000000000000000000)00000000000000
0000000000000000000000 (6400)0000 (25500)00
000 SY0000000000000 (0000000)0000000000
00000000000000
000000000000000S40000 1000000 (0000 $80
0)00000000000000000000000000000000000
00000000000000005120000000000000000 $640
000000000000000000000000000000000000

00000000000000S10000000000000000000
00000000000000000000000864-8 000000000
0000S0000000000000000000000 (256200)00000
0/256 (39655, 60.5%= 5/8), 2/256 (20018), 4/256 (5043), 6/256 (740), 8,256 (79),
256/256 (1) 000 00000000000000 (00-)00000000000
0000 (00-)00000000000000 256-(1—39655/65536) &~ 101, 26:60
0000000000000000000 S8O000 S8)0000 $6400000
000D00000000000000 64-255-26608 x2672(QQ0 0000 24,
Ss00000 2%2)0000S40 0000000000 28500000000
0D00000000000S40000000000000000000 6400
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Input side

10
00
00
00
00
00
00
00

10
00
00
00
00
00
00
00

71
00
00
00
00
00
00
00

71
00
00
00
00
00
00
00

71
79

00
00
00
00
00
00
00
00

10
00
00
00
00
00
00
00

fa
00
00
00
00
00
00
00

00
fa
00
00
00
00
00
00

71
fa

00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
<mds>
40 10 80 50
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
<s8 >
fa 53 ab df
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
<shift>
00 00 00 00
00 00 00 00
fa 00 00 00
00 53 00 00
00 00 ab 00
00 00 00 df
00 00 00 00
00 00 00 00
<mds>
do 71 af a8
fa cf fa 83

00
00
00
00
00
00
00
00

20
00
00
00
00
00
00
00

fd
00
00
00
00
00
00
00

00
00
00
00
00
00
fd
00

e2
35

00
00
00
00
00
00
00
00

90
00
00
00
00
00
00
00

ab
00
00
00
00
00
00
00

00
00
00
00
00
00
00
ab

de
e9

OQutput side

00
00
00
00
00
00
00
00

00
00
00
00
4d
00
00
00

00
00
00
00
4d
00
00
00

00
00
00
00
90
00
00
00

ed
c2

00
00
00
00
00
00
00
00

00
00
00
00
83
00
00
00

00
00
00
83
00
00
00
00

00
00
00
f1
00
00
00
00

el
cb

00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
<mds_inv>
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
8d 7c 7c 30
00 00 00 00
00 00 00 00
00 00 00 00
<shift_inv>
00 00 7c 00
00 7c 00 00
8d 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 30
<s8’_inv>
00 00 el 00
00 01 00 00
6b 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 73
<mds_inv>
be e0 a3 6e
3e 04 af Oe

00
00
00
00
00
00
00
00

00
00
00
00
bf
00
00
00

00
00
00
00
00
00
bf
00

00
00
00
00
00
00
26
00

27
a4

00
00
00
00
46
00
00
00

00
00
00
00
05
00
00
00

00
00
00
00
00
05
00
00

00
00
00
00
00
1c
00
00

Ob
c2

21



22

e9
02
41
df

79 fa
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0b 57
b6 84
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18 £3 aa
99 58 58
35 35 51
cd 31

d2

aa
72
bl
70

d3 fd bb 2e e7 46 fd fd £f9 c6 d3 d3 d8 17 98 81
ab ae ab 41 Ob 57 e4 ab 28 48 48 84 2d d1 02 88
(s64) <ghift_inv>
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f9 48 5e 04 18 58 51 70
28 e4 3e 31 99 35 d2 81
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Const 1
Const 2
Const 3
Const 4
Const 5
Const 6
Const 7
Const 8
Const 9

Const 10

010 WhirlpoolO OO OQOO

Const 1

Const 2

Const 3
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Const 5

Const 6

Const 7
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120 RIPEMD-1600 U 0O 0O O O

2.1 OO0OOO

2.1.1 OO

RIPEMD-1600 Dobbertin, Bosselaers, Preneel0 OO0 OO0 00000000 160
O00000000000000000 [DBPY|OISO/IECOOOOOOOODOO
00000000000000000 [ISO10118-3]0

RIPEMD-160 0 Damgard-Merkle 0 0O O (DM OO O [M89,D89))0 00 OO0
DO00000000ooodooopooooOobMObDOOOdDOOOOOOOn
OO0000000DO00oO0ooDobOOooobOooOOooooooobOoooOoon
000000000000 0000000000 (0D0DO0oOO0o0DoOOooOoo
00)00000000000000000O0O [PGVI3, BRS02|O

RIPEMD-1600 00000000000 O0OODOO0ODOOOOOOODOOOOO
0000000000000 000D000oodoooooooooooooon
000000 000000000000 DO0OO0OOoOOOoOoOooOon BRS02, PGVI3|O
RIPEMD-1600 000 0000D0O0000DOOOODOOOOOOOOOO0OO
0000000000 0O000O0oOoooDoD (o 21)0

00o0o0O0ooOO00OoObO00bO00oOOooooooooooooooOooog
OO00OO00O0o0o022000000000000000000O000O00O000OA0
0000000 —00000000000000 (DOooDooOoooooooo
0000000000 000000000000000)0000ooooooo
O00000000D0DoO0ODoOodooo0ooooooooooooOoon
O0O00000dooOO0ooOdoDOoooooooooooaa

RIPEMD-1600 0000000000 0OOOORIPEMD-1600 0000000
OD00000000o0oOdoDoOO0ooodooooDoO00doooooooooan
Ooooogd
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Block Block \ Block
cipher cipher cipher

—

4

0 21: 00000000000 RIPEMD-160 0000 (D:0O0O0OO0OO,
O :RIPEMD-1600 0000

2.1.2 OJOooooooobooobbbo0 LR

RIPEMD-1600 000000 200000000 L,RO0OOOOO0O00O0O0
00000000000000000000000000000000000 32
000000000000 32000000000000000

000000000000000000000000000005000 (160
000)000000 (FB)O 16000 (512000)000000 (M)0O000
005000000 (0)00000000000000000200000000
00000000000000000000000000 LO00 200000
000000000000000 ROOO030000000000000000
010000000000000000000000000000000000
00000000000000000000000 (0 22)0

000000000000000000000000000000000 L,R
000000000000000000000000000000000000
00000000

0000000000 50000000000000000000 160000
000000000000000000000000000000000000
0800000000000

00000000000 500000 a,b,¢,de00000000000000
000000000000000000000000000 MOOO0O00000
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Feedback Value

5

A,
Message Block \ Block
Block 18 cipher cipher
L R
Y
<< 2 words <<3words <<1word

—

Feedback Value

0 2.2: RIPEMD-1600 000000000000

oooo ¢, 000boobooooboooooono gy, 0000000000000
Oo000dide,doono

. JooogoooooodoobD foooobOobobooobooOooboooobooo
M,,000 C;0«000000000000 ;0000000000000
b ebdboogg

2.cologbgooboobouobboobon

. ubuouogboouobbilgooobouoogn

Oo00odooooooboOo230000L,RO0000O00000 C, ¢y, a4, f
goggbggd

21.3 O0O0OOO

RIPEMD-160 0 0000000000 0O0DOOO0DOO0OOODO 1000000
goooooooobooobbOooRIPEMD-16000 300000000000
gbb200b000000bobbbbobobboobobobbobbbobo
goboobuagoboo
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Const[j]
M[ a[]]] «
XY,

<<t[j] << 10

e =

0 23: RIPEMD-1600 000000000000 O0OOO0O

X
X
Y

4
2)

round j L R
0<j<15 filz,y,2)=a®ydz s
16 <7 <31 folz,y,2)=(x-y) V(T 2) fa
32<j <47 fi(z,y,2)=(2Vy) ®=2 f3
fu(z,y,2) =
fs(z,y, 2)

48<j <63 fi(w,y,2)=(x-2)V(y-2) fo
64 <45 <79 =x®(yVz) fi

214 0OU

RIPEMD-1600 000000000 O0O0OO0O0OO00O0O0O0O0O0O0OO0OO0ODOOO0
gbdsugo

{0x67452301, Oxefcdab89, 0x98badcfe, 0x10325476, 0xc3d2e1f0};

ooboobobobooobooub L, RO0D0DO0OO0DDODODODOOOOO

const unsigned int CL[5]=
{0x00000000, 0x5a827999, 0x6ed9ebal, 0x8flbbcdc, 0xa953fdde};

const unsigned int CR[5]=
{0x50a28be6, 0x5c4dd124, 0x6d703ef3, 0x7a6d76e9, 0x00000000};

googobooobbobobooobuoobobob L, RODO0ODO0ODOOD
goodn

const int tL[80]={

11,14,15,12, 5, 8, 7, 9, 11,13,14,15, 6, 7, 9, 8,
7, 6, 8,13,11, 9, 7,15, 7,12,15, 9,11, 7,13,12,
11,13, 6, 7,14, 9,13,15, 14, 8,13, 6, 5,12, 7, 5,
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11,12,14,15,14,15, 9, 8, 9,14, 5, 6, 8, 6, 5,12,

9,15, 5,11, 6, 8,13,12, 5,12,13,14,11, 8, 5, 6};

const int tR[80]={

8, 9, 9,11,13,15,15, b, 7, 7, 8,11,14,14,12, 6,
9,13,15, 7,12, 8, 9,11, 7, 7,12, 7, 6,15,13,11,
9, 7,15,11, 8, 6, 6,14, 12,13, 5,14,13,13, 7, 5,
15, 5, 8,11,14,14, 6,14, 6, 9,12, 9,12, 5,15, 8,

8, 5,12, 9,12, 5,14, 6, 8,13, 6, 5,15,13,11,11};

31

OoobbooobooooboboboobOooboooob 20000 m,p,id0 OO

const int rho[16]=

{7, 4,13, 1,10, 6,15, 3,12, 0, 9, 5, 2,14,11, 8};

(i) =9 +5 (mod 16), i=0,...,15.

id(i)=1i (mod 16), i=0,...15.
000000000000000000000000000000000000

round 7

L

R

0<j<15
16 < j <31
32 <j <47
48 < j <63
64<j <79

id

v O

T DD
w

7

P
P>
p’r
p'm

ggdgogobuooooooon

int aL[80]={
0, 1,2, 3,4,5,6,7, 8,
7, 4,13, 1,10, 6,15, 3, 12,

1, 9,11,10, O, 8,12, 4, 13,

10,11,12,13,14,15,
9, 5, 2,14,11, 8,

7,15,14, 5, 6, 2,

9,
0,
3,10,14, 4, 9,15, 8, 1, 2, 7,0, 6,13,11, 5,12,
3,
1,

4, 0, 5, 9, 7,12, 2,10, 14,

int aR[80]={

5,14, 7, 0, 9, 2,11, 4, 13, 6,15, 8,

6,11, 3, 7, 0,13, 5,10, 14,15, 8,12, 4, 9,

3, 8,11, 6,15,13};

1,10, 3,12,

1, 2,

15, 5, 1, 3, 7,14, 6, 9, 11, 8,12, 2,10, 0, 4,13,
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8, 6, 4, 1, 3,11,15, 0, 5,12, 2,13, 9, 7,10,14,
12,15,10, 4, 1, 5, 8, 7, 6, 2,13,14, 0, 3, 9,11};
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""" 3rounds Al
248 $tepp

|

5§rour§ds
; =80 steps
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000000000000000000000 SHA[FIPS180], SHA-1[FIPS180-1]
000000 (000,024 000000000000000000000000
MD4, MD5, RIPEMD OO OO0 00 dooooooobobooooobooooog
gobobobodggbgoobbbbobboouoobboobboouboon
gboobogbooogogg

D000 RIPEMD-16000000000 SHA-1OOOOOOOOODOODO
obooboobuooobuoouooobooououooooooooo
DDDDDDZ]@DDDDDDDDDDDDDj:O,...,15DDDDDi(modSQ)
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M[ af jj ] —P

025 000000000000 RIPEMD-1600000000000
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