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18



3. message modification Z W T1 708y 7 BORT v 1T H A
7 > 7" 22 @ sufficient condition Z{ii 72 T NEAEK A RO H Z &2
T&EHAvE—V mg, ony; ZRD 5.

1. FE1, 2, 3TRDIEA = M, 225 2T v 7 23 IO sufficient
condition #7772 TN BB EZHATEDINE I NF 27T 5. 1l
TR NEFIE2ICES. iz L ORI FIE 5 (e,

5 M, ZHWT, 270y 7 BOESRAEART 5.

6. message modification Z W\ T2 70y 7 HORT v T 1 MNB AT v
7" 14 @ sufficient condition Z {72 T NEH A Z RO HZ LN TX
BHA =T my, . g RD D

=1

. message modification Z VT2 7 vy 7 BHDOAT v 715, AT v
716 @ sufficient condition Z3f 72 TNHAERZRDDH Z LN TE
DA = myy s RO D

8. message modification Z W T2 70y 7 HOAT v 71T B A
7 v 7 22 ® sufficient condition &3 72 TINEBEE Z KD D Z &0
TEDHAYyE—Tmyg, omys; RO D

9. FNEG, 7, 8 TRDTZA = My 025 AT 7 23 LIFED sufficient
condition 25 7= TNEEREZHETE DN E I NF v 735, il
722 FIETICRES. fHi7z L CWIUXFRIE 10 (2.

10. FIE 1 2>5FNE 9 TR O 7= sufficient condition 22 T 7= NEZE
BErHBETERIZA Y= M EA =S5 AMZHNT, Ay
T— M ZLLTFDO L D ICEET S,

M=M+AM

MAMNBRaYoag  Ayb—IC 5.

2.10 Message Modification

message modification [XIA7 v 71725 A7 > 7 22 O sufficient condition
T T A=V B NRNCRO DL ENTELFIETHS. ATy
TN AT v 716 THWOND A vy E—=VIFHBICRETE, A7 v

19



TNTLUBEDO A v = EA v E—VIRICE D IRESNEBICRETE
V. FOD, AT v 1B AT v 7 16 O message modification &
AT 71T LA D message modification (35872 % 272 %.

ATv7i(i=1,..,16) D message modification

AT v 7 i (i = 1,...,16) ® message modification O FNEIXLL FOE Y
Thb.

e A7 v 7 i ® sufficient condition Z 772 T NBE a; KD 5.

® 1N = 1; — (n'.i—l == j} — f(b5,|.ﬁ4:,|.ifif|) — & — JE{4:7| %§+%
T5.

AT v i (i =17,...,22) D message modification

ATy 1T DB AT v 7 22 O message modification | X sufficient con-
dition 27729 X 912 my 225 my; ZEIET S,

20



index § I; index ¢ | x;

—a B0000000 39 00000000
—4 00000002 40 00000000
—3 00000000 41 00000000
—2 20000001 432 00000002
—1 00000000 43 00000000
0 40000001 44 00000002
1 00000002 45 00000000
2 00000002 A6 00000002
3 20000002 7 00000000
4 00000001 48 00000002
5 00000000 49 00000000
G A0000001 a0 00000000
7 00000002 al 00000000
8 00000002 52 00000000
9 00000002 53 00000000
10 00000000 54 00000000
11 00000000 55 00000000
12 00000001 a0 00000000
13 00000000 a7 00000000
14 20000002 a8 00000000
15 00000002 50 00000000
16 20000002 G0 00000000
17 00000000 61 00000000
18 00000002 G2 00000000
19 00000000 63 00000000
20 00000003 G4 00000004
21 00000000 G5 00000000
22 00000002 GG 00000000
23 00000002 67 00000008
24 00000001 68 00000000
25 00000000 G 00000000
26 00000002 70 00000010
ar 00000002 71 00000000
28 00000001 bF 00000008
29 00000000 T3 00000020
a0 00000000 T 00000000
3l 00000002 75 00000000
a2 00000003 T 00000040
33 00000000 7 00000000
34 00000002 7 00000028
35 00000002 79 00000080
a6 00000000

ar 00000000

a8 00000002

F2E T YARE =R AT "L
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855 Improved Collision
Attack on MD4 with
Probability Almost 1

abstract

In EUROCRYPT2005, a collision attack on MD4 was proposed by
Wang, Lai, Chen, and Yu. They claimed that collision messages were
found with probability 27% to 272, and the complexity was less than 2°
MD4 hash operations. However, there were some tyops and oversights in
their paper. In this paper, first, we reevaluate the exact success prob-
ability. Second, we point out the tyvpos and oversights in the paper of
Wang et al, and we show how to improve them. Third, we propose a new
message modification method for the third round of MD4. From the first
result, we reevaluate that the method of Wang et al. can find collision

561 From the second result, we can

messages with siccess probability 27
find collision messages with success probability 272, Also by combining
the second result and the third result, our improved method is able to find
collision messages with probability almost 1. This complexity is less than
3 repetitions of MD4 hash operations. Our improved method is about 85

times as fast as the method of Wang et al.

5.1 Introduction

MD4 is a hash funetion which was proposed by Rivest in CRYPTO™90
[12]. After MD4 was proposed, various hash functions based on MD4
were proposed such as MD35, RIPEMD, SHA-family, and so on. MD41
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consists of addition, XOR and bit-rotation, and thus can be calenlated
fast.

In EUROCRYPT 2005, Wang et al. proposed an efficient attack for
MD4 [9]. This attack is a differential attack. While differential attacks
before [9], such as [2] or [3] used XOR to calenlate differential, the method
of Wang et al. uses modular subtraction.

In this method, input differential is decided in advance. Then, the
attack will succeed if output differential is 0. The method in [9] makes
conditions on chaining variables in order to cancel the input differential.
In this paper, we call these conditions on chaining variables introduced to
cancel the input differential as “sufficient condition”. If an inputted mes-
sage into MD4 satisfies all the sufficient condition, the output differential
becomes 0, and we can generate a collision message. However, the prob-
ability that a randomly chosen message satisfies the sufficient condition
is very small, and we need more effort to raise this probability.

Message modification methods were proposed in [9] in order to generate
a message satisfying the sufficient condition. By applying the combination
of these methods, the probability where a message satisfies the sufficient
condition is greatly improved. Consequently, Wang et al. claimed that
their attack will succeed with probability 27° to 272,

In this paper, we verify the efficiency of [9]. As a resnlt, we found
that there were three types of typos and oversights related to success
probability.

1. Some messages are appropriately modified if they are modified solely,
however, they are modified incorrectly if other specific messages are
modified (Discussed in section 4.1.1).

2. Our modification method defined in [9] always fails (Discussed in
section 1.1.2).

3. The sufficient condition proposed by Wang et al. does not cover all
necessary conditions (Discussed in section 4.2).

Next, we consider these three situations and more precisely evaluate the

suceess probability of their attack. We show that the suceess probability

ER (

of the attack by Wang et al. is about 27 Discussed in section 4.3.1).

30



Second, we correct these typos and oversights, and then, we show this
attack succeeds with probability 27 (Discnssed in section 4.3.2). Third,
we propose new message modification methods to satisfy the sufficient
condition in the third round (Discussed in section 5). By combining these
improvement, the suceess probability can be almost 1. The complexity
of our attack can be reduced to 3 repetitions of MD4 hash operations.
Our improved method is 85 times as fast as the attack by Wang et al. As
far as we know, our attack is the most efficient attack of all the attacks
proposed so far.

In EUROCRYPT 2005, Wang et al. proposed the collision attack for
MD5, which is the similar attack for MD4 [10. Since MD5 and MD4
have the similar structure, we expect that our improved method can also
be applied to MD5. We will present details of the attack for MD5 later.

5.2 Description of MD4

MD4 is a function which compresses an arbitrary length message into
a 128-bit hash value. The hash value of MD4 is calculated by following

procedure:

1. Message M is divided into plural words My, M, ..., M, where the
length of each message block is 512.

2. Let h; be an ontput valie of @" block. h; is calculated by using a
compression function with h; ; and M;. This process is repeated
until all M; are caleulated. The initial value hiy is defined as follows;

hg = (0267452301, Oxe fedab89, 0098bade f e, 0x 10325476).

3. An ontput value of the last message block h,, will be the hash value
of MDA

Compression Function. A 512-bit word M; inputted into the com-
pression function is divided into 32-bit words my, ..., my5. The com-
pression function consists of 48 steps. Stepl to steplf are called as the
first round, similarly, step17 to step32 are the second round and step33
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to stepd® are the third round. In each step, one of chaining variables
. b, e, d is calenlated in order of a,,d,, e, by, ag, .... Only one variable is
newly calculated in each step. The output of the compression function is
h; = (ag + a1, by + big, €0 + €16, do + dis)-

We define a function ¢ as follows:

d(x,y,z,w,m, s, 1) = ((x + fly,z,w) + m+1) mod 2*?) < s,

where m is a input message in each step, and which ny; is nsed is defined in
advance. s is a number of bit rotation defined in each step. f is a constant
defined in each round. In the first round, = 0, in the second round, ¢ =
0x5a827999 and in the third round, # = 0210325476. The function f is
defined as f(y, z, w) = F(y, z, w) in the first round, f(y, z,w) = G(y, z, w)
in the second ronnd and f(y, z,w) = H(y, z,w) in the third round. The
function F(y, z, w), G(y, z, w) and H(y, z,w) are defined by,

Fly, z,w) = (y A z) v (—y Aw),
Gy, z,w) = (yAz) Vv (yAw)V(zAw),
H(y,z,w)=y® 2@ w.

Chaining variables a;, b;, ¢;, d; are caleulated as follows:

a; = dla;_ 1, b; 1,0 y,d;y,m, 8, 1)
d; = dld; v, a;,b; ., 0; 1, m, 3,1)
c; = ole; g, di,a;,b;y,m, 8. 1)

b; = d(b;_y, e, d;,a;,m, 8, 1)

5.3 Attack of Wang et al. on MD4

An attack of Wang et al. is a differential attack using modular sub-
traction to caleulate differential. This method makes a collision message
by canceling input differential AM and making output differential be
0. Usnally, the probability that the output differential of two different
messages is 0 is very small. In [9, conditions are introduced to chaining
variables in order to cancel the input differential.

For example, we consider the case that Am,; = 155 is given as differen-
tial of m,. Here, 1; denotes a 32-bit binary number whose i-th bit is 1
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and other bits are 0. Becanse of this differential, the differential 0 — 1
oceurs on the Tth bit of d,, which is a variable calculated in step 2. In
this paper, we describe the resulting value of d; as d,[7]. In case that the
7th bit would change from 1 to 0, we describe it as d,[—7].

ey is used for calenlation of as. The calenlation for as is as follows.

o = {ﬂ-| + F{blsr:hd'} +?n"'1} «< 3

Therefore, the differential may be transmitted to as. Since this differ-
ential should be canceled, we focus on a property of F function. Since
the expression of F in this step is F(by, ey, dy) = (by Aey) v (b Ady), if
by = 1, the expression F(by, e, dy) = F(by, ey, dy[7]) is trme, and thus the
change of d, can be ignored. Therefore, the differential can be canceled
by introducing by ; = 1 in the sufficient condition.

By repeating this process for every differential to introduce all sufficient
conditions, the input differential can be canceled. However, the proba-
bility that a randomly chosen message satisfies all sufficient conditions
is very small. Therefore, it is necessary to try to raise the probability
by message modification. In the next section, we explain the message
maodification.

5.3.1 Technique of Attack of Wang et al.

The attack of Wang et al uses following values as input differential:

.i"u_\_lr = __‘L!l'* — _'\.!ﬂ = (.’i"ﬁ?nn: .ﬁ?:ﬂ..: .ﬁ?n.._.—,)
.'i"h?ﬂ.' = 132: ."i"u?ﬂ.g = 132 — 123= ."i"h?ﬂ.m = —1 17
Am; = 0,0 << 15,441,212

The number of sufficient conditions is 122, Almost all sufficient con-
ditions are satisfied by message modification. However, message modi-
fication is adapted only in both the first round and the second round.
Therefore, the sufficient condition in the third round is not always satis-
fied. In this case, it is necessary to rechoose random messages, and start
message modification again. Rechosen messages are only my, and my;,
and thus operations from step 1 to step 14 are saved. A procedure to
generate a collision message pair (M, M*) is as follows.
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1. Select a 512-bit random message M.

2. Modify message M by using message modification to satisfy the
sufficient condition.

3. If all sufficient conditions are satisfied, message M’ which is a mod-
ified message from M is outputted, otherwise my, and m;; are re-
chosen and go back to step 2.

4. Calenlate a message M* = M’ + AM, and output (M', M*).

Procedure of Message Modification

In this section, we explain the process of step 2. The purpose of message
modification is satisfying the sufficient condition. There are two types of
modification technigques. One is single-step modification and the other is
multi-step modification. Single-step modification is message modification
for the first round. Sinece this modification does not affect other chaining
variables, the single-step modification can be easily done. Multi-step
maodification is message modification for the second round. Since message
maodification in the second round affects not only the second round but

also the first round, it is necessary to cancel the effect to the first round.

Single-Step Modification

Single-step modification modifies messages in order to satisfy the suffi-
cient condition in the first round. We show an example of the single-step
modification. Now, we consider the way to satisfy sufficient conditions in
the third step (e17 =1, e15 = 1, e1,11 = 0 and e 956 = d 35). The calcula-
tion for ey is e; = (g + F(dy, a,,by) + mg) <& 11. In this calenlation, my
is the only variable which can be changed directly. Therefore, we satisfy
sufficient conditions for the third step by modifying ms as follows;

e @ (e ® 1)@ (e1s® 1) B ern @ (01,96 B dios)
my 4+ (€7 = 11) — ey — Fldy, ay, by).

Multi-Step Maodification
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Multi-step modification modifies messages in the second round in order to
satisfy the sufficient condition in the second round. We show an example
of the mmlti-step modification. Now, we consider the way to satisfy a; 10 =
4,19 which is a sufficient condition in the 17th step. The calenlation for as
is a5 = (a4 + G(by, 4, dy) + mg + 025a827999) < 3. In this calculation,
mg is the only variable which can be changed directly. Therefore, if
(15,19 = €4,19 is not satisfied, we modify 1, in order to satisfy this condition
in the following way;
mp +— g £+ 1.

The condition a5,9 = €419 1s satisfied by this modification. However,
the change of my causes changes of chaining variables in the first round
becanse myg is used not only in the second round but also in the first
round. The influence to the first round by modifying myg is shown as
follows.

my 4 my £ 1ig = a™" = a;[+£19]

This influence canses changes of variables which have already satisfied the
sufficient condition. Therefore, it is necessary to add following modifica-
tions in order to prevent the influence of the change from transmitting to
variables in the first ronnd.

mg + myp + 1y = a®" = a,[+£19]

my « (dy 3 7) — dy — F(al™™, by, )

mg 4+ (0 = 11) — eg — Fldy, a7, by)
mg < (b = 19) — by — Fley, dy, al™)
my 4+ (a2 = 3) —ai™ — F(by, e, dy)

By this modification, the influence to the first round is canceled. In this
paper, we call this modification as multi-step modification(1).

However, there exists some sufficient conditions in the second round
which are failed to be satisfied by the multi-step modification(1). We
show an example of this situation. Now, we consider c5 25 = d5 2 which
is a sufficient condition in step 19. If we try to apply the multi-step mod-
ification(1), the change of the message affects the first round as follows;

mg + mg + 11z = a3™" = az[+21].
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#< 5.1: Correction method of o547

step | shift Modify m; Chaining value after | Extra Conditions
message modification
i T myg +— my + 1y dg[lﬁL fia, I . 0] ngg =1
T 11 f'!Q:dg[lﬂ]:ﬂg:M a3 15 = f.l|1|g
bt 19 bg,ﬂg,dﬁ[lﬂ],ﬂg ﬂ21|3 =1
0 3 mg +— mg — 11z 3. bg,ﬂg,dﬂ[lﬂ] b21|3 =1
10 T g +— mg — L1z dg:ﬂg:bg:ﬂg

Since there exists a sufficient condition about azs,, this modification
method breaks the sufficient condition on a3, and thus we failed to
find collision messages. Therefore, we try to apply another message mod-
ification method shown in Table 1 in order to keep azz unchanged. In
Table 1, “extra condition” means conditions of chaining variables intro-
duced to stop the influence in the second round from transmitting to the
first round. The extra condition is set to be satisfied when the first round
is calculated.

If this modification is applied, the value of the 18th bit of function F
in step 9 is changed as follows;

Fﬂ’z,m: 9,18, ffg,m) =0—=1.

The influence to az cansed by modifying message mg can be canceled
by the change of F(ba5, 02,15, da,15). Therefore, the condition on 544 is
satisfied and the value of a3 is unchanged by this modification. In this
paper, we call this type of modification as multi-step modification(2).

5.4 Exact Evaluation of the Method of Wang
et al.

In [9], Wang et al. claimed that success probability of their collision
attack on MD4 is 2% to 272, However, this snccess probability is not
enongh precise. First, we examined details of the method of Wang et al,
and evaluate precise probability.
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5.4.1 Oversights in the Method of Wang et al.

Wang et al. proposed varions message modification methods. However,
as a result of our analysis, we found some of their modifications could not
satisfy the sufficient condition. We describe the reason why they could
not satisfy the sufficient condition and how to improve the method of
Wang et al.

Exclusive Modifications

If some messages are simultaneously modified in order to satisfy specific
two sufficient conditions, one modification can conflict the other modifica-
tion. These cases are a pair of corrections for ds 10 = 115 10 and 5 26 = d5 25
and a pair of corrections for 530 = ds 32 and cg3: = ds 2. We deseribe
the reason why these corrections are failed, and propose an improved
method.

(1) Problems

First, we explain correction of ds1q = @510 and 525 = d535. Wang et
al. used the multi-step modification(1) to correct the condition on d; q.
In this case, my is modified such as my + my + 1y4. This modification
causes change of the value of a;,;. Whereas, Wang et al. used the
multi-step modification(2) to correct the condition on e; 6. In this case,
it is necessary to add an extra condition as,7; = by 7. However, if both
modification is done, the value of as ;7 is changed becanse of the correction
of d5 19, and then the extra condition a7 = b7 is broken. This extra
condition is added in order to cancel the influence of change in the second
round. Therefore, if the extra condition is broken, the value of ¢, may
change into the different value from desired one.

(2) Success probability of the correction

The above problem oceurs when both of d5 19 and 556 are corrected.
This probability is 1/4. However, if dg o5 is corrected additionally, the
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7% 5.2: Correction method of ds 4

step | shift Modify m; Chaining value after | Extra Conditions
message modification
2 T 1y — 1y + 17 d|[1-l].ﬂ|.bn.ﬂn d|‘|.1 =1
3 11 l".|.d|[1-l].ﬂ|.f.l[] ay 14 = E.I[]1|.1
4 19 f.l|.|“.|.d| [1-1].ﬂ| CL14 = 0
3 3 1y — 1y — 1y ﬂg.f.l|.|“.|.d| [11] f.l|1|_1 =1
6 T mg +— mg — 1y dg.ﬂg.b|.l“.|
7 5.3: Correction method of o5 20
step Modify my Chaining value after Extra Conditions
message modification
15 | myy — myy + 11y c4][22],dy, a4, bs 499 =10
16 by, e4[22], dy, a4 i3 = a4.99
17 as, by, e4[22], dy bioo = dy a0
18 d_-',. s, f.l.1 .04 [22} 5 29 = E-'-1 .23
19 ﬂ?eu‘ = ey + lag, d_-',. s, by 05,31 = 1

correction of ds 19 and 5 26 works appropriately. We explain this mecha-
nism.

When d5 14 and ¢ 55 are corrected, and additionally, dj 24 is corrected,
506 1s appropriately corrected. The problem is that extra condition
3,17 = byy7 is broken, and e; will be unexpectedly changed from this

influence. However, while dg 24 is corrected, mg is modified as follows;

mg + (e 3 11) — ¢ — f(db, as, by).

The purpose of this modification is keeping the value of ¢; unchanged.
Therefore, the value of ¢ is kept unchanged even if the extra condition
12,17 = biy7 15 broken. Therefore, if d; 9 and e506 are corrected and
furthermore dj o6 is corrected, 5 5 is appropriately corrected. Therefore,
the suceess probability of the correction of both d5 1 and 5 55 is given by

1 1 7
=3



Similar situation ocenrs when both of ¢330 and 630 are corrected. In
this sitnation, the success probability is 1/4.

(3) Improve method

Improved correction methods of d;19 and c;2

Since the method of Wang et al. contains problems explained above, we
propose the method modifving dy 9 by the multi-step modification(2) in
order to avoid the problems. Details of this modification method is shown
in Table 2. As a result, the correction of d;,q does not break the extra
condition as,7 = by 17, and thus, the snccess probability of corrections of
d5 10 and e5 55 becomes 1.

Improved correction methods of c;32 and ¢332

Since the method of Wang et al. contains problems explained above,
we change the correction method of ¢5 35 as shown in Table 3 so that this
correction method does not cause problems when both of 53, and 430
are corrected.

In the case we change the correction method of 535, other changes
except for Table 3 seem to be possible, for example, modifying message
used in 19th step. However, all of other changes which we tried cansed
influence to other conditions. Therefore, we decided to use carry in the
31st bit in order to change the value of c53,. This modification does
not break other conditions. Therefore, the success probability of the

corrections of 53, and 5 33 becomes 1.

A modification breaking the sufficient condition

(1) Problems

In [10], €529 is modified by using the multi-step modification(2). This
modification changes the value of ds 55 from 0 to 1. However, there exists
a sufficient condition ds2q = @995 Therefore, the modification of e5 29
breaks this condition and we fail to get collision messages.
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7% 5.4: Correction of ¢5a9

step Modify Chaining value after Extra Conditions
message modification
15 My — myy + g ) [2[]1._ dy, iy, by Cqon = 0
16 f.l.1 | [Qﬂ} . (.!_1 .1y d.1 20 = 04,20
17 a5, by, 04 [2[]]._ y by20 = dy 20
18 ds, ag, by, e [20] az.20 = by ap
19 e = e5 + lag, ds, ag, by

(2) Improved method

5 is caleulated as follows.
cs = ey + Glds, a5, by) + mg + 0r5a827999) << 9

If we modify mg in order to satisfy a sufficient condition c309 = 1, it
canses influence to other variables. Therefore, we change the value of
1,00 instead. ey is calenlated by following expression,

Cy = (r‘g - F(d_hﬂ_h I!i';) - m|_1] == 11,

Therefore, we can change ;2 by changing 1m,49. This correction does
not canse influence to other variables, and thus the success probability of
the correction of c5 59 becomes 1. Table 4 shows details of the correction

of 5,20

5.4.2 Lack of the Sufficient Condition

We carefully checked the sufficient condition from input differential,
and found that conditions ag3y = 0 and by 30 = 432 are lacked in the
table 5 written in [9]. In this section, we show how we found these

conditions.

Introduction of a sufficient condition “ag3y = 07

At the first,we explain how to find “ag 3, = 0”. Table 5 is a part of
table 5 written in [9]. ag[30] in the Table 5 means that the value of ag 3,
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# 5.5: Introduction of “ag 3y = 07

Step | Shift | Am; | The i-th output for A/’
21 3 231 ag[—29,30, —32]

changes from 0 to 1 becanse of differential. Therefore, we need to set the
sufficient condition agzy = 0 in advance. The correction method of ag 3,

is the same with other correction methods of ag.

Introduction of a sufficient condition “by33 = cy32”

7 5.6: Introduction of “by 33 = 422"

Step | Shift | Am; | The i-th output for A/’
| 7 di[—27,—29, 3]
15 11 4
16 | 19 b [10]
17 | 3 as[—26, 27, —29, —32]
18 a s

Table 6 shows that the value of a5 35 is changed becanse of differential,
but d is not affected by differential. Therefore, when a; is calculated,
the differential a;[—32] has to be canceled. We explain how to cancel this
differential. d5 is calculated by

ds =((dy + G(as, by, c1) + my + 025a827999) mod 2*%) << 5,

where the function G is defined as G(y, z,w) = (yAz)V (y Aw) V(2 Aw).
Since the function G uses a5, we can cancel differential by arranging other
variables used in G. Since G is a majority function, the differential a; 3.

is canceled by constructing condition by 30 = £ 35.
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5.4.3 Reevaluation of success probability of the method

of Wang et al. and our improved method
Precise probability evaluation of the method of Wang
et al.

Considered all the problems explained so far, precise probability of [9]
is as follows,

e Success probability considered lack of sufficient conditions by 32 =
4,32 and agan = 0 (sectiond.2): ( )

e Success probability considered wrong correction of 5 aq [section-—‘l.:Z):%

e Success probability considered problems of corrections of d5 1o and

€526 and corrections of o530 and ¢4 3 {sectionslj.ﬂ):% ® %
e Probability satisfying the sufficient condition in the third round(sectiond.1.1): (%]

By combining above analyses, the precise success probability of [9] is
given as follows:

3.7 1 (1 _ (1Y
Prsuccess| = 1% é X g % (E) P (E)
=27

Al

Furthermore, we experimentally verified this evalnation. In our exper-
iment, we generated 5,000 collision messages by the method of Wang et
al, and the average number where we needed to rechoose random mes-
sages to find a collision was 48.76 times(= 2°% times). Therefore, the
theoretical result is consistent with the experimental result.

Our Improved Method
We improved oversights and typos of [9] as follows,
e Add two sufficient conditions by 30 = 430 and agzn = 0

e Change the modification method of d5 14 so that both of d5 1 = a5,10
and e526 = d5 25 can be corrected.
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% 5.7: Shortent Modification

step Moadify m; Chaining value after Fxtra Conditions
message modification in 1% round
12 myy —=my £ 1; Eis[i[f--:- |ﬂ:]].|63.|r!13.|r13
13 ay,b[E( 4+ 19)],e3,ds | caigio =daigio
14 r!‘_;.,r.‘.l_hﬁs[ilif - |EI:I].|03 ay iq1a =10
15 c;,rh,a;,[ig[i(i --:-lﬂ:l] tly 10 =10
I ﬂ1|54—|:ﬁ_|,:ﬁlﬂ]—ﬁs[i[i--:-|ﬂ:]]—FI:C_|,,rJ_|,.,rJ_|,:] Lyocy,ely, o

e Change the modification method of ¢ 35 so that both of 530 = d5 30
and g 32 = dg a2 + 1 can be corrected.

By our improvement, all sufficient conditions in both the first round and
the second round can be corrected with probability 1. Therefore, the
success probability becomes exactly 272,

In [9], details of the multi-step modification is not written. In this pa-
per, we attach the list of all multi-step modification methods in appendix.

5.5 Shortcut Modification

5.5.1 Owur idea

In the case of multi-step modification, only the first round is affected by
message modifications. Therefore, to make the multi-step modification
snceeed, only the first ronnd has to be considered. If we try to apply same
approach to modify messages in the third round, we have to consider the
influence of the modification about both the first round and the second
round. This is very difficult. Actually, the message modification for
the third round is not mentioned in [9]. To overcome this difficulty,
we randomly modify messages in the second round many times in order
to satisfy the sufficient condition in the third round. In the method of
Wang et al, if collision message cannot be generated, algorithm returns to
the caleulation for the first round, rechooses my, and m,; and apply the
multi-step modification in the second round. In the proposed method, we
change few bits of a message in the second round instead of rechoosing
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random messages. Therefore, the complexity of each repetition is reduced
by the complexity for the multi-step modification.

5.5.2 Consideration

Here, we consider to modify my,. To begin with, we experimentally
found probability that the sufficient condition in the third round is satis-
fied by modifying m;; with 1 bit. Hence, we can assume that conditions
are satisfied with probability about 1/4 for all single bit change. When
we modify my, in the second round, we have to cancel the influence to
the first round cansed by modification of m,,. We apply message modifi-
cation shown in Table 7 to cancel the influence from m2,,. The number of
i, where the extra conditions does not break the sufficient condition is 19.
If we simultaneously change several bits of m,,;, we can similarly assume
that conditions are satisfied with probability 1/4. Therefore, the number
of repetition by modifyving m1,, is equal to the number of all combination
of 19 bits, that is, 2'9. If we modify m2,, many times, probability to sat-
isfy the sufficient conditions in the third round becomes very high. This

'I 2I9
()

Therefore, the probability that the sufficient condition in the third round

probability is given by

becomes almost 1. Since this probability 1/4 for each my,, the average
number that we change m,, to satisfy conditions in the third round is
three. (First time, we calculate my, in the standard way. Then, if we
repeat the process three times, four of different m,; would be tried.)

Remark 1

The reason we chose ny; is that since n1y; is the second last message in
the second round, the number of steps of each repetition is small compared
to other messages. The reason we did not choose m,; is that we conld
not cancel the influence to the first round cansed by mys.
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5.6 Our Improvement

In section 4 and 5, we proposed the message modification which satisfies

the sufficient condition with probability almost 1. The followings are our

improvement,

We add the sufficient condition by 35 = ¢4 30 and agzy = 0

We change the message modification method of d5 5 in order to
enable both d5 10 = 05,19 and 5 25 = d5 26 to be modified.

We change the message modification method of 535 in order to
enable both 535 = d5 33 and 530 = dg 32 + 1 to be modified.

We propose the shorteut modification which raise the probability
satisfying the sufficient condition in the third round.

In our improved method, collision message can be generated with proba-

bility almost 1. The complexity of our method is given by,

1 MD4 operation to get hash value of the message in standard

calculation
Few steps for the single-step modification

26 steps for the multi-step modification and 13 steps for recaleula-
tion of chaining variables after the multi-step modification is applied

24 steps for modification of m,;, to satisfy the sufficient condition in
the third round (the average number of repetition of changing m,
is 3 (section5.2) and each repetition needs 8 steps)

Few steps to cancel the influence of m,,

Therefore, total complexity is 1 MD4 + 26 steps + 13 steps + 24 steps
+ few steps = 1 MD4 + (63 + few) steps. Since one MD4 operation
consists of 48 steps, This complexity is less than three repetitions of

MD4 operations. Consequently, collision messages can be generated with

less than three repetitions of MD4 operations.

The method of Wang et al. finds collision with complexity less than

2% MD4 operations. Whereas, the complexity of our method is 3 MD4
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7% 5.8: An example of generated collision pair

M (re2deeBd3 TdeddfealadbiR fe30e0fe5c92ee86ada2e9eR8b0ORR 302005368469
De503cc80c236807RITHi2 1al 762ad01 8afh8daad31e9308HEIR280Gal 8al
A’ (e368bId3TTe2dfc60bibR8frh0cR fhei601a6662d9ecc3929aa35aabiR8 720
2740a2c8c8c12039bbh401 hde 198333 Led el 6101 504565002 Td0dat] diecde
A (re368bId3 T2 dfc6025bER feblcitheiG01a6662d9ecc3929aa35aabiRRTIO 201

2740a2c8c8c12039bbb401bde1983331ed5d 161 e150d565ee2Td0afl dfecde

H(M") | 0:c26a280327c3068532de33b679d022e59

H(AM*) | 0x26a280327c3068532de33b679d022e50

operations. Therefore, our method is 2°/3 = 85 times as fast as the

method of Wang et al.

Remark 2

It is possible to reduce the complexity of the first round by randomly
generating chaining variables in the first round instead of messages. First,
set each chaining variables in the first round to satisfy the sufficient con-
dition. Second, randomly generate other bits. Finally, calculate the mes-
sage from generated chaining variables. This process reduces the com-
plexity of the first round.

5.7 Conclusion

Wang et al. claimed that collisions of MD4 can be generated with com-
plexity less than 2° MD4 hash operations. However, this evaluation was
not enough precise. In this paper, we reevaluated the sueccess probability
of the method of Wang et al. Then, we correct typos and oversights of
[9]. As a result, the attack succeeded with probability 272, At the last,
we proposed the method to satisfy the sufficient condition in the third
round. As a result, the complexity to generate collision messages was
reduced to 3 repetitions of MD4 operations.
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We show a message, where the method of Wang et al. cannot generate
a collision pair. In Table 8, M is the message before modified, M’ is the
message after modified and M* is calenlated by M* = M+ AM. H(M')
is the hash value of M’ and H{M™*) is the hash value of M*.

Appendix(List of Multi-Step Modification
Methods)

7% 5.9: Modification of “a;;” (i = 19, 26, 27, 29, 32)

step | shift Modify m; Chaining value after
after message modification
1 3 my — my & 1;_5 a™™ = ay[+i], by, en. dy
2 T my + (dy = 7) —dy — F(a7™", by, en) dy,ai™ by, cn
3 11 | ma + (e 3 11) — g — F(dy, a™", by) er.dy,al™, by
4 19 Mg — (E.H e 1!]) — by — F(ﬁ Ly, ﬁ’f"eu‘) by, ey, dy, ﬁ’f"eu'
] 3 my + (as = 3) — a7™ — F(by,e1.dy) g, by, o,y




% 5.10: Modification of “ds 14"

step | shift Modify m; Chaining value after | Extra Conditions
message modification

2 K my +— my + 17 dy[14],ay, by, eg dy =10

3 11 F|.Ef|[1-l].ﬂ|.bn 14 an_”

4 19 b, er, di[14], ay epaq =10

3 3 Mg — my — lig 9, EI|.!‘|.Ef| [1-1] EI|_|.| =10

6 T Mg — s — Ly s, . by, 0

7% 5.11: Modification of “ds;” ¢ = 16, 17,29, 32
step | shift Modify m; Chaining value after
message modification
3 3 my —mg £ 1;_5 af™ = as[+(i — 2)], by, 1, d,
6 T my + (da 3 T) —dy — F(a5™, by, e1) da, af™™, by, ey
T 11 | mg + (e2 32 11) — ey — F(da, al™, by) o, da, al™ Iy
8 19 | my + (ba 3 19) — by — F(ea, da, al™) ba, £a, dy, al™
0 3 mg + (az 3 3) — al®™ — F(ba, c9,ds) fiz, ba, g, ds
& 5.12: Modification of “c5;” i = 26,27
step | shift Modify m; Chaining value after | Extra Conditions
message modification

G T Ty 4— 11y + 1,'_”; dg ['f: — !]]. g, f.l| L0 Efg.;'_g; =1
T 11 9, dg[‘.’: — !]]. [ E.l| 2 ;g = E-’I.:'—E!
B 19 E.ig. a9, Efg['ﬂ: — !]]. 1 Cai0 = 0
9 3 Mg +— Mg — 1;',;; 3, f.ig. 3, Efg[‘.’: — !]] f.ig';;g; =10
10 T Mg +— mg — Li_g s, ag, ba, oo
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& 5.13: Modification of “c5aq"

step | shift Modify m; Chaining value after Extra Conditions
message modification
15 11 Mg +— Mg + 1g r.|[2ﬂ].d.|.ﬁ.|.bg cqon =0
16 19 by, e4[20], dy. a4 iy o0 = aq a0
17 3 ﬁ_r,.b.|.!‘.|[:]ﬂ].tﬂ| E.I.|‘gn = Ef_hgn
18 3 Ef_-',. a5, E.i.| .17 [El-.l] a5 an = E.l.|.gn
19 9 !‘_’;:’Pu' = 5 + 125;. Ef_-',. ., E.l.|
Z< 5.14: Modification of “c5 20"
step | shift Modify m; Chaining value after
after message modification
9 3 Mg 4— Thg = 1g| t’i%wu' = t’i'g[':.]l E.ig. ., dg
10 7 Mg + (dg 3 T) —dy — F(a5™™, ba, ) dy, ay™, ba, o
11 11 | mug  (e3 3 11) — o9 — F(da, a5, ba) eg, dy, ad™ bo
12 19 | myy + (by 3 19) — by — F(ea, d3, af"™) bs, ea, dy, a§™™
13 3 iya (ﬂ.| E ']) — ﬂ%wu' — Fl{b‘g o7, dg) iz, E.Ig. 7, Efg
Z< 5.15: Modification of “e54,"
step | shift Modifv m; Chaining value after Extra Conditions
message modification
15 11 Mg — Ty + 1|| r.|[22].r:f.|.ﬂ.|. E.ig €129 = 0
16 19 by, a[22], dy. ay dy 23 = Ay 99
17 3 ﬁ_-',.f.i_|.!‘.|[2:]].r:i| E.i.|_gg = Ef.|_gg
18 3 ds, as, by, 04 [Z]E'] 599 = by 99
19 0 r_’.%”"“' =[5+ 13|. Ef_-',. g, E.l.| c531 = 1
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7 5.16: Modification of “b;;" i = 29,32

step | shift Modify m; Chaining value after | Extra Conditions
message modification
11 11 | myg + mug + 1;_0q4 | ea[—(i — 13)]. da, a3z, bs r3i—13 =10
12 19 bg. !‘3[—(?: — 11)] Efg. g Efg‘,',m =f3i-13
13 3 Miya — Miype — 1;',|3 ., bg.rg[—('ﬁ — 11)]!1!‘; bg‘j,H =1
14 T d.|. ﬁ.|.bg.r3[—|{'ﬁ - 1'])] dyi—13 = 1
15 11 myg — myg — L1z cq. iy, g, by
Z< 5.17: Modification of “bs 20"
step | shift Modify my; Chaining value after | Extra Conditions
message modification
12 19 | myy — my + 1ag b3[17), €3, da, a3 bair =
13 3 mMya +— mys — 117 g, ba[17], €3, ds
14 T dy,ay,b3[1T ez g7 =10
15 11 e, dy, aq, by[17] dygr =1
16 19 mys +— mys — iy by, eq, 6y, ay
3% 5.18: Modification of “ag;" ¢ =29, 30,32
step | shift Modify m; Chaining value after Fxtra Conditions
after message modification
2 T my —my 1 5 P =y [ 4 4)], a1, 00,00
K] 11 ma = (o e 1) — oo — Fd?™, a1,6n) L™ ar
4 19 Mg + I:FJ| :EE# |9:I — |r.'|:| — FI:-."‘| .t!'|1'-"".ﬂ|:l |r.'| 50 .t!'l"-"".ﬂ|
1 3 s, by, 0 ..:f'l"-"" By s =1
i] T mg i [da e T) — di™™ — Flas,b1,01) da,aa, by,




% 5.19: Modification

of ".dﬁ_gg“

step | shift Modify m; Chaining value after Fxtra Conditions
after message modification
[ 7 my +— mg £ lag df™ = ¢y [£31], 00,6, 0
T 11 g 4 I:C:.! TEo ||:I — ] — FI:JS"_"".QQ.M:I Cg.tf:',f"_"".ag.nru
= 10 | my « (ba 55 10) — b — Flea,d2" ™, a2) ba, 02, 057" 02
a k1 a5, b, 0, dl™ bag =1
1n T mg 4 I::fs ‘;E:v?]lf:!};“"f F(ﬂs.ﬂg.t’.‘g:l :fs.as.ﬂg.(.‘g
7% 5.20: Modification of “cg;" i = 29,30
step | shift Modify m; Chaining value after Fxtra Conditions
after message modification
10 7 Mg =g £ 1;_g dZ™ = vla [ — 2)], a5, 00,00
11 11 mig ez 3 1) — oo — FdP™ a3, ba) e, ™, ag, by
12 19 iy 4 I:ﬂs e |9:I — I — F(Cs.tf:r;'—"".asjl bs..(‘.‘s..tfg'_""..as
13 3 ay, b, eq,dy ™ bai—a=1
14 7 mg 4 (dy 5 T) — df™ — Flag, ba,ca) dy,aq,ba,cx
Z< 5.21: Modification of “rgas”
step | shift Modify m; Chaining value after Extra Conditions
after message modification
T 11 T — T = 1|g FE[EH].dIE.ﬂQ.EH 3 a3 = 0
8 19 E.ig. L] [21] Efg. L) Efg_gg = 2 93
9 3 az, ba, rg[ﬂfi]. il bo oz =10
10 T g 4+— 1g — lag ds, ag, ba, ca[23]
11 11 Mg +— Mg — laz 3, iz, a3, by




8 6E Improved Collision
Attack on MD5

abstract

In EUROCRYPT2005, a collision attack on MD35 was proposed by
Wang et al. In this attack, conditions which are sufficient to generate
collisions (called “sufficient condition™) are introduced. This attack raises
the suceess probability by modifing messages to satisfy these conditions.
In this attack, 37 conditions cannot be satisfied even messages are mod-
ified. Therefore, the complexity is 2%7. After that, Klima improved this
result. Since 33 conditions cannot be satisfied in his method, the com-
plexity is 2%,

In this paper, we propose new message modification technigues which
are more efficient than attacks proposed so far. In this method, 29 condi-
tions cannot be satisfied. However, this method is probabilistic, and the
probability that this method work correctly is roughly 1/2. Therefore,
the complexity of this attack is 2*°. Furthermore, we propose a more
efficient collision search algorithm than that of Wang et al. By using this
algorithm, the total complexity is reduced into ronghly 5/8.

6.1 Introduction

MDS5 is one of the hash fucntions which compress an arbitrary length
message into a defined length random message. (In case of MD35, the
ontput is 128-bit.) Since hash functions are composed of addition, XOR,
bit-rotation and other light operations, they can be caleulated quickly.
One of the important properties of hash functions is called collision re-
sistance. Let = be a message and h(x) be a hash value of . Collision



resistance means that it is diffienlt to find a pair of message (7, y), where
hiz) = hiy).

In 1992, Rivest proposed a hash function named MD4 [12]. After that,
in 1992, MD?3 [13] which is an improved version of MD4 was proposed by
Rivest. Then various hash functions based on MD4 such as RIPEMD,
SHA-0 and SHA-1 were proposed.

In 1996, Dobbertin proposed a collision attack on MD35 [11]. However,
since this attack nsed modified initial value, this attack was not real at-
tack for MD3. In 2005, Wang et al. proposed an efficient collision attack
on MD?3 [10]. This attack is a kind of differential attack. Althongh almost
all differential attacks use XOR operation to caleulate differential value,
Wang et al. uses modular subtraction instead of XOR. In the method of
Wang et al, the input differenatial is decided in advance, and the goal
of the attack is finding messages which cancel the input differential and
make a differential of the hashed values of input messages 0. This attack
introduces conditions on chaining variablesto make the output differential
0. These conditions are called “sufficient condition.” If an input message
satisfies all conditions, collision messages can deterministically be gen-
erated. According to [10], the number of conditions is 290. Therefore,
the probability that a randomly message satisfies all conditions is 2729,
and this is very small. However, this probability can be improved by
modifving a message to satisfy conditions. In this attack, message mod-
ification techniques which satisfy except for 37 conditions are proposed.
Therefore, the complexity of this attack is 2°7.

In 2005, Klima improved the attack of Wang et al. [15]. Message mod-
ification technignes diseribed in [15] can satisfy except for 33 conditions.
Therefore, the complexity of this attack is 2**. In CRYPT02005, Wang et
al. represented an attack to SHA-1 [14]. In this paper, they claimed that
they found a technique to generate collisions of MD3 with complexity 2%
though details are not mentioned.

In this paper, we propose new message modification techniques which
can satisfy except for 29 conditions with probability 1/2. Therefore, the
complexity of onr attack is 2°°. We also propose an efficient collision
search algorithm which can reduce the complexity into roughly 5/8 com-
pared to an algorithm of Wang et al.



6.2 Description of MD5

MD5 is a compression function which caleulates a 128-bit random value
from an arbitrary length message. When a message M is inputted, the
hash value of M is calculated by the following way:

1. A message M is devided into 512-bit messages.
_‘.I - (__‘.In: _"._lr|_._ Ty __‘.Iﬂ): |_‘._lr1.| - :_:!12

2. Let h; be the output of é-th operation. h; is calenlated by the MD3
compression function with M;_; and h; ;. Repeat this process from
_‘I.!r[] tﬂ _"I.!rﬂ.

The initial value hy is defined as follows,

hg = (0x67452301, Oxe fedab89, 0r98bade fe, 0x10325476).

3. The output of the operation for the last message is the hash value
of M.

Compression Function

A message M; is compressed by the compression function. This op-
eration is called the (j + 1)-th block operation. Each block consists of
G4 steps. Step 1 to step 16 are called the first round, step 17 to step 32
are called the second round, step 33 to step 48 are called the third round
and step 49 to step 64 are called the forth round. In each step, one of
the chaining variables a, b, ¢, d is caleulated. The order of the caleulated
chaining variables is ay, dy, ¢y, by, as,---. The output of each block h; is
hi = (ag + ayg, by + big, co + e16. do + dyg)-

Chaining variables are calculated in the following way. First, M; is
devieded into 32-bit messages my, ..., my5. Then, a function ¢ is defined
as follows,

v(r, g z,wm, s t) =y + ((r + dly, z,w) + m+1) mod 2%?) <= s,



where m denotes a message inputted in that step. Which m is inputted
is defined in advance. s denotes a number for left eyclic shift defined in
each step. t denotes a constant number defined in each step. ¢ denotes a
non-linear function defined in each round. Details of the function ¢ are
listed below.

IR: &y, z,w)=(yAz)V(-yrw),
2R : oy, z,w) = (y Aw) v (z A —w),
3R: dly,z,w)=y®Hzdw,
AR : &y, z,w) = 2@ (y vV —w)
Chaining variables n;, b;, c;, d; are caleulated by the following expres-
sion.
a; = Y(a; 1, by, 0, d;y,m, 8, 1),
di = (d;_y,0;, by, 0,1, m, 8, 1),
e; = ey, dia;, by, m, s, 1),

(
(b

=
II

(b1, e, di a;,m, 8, 1),

6.3 Description of the Attack by Wang et
al. [10]

6.3.1 Notation

We define notations which are used in this paper. M = (my, ..., m5)
and M' = (my,...,m|;) are messeages where each m; is 32-bit inte-
ger. AM = (Amg,...,Amy;) is the differential of M and M, where
Am; = ml —m;. a;, b, e;,d;(1 < i < 16) represent chaining variables, and
;. j. b
variables. ¢; is the output of the nonlinear function ¢ in the i-th step,

i Ciga i (1 < j < 32) represent the j-th bit of respective chaining

and ¢; ; denotes the j-th bit of ¢;. x;[j] and x;[—j] represent differentials
of the j-th bit in chaining variable x;. z;[j] represents that differential of
the j-th bit in x; is 1, that is, ¥} ; — #;; = 1. Whereas, x;[—j] represents

that differential of the j-th bit in x; is —1, that is, 2} ; — —1.

A



6.3.2 Collision Differentials

The attack of Wang et al. is a differential attack. Tt generated colli-
sion messages by canceling the input differential, and by making output
differential 0. It generated collision messages which are composed of two
1024-bit messages (My, M) and (M, M{). In this attack, a collision
differential is given in advance. The differential is as follows,

AHy =0 M8 A g, PEAD N g g,

where,

."i\H| — (gﬂl:gﬂl + 22.":: 2.‘“ + 22.":: 2.‘“ + 22.":)_

6.3.3 Sufficient Condition

Sufficient condition is a set of conditions of chaining variables for gen-
erating collisions. If all conditions for compressing M are satisfied, M
and M + AM becomes a collision pair with probability 1. According to
[10], there are 290 conditions for My, therefore, the probability that a
randomly chosen message satisfies all conditions is very small. However,
it is possible to drastically raise the probability by modifying a message
(Described in 3.5). Conditions in the first round and in the early steps of
the second round are able to be corrected by modifying a message. How-
ever, 37 conditions are not able to be corrected. Therefore, if a random
message does not satisfy all of these conditions, it is necessary to choose
another random message and modify it again.

6.3.4 Collision Search Algorithm

An algorithm for searching collisions is as follows.

1. Generate a 512-bit random message M, for the first block.

o



2. Modify My in order to satisfy the sufficient condition for the first
block as much as possible.

3. If all conditions are satisfied, caleulate the output of the first block
with the modified message and the MDS35 initial value. If all con-
ditions are not satisfied, randomly rechoose m;, and m,5, and go
back to (2).

4. Generate a 512-bit random message M, for the second block.

5. By the similar way to the first block, caleulate the output of the
second block. However, in this time, nse the result of the first block
instead of using the MDJ5 initial value.

. (Mg, M) and (Mg, M) are the collision messages.

=1

6.3.5 Message Modification

The purpose of message modification is deterministically (or with very
high probability) satisfying the sufficient condition. There are two kinds
of message modification: “single-message modification” and “multi-message
modification”. Single-message modification is a message modification for
the first round, and multi-message modification is for the second round.
Single-message modification modifies only one message, whereas, multi-
message modification affects some messages. Therefore, to do multi-
message modification, we need additional work in order to cancel the

influence to other messages.

Single-Message Modification

Single-message modification is a message modification for satisfying the
sufficient condition in the first round.

For example, we consider the sitnation where we modify a message in
order to satisfy conditions in the third step of the first round. According
to [10], there are three conditions on e: “ey s = 07,% 0 = 07 and

[ |
=1



“120 = 07. On the other hand, the expression for calculating ¢ is as
follows,

= |[d| -+ (P{] -+ cfl-’{dhﬂ.hbn} + 1My +3‘) £ -IT) mod 2"“.

In order to gnarantee that these conditions on ¢y are satisfied, we modify
my by the following way.

1. Generate a 32-bit random message m3'?, and caleulate the value of

oled
o

lel

2. Change the value of ¢ into desirable ¢ by the expression below.

new oled old i old  oll old 510
oy =2 =gt 2 — Ot 2

3. Rewrite the ms in order to gnarantee that " is always obtained.

my™ e (7 — dy) 2 17) — g — d(dy, ar, by) — #

The similar procedure is applied to all steps in the first round, and all
conditions in the first round are satisfied with high probability.

Multi-Message Modification

Multi-message modification is a message modification for satisfying the
sufficient condition in the second round. Some of the conditions in early
steps of the second round can be corrected by this modification.

For example, we consider the situation where the condition on as 3,
needs to be corrected. According to [10], the condition on ag 3 18 a5 30 = 0.
Therefore, if the value of a5 35 is happen to be 0, a5 32 does not have to be
corrected. However, if a5 35 = 1, 0532 has to be corrected by the following
way:

First, a; is caleulated as follows,

fi5 +— by + (!".'._1 + Cﬁ’(b*l 4, (f.q) +my + f) <5

1. Sinece 1, is used to caleulate a;, and the bit rotation number in this
step is 5, we modify the 27-th bit of m, in order to change a; 3.

o8



2. Since my is used not only in the second round but in the first round,

the change on m, affects other steps in the first round. Therefore,

we need additional change in the first round.

Details of the correcting as 35 are listed in Table 1. Wang et al. claimed

that except for 37 conditions can be corrected by single-message modifi-

cations and multi-message modifications.

7< 6.1: The message modification for correcting “az 20"

step | m | shift Modify m; Chaining variables
2 My 12 my — my + 2% d ™ ay, by, o
3 my | 17 | ma + ((er — d7*™) 35 17) — g — S(dV™", ay, bg) — ¢ e dP ay, by
4 Mg 22 Mg +— {{f.u — l“.|] e 22 — by — qﬁ{ﬂhd?eu'._ ﬂ|] —t f.l|._|"!|._d?eu'._ﬂ|
a Ty T My — {{ﬂg —f.uj P2 T]—:‘H —qﬁ{f.u._m._d?eu']—f ﬂg._f.l|._|"!|._(|eu'
fi ms | 12 mg 4+ ((da —as) =5 12) — di*™ — ¢lasz, by,er) — t el as. by, )

6.4 New Multi-Message Modification

Wang et al. claimed that except for 37 conditions can be corrected.
This means that they suceeeded in correcting 6 conditions in the second
round. In our research, we found that 14 conditions in the second round
conld be corrected. In this section, we explain which conditions can be
corrected and how to correct those conditions.

6.4.1 Extra Condition

To correct many conditions in the second round, it is necessary to make
“extra condition”. Therefore, we first explain the extra condition. The
terminology of the “extra condition” was introduced by Wang et al. [9].
The purpose of setting extra condition is to gnarantee that conditions in
the second round can be corrected. Extra conditions are not conditions

for generating collisions, therefore, messages do not have to satisfy extra

29



conditions after they are modified in order to correct unsatisfied sufficient
conditions.

Extra conditions in the first round are set together with the sufficient
condition in the first ronnd by the single-message modification. Extra
conditions in the second round are set by the multi-message modifica-
tion. A collision search algorithm for the first block including the extra
condition is as follows,

1. Generate a random message.

2. Modify the message to satisfy the sufficient condition and the extra
condition in the first round by single-message modification.

3. If the sufficient condition and the extra condition in the second
round are not satisfied, correct them by multi-message modification.

4. If modified message does not satisty all of the sufficient condition,
choose my; and my; again, and go back to (2), otherwise, ontput
the calculated value.

A collision search algorithm for the second block is almost same with the
first block.

6.4.2 Details of the Multi-Message Modification

In our research, we have found that 14 conditions in the second round
are able to be corrected. Correctable conditions are as 4. a5 14, 05,158, @5.32.

ff.-a,m: ff.-':,.'m: d:':.,.‘!?: 518, 05,32, Ei.-':,.m: 5,18, 15,32, dﬁ,.‘i? and 5,32

Corrections for a;;(i = 4,16, 18, 32)
a5 is caleulated by the following expression.

s = by + I[!‘]'._1 -+ @I[I!M 4, ff.1) + my + 3‘) <5

The i-th bit of a5 can be corrected by the message modification shown in
Table 2.

In Table 2, ‘+" is chosen depending on the value of a chaining variable
in the first round. Since m, is used to calculate d; in step 2, the value
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# 6.2: The message modification for correcting “ay ;"

step | shift Modify m; Chaining Variables
2 12 1] +— 1My + 26 d|[:|:('£'+7]]:ﬂ|:bn:ﬂn
3 17 | ma + ((eg —d}™) = 17) —epg — (d}™, a1, bn) — 1 | er,di[£(i + 7)) a1, by
4 22 g +— {{fﬂ —ﬂ|] :ﬁggj—bn *qﬂ!{m,(ﬂmw,ﬂﬂ—f f.l|,|":|,d|[:|:{1'+7]],ﬂ|
3 7 my 4 ((aa — b)) 7)) —ay — d(by, e, di™) —t | as, by, e, di[£(i + 7)]
6 12 1y — {{dg - ﬂg] e 12] - d?ew - qﬂ!{ﬂg: f.l|:|":|] —t o, as, by, )

of d; is changed. Considered the bit rotation number in step 2, the value
of dy ;.7 is changed. If carry oceurs in d,;,7, upper bits of d,;,; are
changed, and this may result in breaking conditions in the upper bits of
dy iy7. Therefore, if d, ;.7 = 0, we choose ‘+°, and if d, ; ;7 = 1, we choose

Basically, corrections are done from lower bit in order to avoid unde-
sirable carry. However, there are some exceptions. From the expression
for a;, it can be said that m, 3, is relevant to a; 4, whereas, according to
Table 2, m,5; is changed when ay 35 is corrected. Therefore, if a5 39 is
corrected and the carry is transmitted from 1 o7 to 1y 31, the condition
of a5, is broken. To avoid this, we correct conditions in the following
order: ¢ = 16, 18, 32, 4. However, when a5 4 is corrected and the carry is
transmitted from as4 to a5 6, the condition on a; ;5 is broken. To avoid
this, we set extra conditions b, 4 = 1 and d,;, = 0. By setting b, 4, = 1,
the value of a5, becomes always 0 when a4 is corrected becanse of a
condition a4 = by 4. dy 1, = 0 gnarantees that the carry never ocenrs in

step 2 when a5 is corrected.

Corrections for d;;(i = 18, 30)
5 is calculated by the following expression.

ds = a5 + (dy + daz, by, eq) +mg +1) <9

i-th bit of d5 ean be corrected by the message modification shown in Table
3.

Two extra conditions are set in Table 3. The purpose of the extra
condition d, ;_q = 1 is ignoring the change of ¢; in ¢7. The purpose of
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% 6.3: The message modification for correcting “ds ;"

Fxtra Conditions

step | shift Modify m; Chaining Varialles
15 17 My 4 J‘?1|_1;Q'7T'- C_l[;[:ffﬁ:]].r!‘_l.a_l.ﬂ'_l
16 22 myg 4 EEL'-l — C_‘fr"':l e 2?] — by — ¢EC_T”“.L‘!‘_1.G_1:| —t E._l..C_l[L(J; — E!]].rh.a_l
17 ] a5, by, ca [0 — 0], ey tdyi_o=1
1% q dg [ 4i], ag, by, ca[£(i — 0] as o =byi_o

the extra condition ag; g 7 by ;_q i= reflecting the change of ¢, in ¢ in

order to make change in d5;.

A Correction for d; 3,

From the expression of caleulating dy, if mgaz is changed, d5 35 is cor-
rected. Table 4 shows how to cancel the effect of the change of mg a3 in

the first round.

7% 6.4: The message modification for correcting “ds 35"

Fxtra Conditions

step | shift Modify m; Chaining Variables
3 17 ma 4 mg 4 25 m[?.‘!].rh.m.!.n cron =10
1 23 by b 427
mg = [[B™ — eP™™) e 22) — by — e}, di,en ) — ¢ | 50[23],e1[23],d1, 0
] T my i [[oa — 677 5 T) —a) — B, 7™ ,d1) — ¢ aa, b [23], 01 [23], ey
[ 12 mg 4 [:[:r!‘:.! — |SI.|:| TEs |2:| — iy — ¢(ag. E."f”"..c“llrw:] — la, g, Iy [23].C| [23]
7 17 ma g — 207 ey ida, a0, b [23] tlo oz =
-1 23 my 4 I:I:Eh - C:q:] e 22:] — i — ¢I:Cg.rjg.a3:] -t ha, ca,da, as

In Table 4, the purpose of setting ¢; 53 = 0 is limiting the direction of

change. Since a sufficient condition b, a3 = ¢ 23 exists, we have to correct

the value of b; 53 after we modify m..

Correction for Other Conditions

Clorrections for other conditions are shown in Table 5 to Table 11.
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# 6.5: The message modification for correcting “es 15"

step | shift Modify m; Chaining Variables | Fxtra Conditions
1 12 Mg 4— mg 4+ 325 el [-1],&3,&3,63 dy g =10
11 17 Mo 4= I:I:cs - rfg""'] e |7:] — g — l,'-‘..l:r!g"w,r:ls,ﬁg:] -t cs,rfs[d],as,ﬂlg
12 23 iy gy — 20 by, ca,dz 1], aa
13 T mia (e 7{!3):§§.‘?T:|7r137¢|:ﬁ3,{:3,rfgr"':lfi ay, by, cq,dz[1]
14 12 g i ([dy — ag) 5 12) — df™ — dlag,bs,ea) — ¢ dy,ay,ba,03

6.4.3 Estimation of the efficiency of corrections

Corrections mentioned in this section are probabilistic. We experi-
mentally confirmed that all of these 14 conditions are satisfied after the
message modifications with probability abount 1/2.

Remark
We have found many other modification techniques for the second block
(details are listed in appendix). By applying these modications, 12 con-
ditions in the second round for the second block can be corrected. There-

fore, the complexity of the attack for the second block becomes 2%,

6.5 Modification Techniques for Shorten Rep-

etition

In the method of Wang et al, if all of the sufficient condition are not
satisfied after messages are modified, the algorithm goes back to step 15,
and restart from randomly choosing m,, and n;. Therefore, whenever
a message does not satisfv all of the sufficient condition, single-message
modification for m,, and m,;5;, multi-message modification and MD?3 cal-
culation for step 15 to step 64 are calculated. This complexity is big. In
our research, we have found that it would be possible to go back to step 25
rather than step 15. This saves us the complexity of single-message modi-
fication, multi-message modification and caleulation for step 15 to 24. By
our modification, we estimated that the complexity becomes roughly 5/8
compared to the algorithm of Wang et al. In this section, we explain how
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to restart the algorithm from step 25, and the estimation of the effect.
The caleulation of step 25 is as follows,

a; = bg + (ag + &(bg, 5. dg) + mg + 1) <€ 5

Therefore, we change several bits of mg and this results in randomly
changing the value of latter chaining variables. When an i-th bit of mqg
is changed, if we modify messages as shown in Table 12, the effect of the
change is cancelled.

The number of ¢, where we can set corresponding extra conditions, is
2. Therefore, we can restart the collision search algorithm from the 25-th
step 22 — 1(= 3) times for each message satisfying all conditions untill
step 25. We have estimated that the total complexity from step 15 to
step 64 including both message modification would be 81 steps, and the
complexity from step 25 to step 64 including our modification technique
would be 41 steps. Therefore, the complexity of the attack by Wang
et al. is 81 x 4 = 324 steps, whereas, the complexity of our attack is
81 + 41 * 3 = 204 steps. This indicates that the complexity becomes

roughly 5/8 by applying onr modification technigue.

Remark
This modifiation technigque is more effective for the second block than
the first block. The number of i, where we can set corresponding extra
conditions, is 9. Therefore, we can restart the algorithm from the 25-th
step 2” — 1 times for each message satisfving all conditions untill step 23.
The complexity for the second block will become less than half.

6.6 Conclusion

In this paper, we proposed the method to correct 14 conditions in the
second round. These corrections are probabilistic. We experimentally
confirmed that all of these conditions were satisfied after the message
modifications with probability about 1/2. On the other hand, 29 condi-
tions are remained uncorrectable. Therefore, the complexity of our attack
is 230,

We also proposed the more efficient collision search algorithm than that
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of Wang et al. We showed that the total complexity of the collision search
algorithm would be reduced to roughly 5/8.

These technigues can be conbined. Our result is the best of all existing
attacks to MDA5.

Finally, we show a collision message generated by our proposed method
in Table 13. The message (M, M,) and (M, M]) have the same hash
value.

Appendix (List of Multi-Message Modifica-
tions for the 2nd block)



7% 6.6: The message modification for correcting “c5 25"

step | shift Modify m; Chaining Variables Faxtra Conditions
13 T Mg 4= mpa 4 3" ﬂ.;[lﬂ:.bs.f‘s.:fs ay s =10
14 12 myg 4+ [(dy — E'.'-_T'-"":I e 12) — dy — r,-‘ﬁl:ﬂ_‘l_"_"".f.ls.f‘s:l — 1 dy, o [13], ba, ca
15 17 Mg 4 I:I:{‘_l - tf_l:l e |7:| —Cy — r,ﬁl:tf_l.ﬂ_‘f'—”'.ﬁg:l — 1 f‘_l.tf_l.ﬂ_l[lﬂ:.ﬁg
By 4= By — 217 4272
16 23 myy 4 I:I:B_‘l_"-"" — g e 32) — by — :.:‘-I:f‘.l..tf.l..ﬂ_‘fr"":l —t Ey[—18,23), ca,dda,@a[13] Bygsg = Lbyaz =10
17 A ag, ba[—18,23], ca, ey dyaz =0,(dis=1)
18 a iy, a5, la[—18,23], cq cyggs = legos =1
m | 14 cs|—32, 5], dx, 6z, bs | 18, 23]
7 6.7: The message modification for correcting “bs 25"
step | shift Modify m; Chaining Variables | Fxtra Conditions
13 7 Mg 4= Mg 4 290 ay[7],ba, ca,ds ayr =10
14 12 myg i ((dy —al™) 5 13) — day — ¢la]™, by, ca) — ¢ iy, aq]7], b, ca
15 17 mpg = (e —dy) 5 1T) — 3 — blds,al™ ,Ia) — ¢ ey, iy, a7, 0
By 4= By — 217
16 22 g e [(BP™ — ) 50 22) — by — dica, iy, al ™) =t | E4[—12], cq,0dy,84]7] by1a =1
17 5] ﬂ:_'..lr.'.L[— |?:.-."‘_|,.tf_|, tf_|,1|:.! =10
[E] q ds,a5,ba[—12],ca caga =1
19 14 cx, s, a5, l[—13] ds.12 = as,12
a0 | 20 Bs]|—32], s, ds, a5
#* 6.8: The message modification for correcting “ag 15"
step | shift Modify m; Chaining Variables Fxtra Conditions
13 T mya 4 J‘?]|;:‘72::!‘J a_l[fl:.f.ls.(‘s.:fs ag) =1
14 12 myg e ((dy —al™) 3 12) —dy — Glal™™, by, ca) —t | dy,oq[—1], 08,03
15 17 iy 4 I:I:(‘.L - :f.|.:l e |7:I — g — :,ﬁl::f.L.ﬂ_'l"_"".st:l —t gy el 0y [— |:.|r.13
1fi @2 mis 4 ((by — cy) 55 29) — b — s, dy, 0™ — 1 Ly egyedy,ag[—1]
17,2 | 5,12 my =y 41 ag, by, c, ey i [13], a1, M0, 0 di 1z =10
3 17 ma = (o1 — d™™) 5 17) — oo — d7™ 01, 00) — ¢ c1, e [13], a1,
4 22 mg 4 I:I:FJ| 7t"|:| :;:PEE:'*L’G 7:,ﬁ|:t"|..:f'|1'-""..t1|:|7f F.l|..t"|..:f|[|3:..a|
A T Ty 4 I:I:ag — |r.'|:I TEs T:I —a] — :,;‘.I:nr.'| ,£1 ..:f'lw""jl — 1 o, by, ey, d) [|3:
i 12 mg 4+ mg — 212 o, an, By, 0
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% 6.9: The message modification for correcting “ag 2"

step | shift Modify m; Chaining Variables | Fxtra Conditions
4 23 ma 4 mg 4+ 37 [ [ET:.-ﬂ Sy ag bpar =10
A T iy 4 I:I:ﬂm — FJ‘l"-"":I e T:I —a] — -:.:‘-I:Ul"_"".ﬂ .:f|:l — 1 aa, b [ET:.M Lel
[ 12 mg 4 mg — 20 o, an, b [27], 04 asar =1
7 17 2, tha, a2, b [27] (07 = A7)
= 22 miy — my — 296 fia, 0o, 6o, a2
#& 6.10: The message modification for correcting “dg 25"
step | shift Modify m; Chaining Variables | Fxtra Conditions
[i] T mg g + 217 a3[23], fa, ca, i azaz =10
10 12 mag = [[da —al™) 55 12) —dy — @lal™, b, ) — dy,a3[23], b, 0
11 17 myg = Mg — 30 3,63, a3[23], b2 dy a5 = 1
12 32 ks, e, s, 03 [23] ca s = 1
12 7 myn 4 ([ag — Bs) 55 0) — al™ — i, ca,ds) — ¢ ay, by, ca,ds
7% 6.11: The message modification for correcting “cg 35"
step | shift Modify m; Chaining Variables Fxtra Conditions
11 17 myn 4+ Mg 4 312 ca[30], ds, 0z, 330 =0
12 23 myy = myp —2° f.ls.c‘s[ﬂn:.:fs.as ds 30 = az_ao
13 T mya 4 I:I:a.; - f.lsjl T T:I —azy — -:,tliﬂs.-:‘"'_"".:fgjl — a.;.f.‘s.c‘s[ﬂn:.:fs
14 12 g 4 I:I:tf_l — ﬁ&_l:I e IEZI — ity — -:.:"-I:ﬂ_l. F.B..l.“"“'"]l —1 :!_ha_;.ﬁg.cs[.’in:
15 17 Ty - g 4 200 — 279 oy [B],dy,mq, B cyg =10
16 22 myg & mg — 30 — 217 by cqlB],dy,aq (g =0),(dyg =1)
17 A a;.ﬂ.;.c‘.;[ﬁ:.:!.L I::f.|.13 = I:I
18 a dg, a5, ba,ca[8] ass = s
19 14 (mi1 +m — 27 modified in step 12) 5, ils, a5, by
7% 6.12: The message modification for shorten repetition
step | shift Modify m; Chaining Variables | Fxtra Conditions
0 H mg 4+ mg 4+ 2FF agli + 12],ka,e0,da azip1a =0
1n 12 My 4= Mg — =1 :33..03[4: . IE:JJQ..(‘Q FJ31,'+|3 = Cai4l2
11 17 -.’\3.:33.-.'13[4: 4 IE:JJQ iz iq10 =10
12 232 by, ca s, az]i 4 12] Caig1a = 1
13 T mya 4 I:I:a.;—f.lsjl T T:I—ﬂ.}:'—”'—-:,-‘ﬁl:ﬁs.-.“s.:fsjl—f g, ba,ca, el
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7% 6.13: Generated collision messages in our proposed attack

My

Oheefdee9961 1 b3 fedb0def1099bab3b0f2e1d517112e9d1de211 0fa3ed 0]l eeas
06332cb1e0f307TRE MG e fOfbO0MGGaG M feddbih0ed8 15 53b6443bei9bhe2

My

(red958e84d2f5d1 bObi3adbfce Thad TTdad4aci 2{6dde 5506ae T2e000cal el
f3Teeffh0R5695806a7TIh8a3e65bRO5A0032d1d951 35 TaTd283THTealindel 1

M

Oreefdec0961 1bEfedbidef1099babibif241d5 171120041 de21 10fa3e0iD1ecas
06332cb1e0f307TIRE G o5 fOLOR G 6AG Heddbii0ed8 1fd53b6443be530bGe2

]

Drecd958e84d215d1 b5 3ad6fce Thad TTdal dac)i 26dde 5506ae72e000cal Bcfice
3 Teeff085695806a7TIb8ade63389500032d1d9513eiTafd2837H Teabnadel 1

Hash value

O latet87725129c5fa5d52829e0bd 5080

7% 6.14: The message modification for correcting “as;(i = 4, 16, 18)"

step | shift

Modify my Chaining Variables

my —my + 278 di[£(i + T)], a1, b, e

ma + ((ey —di™) 3 17) — g — @(d}™, a1, by) — t | ey, dy[2(i + 7)), a1, by

Mg — ((b| - l“|) == 22) - f.ln - rjl{ﬁ. fﬂ!eu‘. ﬁ|) —t f.l|.f‘|. ff| [:I{'ﬂf T T)] )

Dt | | b2
[

my ((ﬁz - b|) E T: — )] — rj(fﬂ L0, fﬂmﬂ) —t g, f.l|. . {f| [:I{'ﬂf + T)]

=2
—
ol

M5 — ((ffz — ﬁz) e 12] — {Pf’eu' — r.ﬁ(ﬁz. by, f‘|) -t da, az, by, 0

7% 6.15: The message modification for correcting “as 20"

slep shift Madify m; Chaining Variables Extra Conditions
16 a0 myg = myg — 20 — a° by[—29, —31],cq, 4,04 byog = lbgm =1
17 5 my = my 4 20 ag[+32], by [—29, —31],~q.d4 | ag,a0 = O,a5,30 — O, (dy,20 = 0)
2 12 dy[11],ay ,bg.en dy g =0
E] 17 ma = (ry — dp ™) He 1T — e — id] " ag . bn) — .y [11],ay . b0, 00
4 a3 mg = (b —r1) e 22) — by — diey L d)y T LAy ) — by, ey Ly [11],ay
5 T my = ((am — by ) e T) —ay — by, ey, dp ) — 1 an, by, ep,edy [11]
[ 12 mp = ((do — ag) He 12) — dP"™ — ding,by,ep ) — 1 do,nm, by .0
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# 6.16: The message modification for correcting “ds ;5"

step | shift Modify m; Chaining Variables | Fxtra Conditions
14 12 Mz 4 myg 4 30 :I.L[ﬁ:.a.hﬂs.f‘s dyo =10
15 T iy 4 I:I:-."‘.L - :f.|.:l e IT:I — ca — ey, ﬂ_‘l"_"".f.ls:l —t -:‘.L.:I.L[ﬁ:.a.hﬁs
1 232 Lyyeg,ds]9], a4 cyo =10
17 A ag, by, ca, iy ["! bio=can
15 q g [+18], a5, by, cq
7% 6.17: The message modification for correcting “ds 2"
step | shift Modify m; Chaining Variables | Fxtra Conditions
T 17 mg 4— mg £ 30 cal£6], da, an,
= 22 my 4 I:I:F.lg — (‘:.!II TEs EQII — by — c,ﬁl:(‘g.:fg.ag:l —t ﬂg.(‘g[_‘.ﬁ:.:b.aa
a9 T mg 4 I:I:as 7{)3) ‘;&‘}‘;T:Ifag 7.:,-‘)(&3.(‘3.:!3)71' as.{.‘g.(‘g[_‘.ﬁ:.:h
1n 12 my 4 I:I::fs — t‘.!g'_"":l TEs IQ:I — s — .:,-‘:I:t‘.!g'_"".nr.'g.(“g:l —t :fs.as.ﬂg.(‘g[_‘.ﬁ:
11 17 mp 4 I:I:(‘g 7:%"_"") e |T:I7(‘g 7.:,;‘.I::fg'_"".03.f.lg:lff ry, iy, 0y, b
% 6.18: The message modification for correcting “ds 35”
step | shift Modify m; Chaining Variables | Fxtra Conditions
A 23 mgz 4+ msg 4 1 L [23], 01, ey, braoz =10
A T My 4 I:I:ﬂ;: - Ul"-"":l e T:I — i — -:.:‘-I:lr."l"-""..ﬂ .tf|:I —1 ﬂg.h [23:.-.’1 ..tf|
i 12 mg 4 I:I:tf;: - Gg:l e IE) - tf‘l"-"" - -:,-‘Jll:ﬂg..irﬂ 11 :I —1 tfg.ﬂg..irﬂ [23:..-."1
T 17 mg +— mg — 27 ca, da, aa, By [23] ta g =
] 22 my = ([Bba — ca) 5 22) — b — ¢lea,do,a0) — Lo, e, da, a4
7% 6.19: The message modification for correcting “c5 ;5"
step | shift Modify m; Chaining Variables | Fxtra Conditions
& a2 my 4 my 4 3215 ball],ca,da, an bayg=10
a 7 mg 4 I:I:as —f.{qjlf‘giv?jl—ag —-:,-‘ﬁl:ﬁg.@g.:fg:l—f as.ﬂg[-[.@g.:fg
i 12 g 4 I:I::fs - ag“'"]l e IQII — s — -:,-‘ﬁl:ag'_"".f.lg.@g:l —t :fs.as.ﬂg[-[.-."g
11 17 mg 4 I:I:-."‘s - :f"'_"":I - IT:I — g — -:.:‘-I::f"'_"".ﬂs.f.{q:l —t -:‘3.:33.@3.{.{1[4:
12 232 My &= My -2 F.s.(‘s.tfs.ﬂs
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% 6.20: The message

modification for correcting “rs 35"

step | shift Modifyv m; Chaining Variables Extra Conditions
15 17 myg — myy + 1 [ [13} r:f.|. 4, E.ig Cq 18 = 0
1i 22 mys — mys — 2% by, ea[18], d1. iy (a418 = 1), (dy1z = 1)
17 51 a_.-,.b.|.r.|[13].d.| Ifrff.|_|;:: = 1}
18 0 d_-',. s, E}.|. !‘|[13] E.I.|‘|;=; =, {(!_-',J;;: = l-.l]l
19 14 !",["'13] d_-',. s, E.I.|
#*& 6.21: The message modification for correcting “bs 35"
step | shift Modify m; Chaining Variables Fxtra Conditions
13 T Mg = Mg — 290 ay|— 7], ba,ca,ds agr =
14 12 myg e [[dy —al™ ) 3 12) —day — ¢lal™ by, ca) — 1 dy,aq]—7],ba,ca
15 17 iy = ([eg — ) 50 1T) — o3 — obldy,al™™ ,lz) — ¢ ca e, a0[—T], bz
16 23 M5 = myg 4 27T L.L[IE:.C.L.:I.L.G.L[—T: cag =10y 12=0
17 ] a.g.ﬂ_;[l?:.(‘_h iy dy1a =10
15 q :f_-;.a_-;.b.;[l?:.t‘.; cy 1o =1
19 14 cry i, a5, by [12] ds 12 = as, 12
M0 M0 13 [1? [ e T
#* 6.22: The message modification for correcting “ag.a2”
step | shift Modify m; Chaining Variables | Fxtra Conditions
13 7 myg 4+ mya — 29 ay[22], b, 03, ds agan =10
14 12 myg 4 I:I::I.L - f‘.'-_‘l"_"":I e IQII — iy — -:,-‘ﬁl:ﬂ_'l"_"".f.ls.-.“sjl — :!.1.0.1[22:.{13.(‘3
15 17 iy 4 I:I:-."‘.L — :f.|.:l e IT:I — g — -:,ﬁl::f.L.a_'l"_"".st:l —1 Oy il [22:.&3
16 33 Ly, e, ey, 0s][22] cy92 =1
17 A ag[27], b, ca, dy ag a7y =0
1% 0 mg 4 mg — 217 — 20 ds, as[27], by, cx
19 14 5, s, as [?T:JJ.L byar =1
20 20 s, o5, ds, a5[27] o5 07 = g a7
21 <1 aa [.:.3?:. b, o5, s




#* 6.23: The message modification for correcting “dg 25"

step | shifi Modify m; Chaining Variables | Fxtra Conditions
] T ms g 4+ 2170 a3[23], o, ca, i agaz =0
n 12 mg = (s —af™) 55 12) —dy — plal™ b, ) — 1 dy 0z [23], 5, 00
11 17 Mg e Wy — 200 Can iz, 03[23], ba ey o = 1
12 a2 bs, 5, dds, 03 [23] caas = 1
13 T mya 4 I:I:t‘.u, 7{}3):E‘:vﬁ:lfagr""fr,-‘ﬂ:{}s.(‘g.tfgjl71' iy, by, ca,ds




ET7E How to Construct
Sufficient Condition in
Searching Collisions of

MD5

Abstract

In Eurocrypt 2005, Wang et al. presented a collision attak on MD35. In
their paper, they intoduced “Sufficient Condition” which would be needed
to generate collisions. In this paper, we explain how to construct sufficent
conditions of MD5 when a differential path is given. By applying our
algorithm to a collision path given by Wang et al, we found that sufficient
conditions introdueced by them contained some unnecessary conditions.
Generally speaking, when a differential path is given, corresponding sets
of sufficient conditions is not unique. In our research, we analyzed the
differential path found by Wang et al, and we found a different set of
sufficient conditions from that of Wang et al. We have generated collisions

by using our sifficient conditions.

7.1 Introduction

MD?5 is a hash function proposed by Rivest in 1992 [13]. In Eurocrypt
2005, Wang et al. presented a collision attack on MD5 [10]. This attack
found collisions of MD3 with complexity 237, This attack is very efficient
compared to the complexity of an attack based on birthday paradox (25').
However, the message differential nsed in this attack is given without
any reasoning explanation. In their attack, they first construct sufficient



conditions which are needed to generate collisions. Then, they propose
message modification technigues in order to satisfy these conditions.
Therefore, the procedure to begin a collision attack is as follows.

Step 1: Find message differentials and a differential path which generate
collisions with high probability.

Step 2: Construct Sufficient Conditions which gnarantees that desirable
differential is always calculated.

Step 3: Find message modifications which can satisfy sufficient condi-
tions with high probability.

In this paper, we explain how to work on Step 2, that is, how to con-
struet sufficient conditions when a differential path is given. So far, a few
papers have tried to analyze the sufficient condition table given by Wang
et al. [16], [18]. However, these papers did not explain the systematic
method to construct sufficient conditions. In this paper, we propose an
algorithm to construct sufficient conditions. This paper does not mention
Step 1 and Step 3. So far, no paper has been published about Step 1. In
SCIS 2006, Yajima et al. publishes a paper which explains how to start
the analysis on Step 1 [19]. Whereas, some papers have tried to improve
Step 3 [15], [17], [28].

7.2 Discription of MD5

MD5 has the Markle/Damgard structure. MD5 compresses an arbi-
trarv length messge into an 128-bit hash value. An input message is
divided into 512-bit message blocks (Mg, ... M,_,). First, the output of
compression function H, is caleulated by My and Hy. Here Hy is defined
as follows:

Hy = (0267452301, Oze fedab89, 0298bade fe, 00 10325476)

The process of caleulating H, is called the 1st block. Second, Hs; is
calenlated by M; and H;. This process is called the 2nd block. Similarly,
compression function is calculated until the last message M, ; is used.
Let H,, be the hash value of the message.
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Compression Function

The input of compression funciton is a 512-bit message M;. At the
first, M; is divided into 32-bit messages (my, ... m5). The compression
function consists of G4 steps. Step 1 to 16 are called 1st round, step
17 to 32 are called 2nd round, step 33 to 48 are called 3rd round, and
step 49 to 64 are called 4th round. In each step, one of chaining vari-
abls a;,d;, e;, b;(1 < ¢ < 16) is updated in this order. The figure of the
caleulation for each step is shown in Figure 1.

|

7.1: Strueture of the Compuression Function

In Figure 1, s denotes a left cyelic shift number defined in each step.
denotes a constant defined in each step. m denotes a messge, and which
m is used is defined in each round. ¢ is a non-linear boolean function

defined in each round. Details of ¢ is as follows.
e lst ronnd: ¢(N, YV, Z) = (X AY) Vv (-X A Z)
e 2nd round: ¢(X, Y, Z) = (X AZ) V(Y A—Z)
e rd round: ¢(X. V. Z)= XY@ Z
e dth round: ¢(X,Y,Z) = (X v-Z) B Y

After 64 steps are caleulated, update initial values for the next message



block as follows.

iy +— 5 + My
ey +— dyg + dy
ey +— 15 + o

bbg + byg + I!Jn
At the last, let H;,, be a concatination of these values.

Hj_.:_| — (ﬂﬂn|bbn|mn|ddn)

7.3 Sufficient Condition Construct Algorithm
(SC algorithm)

Sufficient condition is constructed in order to gnarantee that desirable
differential is always caleulated. Therefore, differential path search al-
gorithm should be executed before the SC algorithm. In this paper, we
assume that diffrentials of chaining variables for all steps are given in
advance. If you want to get the detaild information for differential path
search algorithm, please refer to [19].

The SC algorithm is going backward from the last step of the com-
pression function. Therefore, if given collision differenatials are 2-block
differentials, we start the SC algorithm from step 64 in the 2nd block.

7.3.1 Notation

To explain the SC algorithm, we need to explain notations. Let x; be
one of chaining variables a;, b;,c;, d;. Then, x; ;(1 < j < 32) represents
the value of the j-th bit of chaining variable x;. x;[j] and x;[—j] represent
differentials of the j-th bit in chaining variable x;. x;[j] means that dif-
ferential of the j-th bit in x; is 1, that is, 2} ; — x;; = 1. Whereas, x;[—j]
means that differential of the j-th bit in =; is —1, that is, ! s Tig=—L

In Figure 2, we name the differential after the rotation as Au, we name
the differential before the rotation as Av, and we name the differential
of the output of ¢ as Ad. Furthermore, Ady denotes the Ad in the i-th
step, and Ag, ; denotes the j-th bit of Ad;.
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7.2: Notations

7.3.2 Calculation for Ag

We assume that differentials of all chaining variables are given in ad-
vance. Therefore, we assume that Aa;.y, Aa;, Ab;, Ac; and Ad; in Figure
2 are given in advance. To control the behaviour of the boolean function
@, we first need to caleulate ideal Ad in the following way:

Step 1: Calenlate Au = Aa;y — Ab;.
Step 2: Compute all possible Aw sit. Au = (Av < 3).
Step 3: Caleulate Ad = Av — Amy, — Aan;.

In step 2, we cannot get all possible Av by calenlateing Av = (Au =5
s) becanse of the relationship between the effect of carry and rotation.
Therefore, we should try all possible values of u, and caleulate a value of
({22 + Au) = 8) — (u 3> s) as a value of Av. The value of u is a 32-bit
number. Therefore, we need to repeat this caleulation 2*? times for each
step. This caleulation is executed by a computer. The algorithm of this
computation is as follows.

for (u=0x00000000 to Oxffffffff){
v o=u >> s;
u'=u + (delta u):
vi= ulk>> g
diff = v* - v;
counter [diff]++:



As a result of this computation, we will get at most 4 kinds of Aw. In
order to raise the probability that a collision search algorithm sncceeds
in this step, we choose the most appeared value as a Av. However, if
sufficient conditions cannot be constructed for such Aw, it is possible
to choose the differential which has smaller probability. The influence
of the decrement of the probability by choosing such differential in the
first round is ignoable. However, if it is in the second round or later, the
influence of the decrement of the probability may be eritical. In this case,
choosing another differential path may be required.

7.3.3 Constructing Sufficient Conditions

Sufficient conditions can be classified in 2 types. One is conditions for
controling the length of carry in chaining variabls, the other is conditions
for controling the differentials of the output of the non-linear function ¢.
In this section, we explain how to construct each condition.

Conditions for Controling the Length of the Carry

These conditions are constructed in order to control the length of the
carry in chaining variables. For example, we assume that a differential of
s is 2°. In this case, if as; is 0, as7 changes from 0 to 1, and no carry
occurs by this differential. On the other hand, if as7 is 1, the carry is
transmitted to upper bits of n,, and several bits may be changed by this
differential. If the length of the carry is different, the result of moduler
integer addition is not changed but the output of the non-linear function
¢ becomes different. Therefore, if we want to stop the differential from
expanding, we construct sufficient conditions which prevent carry, in this
case azy = 0. On the other hand, if we want to expand the effect of the
differential, we construct the sufficinent condition as; = 1. Generally
speaking, if the number of bits which will be changed by a differential is
increased, the nnmber of sufficient conditions where we need to construet
is also increased. Therefore, we first construet conditions which stop the
differenatial from expanding. Then, if these conditions are contradicted
when we construct other conditions, we choose the other conditions which
expands the effect of the differential.

T



Conditions for Controling the Output of the Non-linear Func-

tion o

The output differential of the non-linear function ¢ can be controled
by constructing appropreate sufficient conditions. To explain the basic
idea of how to construet conditions, we give a small example. We assume
following situations.

e The step is 64. (In this step, input chaining variables for ¢ are

16, g and ayg.)
e The value of Adyg, is +£2°!.
e Differentials of ey is ¢5[—26, £32].
e Differentials of d,g is d,5[—26, +-32].
e Differentials of a,g is a,5[+32].

Under above sitnations, we first need to set Adgy o5 = 0. The value of
Ay a6 15 calenlated depending on 4596, di526 and ay526. Therefore, we
consider all possible input values and find conditions of input variables
whose outpnt differential is 0. Table 1 shows the value of Adgy s for all
inputs. In Table 1, x,y, 2 represents the value of ¢4 26, digas.and @626
respectively. The function ¢ is é(x, y, z) = (xr V—2) @y since step 64 is in
the 4th round. ¢ is an output of ¢ after message diffrentials are added.
Since a5 does not have differential in the 26-th bit, the value of z keeps
unchanged. On the other hand, since ¢y and d,g have differentials in the
26-th bit, the value of x and y are changed.

From the Table 1, we can get to know that a condition which sets
Aggras = 0is “z =17, that is, “a152 = 1.

Next, we need to set Adgyqs = +1. Similar to above procedure, we
make the table of Adgy s for all possible inputs, and extract a sufficient
condition. Table 2 shows the table of Adg, 3o for all possible inputs.

From the Table 2, we can get to know that a condition which sets the

value of Aggizs = £1is “x = 27, that is, “ei5320 = @532 -



7 7.1: Constructing Conditions for “Adgg a6 = 07

vy z || dlx,y, z) | @ = d(—x,—y. 2) | Ad(= ¢ — @)
0.0,0 1 0 -1
0.0,1 0 0 0
(0,1.0 ] 1 1
0.1,1 1 1 0
1,0,0 1 0 -1
1,0.1 1 1 0
1,1,0 0 1 1
1.1.1 0 0 0
# 7.2: Constructing Conditions for “Adg e = +17
vy z || dlr,y,2) | & = (e, -y, —2) | Ad(= & — &)
0.0,0 1 0 -1
0.0,1 0 0 0
0,1.0 0 1 1
0,1,1 1 1 0
1.0.0 1 1 ]
1,0.1 1 0 -1
1,1,0 0 0 0
1,1.1 0 1 1

7.3.4 Various Techniques to Avoid Contradiction

There are varions techniques in order to avoid contradiction of the

sufficient condition.

Extending Carry

We sometimes need to expand the effect of the differential by using a
long carry. This situation oceurs when Ag; ; 7 0 but j-th bit of all input
chaining variables to ¢; are 0. As long as differentials of all input chaining
variables are 0, it is impossible to make A¢ 7= 0. Therefore, we extend
the carry in the nearest lower bit until j-th bit. We give a small example
to explain this.



Now, we assume the value of Agy is 279, and bit differentials of ;, y;, z;
which are input variables for the ¢; are x;[5], y;[—16], 210,11, —12]. Since
a bit differential which is nearest to 27'% is ;[ —16], we expand the effect of
1;[—16] until the 20th bit by using the carry. To archive this, we construet
sufficient conditions y; 15 = 0, %i07 = 0, %15 = 0, 03,10 = 0, 45,90 = 1.

Changing Ad

The value of Ag can be changed by transforming expression. For exam-
ple, Ad = 2% can be changed to Ad = —22042?!, or Agp = —220-221 1 222
and so on. This transformation is nseful in the following sitnation.

e Input chaining variables for ¢; are x, y and =z.

o T,y z)=(rAy)V(-xAz)

The value of Ag; is 2'1.

Differentials of x is 0.

Differentials of y is 0.

Differentials of = is z[—15, —16, —17. — 18, —19, 20].

In this case, it is impossible to make Ag; 5 = 1 by setting sufficient
conditions. However, it is possible to make Ad; 5 = —1. Therefore, we
replace the value of Ag; = 2" with Ag; = —2!1 —215 _216_917T__ 918 4 519
and construct sufficient conditions x5 = 0,..., 29 = 0 in order to make
the ideal Ad;.

7.3.5 Entire SC Algorithm

In this algorithm, whenever a new condition is constructed, we remem-
ber which step it is constructed. If a conditon is contradicted to another
condition, we keep the newer condition, and then go back to the step
where the older condition has been constructed. This concept is shown
in Figure 3.

In Figure 3, we assume that we have two choices in step A, and we
choose condition #1 at the first. Therefore, we keep condition #2 as a
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#1 x=10

Step B
x=1
Contradiction !!
Give up this branch

7.3: Concept of SC Algorithm

choice. However, if the chosen condition #1 becomes contradicted to
other condition in step B, the algorithm goes back to step A, and chooses
condition #2 in this time. Then the algorithm restarts from step A.

In the rest of this section, we explain details of the SC algorithm

Intialization Part

In all steps, caleulate all possible A¢, then choose one which has the
highest probability as A¢. Remember other candidates as choices (Dis-
cnssed in 3.2).

Main Part

The SC algorithm goes backward from the last step of the last block
to the 1st step of the 1st block. In each step, we construct sufficent
conditions in order to stop the carry of chaining variables. Then we
remember the condition which extends the carry as choices {Discussed
in 3.3.1). After that, we construct conditions to control A¢. These
conditions are constructed from lower bit, that is, from the 1st bit to the
32nd bit. In each bit, construct sufficient conditions in order to control
the value of A¢ (Discnssed in 3.3.2). If there are more than 1 choises
of sufficient conditions for Ad, either of them can be chosen, then we
remenber other conditions as choices. If conditions controling Ad¢ are

contradicted or cannot be constructed, we have some choices. In order
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to solve problems, we first try the process 1. If problems are not solved,
we try the process 2 next. Then try the process 3, and finally, we try the
process 4.

1. If Agh 5= 0 and all inputs to ¢ do not have a differential, we try to
extend the nearest carry until this bit (Discussed in 3.4.1).

2. If A¢h can be changed, we try to change it (Disenssed in 3.4.2).

3. If conditions controling A¢ are contradicted to other condition, we
keep the new condition and go back to the step where the old con-
dition has been constructed. Then choose other choices for the old
condition (See Figure 3).

4. If all choices for old conditions are tried in process 3 and problems
are still not solved, it is impossible to construet sufficient conditions
for given Ad. Therefore, we choose another Ad which we got in the
Initialization part.

If the process 4 failed, that means no sufficient condition exists for the
given differetial path.

7.4 Unnecessary Sufficient Conditions for
the differential path of Wang et al.

To check the availability of the SC algirhtm, we apply this to the dif-
ferential path given by Wang et al. Throngh this work, we found that a
sufficient condition table given by them contained nunnecessary conditions.

7.4.1 Unnecessary Conditions

So far, some papers have tried to analyze the mehtod of Wang et al,
and pointed out mistakes of the sufficient condition table given by Wang
et al. [16], [18]. Especially, [16] pointed ont the lack of conditions in
the 4th round, and claimed that the complexity estimation based on the
sufficient condition table given by Wang et al. should be corrected. As
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7% 7.3: Generated Collision Messages by Using Our Sufficient Conditions

My (re8b0T5d00f5 4501 bee8 1f9cabi631 2f0d3a8bdead8446A56583e9e8365f90ddba
069badd582343c02 7169679380950 Thdedbe 71 1e0de 1 83a6966LL 7243035400

A e le0d541ed98033169d530565fafaf2 48484373 d4ed TR 23ed THL A9 22 c0LG0D 54
fa3f010189di3b0e6307el fad5ddecdff362 1 0cataccObidfT6 Tebi2b9391 100

MY (reBb075d00E54501 bee8 1f9cabi631 2f0dbas8bdeas8 44645658 3e0e83651099 ddba
069badd582343c02 7116967930 dbThdedbe 71 1c0del 83aed66bb 7243035400

Ay (rele04541ed9803R 690530565 fafaf2 48 cRALATId4ed TR23ed T6hAD22c0bG09 54
fa3f0f0 1 80 df3b0e6307e ]l fad5dddedff362 10cataccObid 776 7ebi2h9391 100

Hash value | Ox2e3757de930d2d15b1c77falecd24471

a result of applying our SC algorithm to the differential path of Wang et
al, we also found the same mistakes.

Furthermore, we newly found unnecessary conditons. An unnecessary
condition for the 2nd block is “byg 25 = 17, and an unnecessary condition
for the 1st block is “c3 3, = 07. Removing “by506 = 17 is important since
this condition is related to the estimation of the complexity. By removing
“bigas = 17, the complexity of collision search algorithm for the 2nd block
becomes 1/2.

7.4.2 Unnecessary Carry

Moreover, we found that the length of carry of a; for the 1st block conld
be shorten. In [10], they transmitted carry on the 7-th bit of a; until the
23rd bit, that is, the output of a; is a,[7, 8, . .. 22, —23]. However, bit dif-
ferentials on a9 91, 12,29 and as 23 are not used so that we can stop the carry
at the 20th step, that is, the output of a; becomes a,[7, 8, ...19, —20]. To
archive this, we first change the condition on as3y from “a;-; = 07 to
“13.00 = 17 Then, we can remove sufficient conditions for as 21, @292.02.23
and conditions controling output of the non-linear function ¢ on these
bits. As a resnlt, we can remove following conditions from the condi-
tion table of Wang et al. “bya = 1917, “bias = 122", "oz = e1:37,
“”-E,EI =07, “ﬂ-z,zz =07, “ﬂ-z,z.'; =17, “ffz,zl =17, “ﬂrz,zz =17, “ﬂrz,z.‘; =17,

i n i 1
393 = 17, a9y = 17.
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7.4.3 Merit of Removing Unnecessary Conditions

So far, we pointed out 12 unnecessary conditions in the 1st round,
and removed them. However, the complexity of a collision search algo-
rithm is not reduced and computing time of the algorithm is not changed,
since these conditions could be corrected with very high probability by
single-message modification written in [10]. However, they are still worth
removing. In ISEC Nov 2005, an efficient collision search algorithm on
MD35 was presented [17]. In this attack, multi-message modification using
extra condition was proposed. If unnecessary conditions in the 1st block
are removed, we can set extra conditions on those bits. It may result in
making sufficient conditions in the 2nd round be correctable. Therefore,
we should remove unnecessary conditions as soon as we find them.

7.5 Different Sufficient Conditions for the
differential path of Wang et al.

In our analysis, we found that the number of sets of sufficient conditions
which guarantee that given path is always caleulated is not unigue. There
may exists more than 1. To explain this, we give a small exmaple. We

assume following situations.
e Input chaining variables for ¢; are x, y and z.
e di(r,y,z)=(rAy)V(-xAz)

The value of Ady; is 0.

Differentials of r is [+32].

Differentials of y is [+32].
e Differentials of z is 0.

In this case, we need to construct sufficient conditions which set Ag; 30 =
0. Table 4 is the table of Ag; 35 for all possible inputs.
From the Table 4, it can be said that required conditions are “xr =0, y

" or “r = 1,y = z". This is an example of the situation that we have
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# 7.4: Constructing Conditions for “Ad; 30 = 0"

.y, 2 || olr,y.2) | ¢ = dlr,—w. 2) | Ad(= ¢ — &)
0,0,0 0 1 1
0,0,1 1 1 0
0,1.0 0 0 0
0,1,1 1 0 1
10,0 0 0 0
10,1 0 1 1
1,1,0 1 0 1
1,11 1 1 0

some choices to construct conditions. This fact indicates that it may be
possible to construet sufficeint conditions which guarantee the differential
given by Wang et al, but different from their condition table. In our
research, we found such conditions for their differential, and try them
instead of their sufficient conditions. In this computational experiment,
conditions we changed are ds3s, 09,33, @230 and by 35. We also removed
nnnecessary conditions where we explained in section 4. As a result, we
conld find a collision. We show a collision which was generated by using
onr sufficient conditions in Table 3.

7.6 Conclusion

In this paper, we proposed an algorithm for construeting sufficient con-
ditions when a differential path is given. Then we applied this algorithm
to the differential path given by Wang et al. [10]. As a result of this
work, we found that 13 conditions can be removed from the table of the
sufficient condition of Wang et al. One of the removed 13 conditions is
a condition in the 4th round of the 2nd block. Therefore, the complex-
ity of collision search algorithm for the 2nd block whose estimation of
the complexity is based on the sufficient condition given by Want et al.
becomes 1/2. Since [16] pointed ont that [10] was lacked a condition in
the 4th round of the 2nd block, by considering [16] and our result, total
complexity becomes the same with [10].
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We also searched a set of sufficient conditions which gnarantees the
differential path given by Wang et al. but different from their condition
table. We changed 4 conditions in this work. At the last, we suceeeded
in generating a collision by using our sufficient conditions.
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B8E SHA-0IZxT %
Message Modification
NDEL

abstract

CRYPTO'05 T, Wang 51X SHA-0ICEH L TN FE TREINTZ AL
DY S DICIRNRKEEZRRZ L2, Wang LD X EHND L 2% A0
SHAQER T2 Va v Aye—VERATHZENTESH. Wang D5
NETa Y Pa Ay =% T 5 720 DS (sufficient condition) &4
T T Ay E—V2 KT 52 LI 0iThis. =ufficient contidition
EETMET AyE—=URNal)ParAvkbe—0R5, 50T
A7 7 20 'F TO sufficient condition (Z%7 % message modification (352
RINTWDEN, A7 7 21 LI sufficient condition (23175 message
modification (TRE I TWRV. £ T, KR TIEAT v 7 21 LIED
sufficient condition |Z%f 3 % message modification ZfRFFL, A7 v 7
21, A7 v 7 22 @ sufficient condition ZfEFIZIT 1 TIEIE T X 5 message
modification Z1£E£ 9 %. Z @ message modification # A2 L FHHE &
2 [ SHA-OHER T2 ) YV a VaRRTLIENTES.

8.1 [FL®ICZ

CRYPTO2005 C Wang H1%, A E TIHRE 47 SHA0IZKT 5
aYvarr7THy s FR([2, 3,4, 24, 25, 26) £V bRRARGTREREL
72 [27]. ZoFRITEMEAZ 25 & L THWEESBBETHY, 20
SHREIL 2% [0 SHAOHERE TH S, Wang HOBEEIZBWThe b BER
WEHLTa—hral)ParThhH, a—hral) Vgt R
DAT v TG NI L, DI E 6 AT v 7T HET HATH
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L. Zomu—RNnal)Ya rOEZRBI LD L LT, Wang 5
IT A AL =N ANRT PVEERL TS, SIS, T AL =R
Ry NMVEIEZ, a)VarAye—UEERT 572D OS5 (sufficient
condition) Z3KDHTNWD., Z ZE THERERMETHD. BRI, sufficient
condition Z 3K 2 FNEIZLL T D@D TH 5.

F 4RI NV AR PLERET S,

T A AR —=INUART MDD A e —VgERDD.
CAVE—VEGPORTDOARAT v T ONHEROES 2RO D.
. RO T=NEEEDFESy DD sufficent condition 2R 5.

EEEOaY Vg A yv—UOAERMITIE, message modification & VN9
BigEdfEbi s, sufficient condition 23572 L CWRWEEEIZ, A vE—
VIBIEZMAD Z IR, FMEEHET IO T8ETHS. A
RHFIZLLFO®@Y) TH 5.

1. 27716 AT v 7 14 O TO sufficient condition % Jii 723"
A= (mp,....mma) ZEKTH.

2. A7 v 15, AT v 716 D4 TO sufficient condition 27279 A v
= (myy,my) ZERT S,

3. AT NI B AT v 720 O TO sufficient enodition % i 723
£ 9|2 message modification 217 9.

4. FlEL, 2, 3, TERINIZA vE—VURAT v 7 21 LBEORT
@ sufficient condition Zf /=X Va s AvE—U L LTHT
L, 7z SRTIUIAT v 7 2I2R5.

e

Wang 5O FHXUE, A7 v 7 20 £ TORTO sufficient condition (2% L
TlIX message modification[20, 20, 21, 17, 9, 0] Z W5 Z LI2 XV &T
1 THT 2 &N TX LN, 21 A7 v 7 HEKED sufficient condition (2
%4 % message modification DRFHI—UTON TR, ZD72H X
7 v 7" 21 LI @ sufficient condition {Z%F L Cld message modification %
AOWFITHERMITHZT L O IC LTS, 22T, HxIIAT v 72110
[ message modification [ZOWTHRFT 21TV, X7 > 721, AT v
22 @ sufficient condition Z MR IFIE 1 THi72 7 message modification %
R T 5. Fx D message modification N D 2 Lzl va AR
SROFHEEN 299 05 23T [T T 5.
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8.2 SHA-0MDEE

SHA-0 X 1993 FIT NIST IZ Lo TRES NIy v 2B TH S [22].
SHA-0 (X compression function % ¥ K L % Markle-Damgard 1§18
D, (TEEOANICRILTCI60 By hOT—X % )19 5. SHAD
® compression function OEEZLL T DY TH 5.

Step 1. AHA Y=Y M%EZ32Ey bFO16D A vt — mg, my, ... 5
(ZHEIT 5.

Step 2. 1y D Mg ELLTO LS 70 A v —VIRICEVFHET 5.
1 = Mij_q B 11_g B M_1q B Mg

Step 3. A7 v i OWNEER a;, b, e;, di, e; ZLAFTOFNEIC LV 3HHT 5.

n; = {n.,-,. &£ 3) + f{b,:fhﬁ,:,hif,:fﬂ + B_1

+ 1 + Ky
b; = a;_,
;= by <<= 30
d; = iy
;= d;_y

ZOFIEE OEIETT L. AT v T IMBAT v TN T T
RNE, A7y 72106 AT 740027 U REH, AT v 7 41 »
ODAT YT GNRIT U RH, ATy TG NDAT Yy 7801847
v RBRIZRD. RIIB TV RILICEDONTEERTHS. F
7=, B3 f OARIZLA T oMY Th 5.

179 FE ((bae)v(—bAd)

27U FH h@edmd

37U FRHE (bae)Vv(end) v(dab)

179 FH :bdedd

Step 4. (ag+asn, bo+bzo, co+cso, do+dso, €n+esn) 25 compression function

OB,
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8.3 Wang 5® SHA-0IZ* 3 2MEFi% [27]

ARECIE Wang b OBBEFECBWCEE Rkn—hLal)vay, 74
AR =N AT h)b, sufficient condition, message modification |22

WL 5.

A—Aj)jLal)oay

Wang & O b HERBEH NI — a3 ) ParThd., v—
Tl Pa IR 1DOXIICSHA-0 DIEED AT v S5 % N
L, Z0ESZ6AT v 7 THOLET HFAATHD., Zouv—hralvsa
YEMAWTEGNRAEED.

step | Adm | Aa | Ab | Ae | Ad | Ae
i 2 2

i+1]| 2° 2

i+2]| 2 27!

i+ 3 :].’!I :].’!I

i44d :IEI :IEI

i+5 | 2%

F81:u—hLrayg

TFTARRA—INVARYG ML

a—hnalYa rEHWTESRABELE, v—Anralda s
DAX— MIBIZEETS. ST —Hrallar0r¥— MiEE
FF T BV (15, Ty, T,

_____ tr) ZRET D, ZORT MET f AX =R AR VLIRS, A
TyoLinbua—hnal)la N AZ— TR i, =1, AX—
FL2WGEI T, =0 ERTH.

FAAL =N AR MUga—hal) P a Y ORPIO A vE—T%%
DINANENHNEERLTNDDT, Avb—VLERRCHED. Lo,
T AR —=INVARY MU s s DEHBICERE TE, Tigs ... Trg 1
Avbt—VLRRRIC s = 13 @ T s Bri1a @ T I Lo TRE I NS.
F7o, EONAEARTIRMLE LT, T4 AF— R AR ML
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TOREBNMLEIZ/2D.
e 15 =10,....070 =10
@I =T BT 3PT3D Ts
& T3 =T _4 BT BTy drg
eIz =T 3BT | BI5E T1p
® Ty =T 2B % ® T E TN
& Ty =T BT Bryd e

ZOFEMEFIZ Wang HITR 20T 4 AF — /N AT LA RIRLT.

i value
—4,..—1]00111
0,...19 (0111100101001 0101000
20,...,39 (0110001000101 12100000
40,...,39 (01000001 000000000100
60,....70 | 110011010111 01000000

7 8.2: Wang L DT 4 AHX—/R U AT h L

Sufficient Condition

sufficient condition (T2 V Y a L A v b=V E2ERT D7D DO+H05At
ThY, ZORMEERTHIT A v E—VEERT S 2 ENTEE, =
Voarv Avbe—U2EHZ LN TE 5. Z O sufficient condition [X7 4
AR =N AR NJVIZHER LERT 5.
=1 E L2 FHEL4T YL RA):
i 1,4 = 24 (nr ;1.4 # ”-:'72.-1)
;o = M;_1,2
=12 L3F v FA):
1,4 ?—L 2.4
fhia = My_12
141,32 ?—L 1,2
143 33 ?—L ;41,2
T =00F%, a—hLral P COREFTENOT, safficient con-

dition 13Z 272 < TEVv. F¥7-, 1 7 v KEO® sufficient condition L4
O I II L RN DO TEHEKT 5.
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Message Modification

17 7 NH® sufficient condition Z#E= 1 Tifi7z 3 /7720& L T message
modification 3% 5.

e A7 v 7 (1< i< 16) D message modificaiton:

1. sufficient condition 2377 a; Z4KT 5.
2. gy — o — (ﬂ.;'_| €5 :1) — f{bi_hl”.'_hd'_ﬂ
—€;_1 — ki
e X7 v 7 (1T < i < 20) ® message modification:
(WJ 732 = 0 @'ﬂ%E)
1. mys ¢ mys + 228 2 EIT7 5.

2. mg = (ﬂl_-', == :1) -+ f{bl.-',-_l"‘l.-’,.(ﬁ_r,) + 15 + 1M+ K L0 g
ayg + 276
16

3. a7 = (a1p <€ 5) + f(big, C1g, dig) + €16 + Mg + bk L0 a7
7 + 2'.“

a1 Y3 RERFIR
UTOFIET= Y Vs VRFEEIT.

Step 1: message modification Z V), A7 v 7 1 MNHLAT v 7 14 D
sufficient condition 272 A v — my, ..., mz ZAEKT 5.

Step 2: message modification Z VY, A7 v 715, A7 v 7 16 O suf-
ficient condition ZfE72 79 A v B — my,. s AR TS,

Step 3: message modification Z VY, X7 v 71T BT v 720D
sufficient condition 23729 A v — my; Z4EKT 5.

Step 4: Step 1, 2,31 2L > TRDIEAYE—V MIZXHLT, AT v
21 LABE D sufficient condition 2572320 F = 7 35, filz S/
AU Step2 IR 5.

Step 5: M'=M+AMZ#HETH. 20L&, AMM X2l vay
Avtv—=IThD.
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Wang & D755 /SANG ERROFIETa Y Va VIEREITHY &, FHEE
29 [E]D SHA-0JEHFE T Va A vb—VERATHIENTXS.

8.4 #F1-7& Message Modification DiEE

Wang 5D F A TIXAT v 7 20 F TO sufficient condition | message
modification Z V5 Z LIZ X VR THZT I LN TES. Lok,
Wang 5D HF X TIE AT v 7 21 IO sufficient condition (2% L C mes-
sage modification 217> TWRV, £ 2T, A7 v 7 21 RO sufficient
condition (2% 9% message modification |Z DOV THRETT 5.

8.4.1 AT w721 ®Msufficient condition [ZCDUL\T

A7 7" 21 |Z sufficient condition asy 4 = asgy (O sy 7 asng) DMAFE
35, Z @ sufficient condition |Z my; +— mys @ 2'0 2EITI D LERITIT
1 TEBEEEIND. KRIZ, ZOAvE—VEREITH & sufficient condition
EEIETX 2HHEHHATS.

AT 7 21 O sufficient condition (239 % message modification

DEE

s 1220 DESEZAND EX1DO X I IZEGIMEREL TN, 72721,
X 1 DZS ORTEIIHT ERX D RN EOESOERETH D, KD
ATHENTWDEFITINTHET 225 ThY, TSSO ES T
B OFFEN ST 5O H 550 THD. K1 XY, HrEny
DIHEVEE myy DFED 21008 aye — app — ayg —+ g — @ag —+ oy &
WoT, ay DAty NEICHR1 TEEL 52 5.

WIHT EDR D DB DR EE 2D, ZO%E, ay D48y bHIZEE
EhHZ, ZOESEODHETESVNRAET HREERHS. L, it
BRSO Z OGP EAET DHERIIZT DD TRNZ L MR T 7.
EoT, mz 1220 DESEAND LHEFRIFIZL Tay D4y FEIZE
BAEB 2D LNTES.
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8.1: message modification |Z X 5 7E5 DL

8.4.2 AT w7220 sufficient condition 22U\ T

A7 722 @ sufficient condition (2% % message modificaion D& %3
2179, A7 v 722 O sufficient condition (F as, 4 = aggq (or as; 4 3 asgq)
& flana =My 2 THD.

AT TIT THWHNA A vE—Y mg 13 A vy E—UHEKRICE - T
S DN, AAREEE L myg & A v e—HRICEASNTICARICE
HATREARIA B XD, myg + myg®2 EEE L, a4 = axa (or ang 7
Agng) & oo = Moo ZIEETE D i WK LT, i =8 D ags = maro
ERERITIE 1 T2 9 2 & 2Rt R ERIC L VERR T & 72, i = 10 DR
g4 = agna (07 Az 4 7 aspq) ZHERITIE 1 TW72T 2 & Z23HEKIERIC
L VERTE.

WIZ, T OIRDLZ FEERD SHA-0 OREEICK L TRBIMRETH DL Z L &
A%

& (I 9 = M2y 2 0)1%IE

FT, amy = map ZEETLHEZONTHRET S, A7 7170
FHRIZLLTOBEY Th 5.

7 = (ﬂ.m £ 3) + f{bm BT Efm) + 15 + T + Jit‘m

04



TIZT, myg ¢ mg@BZEFITTDE, ar a2 5. 3hbb,
myg ZEIET 5D VI ayg. big. 1. €16 D ETLNIFEZHENLTHZ LT X
D, a7 + ayp £ 2 BEBLTEIIUL, mg + me® 28 &R UK EFEET
HIEMTED. 615 +— 1B 2PN E-T, ayr + app +2° B4 5 5k
BEZD. e — o1 B2 L SHA-0 DL LY app +— a.@ 20 THOIITE
BIHZLNTED. an = (an <€ 5) + f(bu, en.du) + en + myy + by
DT, myy — my @20 2ET T ap — ap @20 2EBTHZ L
NTED. ZDEE ap lCEFIZEAH LR BEER2NEDIZ, extra
condition & U T ayayy = myp ZIBMLTEL. KRIZ, ATy 71ITET
DFHR CUBERAEGLISIMI R RN AL LI WK D ICR/ 2R E £
I A v B—TI2E S E AND.

AT T 13:

ATy 713 TIELLFOFHHE AT 9.

a3 = (2 < 5) + f(bia, €12, d1a) + €12 + mya + ks

ZIZT, ap ¢+ an® 2, apllHBEL525. ZORELZFTHIET
Iz, mip I E AN TIUE ayy ~ORBEITHHT Z LN TE 5.

s 4 mys @ 2V ZFIT L, extra condition & U T myag 7 myy g XX
ELTE T ap ~OREBELITHHET I ENTES.
ATv 7 14:

AT v 714 TIRUTOFEZAT .
1y = (ﬂ-l.‘! &£ 3) -+ f{bn 13, E,{m) + ey + My + ‘E"‘I.'!

by ¢ by ®2°0 BEZ DT, ZOLHA 0,y [WHELRVED I, extra
condition & UTepa =dian 77205 a0z = agus TiE L TEL. 2
? extra condition ZFRET 5 &, B [ OBEIHESET BT L
MTED.
AT 7 15,16:
AT w15 CTays, A7 Y716 Tldayg Z5tETH5DT, A7 v 7 14 LA
BB f DA IO T ais, a1 ~ORBEATHMT. 372bb, extra
condition & LT azg =10, ayg=1ZRET T a5, aig ~DELFT
LT Z N TED,

UEDOELELY, £3 DI extra condition Z5%E L, my, ms
WCEDEANTDHE, myg « myg® 2 ERICRNEIESL Z N TE,
Aans = Moy THERIZIFT I TEETDZENTED. ZOLEDAT v
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Step Modification extra condition

12 myy — my @ 210 212,11 = Ni11,11
e — aya &0 10

13 | myo & mya @2 | mysg6 # min

14 a11,13 = 10,13

15 gy =0

16 ayyn = 1

%E 8.3 flag 9 = Tay 2 @ﬂ%ﬂi

2N AT Yy ITETOESOWIVIR 2 DB THDH. £z, extra
condition |X 27 v 716 LLRTOFM2 DT, SEEICHEL 52 52 21X
HEL N,

X 8.2: AT v T 12 B AT w7 1T £ TOELSDFI

® (3,4 = Mag4 [:ﬁl‘ a2y 4 ?—"" ﬂ.gn_.|) @{%IE

Aoy 4 = Aang (07 A2y 4 7 asna) DETEIX azns = may s DIEE & FIERICE
ADEIIEFHEREL, ZEANTIVIEETHZENTESH. £
ZOBIETOAT v 712030 AT v 71T £ TOESOFTAUIK 3D X 5
272 %.

PLEDZEZ I, kO message modification Z W5 &, A7 > 722
O sufficient condition ZME=RIZIE 1 TH/-T I ENTE D,
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Step Modification extra condition
12 My — My & 12 212,13 = MN11,13

- 512

g2 +— aga @2
13 mya + myg @ 217 miz18 7 Myp13
14 11,15 = Q10,15
15 ayz =0
16 g1 = 1

%% 8.4 flay 4 = flap 4 [:I!'?J" 131 4 ?—"l' n-ZU,-I) @{%IE

X 8.3: AT v 7121 B AT v 71T £ TOESDTHRN

3 (RT v 7 22 D message modification @ %k Efl)

A7 v 7 21 @ message modification & [FIEEIZ my; ZLL T O X 9 ITEIE
L, A7 w7 22 @ sufficient condition DIEER[BEMEIZ DWW TEREITHT-.

My ¢ My & 2

FORER, Loixlto-oTH, A7 v 7 22 @ sufficient condition % &\
TR TIEERRETIIFAE LW E 2R L=, £72 mg, ..., g I
B L CRBRDIEIEZITW AT v 7 22 @ sufficient condition OIE1E A HEME
ICDOWTEREITo T2, ZOREE, A7 v 7 22 @ sufficient condition %
EVER TEERRETIIMFEL RN L 2R L.



8.4.3 iEE

A E$ESE L7z message modification [ A7 > 721 L X7 v 722035
@ sufficient condition ZEIETHZ LN TEX 5. AT v 7 22F TO Wang
5O FAOHFEEITI R0 AT v 7T, i D message modification % H
Wé&ﬂMX7/7T%5 FoT, A7y 7 2 FTOFERIT 27K
LT ZENTEDL., I, REOHERITEL, WRICHNEREE
BIE 2V 5 2 (AT 5.

85 FEH

AEIF 21X AT 7 21 O sufficient condition & 27 > 7° 22 @ sufficient
condition (2%} 9% message modification 252 L, D sufficient
condition ZfERIZIT | TEIETX % message modification Z#E L7, =
® message modification Z 5 & 237 B SHADEFA T2 Va Ay
VAR ATLHIENTED.

18k (SHA-1 12DV T [28)])

CRYPTO'05 T, Wang HIZSHA-1IZKT 52 ) Va7 Xy s Fikx
RRELE. Wang HIXZOFEEH WD L 2% RO SHA-1JERE T2 U V3
VERRTELHEFRLTWD., LL, Wang b OF{EITE GG L ToORMR
LS TELT, EEIC2Y cal va VERRTE 2 ME ST
W, FZTCARETIEI Wang 5O SHA-1IZKT 52V varTHy 7
FEEZHRT 5.

SHA-1 DAEERIZSHA DO DR v —HERELU T LY ICEE LB D
T 5 [23].

m; = (my_a @ my_g @ my_1q B my_ ) < 1

SHA-1 ~D=a Y Va7 y 7 FEEXSHAO~Da ) Va T Xy
FELRRRICe—hrva) a2 NS, £9, e—hral g
DAB— MIEEIRET DT A AX =NV AT MV (2, .y 770) R
T5. AvbE—UHLRASHAO L BZRDLDT, T4 AZ =N AT |
NVoa; (i=0,..,79) %32y MIRD. T4 AX =N AT MLDS
RIXSHA-0 DT 4 AX =N AT MLOSEMLFEILTHS. Wang H
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X270y 7 5HWHZ ETT 4 AX— N AT MVOFEM: 145, ..., 770
RN, TSk, BREOVEBIYEHIZZY Va A yE—
VERRTE DA% Wang H1IkKO TS, LirL, Wang 5D F
LEmErT 5L, Wang 5O SHA-1IZXT 52V Va7 ¥y 7 FIER
FTIEa ) va U BRETHITIEIA S THD Z ENmhoTz.

WIZ, Wang O OFENAR+oREREZFHHT 5. Wang 5131781 >
7 B 712 L T sufficient condition Z 21772 THRWE FERL T
Wb, Wang 5O FEZHWEEGE 170y 7 HOM IS Ahygea 3L
TOXHZRD. DD, HMEIZ sufficient condition Z D) 725
&, EOGORERD 23 hr—/LTER.

Ahypgoer = (2'°,27 2°,0,2%,0)

17ry7 BOOEEZ27ay 7 BOPEE LTHWLNE DT, =
VoalBREFITTH5TLIC27 vy 7 HOYIEDZ/3I1Z L - TR
ETH27my 7 BONHERDOE =2y ha— LT 52 ENTER
W, 2, 27y BOPIHMEIZ2 ey P HDOART v TSI NB AT v
TAETOHRICHWONDLDT, 270y 7 BDRA vE—U%50 5%
EdbESEay bu—LTERW., XoT, Wang DFiEEZHWD &=
U¥a  BRREIZ27my 7 BOESHENT D, T7b5, Wang 5D
FEEEBRTL-0120F, 277 REDOZEG /R A % 29 [ELLF O SHA-1
HEECAERTHTNVITY XARKENZ/ZD. LML, Wang 5 DL T
%, 270y 7 HOES/SAZLERT HHFET RIS TH RN, BLEO#
H 5, Wang 5O FEE, TORRBO L~ Tlxal Va UEEREEZITH
WZII R+ Th 5.

SEDRE

Wang b O FES KRR L BT 572010, 278 v 7 HO35 S
R & RINARS BT T Y R BBIEET B E BT B BN B 5.
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FIOERE FLHESERDFRE

ApEETIX, Wang O SHA-1IZXT 2B BEA M L, TOMER T
B L7=. & 51T, SHA-1 L0 HREENHEHZ N o = BIBND4, MDS3,
SHA-O ~OWE A LT, BREINOEAE, H5217/8-o7z.

KA OWFSERRE L LT, SHA-1IZKT 2 Wang OWEBEOFEM 72 ik
FETRY, ENUTHURGEN AR CORBEITRH> Z L THD. £
O LT, EfERFHEROFE AT, SHA-1 OXEROHE-S~DF
A REET A TETH D, S HIC, ATREZRIR Y Wang & DEEOLhR
{BZ2TR5 ZELEO—DTHD. AREEIELILPIETRLE
HHZROICHRE TR ) TETHDH.
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