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Abstract

In this report, the validity of the self-evaluation of FEAL is discussed in terms of the security evaluation
against differential cryptanalysis and linear cryptanalysis.

Since FEAL was designed in 1987 before differential cryptanalysis and linear cryptanalysis appeared, it
is unavoidable that the design criteria of FEAL did not include the security countermeasures against the
cryptanalyses. Fortunately, however, many cryptographic researchers have been studying security evaluation of
FEAL against differential cryptanalysis and linear cryptanalysis. Since their results are obtained independently,
the reliability of their evaluation is very high. Accordingly, it is expected that FEAL-NX (N > 32) is invulnerable
to differential cryptanalysis and linear cryptanalysis, as submitter claimed.

The estimation is based on the maximum differential characteristic probability, which represents a lower
bound of security evaluation against differential cryptanalysis. And, the probability of FEAL-32X is very close
to the security threshold which proves that 64-bit block cipher is secure enough against differential cryptanalysis
in an academic sense. This means that FEAL-32X has no security margins from the point of view of recent

cryptographic design criteria.



