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PRG with SHA-1(FIPS-186)

No problem has been found in
Japanese electronic goverment’s use
of FIPS-186 with SHA-1 as pesudo-random generator.

We should note that

the pseudo-random generator is not random-oracle,
so the security argument for cryptographic schemes
in random-oracle-model does not always hold

with the pseudo-random generator.

If Japanese electronic goverment still have time,
it would be better to choose

the advanced SHA with longer size,

which is decided within a few years.
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1 Frequency (Monohit) Test

2 Frequency Test within a Block.

3 Runs Test

4 Test for the Longest Run of Ones in a Block

O Binary Matrix Rank Test

6 Discrete Fourier Transform (Spectral) Test

7 Non-overlapping Template Matching Test

8 Overlapping Template Matching Test

9 Maurer’s "Universal Statistical” Test

10 Lempel-Ziv Compression Test

11 Linear Complexity Test

12 Serial Test

13 Approximate Entropy Test

14 Cumulative Sums (Cusum) Test

15 Random Excursions Test

16 Random Excursions Variant Test
< ONISTD LR — |k Tld, #5(ZFIPS-180-1 (with SHAL) |Z
METRIE SRR S T\ Vg,

DS

2 /\o ‘_:‘/\\



i SHAT (FLE A= R%)

UL OFIH SN BBHIC L X 225,

KIEBBORIBEIZL ) SHA-IN— 2125 Th |

BURBEEII 2 WwE w2 2

?‘g% L. RERBEOBES 2 0E, 441, 2 FEWICHBILIN S TH 2 ) ki S O
ﬂ%ttﬁ%ﬁ%?ﬁﬁ%@%%vx%Akqu%itmk%i%o

TR BRI HIIRATS 2 55451213, SHA-1 (3 5 V2 I3DES) ~— A D
FIPS-186#E L EL B E ET D | BT 2 BUELBOE & 2B %
%E?ﬂﬁ\%émﬂmfé%kwx%o

SCHik
[HAC]
Handbook of Applied Cryptography

from http://www. cacr.math. uwaterloo. ca/hac/
[NIST]
"A statistical test suite for random and pesudorandom

number generators for cryptographic applicaitons”

(revise Dec. 2000)
NIST-report SP800-22.pdf from http://csrc.nist. gov/encryption/

[Don]Personal comm. with DonJohnson@Certicom (Feb.2001)

3 /\o _‘:/\\



