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Abstract

Cryptographic hash functions have been designed in the first place to protect
the authenticity of information.. As a practical cryptographic hash functions,
dedicated hash functions have been proposed. Dedicated hash functions are
those which are specifically designed from scratch for purpose of hashing, with
optimized performance in mind. Those having received the greatest attention in
practice are based on the MD4 hash function. MD4 was designed specifically for
software implementation on 32-bits machines. Security concerns motivated the
designed of MD5 shortly thereafter, as a more conservative variation of MDA4.
Other important subsequent variants include the SHA-1 and the hash function
RIPEMD-160. However, the evaluation of MD4 based hash functions is difficult
because the hash functions are designed by “trial-and-error” procedure. In
general, the resistance of a particular hash function to known general attacks
provides a measure of security. Accordingly, for the evaluation of the security
of MD5, RIPEMD-160 and SHA-1, the attacks against them should be
investigated. Therefore some attacks against MD4 based hash functions are
reviewed in this report. This report shows that some attacks against MD5,
RIPEMD-160, and SHA-1 do not yet threaten practical applications of them as
well.
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“ Avalanche effect”

“Avalanche effect”

Little-endian 512
512 X (X[0],X[1], ... , X[15])
X[i] (0<i<15)

AB,CD (A,B,C,D)

|V:(rhih2’h3’h4)

h, = 0x67452301, h, = Oxefcdab89, h, =0x98badcfe, h, = 0x10325476
MD5
f(XY,2)=(XAY)V(XA2Z
9(x.y,2) =(xA2)v(yAZ)

h(X,y,2) =x®y®z
iI(X,Y¥,2)=y®(Xv 2)

MD5



1 FF(A B,C,D, X[i],s,K[]j]): A=B+(A+ f(B,C,D)+ X[i]+ K[ j])=®
2 GG(A,B,C,D, X[i],s,K[j]): A=B+(A+9g(B,C,D)+ X[i]+ K[j])=®
3 HH (A B,C,D, X[i],s,K[]]): A=B+(A+i(B,C,D) + X[i]+ K[j])~®
4 I1(AB,C,D, X[i],s,K[j]) : A=B+(A+i(B,C,D)+ X[i]+K[j])~™
K[j]@<j<64) 2% abs(sin(j)) Radian
X[0]~X[15]
1
Step Round1 Step Round 2 Step Round 3 Step Round 4
1 X[0] 17 X[1] 33 X[5] 49 X[0]
2 X[1] 18 X[6] 34 X[8] 50 X[7]
3 X[2] 19 X[11] 35 X[11] 51 X[14]
4 X[3] 20 X[0] 36 X[14] 52 X[5]
5 X[4] 21 X[5] 37 X[1] 53 X[12]
6 X[5] 22 X[10] 38 X[4] 54 X[3]
7 X[6] 23 X[15] 39 X[7] 55 X[10]
8 X[7] 24 X[4] 40 X[10] 56 X[1]
9 X[8] 25 X[9] 41 X[13] 57 X[8]
10 X[9] 26 X[14] 42 X[0] 58 X[15]
11 X[10] 27 X[3] 43 X[3] 59 X[6]
12 X[11] 28 X[8] 44 X[6] 60 X[13]
13 X[12] 29 X[13] 45 X[9] 61 X[4]
14 X[13] 30 X[2] 46 X[12] 62 X[11]
15 X[14] 31 X[7] 47 X[15] 63 X[2]
16 X[15] 32 X[12] 48 X[2] 64 X[9]
S



2

Step Round1 Step Round 2 Step Round 3 Step Round 4
1 7 17 5 33 4 49 6
2 12 18 9 34 11 50 10
3 17 19 14 35 16 51 15
4 22 20 20 36 23 52 21
5 7 21 5 37 4 53 6
6 12 22 9 38 11 54 10
7 17 23 14 39 16 55 15
8 22 24 20 40 23 56 21
9 7 25 5 41 4 57 6
10 12 26 9 42 11 58 10
11 17 27 14 43 16 59 15
12 22 28 20 44 23 60 21
13 7 29 5 45 4 61 6
14 12 30 9 46 11 62 10
15 17 31 14 47 16 63 15
16 22 32 20 48 23 64 21
MD5 v
(A,B,C,D)
. . RIPEMD-160
RIPEMD-160 RIPEMD [Dob97]
RIPEMD-160
160 [DBP96]
RIPEMD-160 MD5
(A,B,C,D,E)




Little-endian

3 RIPEMD-160

X[0]~X[15]

Step Roundl Step  Round 2 Step Round 3 Step Round4 Step Round5
Left  Right Left  Right Left Right Left  Right Left  Right
1 X[0] X[5] 17 X[71  X[6] |33 X[B]  X[15] |49 X[1]  X[8] |65 X[4] = X[12]
2 X[  X[14] |18 X[4]  X[11] |34 X[10] X[5] |50 X[9] X[6] |66 X[0]  X[15]
3 X[21  X[71 |19 X[13] X[B] |35 X[14] X[1] |51 X[11] X[4] |67 X[5]  X[10]
4 X[B] X[0] |20 X[ X[7] |36 XM4] X3 |52 X[10] X[1] |68 X[9] = X[4]
5 X[4] X9 |21 X[10] X[0] |37 X9 X7 |53 X[0] X3 |69 X[71  X[1]
6 X5 X[ 22 X[6]  X[13] |38 X[15] X[14] | 54 X[8]  X[11] |70 X[12]  X[5]
7 X[6] X[11] |23 X[15] X[5] |39 X[B8 X[6] |55 X[12] X[15] |71 X[2]  X[8]
8 X[71  X[4] 24 X[3]  X[10] |40 X[1]  X[9] |56 X[4]  X[0] |72 X[10] X[7]
9 X[8]  X[13] |25 X[12] X[14] |41 X[2]  X[11] |57 X[13] X[5] |73 X[14] X[6]
10 X[9] X[6] |26 X[O0] X[15] |42 X[7]  X[8] |58 X[3] X[12] |74 X[1]  X[2]
11 X[10] X[15] |27 X[©] X[8] |43 X[O] X[12] |59 X[7] X[l |75 X[3] = X[13]
12 X[11] X[8] |28 X[B]  X[12] |44 X[6] X[2] |60 X[15] X[13] |76 X[8] = X[14]
13 X[12] X[A] |29 X[2]  X[4] |45 X[13] X[10] | 61 X[14] X[9] |77 X[11]  X[0]
14 X[13] X[10] |30 X[14] X[9] |46 X[11] X[0] |62 X[5] X[7] |78 X[B6] = X[3]
15 X[14] X[38] |31 X[11] X[1] |47 X[5]  X[4] |63 X[6]  X[10] |79 X[15]  X[9]
16 X[15] X[12] |32 X[B] X[2] |48 X[12] X[13] | 64 X[2]  X[14] |80 X[13]  X[11]
AB,CD,E A,B,CD
MD5 E (A,B,C,D,E)

IV = (hl,h2;h3!h4lh5)




h, = 0x67452301, h, = Oxefcdab89, h, = 0x98badcfe, h, = 0x10325476, h, = Oxc3d2e1f0

f(X,y,2)=x®y®z
9(x,¥,2) = (XA Yy) v (XA 2)
h(x,y,2) =(Xxvy)®z
k(X,y,2)=(XA2)v(YAZ)
(X, y,2) =x®(yV 2)

RIPEMD-160 Z-(0)

Z.() RIPEMD-160
K.[J]  Kgli]

K,[i]=0, Kg[j]=0x50a28be6 (1< j <16)

K. [j]=0x5a27999  K,[j]=0x5c4dd124  (17<j<32)
K.[j]=0x6ed9ebal  K,[j]=0x6d703ef3  (33< j<48)
K [j]=0x8flobcdc  Kg[j]=0x7a6d76e9  (49< j<64)
K [j]=0xa9%53fd4e  Kg[j]=0 (65< j <80)

s.lil sl
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Step Roundl

Step  Round 2

Step Round 3

Step Round4

Step Round5

Left Right Left Right Left Right Left Right Left Right

1 11 8 17 7 9 33 11 9 49 11 15 65 9 8
2 14 9 18 6 13 34 13 7 50 12 5 66 15 5
3 15 9 19 8 15 35 6 15 51 14 8 67 5 12
4 12 11 20 13 7 36 7 11 52 15 11 68 11 9
5 5 13 21 11 12 37 14 8 53 14 14 69 6 12
6 8 15 22 9 8 38 9 6 54 15 14 70 8 5
7 7 15 23 7 9 39 13 6 55 9 6 71 13 14
8 9 5 24 15 11 40 15 14 56 8 14 72 12 6
9 11 7 25 7 7 41 14 12 57 9 6 73 5 8
10 13 7 26 12 7 42 8 13 58 14 9 74 12 13
11 14 8 27 15 12 43 13 5 59 5 12 75 13 6
12 15 11 28 9 7 4 6 14 60 6 9 76 14 5
13 6 14 29 11 6 45 5 13 61 8 12 77 11 15
14 7 14 30 7 15 46 12 13 62 6 5 78 8 13
15 9 12 31 13 13 47 7 7 63 5 15 79 5 11
16 8 6 32 12 11 48 5 5 64 12 8 80 6 11
RIPEMD-160
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1 (1< j <16)
FFR.(A,B.,C.,D B XL s [HL KD :

A =(A +f(B,C,D)+X[i]+K i)™ +E, C =C

LLe(Ars By Cr, Dr, Eg, X1, S:[ ], Kel 1) :

A = (A +1(Bg,Cq, D) + X[I]+ K[ D)™ + E, Cp =Ci™

2 17<j<32)
GG, (A ,B.,C.,D,,E  X[i],s [i].K.[i]):

A =(A +9(B.,C.,D)+ X[i]+ K [j)+E, C =C

KKr(Ar: Br: Cr, D, Bg, X[i],8:[ 1], Kel 1) :

Az = (A +K(Bg,Cg, Dg) + X[i]+ K[ 1) + E,

3 (33< j < 48)
HH (A, B ,C Dy, E, X[il,s [J1.K.[]]D:

A =(A +nh(B.,,C,D)+ X[i]+ K [iD=*"+E_,
HH ¢ (Az, B, Cri D, Er, X[i], S 1 KR :

Az = (Aq +N(Bg, Cq, D) + XIi] + K[ j1) " + Eg,

4 (49< j < 64)
KK (A, B, CL D EL XL s LKL :

A =(A +k(B,,C.,D)+ X[iI]+ K [NV +E_,
GGr(Ar: BriCri Dri B, X[i],S:[ 11, KRl 1]) :

Az = (Ax +9(Bg,Cq, Dg) + X[i1+ K[ j1) ™ + Eg,

5 (65< j <80)
LL (A,B.,C.,D B X[il,s [JLK.[j]):

A =(A +1(B,,C.,D)+ X[iI]+ K [ +E_,
FF:(Az: Br,Cr. D, Ex, X[i], s:[ 1. KRl 1) :

Ag = (A + T (Bg,Cr, Dg) + X[i] + Kgl j1) " + Eg,

12
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MD5
(ABCDE) 5

A=h,+C +Dg, B=h+D +E;, C=h,+E +A;
D=h+A +B;, E=h+B_+C;.

. SHA-1

SHA-1 NIST National Institute of Standard and Technology

SHA Secure Hash Algorithm [N95] SHA-1

SHA-1

Big-endian
X (X[O],X[1], ... , X[15])

X[1=(X[j-3]® X[j-8]® X[j-14]® X[ j —16]) (16<j<79)

X[16],X[17], ... , X[79] (X[O],X[1], ..., X[79])
AB,C,D,E AB.CD
MD5 E (A,B,C,D,E)

|V:(rhih2’h3’h4’h5)
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h, = 0x67452301, h, = Oxefcdab89, h, = 0x98badcfe, h, = 0x10325476, h, = Oxc3d2e1f0

SHA-1

fOXY,2)=(XAY)Vv(XA2) (1<t < 20)

fOXy,2)=x®y®dz (21<t < 40)
fOXY,2)=(XAY)V(XAZ) V(Y2 (41<t < 60)
fOXYy,2)=x®ydz (61<t <80)

A=A+ fO(B,C,D)+E+X[j]+K"; E=D; D=C; C=B"¥; B=A

1<t<80 0<j<79 K®
K® = 0x5a827999 (1<t <20)
K® = 0x6ed9ebal (21<t < 40)
K® =0x8f 1bbcdc (41<t <60)
K® = Oxca62cld6 (61<t<80)
MD5 \V;
AB,C.D,E

MD5, RIPEMD-160, SHA-1

MD5, RIPEMD-160, SHA-1
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MD5 RIPEMD-160 SHA-1
f(Xy,2)=(XAY)Vv(XA2 o o o
a(%y,2)=(xr2)v(ynr2) o o (XAY)V(XA2)v(ya2)™
h(x,y,2) =x®y®z o o o
1(X,Y,2)=y®(XVv2) o X®(yv2)** --
1(Xy,2)=(Xvy)®z - o -
(o :
* :MD5 g(x,y,2) .
**:MD5 i(x\y,2) )
6
MD5 RIPEMD-160 SHA-1
5 5x2* 4
( (64) (80x 2)* (80)
512 512 512
(bit)
(bit) 128 160 160
Little-endian Little-endian Big-endian

-
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)

(Collision)

Preimage,

MD

(Chaining attacks)

2nd preimage
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SHA-1, RIPEMD-160

Preimage 27 preimage

H(X)



H(X)=H(X)

)

(Collision)
O(ZnIZ)

I preimage, pseudo-preimage,
2nd-preimage, collision, pseudo-collision

H( ) X X
Y vV VvV X X
v Xo Vo
( ) Preimage
Preimage
H(VO’X)ZY
X

( ) Pseudo-preimage
Pseudo-preimage
HV,X)=Y
vV X

17



( ) 2ndpreimage
2nd preimage

H(V,, X) = H Vo, X,)

() Collision

v v

H(V,, X) = H(V,, X)

X X
X
\V;
HV, X)=H(V,X)
X X V
X X
( ) Pseudo-collision
HV,X)=H(V,X)
X X V V

(Chaining attacks)

18
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Correcting-block chaining attacks

Preimage Collision

Meet-in-the-middle chaining attacks

Fixed-point chaining attacks

2nd preimage  collision

Differential chaining attacks

19



. MDx

MDx
MDx 4.1.2
41.3

. . . MD4

()
Boer Bosselaers MD4

[BB91]
X[1], X[5], X[9], X[13], X[6],

X[10]

(A, B;,Cs, Ds)

(A, By, Cqy, Dy)

(A137 Bl3’C13’ D13)
(A21’ BZl’C21’ D21)

(A25’ BZS ! C25’ D25)

(A297 BZQ ! CZQ’ DZQ)

X[2],X[6],X[10],X[14],X[1],X[5],X[9], X[13]

(@) (A,B,C,D)

20



(b) (A17’ 81770177 D17)

(©) X[0], X[4], X[8], X[12], X[3], X[7], X[11], X[15]

N Ox55555555 N
N
N
AB,C,D
X[1],X[2],X[5],X[10],X[13],X[14] X[6],X[9]

0 2N 2N 0 0 -2N 2N O O -N N 0 0 -N N O

MHz IBM PS/2 ms

( ) Almost Collision

Vaudenay MD4 Almost Collision
[VI5]
X[15]
(A,B,C,D) B X[15]
Almost Collision Collision MD4
[Dob96a] MD5 [Dob96b]
¢ )
Dobbertin MD4
[Dob96a] Almost Collision,

Almost Collision
232

21



X[12] Almost Collision

A20
Azo — (0’1<<25 1_1<<510)
X X X X Ay
Almost Collision X =(X[O],X[1],....X[15]) X = (X[0], X[1],..., X[15])
X[i1= X[i] (=12
X[il=X[j]+1 (j=12)
Ay X X
[ ] Almost Collision
X[i]
(AiZ’ BlZ’C127 D12) = (A B,C, D)
Ay =0 X X 272
(A,B,C,D)
Dobbertin 2%
.. MD5
MD4
MD5 MD5
MD5
()
Boer Bosselaers MD5 A,B,C,D)

IV:(hl1h2’h3’h4)

22



[BBY3]

MSB A,B,C,D)
F8000000 X (X[O,X[1], ...
X[15]) X MSB
X[i-1] i
MSB
F8000000
Boer Bosselaers 2'°
(Pseudo-Collision)
( ) MD5
MD5 Dobbertin [Dob96b]
Dobbertin X[14]
X[l XIi] X X
A
X[i] = X[i]+ A
i=14 X[14]  X[14]
(a)
(b)
X X X[14]

X[14] a

23



a X[14] X[14]

X[14]  X[14]

Q

Pentium PC
MD5

RIPEMD-160
RIPEMD-160 RIPEMD

()
(b)
() RIPEMD

X[io) = X[iol,
X[i]= X[i] fori=i,

X X
X[io]
(io_l)

24
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Meet-in-the-middle attack

231
[Dob97]
RIPEMD
.RIPEMD
RIPEMD-160 .RIPEMD RIPEMD-160
MD
(&) :
(b) :
(©
(d)
RIPEMD,MD4 ,MD4, RIPEMD
RIPEMD-160 )

RIPEMD-160
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SHA-1
MD5 RIPEMD-160

SHA-1 SHA-1 SHA SHA-1
MD4 MD5 RIPEMD SHA,SHA-1
SHA Chabaud Joux [CJ98]
X X
SHA X=(X[0],X[1]....,X[15)

X[j]=(X[]-3® X[]-8]& X[]j-14] & X[ —16]) (16<j<79

(X[01,X[1],...,X[79]) M=(M[0], M[1],...,
M[79])
X=(X[0],X[1],...,X[15) X=X®M
Chabaud Joux SHA
X M X
261
SHA
SHA-1 SHA-1
(241 SHA-1 )[CJ98]
SHA
SHA-1
SHA-1
SHA-1

. MDx

MD5, RIPEMD-160, SHA-1

( ) 7
MD5 RIPEMD-160 SHA-1

26



8 9 8 MD5 RIPEMD-160 SHA-1

RIPEMD-160 SHA-1
MD5

9

MD4 RIPEMD SHA

MD4 RIPEMD SHA

MDS5 RIPEMD-160 SHA-1

MDS5 RIPEMD-160 SHA-1

160
[NOO]
7 MD5,RIPEMD-160,SHA-1
MD5 RIPEMD-160 SHA-1
P re | m age 2128 2160 2160
2nd preimage 2128 2160 2160
Collision 264 280 280
8 MD5, RIPEMD-160, SHA-1
MD5 RIPEMD-160 SHA-1

Preimage - --

2nd preimage -- -
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Collision (fixed 1V)

Collision
(random 1V) [Dob96c] - -
Pseudo-collision [BB93] - -
( -
[Dob96c] : MD5 (3.2.2 ).
Pentium PC
[BB93] (3.2.2 )
216 .)
9
MD4 MD5 RIPEMD | RIPEMD-1 SHA SHA-1
60
264 264 264 280 280 280
222 - 231 _— 261 -
( MD4 Dobbertin [Dob96a]
RIPEMD [Dob97]
SHA [CJ98]
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