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Oodd Os0l1_ top.vOd
o000 OoOOooo

input clk; /I clock

input clrn; /[ async clear

input rst; /I sync clear

input mode; /I mode sel 0:enc/1:dec
input len_sel; /[ length area select
input key_sel; /l key area select
input divp_sel, /[ divpara area select
input din_sel; /[ data area select
input ainv_sel; /I A_INV area select
input start; /I start flag

input [63:0] din; /[ data input

output [63:0] dout; /[ data output
output din_req; /[ data input req
output dout_en; // data output enable
o000

mode 0000000 Lowoooo HIGHD O OO
len_sel 0000000 0D0064bit0 0000000
key_sel OKEYDOODOODOODOOODO

divp_sel Odivparam OO OO OOOQOOO

din_sel OO0/ 000000000d

ainv_sel O0D00A100D0000

start 00D00D00ooooooooooooo
din 064bit0 8BYTEO OO OO OO

dout 064bit08BYTEO OO OO OO

din_req O0Do00DoDoo0ooooooooood

dout_en OdoutO0OOOOOOOODOOODOO
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N&fregs X valid
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= structure (sim)
Fil=  Edit Window
=4 4 test_s01: test_s01
@& 501:s01
& Function sel256_to_64
@ pul: pan
® Function gamma
@& Function theta
& eul: core
& ul: GF2A64
® u2: GF2P64
® x1: GF2P32
|—I Function ttab

& x2: GF2P32
I—I Function ttab

#® x3:. GF2P32
|—I Function ttab
# u3: GF2AB4

< | ¥
simtest s e
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module s01 ( clk, clrn, rst,
mode,
len_sel, key_sel, divp_sel, din_sel, ainv_sel, start,
din, dout,
din_req, dout_en);

input clk; // clock
input clrn; // async clear
input rst; // sync clear
input mode; // mode sel 0:enc / 1: dec
input len_sel; // length area select
input key_sel; // key area select
input divp_sel; // divpara area select
input din_sel; // data area select
input ainv_sel; // ANV area select
input start; // start
input  [63:0] din; // data input
output [63:0] dout; // data output
output din_req; // data input req
output dout_en; // data output enable
gooo
/ %
/* PANAMA engine */
/ /
pan pul( clk, clrn, pan_cken, pan_rst,
pan_mode, pan_in_null, pan_in, pan_out) ;
oooo
assign core_1st = din_reg;
/ /
/* enc/dec core */
/ /
core eul( mode, core_1st, core_2nd, core feed, core_a, core b, core fd);

/* param. feed update */
always @(posedge clk or negedge clrn)
begin
if (clrn == 1'b0)
core_feed <= 64'b0;
else if (pan_rst == 1'b1)
core_feed <= 64'b0;
else if ( [1din_sel == 1'b1)
core_feed <= core_fd;
end

goog



module core ( mode, core_1st, core_2nd, feed, core_a, core_b, core_fd);

input mode; // O:enc / 1:dec
input  [63:0] core_lst; // plain / cipher
output [63:0] core_2nd; // cipher  / plain
input  [63:0] feed;

input  [63:0] core_a; // A / ALINV
input  [63:0] core_b;

output [63:0] core_fd; // next feed data

wire [63:0] X,Y;

wire [63:0] ul _2nd;

wire [63:0] u3 2nd;

assign u1_2nd = ( mode == 1'b0 ) ? core_b : feed;
assign u3_2nd = (mode == 1'b0 ) ? feed : core_b;

GF2A64 ul( core_1st, ul 2nd, x);
GF2P64 u2( x, core_a, y);
GF2A64 u3(y, u3_2nd, core_2nd);

assign core_fd = ( mode == 1'b0 ) ? x v

endmodule



module pan ( clk, clrn, cken, rst,
mode, in_null, in, out );

input clk; // clock
input clrn; // async clear
input cken; // clock enable
input rst; // sync clear
input mode; // pan mode O:push / 1:pull
input in_null; // input controle
input  [255:0] in;
output [255:0] out;

gooo

/ /

/*  GAMMA */

/ /

function [31:0] gamma;
input  [31:0] in1,in2,in3;
begin
gamma =in1 " (in2 | "in3);
end
endfunction

assign gamma_i0 = gamma(state0, statel, state2);

assign gamma_il = gamma(statel, state2, state3);
gooo

assign gamma_i15 = gamma(state15, state16, state0);

assign gamma_i16 = gamma(state16, state0, statel);

/ /
/¥ Pl */
/ /

assign pi_i0 = gamma_i0;

assign pi.il = {gamma_i7[30:0], gamma_i7[31]};

assign  pii2 = {gamma_i14[28:0], gamma_i14[31:29]};
gooao

assign pi_i16 = {gamma_i10[23:0], gamma_i10[31:241};

/ /
/*  THETA */
/ /

function [31:0] theta;
input  [31:0] in1,in2,in3;
begin
theta =inl1 " in2 " in3;
end

O:valid / 1:NULL



endfunction

assign theta_i0 = theta(pi_i0, pi_i1, pi_i4);

assign theta_il = theta(pi_i1, pi_i2, pi_i5);
gooao

assign theta_i16 = theta(pi_i16, pi_i0, pi_i3);

/ /
/* L */
/ /

assign L = (mode == 1'b0) ? ( in & in_mask) : stage4;

/ /

/* b */

/ /
assign b = stage16;

/ /

/*  SIGMA */

/ /

assign sigma_i0 = theta_i0 ~ 32’h00000001;

assign sigma_il = theta_i1 = L[255:224];
oooo

assign sigma_i16 = theta_i16 ~ b[31:0];

/ /
/*  MAIN a REGS */
/ /

always @(posedge clk or negedge clrn)
begin
if (clrn == 1'b0) begin
state0 <= 32'b0;
state1 <= 32'b0;

gooo
state16 <= 32'b0;
end
else if( cken == 1'b1) begin
state0 <= sigma_i0;
state1 <= sigma_il;
oooo
state16 <= sigma_i16;
end
end
/ /
/*  MAIn b REGS */
/ /

assign stage25_in = stage24 ~ { stage31[255-64:0],stage31[255:255-631};
assign stage0_in = stage31 " ( (mode == 1'b0) ? L: {state1, state2, state3, state4,
stateb, state6, state7, state8));

always @(posedge clk or negedge clrn)
begin



if (clrn == 1'b0) begin
stage0 <= 256'b0; stage1 <= 256'b0; stage2 <= 256'b0; stage3 <= 256'b0;
staged <= 256'b0; stageb <= 256'b0; stage6 <= 256'b0; stage7 <= 256'b0;
oooo
stage28<= 256'b0; stage29<= 256'b0; stage30<= 256'b0; stage31<= 256'b0;
end
else if (rst == 1'b1) begin
stage0 <= 256'b0; stage1 <= 256'b0; stage2 <= 256'b0; stage3 <= 256'b0;
stage4 <= 256'b0; stageb <= 256'b0; stageb <= 256'b0; stage7 <= 256'b0;

gooo
stage28<= 256'b0; stage29<= 256'b0; stage30<= 256'b0; stage31<= 256'b0;
end
else if (cken == 1'b1) begin
stage31 <= stage30; stage30 <= stage29; stage29 <= stage28; stage28 <= stage?7,
stage27 <= stage26; stage26 <= stage2b; stage25 <= stage25_in; stage24 <= stage23;
oooo
stage3 <= stage2; stage2 <= stagel; stagel <= stageO0; stage0 <= stage0_in;
end
end

always @(posedge clk or negedge clrn)

begin
if (clrn == 1'b0)
out <= 256'b0;
else if (rst == 1'b1)
out <= 256'b0;
else if (cken == 1'b1)
out <= (in & in_mask) " { state9, state10, statel1, statel12,
state13, statel4, state15, state16};
end
endmodule

goog
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Performance Summary
*hkkkkkkhkkikkhkkhkhkhkkkkkhkkikikik

Requested Estimated Requested Estimated
Clock Frequency Frequency Period Period

clk 1.0 MHz 18.8 MHz 1000.0 53.1

Slack

946.9

Resource Usage Report
Synplify is performing all technology mapping.

Design view:work.s01(verilog)
Selecting part ep20k1000ebc652-1

1/0 ATOMs: 140

Logic resources: 19811 ATOMs of 42240 (46%)
ATOM count by mode:

normal: 19250
arithmetic: 537
counter: 22

gfbk_counter: 2

ESBs: 0 (0% of 160)
ATOMs using regout pin: 9873
also using enable pin: 9802
also using combout pin: 64
with no input combinational logic: 208 (uses cell for routing)

ATOMs using combout pin: 6854
ATOMs using cascin pin: 2757

Number of Inputs on ATOMs: 91125
Number of Nets: 23273
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