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Abstract This report verifies whether the SC2000 self-evaluation report is
correct for differential cryptanalysis and linear cryptanalysis. The submitter com-
puted the bound of the probability of 3 or 4 rounds iterative-like characteristic.
As a result, SC2000 currently seems secure against differential cryptanalysis and

linear cryptanalysis.
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Hw:GF(2)' -Z 00000000000

0 if Hw(z) =

t: GF(2)" — GF(2); t(x) = { L i Hw(z) £ 2

Trunc : GF(2)® x GF(2)® x GF(2)® x GF(2)® x GF(2)® x GF(2)® — GF(2)%;
Trunc(aj(o)’ aj(l), aj(z), x(?’)’ x(4)’ aj(5)) — (t(.T(O)), t(flf(l)), t(aj(2)), t(x(?’)), t(aj(4)), t(.ﬂE(E))))
67(a,b) = Pr[f(z) @ f (v @ a) = ]

Af(a,b) = (21?Er[a:oa = f(x) e b] — 1)2
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M OO Vz e GF(2)**\{0}[Hw(Trunc(z)) + Hw(Trunc(Mz)) > 6]
00 Vo € GF(2)3%\{0}[Hw(Trunc(z)) + Hw(Trunc((*M)z)) > 6]

L 00 max(Hw(a),Hw(b)) < Hw(Trunc(c)) + Hw(Trunc(d)) < 2min(Hw(a) + Hw(b), 6)
000 (e,d) = L(a,b)

S-box S, 000000 2720000000 272
00 Va,b € GF(2)?[ds,((a,0), (0,b)) = 0,ds,((0,a), (b,0)) = 0]
00 Va,b € GF(2)%[\s,((a,0),(0,0)) =0, As,((0,a), (b,0)) = 0]

BOO 6((a,b,c,d), (e, f,g,h)) < (272)v
00 As((a,b,c,d), (e, f,g,h)) < (272)"

goo
wg = Hw(avbVvevd) = Hw(eV fVgVh)
w, = Hw(avbvevd) = Hw(eV fVgVh)
g
wy > max(Hw(a), Hw(b), Hw(c), Hw(d))
w; > max(Hw(a), Hw(b), Hw(c), Hw(d))
gogo
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Abstract This report verifies whether the SC2000 self-evaluation report is
correct for differential cryptanalysis and linear cryptanalysis. The submitter com-
puted the bound of the probability of 3 or 4 rounds iterative-like characteristic.
As a result, SC2000 currently seems secure against differential cryptanalysis and

linear cryptanalysis.



