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Abstract This report summarizes the security evaluation of RC6 against dif-
ferential cryptanalysis and linear cryptanalysis. The best attack breaks RC6 up
to about 16 rounds using a mix of 6-round iterative characteristics by so-called
multiple paths, under the assumption that RC6 has a property of linear Markov-
ness. Since the nominal rounds of RC6 is 20, RC6 seems currently secure against

differential cryptanalysis and linear cryptanalysis.

1 00000 (0Oooo)

goboboooobobooooo
1. 0000000000ooO0ooogg: RCeoOonoon

2.000b00bOo0bOob0.o0obobob0obDbO0obDbo0obOoobooboobooboon
goboboooobobboooobbooobbboooobooboo

. 00b000b0ooboboobOoboobo.-oobobboobo
4. 0000O0O:000000DOOOOob

5. JDODODODO:-WWWODOOODODO



6. 00000000 DO:000000DbO0D0DO0ObO0O0OD

7.00000:0000000

2 0000000000000 (Doooo)

21 DOOOOOO

gbo0ob0o0obooobbobobooboobUoobooD 2030000D0O0ODOODO
ugbobooooooboooooog

e 500000 DUODUUODODDUODUOUDODDOODOO

gobbgoobuoobboobboobboobbuooobuoobbboobouo
O000000 200 RC6O0DOD0OO0OOOOOO

RC6-32/8/b(80 RC6)0DOO0O00O00OO0O002%0000000000000000
000 2°000000000000000000000000000 RC6000000O
0000000000000

RC6O 20000000000 600000DOO0O0ODODOO0ODOOOOODOOOODOOO
180000000000000 2720000000000 0000000000000
D000 RC6OD0O0O0O0ODODOO0ODOOOOODODOO

00000000000 S0000000000000000200000000000
600 RC6ODDOOO 2" O0DU0O00o000o0oooooooooo?22ooooon
O0O0O00ORC6OOODOOOOOO

RC6ODDODOODODODODOODOOOOOD 18000000000 DO0OOOOoOnOO 21%n0
0000000000000 0000000000000o0o0ooooooooon
O00000000RC6ODOODOOOOOOOOO

00000 (100000

22 00O0O0OO

0000000000000 000000000000000000000000000000
00000000000000000000 [10)000000000000000000000
000000000000 [10(0000 [CRRYYS))0000000000000000000
00



23 0O00OOO0ObOOOOOobOD

RC50 RC600000000000RCSO000000
e 00DDODO
e 0000 (0OOD)

0000 RC6OODODO0OOODOODOODODOODUOOODODOOOUOOODODOOO
O000RC6ODDO0ODOOOO0ODOOO0ODOOOOODODOOOOOOOO

RC60 AESOODOODOOODOOODO AESODODOOQOODODOOOOODOOOOOO
O0000000O0DO000o0oO0ooooooRCéOODOOOOUOOoDOOOoOoOOoOd
ugoooboobodooooooobooobobtboooooouoboobbooooooooboboboboooa
goobooobobbooooboboon

[BGG™99, A.10] RC60000000000D0O0O0O0ODODOODOO [GHIVOO]ODOOO
gobooooboboooooo

[BPVY99] DDO0O RCODDOOODOORC60DDO0OOO RCSO0O0O0DOO0OOOOOODO
gobboooobobboooobbuooobobboooobbooaon

[CRRY98] RC6000000000D0D0O0OUO0O0OOOD0OD0ODOUOOOOOOOD
O000000RC6ODODOOOODOOODOODOODOOOORC6ODOOOODOO
000000000000000000000000000 GF(2)"0 Z/2"Z00000
00000000000 60000000000 (DO)0DDO0OUDOODODOUOODOODO
O000000 multiplepathOODOD000OO0O000D0OO0O0OOODOOOD MarkovOD OO
gy UuUu0uLououo g
bbbl ooduuouoooog
0000000000000 00 (0D0)000000000O0D (O0)0DDUDUODOO
00000000000000000000000000000 160 (DO0OD200)00
gobobooooooooooon

[CRRY99] [CRRY98]O O DO RC600000D0DD0OODOODOODOOODDODO RC6D
gbooooooboooooboood

[CY99] RC60D00D00UD0DDO0O0UOODDODD0NUNDDDONUDOODDONUDODNOD RC6D
goboooooooooan

[GHJV00] x200000000000

OO0 140



ooooo 2'"8ooon
ooo 2'2goon

0oo 2200000
00000000000000000000000 [KM00)JOOO0000000
[KMOO] x*00000000000

o0 150

ooooo 2'"%oooo
000000000000 1/2%00000000

OO0 170

oooOoo <2'®¥poooo

0000 RC600000000000000000D0 [CRRYYS 00000000000
000000000000 [RRY00]O

3 0o

RC60 AESOOO00DOO0DO0ODOUODDOODOOUODOOOODOOODOOOOOOODOO
00000000 RC600D0DO0OO0ODOONO RC6-32/20/{16,24,32} 00000000000
uogobooobooooooood

RC60 AESOOO00DDOODOODOODOOO3000000000000000000O0O0O
gbOo0 16000000 20000000000000000D00O0DOODOODOODOO
ooo00ooOooOooOobOOobOobOOobOOobOobOoboOobOOobOoOooobOOooOo 7Oboboboo
ORCOOOOOOODRC6ODOODOOODOOOODOOUODODOOOOOODODOOODOOOOO
0000000000000 00000D0DO00O0D0000DO0000D RC6OODODOO
goboboooobobuoooboboboogn

oo

[BGGT99] O. Baudron, H. Gilbert, L. Granboulan, H. Handschuh, A. Joux, P. Nguyen,
F. Noilhan, D. Pointcheval, T. Pornin, G. Poupard, J. Stern, and S. Vaudenay. Report
on the AES Candidates. In Second Advanced Encryption Standard Candidate Conference,
pp. 53-67, Hotel Quirinale, Rome, Ttaly, 1999. Information Technology Laboratory, National
Institute of Standards and Technology.



[BPV99] J. Borst, B. Preneel, and J. Vandewalle. Linear Cryptanalysis of RC5 and RC6. In
L. R. Knudsen, editor, Fast Software Encryption — 6th International Workshop, FSE’99,
Volume 1636 of Lecture Notes in Computer Science, pp. 16-30, Berlin, Heidelberg, New
York, 1999. Springer-Verlag.

[CRRY98] S. Contini, R. L. Rivest, M. J. B. Robshaw, and Y. L. Yin. The Security of the
RC6™ Block Cipher. (http://www.rsasecurity.com/rsalabs/rc6/index.html), 1998.

[CRRY99] S. Contini, R. L. Rivest, M. J. B. Robshaw, and Y. L. Yin. Improved Analysis of
Some Simplified Variants of RC6. In L. R. Knudsen, editor, Fast Software Encryption —
6th International Workshop, FSE’99, Volume 1636 of Lecture Notes in Computer Science,
pp. 1-15, Berlin, Heidelberg, New York, 1999. Springer-Verlag.

[CY99] S. Contini and Y. L. Yin. On Differential Properties of Data-Dependent Rotations and
Their Use in MARS and RC6. In Second Advanced Encryption Standard Candidate Confer-
ence, pp. 230-239, Hotel Quirinale, Rome, Italy, 1999. Information Technology Laboratory,
National Institute of Standards and Technology.

[GHJV00] H. Gilbert, H. Handschuh, A. Joux, and S. Vaudenay. A Statistical Attack on RC6.
In B. Schneier, editor, preproceedings of Fast Software Encryption Workshop 2000 (FSE
2000), New York, New York, 2000.

[KMO00] L. R. Knudsen and W. Meier. Correlations in RC6 with a reduced number of rounds.
In B. Schneier, editor, preproceedings of Fast Software Encryption Workshop 2000 (FSE
2000), New York, New York, 2000.

[RRY00] R. L. Rivest, M. J. B. Robshaw, and Y. L. Yin. The Case for RC6 as the AES. Public
Comments on AES Candidate Algorithms - Round 2 (available at http://csrc.nist.gov/
encryption/aes/round2/pubcmnts.htm), 2000.



oo

00 RC6UODODODDOODODOOUODOOOOOOOOOOOODOOODOOODOD
0000000000000 D0D0O000 MarkovODOOOODODOOOG600000
000 multiplepath 00000000000 0OOCO0ODO 1600000000000
RC6ODOO0OODOO200000000000000RC6OO0OOO0OO0OO0OODO
gogooooooooooobbobbbn

Abstract This report summarizes the security evaluation of RC6 against dif-
ferential cryptanalysis and linear cryptanalysis. The best attack breaks RC6 up
to about 16 rounds using a mix of 6-round iterative characteristics by so-called
multiple paths, under the assumption that RC6 has a property of linear Markov-
ness. Since the nominal rounds of RC6 is 20, RC6 seems currently secure against

differential cryptanalysis and linear cryptanalysis.



