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Abstract

In this report, the validity of the self-evaluation of Camellia is discussed in terms of the security evaluation
against differential cryptanalysis and linear cryptanalysis.

In order to estimate the security of Camellia against the cryptanalyses, it is a reasonable choice as the design
criteria of Camellia to use the upper bounds of the mazimum differential and linear characteristic probability,
which is based on the minimum number of active s-bores. In addition, the theoretical estimation seems to
be reliable enough because the theory is recorded in SAC2000 proceeding and verified by third cryptographic
researchers. It is also expected that Camellia satisfies the security level which submitter claimed because the
computational results do not contradict the result of L. R. Knudsen.

Knudsen’s report shows the best attack that 7-round variant of Camellia without FL/FL~'-functions is
distinguishable to random function by truncated differential cryptanalysis.

Accordingly, the submitter’s claim is correct in terms of security evaluation against differential cryptanalysis
and linear cryptanalysis. That is, it is theoretically proven that there are no effective 16 (and more) rounds
differential characteristics and linear characteristics, and it seems to be believed that there are no effective 12
(and more) rounds both characteristics, actually. Thus, it is proven that Camellia is practically secure against

differential cryptanalysis and linear cryptanalysis.



