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1 Jogooooo

HIME-2 00OOOOOOOO0OO0OOOO0OOOOO0OO0OO0,0000000000000D000DO0O0O0O0OODOOO
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l.0000000000oann.
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5. 00oooon.

6.00

gooooooboo.ob 12000 1e000oooooboboooooo.Obbooboooooooobooobog,
oooooooooooooooooO0oOoOob.o0oobooo 7O DOOoO00OODODOOOOOODOOOOdg
oo0o0o.o0oobooooboboobobo0o,oboboboooobooobobb,0bo0obooboooboooooboo
ooooo.
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1.1 0O0b0bboobooodao

1.1.1 00 Gy, H, (000 3.2.60)

e I
000 3.2.6 0 The functions Gs, Hs

C : some constant (512-bit)

Ci,---,Cy : some constants (128-bit)

h : a hash function {0,1}> — {0, 1} (SHA-1)

h'(z) := h((z||z) & C) OO O 128-bit : {0,1}2%6 — {0,1}128

Ga 5 {0,117 = {0,11%%, Gy i= K'(a]|C1) [l C)]| - | (2] Cr)

Hs : {0,1}%% — {0,1}'28, Hy := h/(21]|C1) ® B/ (22]|C2) & -+ ® W' (z7||C7) (OO0 z = z1||@a| - ||z7 )

-

000 326000,00 G, H,O000000COO00COOOOD.ODOOOOO0OODODODOO ¢,0,...,07
ggooooboboobo,buoooooboobuoboboooooobobo. bogoooaoaooaoooooboon,
¢,CG,...,Cc, 000000000, 00 Gy, H, 0000000000, 0000000000000C000C0O
goooooO.0ooooO0ooO,000o0ooooooooooooOoOooOOO,000000 GeOOO
gogbbobdogbobg,gboubbobodgboooooobaoboon.

000o0000oooU00o0ooooo0OooU0oUoo00o0o: 00,000000 ARODOOO {0,1}>000
ooQ0o,000000000oo0ooOo0o0OooooOO0,SHA-1OOOOO0OOOOOoOoOO. SHA-1OOoOo
oOooo0,000oo0oUoooooUoooooo {o,1}*00000O0O0. 00,00 H,OO00O @1,...,27 0
00000 0oOoooooO. |»=128(1<i<7)00000000000.000,00 20,1280000
oo 860000 00Db000oooboooooboo0oooo.boobobob yOoooooooOOoOOo.




1.1.2 convert(O0OO 3.2.40)

-~ N
Oo0dod 3.2.40 convert

Input 00 m, 00 R (192-bit)
Output m' (1024-bit)

1. » = most significant 128-bit of h(R).
2. M = (m||0'?®) & Ga(r)
3. m' = M||(r ® H2(M))

4. Return m' and end.

- J

00032400000 convert 000000 0000000000.»mO000000000000000, 3.2.2
0000 0<m<2 0000000,00000000200000000000000000000,00
convert 0000 mO 0<m <2 000000000.000 0<m<2%000,m0" 0 G(r)000
0000000000.0000000000 00000000000000,000000000000000
0,0000000000000000000000000.

1.2 JOg0ooboogooooob,gbooodobod

1.2.1 0O00O0O0O0OOOO (OO0 2.2.30)

4 N
000 2.2.30 000

ooocooog,

(p;+1)

z;=C % modp; forl<i<d,

D000, 22 00 {p(e1z1,e2Ta,-..,eqaxi)|e; € {—1,1}} 000 0O, zt = s|t; (s;i € {0,1}FFot; €
{0,1}» 1<i<29) 00000,

m [.’I)’]kik(’*kl if [G(H(SZ) 5] ti) ® Si]kl = Okl,
B "reject” otherwise.

000,00 mOO000000O. OO0 ¢ O, Chinese remainder theorem 00000000

@:ZPEBZQ:)ZM

0O00. 00,000 «e00000000 kODOOOOO.
N J

000223000 HIME-200O00OOOODOOOOOOoOoooOOooO,b00000000D0D0AO0.

OO0 Chinese Remainder Theorem 00000000 o 000000 OO0DO0OOCOOOOOOOCOO.DOO
000000 3000000 ¢0d(=4)00000000000000000020000,7000 2000
ooooooooboooboobooboobo,00b0b0oo0b.0oooobobooboooobo,7o00o

®: ZP1 - @Zpd = Zpl---Pd

obooboobooooob,00b0oocboooboobooooog.

2

plerz1,e2z2,...,eqe;) 00000 ¢(erz1,e2z2,...,eqeg) 000D O000DOOODOO.



00,00000000000000000000. 000000 3000 ¢,=...0000 mO00000O
00030,:00000 "reject” 000000000000, 000, if00 otherwise J 0O, "reject” 00 O
gogoboogoouobobobobgboagoabobo.obbog,0ooouoooboboooboobogoaa
oooobo,0b0b0000b00ooboboboob 2200000 0000000000O0,00000000
oog.

0oo00,if000000000 £,000000000000000000.

00000 o0o0o0o0o0ooO0oo00oo0ooO00nn,e 0 ;00000 ¢00000000DO0,0000000
ooooooooo.0o0b0oo0oooo0no (0 1<i<d0000000000000,0000 <0000,
xQDDDDDDDDDDDDD.

1.2.2 000O0O0O0OOOOO(QODO 3.2.30)

4 I
000 3.230 00O

Input 000 C, 000 (p1,p2,ps,p4, 21, 22, 23)
Output OO m

1. For i = 1,2, 3,4, calculate:

1.1 e=(p;+1)/4

1.2 C; = C mod p;.

1.3 m; = (C;)¢ mod p;

2. My = ¢(my, ma,p1,p2,21)

- Mz = p(m3, mq, p3, pa, 22)

- M = o(My, M, (p1p2), (P3p4), 23)

. (m,w) + convert~(M), If w = 0, goto 18.

. (m,w) « convert=*(n — M), If w = 0, goto 18.
.M = (M1, (psps) — M2, (p1p2), (p3pa), 23)

. (m,w) + convert~(M), If w = 0, goto 18.

. (m,w) « convert=*(n — M), If w = 0, goto 18.
10. Mz = ¢(p3 — m3, mq, p3, P4, 22)

11. M = (M, M3, (p1p2), (p3p4), 23)

12. (m,w) ¢« convert~(M), If w = 0, goto 18.

13. (m,w) < convert™'(n — M), If w = 0, goto 18.
14. M = o(M1, (p3ps) — Ma, (p1p2), (P3p4), 23)

15. (m,w) < convert (M), If w = 0, goto 18.

16. (m,w) < convert™(n — M), If w = 0, goto 18.
17. My = ¢p(p1 — mq1,ma, p1, P2, 21), goto 3.

18. Return m and end.

o J

OO0 323000 HIME20O0O0OOOOOODOOODODOOOOOD. 000000000 000OO0000OO
O0,000223000000000000000 "reject” 00000000 OCOODOOODOOODOOOOO.
00000000000 (000 2230)00000000000 (000 3230)0000000000000
0.000000000000000o0oooooooO0.ooo0 cooo,0o0 24000 0ooooooo

© 00 N O Ot B~ W

S[z'lk—ko—k1 OO OODO [«/]F~ko—kF OODODOOODODOO.

!
A



oooooooo,cooooooco0 mOOOOOO0OODOOOODOOOOOOOOOODO,00D000D000O
gboobooooobo.oboobbooobobooobooooooboooboooooooo,cooooooogaon
oobooooboooobooooobo,0ooooooboooooooboobooboooooooboobooDbo. o
oboobO11210000000,0000000000000DOO0DODO,D00000O0000DO0DDOO
gooooobooooboooban.

O0000000OOo0O0oOo0oOoO0OO,0000b0 o0, 12800 o0 OOOUOODOOOUODOO (0...0000
ooooboooboobobboooboon.

1.3 UUbodbooobooouoon
1.3.1 0OO0OO0OO0O(DOCO 3.10)

e N
000310 00000

zlly: bit 0 2 0 bit 0 y 00O (0:(0110)]|(101) = (0110101))

J(a,b) : Jacobi 00 (%).3.3500.

o(z,y,m,n,2) : (z modm,ymodn) D00 Ow=zmodn, w=ymodm 00 w mod mn.
0000 ged(m,n)=1,z=n"*modm. m,n,2 000000000000. 3.3.600.
£:10,1}* > {0,1}’: f 0000 abit, 000 bbit DOO.

hash 00 RO SHA-1O0OOO. 33200,
N J

gd0d 3100000 booooobobooobbooooobooboob. oo 336b000oDooooog,
00 ¢(z,y,m,n,2) 0000 wOOO0O0O00000 w=zmodn, w=ymodmOOOO,w=zmodm, w=
ymodn OOOODOOO.

0000000000, 00 000000000000 0O00OO0OCOO. U0OO00O Chinese remainder
theorem 00 0000000000000 0OOOOO,00022300000 o0 d0O (00O 40)0000O
Jododoooooooooooooo, oD 3100b s0bbbobooobooboooobo.ooooa
500000000000 O00000,3000 4000000000000 DODODODOD OO0 00oboboOoOoo
000 3100000000,000 223000000000 ¢(zy,...,24) 0000 (21,22, 23,24) (00O
000000000 0O0000ooooO0),0obooo0 336000000000 PHI(z,y,m,n,z) 0000
goo.




1.3.2 00000000 (OO0 3.20)

Ve
000 38.20 HIME-2 0000000000 0O00O

0 1024000 (jn|=1024)00,000000 p(1<i<d) 0000 d=400000.
O0,HIME-2000000000

(1’1+1)

z; =C mod p;, for1l<1:¢<d,

(P(mpvmfI)a(P(_mPamQ)?‘P(mPv_mQ)7<P(_mP7_mq)
ooooooooobo,o0o0o0o0o,
z1 =p, modpi, z2=p; modps, z3= (psps)”" mod (p1p2)

gogbooooboobo,oboobooboaon.

-

oooo,HIME20D00OO0O0O0ODOO0O0OO0O0O0OODOOOOOOOOOO.00,0000000O000O0,00

\

00 131000000000,00 00000 40000.0000000 5000

QP(Z*Z$1, [ERE) ixd)

goo,0ood
(P($1,$2,$3,$4) (P( $1,$2,$3,$4) (P(mlv $2,$3,$4), (P(_xl,—$2,$3,$4),
4,0($ s L2, —$3,$4), (P( I $2,—$3,$4), (,0(1'1,—11?2, l‘3,$4), (P(_$1,—l'2, x3,$4),
@(m IE2,$3,—II)4) (P( I1 :Bg,$g,—$4) (P($1,—$2,$3, IE4), (P(_ml,—$2,$3,—$4),
( (- ( (

o(x1, T2, —23, —24), @(—21,2T2,—T3,—T4), @(T1,—T2,—23,—24), @(—T1,—T2, —T3,—24)

googooo.



1.3.3 00O (OO0 38.2.10)

- N
000 8.2.10 000 (|n| = 1024)

Input 000000 (pnOO0OOD)
Output 000 n, 000 (p1,p2,p3,pa, 21,22, 23)-

. Choose random prime numbers p;(= 3 mod 4), |p;| = 256(i = 1,2, 3, 4).
- = p1P2pP3P4.

.21 :pgl mod p;.

.2y = pgl mod ps.

. 23 = (p3pa) " mod (p1p2).

. Return (n, (p1, 02, p3, P4, 21, 21, 22, 23)) and end.

[ I N

000000 p; (i=1,2,3,4)0,n=ppspsps 00 00000000000000000000,0000
0000000000000000000.

ep,— 1000000 r,000.
ep;+1000000 s;,000.

er;—1000000 ¢ 000,

00oo0o0ooooooo p,e00D00O0OOOO,00[I7O0000O0O0OO,D000000000.
o J

000 3.21000000000000000000000.000000000000 n000000000
000000,000000000000000000000, |p=2600000000000000000
0D00O00.4 00000000 NULLOOOOOOO.

00000000000 00000,0000000000: 00,000 p,q00000000 pr,pe,ps,ps O
000000000000. 00,00 1. 0 "random prime” 000000000,00000 p; =3 (mod 4)
00000000000000,random000000. 0000 p;, 000000 s;,4000000,0000
0000000000000000000000,00000000000,000000000000.

1.3.4 000 (0OO 3.2.20)

4 I
000 38.220 000

Input 00 m (0<m <278), 000 n
Output 000 C

1. m' = convert(m, (R), 128)
2. C =m'? mod n.

3. Return C and end.

J
000 322000000000000000000000.00000 convert 00000 (R)O000000
00000000000000000000 (00000 convert 000000000000000000000
ooooo).

40000000000,0000000000000000000000000,000000000000000000.



00000 convert 000 (D00 3.240)00 20000000000000000C0O,000000000O
O300b0boobobooboob,0booobbooonb. 00 convert 00O 12800000000000000O0
O0000000000go,0000 m! =convert(m, (R)) D0DODOO0OOOOOO.

14 0000000000000 (DOO0O)OOoOOOOOoOOOOO

1.4.1 0000 (ODOO 3.3.30)

e N
000 38.3.30 0000

MILLER-RABIN (n,t)
Inputn>300000,¢>1.
Output 0000 (”prime” or ”composite”)

(000O000O00O000)
- J

000 3.330000000000000000,00 MILLER-RABINOOOOOOO.OOOOOOOOO
obooob 200000000.00000000DOOO0OO,000D0D0000D00DODOODODOODOO,O
OO0 7prime” 000000, 0000 "pseudo-prime” OO0 O0O00OD0O0OD0O. 0000000 ¢t0D0DCOOOO
gooobooboooooobbboooobooobo,0bo0ooooooooobooboOooo. oo,b0b0o0ooob oo
goooboboboooboooboooooo,booboooboobooboobooobooboo.oboboboboboooooon
ooo, (MILLER-RABIN O OOOO0OUOOOOOO)0000O00O0O0O0OO0OOO0OOO. OO0 HIME-20000O
gooooboobobobooooboboobobo,obboooobo0obooooooboooobo,cooobooboooooo
oboooooooooobonon.

1.4.2 Jacobi 00O (DOO 3.3.50)

4 N
000 3.3.50 Jacobi DOOODODODO

JACOBI(a,n)

Input an odd integer n > 3, and an integer a,0 < a <n

Output the Jacobi symbol

1. If a = 0 then return( 0 ).

2.If a =1 then return( 1 ).

3.1f a is even then j < JACOBI(a/2,n) - (—1)""~1/%;
otherwise, j +~ JACOBI(n mod a,a) - (—1)(@~D(n-1)/4,

4. return( j ).
o J

000 335000 Jacobi 000000000000 0000000,000000000000.3.0 a0
000000 0000000, JACOBI(a/2,n)-(-1)" /80000, JACOBL(a/2,n)- (~1)*-D/8 000,

0000 JACOBIO,000 2240000000000 HIME2000O0O00O0O00O0000000000O
00D000,0000000000000000000000.




1.4.3 Chinese Remainder Theorem 00000000 (OO0 3.3.60)

e N
000 3.3.6 0 Chainese remainder theorem 00000000 o O0OO0O0

PHI(z,y,n,m, z)
Input positive integers z and y, positive integers m and n (gcd(m,n)=1), a positive integer z = m~! mod n,
Output w such that w € Z,,, and w = £ mod m,w = y mod n

1. u + z — y mod m.
3. v < zu mod m.

4. h + vn mod mn.

5. return( y + A mod mn ).
o J

000 3.3.6 000 Chinise Remainder Theorem OO0 O0O0O0OOO00O0 o O0O00OOOOCOOOCOO, OO
0000000000. 0000000000, 0000 000000000, 2=m'medn 0000,
z=n"'modm 0000000,

0o0,000000000000 2.0000000000,0000O0O000O0OO.

1.5 00doobobod

1.5.1 00 (000 2.2.40)

4 N
000 2.240 00O

HIME20O0OOOO0O000 n00000000000000,,00000 |p/>102400000.00
In|=1024000,d=4~60000000.
00,00000000000,00000000000000,

o ifo<z<n/2
11 ifn/2<z<n

00 w, 000, Jacobi OO a:(%)DDDD cooooooooooooooo.

- %
0o0022400000000 n000D0,d00C0OO0, 0000 wOO0OOOODOOOODOOOO.
HIME-2OOOOOO »,d000000O0O00ODOOCODOOO,000 |n|>1024,d=5,600000000

oobooo. oo, HIME-2000000 »,d00000000000,0000000000,0000D00O

n,d000000000O00O0O0O0O0ODOOCOO.
O0,Jacobi0 00000000 wOOOOOOOOOOOOOOO,wOOOOOODOOODOODOODODOO

O0o0oo,HIME200000D0000000O0O00O0O0DADO.
oobooooooboboOo 2240000000,00000000000D0000DOODODOOOOOODODOO,O

gbooooaooaboobobooboogd.

1.6 00O

oobooobooboboo,boob0oooooooao.



1.6.1 000O0O0OOOOOO (OO 3.3.40)

e N
oob 3.340 DOOO0OODOOOOODOODOOO

BINARY-EUCLID(a,n)
Input positive integers = and y
Output integers a, b and v such that az + yb = v, where v = ged(z, y)

(000O000O00O000)
- J

000 334000000000000000000000000000000,0000000000000
00. 0000 BINARY-EUCLID(z,y) 0000,

1.6.2 HIME-2 0000 (00O 1.10)

e N
000 1.10 HIME-200O0O0O (OD0O)

HIME-200O0O000000000000000 (IND-CCA2)00000,00000000000000
000 Adv,M,00000 ¢, 00000 k,0000,

Pr(AdvPs+%H(1* pk,mg,my,C) = m|G, H ¥i3 Q; (pk, sk) & G1(1%);
1

1
(mo,m1) & MDsk,G,H;m & {mo,m1};C & glG,H(pk’m)) < 5 n =

oooooooooo. oo oo {o,1}*00 {o,1}>*000OO0OODOO.
- J

000 1100 IND-CCA2000000,D,,00000000000000000.

1.7 0JO0oooood

oooooooobooo,b0boob000 HIME2ODODOOOOOODODOOOOOoOoooooooobooDOo. ™
gbobobooboobooboooooooobooooooo,0ooobooooooooooboooOoo.0oo0gaon
gobooooooooooooobooooooooooboboobO0o0ooo,00booooooooooobobo
ooooo.

gooooo,bboboboooooobob,0obooooooboobooooooboo. ooooooooogn
obbooooooooooooooboobo,0coboboobooboboboooooooboooooobooo.gooaon
gooooo,0o00b00boooboooooobooooboboo,b0boo0obooboboooboboooobbDboo
oooo0.00b00oooooooboobooo,b0o0b00oobob0 HIME2DOOOODODOOO0oOooOoOoo.

oo,0000000:

e U000 32000000D0,00000000000000.
e JOOODODOOOOODOODOOODOOODO.
e 00 2240000000000D0ODOO0DO0OOODLODOODO.

oboobooboobooooboooobo.ocoboboooooobo,0booo00o 200000000000b00000
og,0000o0o0oo0ooobooba.

10



1.7.1 000 (QOD0)

Input 0OD00OO0O0OO seed
Output 000 n, 000 (p1,p2,ps,ps; 21, 22, 23)

1. For 7 = 1, 2, 3,4, calculate:
(a) generate a 256-bit prime number p; with parameter seed
(b) if p; =1 (mod 4) then goto 1.(a)
(c) if p; does not satisfy the follwing conditions, goto 1.(a)
e p; — 1 has a large prime factor r;
e p; + 1 has a large prime factor

e r; — 1 has a large prime factor

2.n = p1p2p3pa.

3. 21 :p;l mod p;.

4. 2y = pzl mod ps.

5. 23 = (pspa) "+ mod (p1p2)-

6. Return (n, (p1,p2, p3, Pa, 21, 21, 22, 23)) and end.

Ul 0obp0b0000 30000b00b00ooboooo,oocoboooooboooooon.

1.7.2 000 (QODO)

Input OOO0O0D0 768-bit 00000 m, 000 n (1024-bit), 000000 seed,
Output 0000000000 C (1024-bit)

1. Generate a pseudo-random number R with parameter seed,
2. m' = convert(m, R)
3.C =m'2 mod n.

4. Return C and end.

1.7.3 000 (QODO)

Input 0000000000 C (1024-bit), 00O (p1,Dp2, D3, P4, 21, 22, 23)
Output 000000000 m (768-bit) D0 O "reject”

1. For i = 1,2, 3,4, calculate:

(a) e = (pi +1)/4.

(b) C; = C mod p;.

(c) m; = (C;)° mod p;.
,w) < decrypt(my, ma, ms, ma, p1, P2, P3, D4, 21, 22, 23). If w =0 then goto [end].
«+ decrypt(—mg1, ma, m3, ma, p1, P2, D3, P4, 1, 22, 23). If w = 0 then goto [end].
«+ decrypt(mi, —msa, m3, ma, p1, P2, D3, P4, 21, 22, 23). If w = 0 then goto [end].
—my, —Mg, M3, M4, P1, D2, D3, P4, 21, 22, 23). 1If w = 0 then goto [end].

<« decrypt(mi1, ma, —m3, M4, P1, P2, P3, P4, 21, 22, 23). If w = 0 then goto [end].

NS o s

w) (
w) (
,w) < decrypt(
w) (
w) < decrypt(—mq,ma2, —m3, M4, D1, D2, D3, P4, 21, 22, 23). 1If w = 0 then goto [end].

11



8. (m,w) + decrypt(mi, —ma, — s, M4, 1, D2, P3, P4, 21, 22, 23). 1f w =0 then goto [end].

9. (m,w) « decrypt(—mi, —ma, — M3, M4, D1, D2, P3, P4, 21, 22, 23). If w = 0 then goto [end].
10. (m, w) < decrypt(mi, ma, m3, —ma4, P1, P2, P3, Pa, 21, 22, 23). If w = 0 then goto [end].
11. (m, w) <« decrypt(—m1,m2, mg, —4, D1, D2, D3, P4, 21, 22, 23). 1f w = 0 then goto [end].
12. (m,w) < decrypt(mi, —mo, mg, —mu, p1, D2, P3, P4, 21, 22, 23). 1If w = 0 then goto [end].
13. (m,w) < decrypt(—my, —mao, m3, —ma, p1, D2, P3, P4, 21, 22,23). 1If w = 0 then goto [end].
14. (m, w) <« decrypt(m1, ma, —mg, —ma, D1, D2, D3, P4, 21, 22, 23). 1f w = 0 then goto [end].
15. (m, w) < decrypt(—m1, m2, —ms, —ma, p1, P2, P3, P4, 21, 22, 23). If w = 0 then goto [end].
16. (m,w) < decrypt(my, —me, —ms, —ma, p1, D2, P3, D4, 21, 22,23). 1If w = 0 then goto [end].
17. (m,w) < decrypt(—my, —mso, —mg, —ma, p1, P2, D3, P4, 21, 22, 23). If w = 0 then goto [end].

18. return(”reject”) and end.

19. [end] return m

1.7.4 convert(UDOO)

Input 0 00 0 m (768-bit), 00 R (192-bit)
Output O 00 O m' (1024-bit)

1. r = most significant 128-bit of h(R).
2. M = (m||0*?8) @ Gx(r)

3.m' = M||(r ® H2(M))

4. Return m' and end.

1.7.5 convert X (0O 0O)

Input 0 00 O m' (1024-bit)
Output 0000000 (m,w); m O 768-bit, w O 192-bit.

1. E = most significant 896-bit of m/'.

2. F = least significant 128-bit of m’. m' = E||F
3. W=G:(Hx(E)® F)® E

4. m = most significant 768-bit of W.

5. w = leastt significant 128-bit of W. W = m||w

6. Return (m,w) and end.

1.7.6 decrypt(0O)

Input 000 O z1,z2, 23,24 (256-bit), OO p1,ps,ps,ps (256-bit), DO OO OO0 21,22 (256-bit), z5 (512-bit);

000 21 =p;" modp, 22 =p; ' mod ps, 23 = (psps) ' mod (p1p2)
Output 0000000 (m,w); m O 768-bit, w O 192-bit.

1. M, = PHI(z1, 2, p1, P2, 21)
2. M, = PHI(xz3, 4, p3, P4, 22)

3. M = PHI(My, My, (p1p2), (Psps), 23)
4. return( convert (M) ) and end.
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1.7.7 G»(00)

Input 000 O z (128-bit)
Output 0 00O O X (896-bit)

1. Fori =1,2,3,4,5,6,7, calculate X; = h'(z||C;).
2. X = Xu|Xo|| X5 || X4 X5]| Xo]| X7.
3. return X and end.

oo oo o,...,.c,0bD0o00ogooooooon.

1.7.8 Hy,(OO)

Input 0 00O y (896-bit)
Output 0 00 O Y (128-bit)

1. Divide y = y1||y2|lys||yallys|lvellyz (lyi| = 128).
2.Fori=1,2,3,4,5,6,7, calculate Y; = h'(y;||C:).
Y=Y eY:aY;seVYiaYspYs0 Y.

4. return Y and end.

oo oo c¢y,...,c;0000oooooooog.

1.7.9 K/(0D0)

Input 000 O z (256-bit)
Output 0 00O 0O X (128-bit)

1. X =h((z||lz) ®C) D OO 128-bit
2. return X and end.

oo oo o c,...,0;0,00000000000 1e0000000O0OOOO0ODOODO AOOODOOOOO
ooooo.
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2 OOgo

ooboo,0o0oobobob HIME200OO0O0OOOOOO0OO0O0OO0,0000000000000O000O0O000O
ooooobogoo. 210000000000 000000,0000 HIME2O0OOOOOOOOOOO0OODOO. 00
OO0 HIME-20O IND-CCA200000Q0O0O0O0O0O0OOOOO,0000000000C000O0,000000CO
oooooooooOo,0o00, ooodoodOd HIME-20 IND-CCA20000000000000000

ooobooooD. 22000 HIME20000O00000O0OO0OO0,0000000000000000000¢0O
O00o0oo0. 00000 HIME2000000000D00D00000000O0O00O0O,000D00000000
go,b000o00o0b0oobobo,ooboooboobooooobooooooboon. 230000oooooan
oo0 H,oooooooooooo.oooboooooooooooboooboboboooboo,oboobooon
gbobobobooboboooboobouooogoooooobooon.

2.1 UJOoOooooooboobobodo

HIME2 OOOOODOOOODODOOOODOOOO,0000D00000000.
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4 N
000 1.10 HIME-2000O0O

0o,00000000.
00 1.1. GoO,G(1*) =n, n=T]"p,p 1<i<d)000,n|=k00000000000000
000.00,G6 000 n0000,HIME20000 nO000000000COOOO.
000000000,00000 (n,d)0000,p; (1<i<d)000000000.000000000
0000,00000000000000000 4,00000 ¢ 00000 k000D

Pr(A(lk,n,d):(pl,pg,...,pd)|n£go(1k))<é.
gdooooooooao.
oOoooo,00000oo000ooo. (G,HOOOOoOUOOoOoOoOo)oooooooooooooooo
gdoooooooooood.
00 1.2. G O, G (1*) — (pk,sk), pk 0 HIME20OOOOODO, sk0 HIME20O000000, 000
000000000, 000,& 0, &(pk,m) —»C,m000,00 (HIME20000)0000000
ao.
HIME-20OOOOOOOOOOOOOOOOO (IND-CCA2)00000,00000000000000

000 Adv,M,00000 ¢, 00000 k, 0000,

Pr(AdvPs+ % H (1% pk mg, my, C) :m|G,H<£Q; (pk, sk) &gl(lk);
1 1

(mo,m1) &MDS’“’G’H;mg{mo,ml};C’&é’lG’H(pk,m)) < §+F’

0000000000.00 Q0 {0,1}*00 {0,1}*000000000.

oo 120000,00000000000000000 m0000000O0OODODODOOODOOOOOO

Adw 000000000, Adv O,
z = (m0™ @ G(r))||(r ® H(m0" & G(r))),

0D0000000000000000000 [1)0000000.000,Adv0000 cO000O,2¢0
0000 v/COOODOOOD 1000000000000000000000. 0000000,00000
Adv 00000,n00000000000000O0O0OCOOOOOOOOOOOOOODOOODOO.
oobO,00000000a0.

00 1.1(IND-CCA2). G, HOOOOOOOOUOOOOO.0OoOo,HIME20,0000000000

goooo,b0obobooooobbooooboobobonn.
- %

OAEPO0OOOOODODO

00 (Bellare-Rogaway,[] 1]) 000 00000000000 (0000000000 G,HOOO
00000000000000000), 000000 f0 OW-CPAOOOOO, OAEP O IND-CCA
ooo.

o000o0O0Oo,HIME-2000000000,HIME-20000000 OAEPOOOOOO,000 1000000
0.000 HIME2000000O fgrme:00,00000000 n0 2€Z,0000 farmpz(z) =2>modn
000.00, farme: 00 OAEPO0000O0OCOOOCOOOOO.
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2.1.1 O00OO0OOOOOOCOOO

forye O0O00000O00D, farve 00000000 O0O0OOCOO0O0O0O00O0O0ODOOO0O,C00O0DOO
m?modn 00 mmodn D000 O00000D0O0.000000000O000O0,n0000000000000
00000000000 (bOD 0140 743000). HIME20OOOODOOOOODOOOOOOOOOO
000,00 farme: 00000000 OO0O0OOCOOOO.

ooooboboboobooboooooo, HIME20 00000000000 O00O00ODOObOO0OO0O000O0On
0o.0ogooobooooboboobooboooboboooboobo,oooboooobooboooobobobooobo.oobog,oon
gooboooooobooobobooooooooooboonn.

2.1.2 OJ0O0O0O0O0OO

HIME-2000000O fgrme2: 0 Rabin 00000000000 0O0OO,[O 10000 OAEP O Rabin O
ocooooooooooboogooooooOg,0D0o0D faime: DO0ODOOODOODODODOOOOOOCOOOO.
cOoooooooOoOo,HIME2000000000000 OOOOOO0O0000. 00 fuive: 0000
0000000000000000,00000 Z,000000000 QROOO. 000 farme: 0000
OOooooo,0000b0b0 QrOo0ooooooOoo.000000 32200000000 00000000
0000000000, 00000gn Z,00oooooo.coo000000 furme: 0 Zp; 00 2:10
goooboo,oooooooogon.

O0000000,HIME-2000000 fmive: 0 OAEPOOCOOCOOOOOOOOO,00000000O
0011000000000, 000 HIME2000000OO0O0O0oboOooooooooooooooobo.

2.1.3 OAEPO0OODO

000000 ooOoooooooooooO0, 00000 fave: OO00O0OO0OOCOOOOO, HIME-2 O
IND-CCA2000000C0DODO0O0,00D0D0OO0D0ODODODODDOOODO.
00000000 0ODODO, Bellare-Rogaway D O OO O OO0 DO

00 0O0O00O0000O00O0O0O0O0 (DOoOO00O0D000 G, HOUOOOUOOOoDOooooooo
00000),000000 fO0 OW-CPAOOOOO, OAEP O IND-CCA2000.

00000000000000000.500000000000,0000000000000 ShoupO0O0O
00000 ([Sho00]). FujisakiD0 0O OOOO0O, 0000000000000 0O0OOOOOOOOODOOOO
([FOPS00]).

00 (Fujisaki et al.,,[FOPS00]) 000 00000000000 (0000000000 G,HO
0000000000000000000),000000 f0 Partial OW-CPA 00000, OAEP
0 IND-CCA2000.

000 OAEPOOOODOOOOOOOOODOOOOUO,O00O0OO0OO0 [D1000C0O0OOoOOOOO
0O, HIME-20O IND-CCA2000000000000,00000 fgrme:0 PartialOW OO OOOOODODO
0O000.00000000000000000g, HIME-20 IND-CCA200000000C0O00000OOO
go.

ooooooo, HIME2000000000000000000O0,000000000000C0O0000
o,o0oocooo0oooooooocoobooooo. oo,00000000000D0O0O0O0O0ODOO,0000
000 CCAlDO €cCA20000000000000000000000000000.
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O Partial One-Wayness 1 000000000000, HIME-20O IND-CCA20000000000C00000O
oa.

22 JOodoboboboobooodn

o000, HIME-200000000000O00O0O0O0OO0,00000000000000DODODDO. O
ooboooooOo,HIME2000000000000000DO000DOO00O0DO.

oooooO,HIME-200000000000D0000000O,0000000O00000D,000D0O00O
cooooooooOooooooooo.ogoooooooooooooobooooooooooDoo,DobO do 4
ggboouoobooboboobooobooobg.

2.2.1 0000OO0OO0O0OO0OO0OO0OOOOOODOO

oooobooobooboooobobo HIME2O0O0O0OD0DO0O0OO0O0,0000000000000000000.

4 N
obob1.20 0Oo0oOooOOobOObObOOOon

0000000000000000000 n0000000000000000000,,0000000
000000000000000200000000000.00000000000000 p0,p—10,
p+10,00000 ([9),]12)000000000,0000000000 (00)000000 (10)000
ooo.

HIME-2 O, 256-bit 0 00 ps(i = 1,2,3,4) 0000000 1024-bit 0000 n = pypepsps D00 0. O
0000000, ,000000000,00,p-10,p+100000000(000)00000000 (
p—1,p+1000000000000)0000000000O00O0OO. (D000O0OOOOO).
000000 » 0000 p 0000000 (00O0O0D0)00000 Ly1/2,v2] (Lyab] =
exp ((b + o(1))(log p)*(loglogp)'=)) 000, 0000000000000 Ly1/3,1.901] ([3]) 00 OO
00000000000, 00000000000000000000O0. 00000000000000
000000000000 0000000O0000000000000,000000000000000
180 ~190-bit 10,00 0000000000000000 512-bit00000 ([4],[16]00).
0000000000000 0000000000000000000000000000000O000O0

gobooooooooooooao.
- J

goboooooooboboobooobooobob,000b0oooooboobooobbobobbo00. b00 HIME-20O
0000 1024-bit 0000000 256-bit 00000 (D00 )000000000O0OOCOOOODOOOOOO
oooooboog.

2.2.2 000000

OO0 HIME-2O0OOOOOOOOOOOOOOOOODOoOO.0oooooooobooooboo,oobob000
oobooboooboooobooooboobooobooooo,cobboobooboboobbOooboobooboobon
ob0.000b0000b00b0oobooobobbobo,0booboboobooooobobobobobobobooobooo
ooooO0o0oooooOo, HIME2000000000000000000.

000000000000 U0o,(0O0)oO00oO00O0O00O0DUO0OO0OOooDOOO. 20000 120000000
000 512-bit 000 ([RSA-155), 0000000000, 00000 8400 MIPS Year 00000 000. O

620000 1100000000000 774-bit 0000 0DODODO ([SNFS-233))0,000 n000000000,0000000000
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OO00000000000000,1024-bit 00000000000 O0O0O 512-bit 00000 7500000 00O
0.00000 [RSA-155|000000000CO0ODO0O,0000000000 44000000000,00000
O00000. 0000000000000 0o00 0000000 UoOU0LO0O00o0oo0oDoOoOon [LSoo]
oo00,000000000000000000 500000000000 [Si99)000,00000000000
gobooooboobo.oboboooboboooboooooboobobbooooooon.

00000000 OoOoO0oooO,[RSA-15|0000000O0O0OOOO0 (OO0 DO)ODDOOO (DO VY)ODO
oooo

Y = 13.24D'/3 +1928.6

O0000000,00000000 1024-bit (3090)0000000 2018000000000. 000000
0000000, 00000000000000,[RSA-155|0000000000000O0O0O0OO0O0O0O0O0
ooooooooooo.

00 [LvoojO00,000000000000O0OC0OC000OC00OO0ODODOOO. DO0O0O0OOO,RSAOO
OO00 20020000000 1028-bitO000000. HIME2O00OOOOODOOO,0000000D0000O
0,20030000 HIME-2O00O0OOOOOOOOOOOODOoOOooOOoOO.

gobooooooobooooooobooboooooo, HIME20000O00000O00000OODOOO0O0O0DOO
gooob.oooo,oocoobooobooobooo,obboobboobooboooboooboooboon. bo
O0000o000ooO0oo,Brent 00000000000 (OO DDO)0ODOOO (OO Y )OODDOOO

Y =9.3VD +1932.3

000000 (Bre00]). D0 OOOODO 256-bit(76.80) 0000000 2013 00000000000000.

ooooooo, HIME-20000000O0000O0000O0DOOOO,000000000000000DO0. 0
obooooboob,bo0obbob0oooooobonbo, 20150 20200000000000000000,0000
oooooooooo.

23 0OU0O0O0O H,ODOOO

HIME-2OOOOODDOOOOO H, OOOOOOO,0000000000 ?"0000007"00000A0.
000 H,O0OOOooooooooooboooooboooooo,bob0ai00obooooooooboooboog
ooooooob,b0b0 H, OOOOOOODOOoOooooooobooooooboooooo.

o0 H,O0DOOoOoooobOoooooo,bobo00ooobobooooboboob.boobon Hyooo
0000,0000 128bit000000.00000 H,O0OOOOOO 2 000000000000000
oo0.00000o0000b0O00O000O0DOO0OO00D0O000O0,0000D00 64-bitODODOOOOOOO
O0o0oooOooooo,[Lvoo) 0000000 n,000 682-bit 000000 RSADDODOOOOOOODO
O0O00O00O0. 00 22200000000000000,000 [RSA-155]00 400000000.00000
O HIME-20000 H,OOOOOODOOOOOODOOOODOODOOD.

gooooo.
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3 Uboogbooogad

o000 HIME2O0OOOOOOOOOOOoOoooooOoOOoooooboooboobo. bobobobbooooo
In|, ko, k1,d 0 000000000 COOO, 0000000000000 0O000. O0D000O0OOOOOOOO
obobooobob,bobcoooboboooobobobobo,obooooooooboooooooono,boo
gbobooooobboooobooobobooooo.

0000000 HIME200O00O0OOOOOOOO,0000000000000000.00000 |»j00
goooooboooboo,oboboboboob0oboboobobobooobo,0bbooooobooooOoobobooooon
OD0O0. 00 ky,k,dOOOOOOOODOOOOODOO,0000D00D00000DO000O0DOO.

3.1 00 |[»/0000

00 n|000000D000,000320000000000000,000 1024000 (jn]=1024)00....0
oooboooobo,00000oooooooooboooboobobooon.

000,00000000000 RSAOOO HIME200O0OOOOOOOO,0000000000000
0000000000000 0O0O0,RSAOO0OOOOOODO 1024-bit (D 0)0 0000000000 HIME-2
0000 1024-bit 000 COOO0OOCOCOODOOOO.000 HIME20O00O0ODOOOOOODDOO 256-bit O
000,00 1024-bit 0 RSAOODO 512-bit 00000, 000000000 OODOOCOOO.

3.2 ko ky 000D

ko,kp OODDOO,000 326000000 k=k=1280000000000,00000000000
ooooooooooon.

000 21000 HIME-20 Rabin OO0 OAEPOI 00000000 OOOOOOOOOOOOOOO.OOO
O0O00O0,0AEPO0OOO0OOOOOOOUOOOOOOOODOO.00OO0 OAEPOOOOOOOOODO [O 4]
OO00OO0O0,00000000000 RSA-OAEPOO k=K =160000000000000, HIME-2
000000000000000000000000. 700000 2300000000, k =k =12800
oboobooobooooobooobobooobobobooobooooo,boo0boobobbboboooog.

3.3 40000

d000000D00000,000320d=4000000000,0000000000000000D00O
gooo.

ooooo0oooOoooOoo0g 2100000000000,d<300000 HIME200000O000OO
ooboooOooO0oD. 0obobo0obbo 224000 d=4~600000000000,000000000000
000000000 0Oo0o0O00oO0OOo0O0OoOooOOoooUO,d=6000 |p;=171000 nOOOOO
0000,d=500000 |ps=2000000000000000000000.00000d000000
oooooobooooog.

000000000 d=3000000000000000000.0000 |p;|=342000,000000
oooboDb d=400000000000000000000.00DO00O00O0ODOO d=40000000O
ooooooo.

"HIME-200000000000 210000 000000000000000000000000000000000,000 ko, k1
000 [0 4000000000000000DO00DO0DOOODOO.
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4 0O0O0O

ooob,000000 HIME200O0O0O0OOOOOOOoooooooooboboobo,oco0o0booon
goooobbo,boooboobooboob.oobooooboooobbooobo,00bo0b0bo0oobooooon
oooooboooOooooooooOo0o0ob.o0oooooooooD,0b0b0O00 HIME-20O0ODOODOODO
obooooboooo,20booboobo,000000oooobooob. ooboobooooooobobn
g,0bbooboobooooooboboobo,booooboboooobooo,booboboooboboo0ob, 000000
oooooooooooobboob0o0ooo.ooo0o HIME2000000000DOO0DOOOO0O0O0O0OD,000
gooooboooobooobooooobo,booooooooooon.

ooo0ooo0ooO0oOoo0oo0o0Uo. 010000000, HIME-200000000000 (100000
goooo.
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