RSA-PSS



O000OO0D0O0O0DOOooOonO0 RSA-PSS

1 0000

0000000000000 RSADOO RSAODO PSSOOOO0OOOOOO
ggoboobboooooboobobooooobobooogooo

e RSA-PSSOODOODOOODODOOO

e RSAODDOOUOODOOOODOODOUOODDOOOODO

2 0JOObooo

2.1 RSAOOO0OOODOO

ggobobboboooobobbbooooooobobboooooboboboboooo
goodobobooogoobobbdiodooooboboooooobobbuooouooo
goodobobboooooobbbdioooooboboooooobobbuooooon
gogobobooboooooooboooobobobboooooboboooobbobooo

O00 RSAOODOORSAOOOODOOODOOOOODOODOODOOOOOOOOO
0000000000000 000000000DO000000 RSAODOODODOOO
0000000 PKCS#1 [PKC9R] 00000000000 DOOODOODO RSAD
goodoobobbooooooobbbdoodooooboboooooobobbuoooooo
ggobobobooooooboooobobobooo

00000000000 00000 RSAODODOOOO RSAODOOOOOOO
goodobobooogoobbbiooooooboboooooobobbuooooon
goodobobooogoobobbioodoooboboooooobobbuooooon
00(00000000b000O000)O00O00b00O0OLO0OO0OODObOODOOO
gogoobooboogd

RSAOODOODODOOOPSSOODO0ODOOOOD [BRG)ODODOODODOOOODOO
000000000 RSA-PSS (D00 RSA-PSS96 000)00000 RSAOOD
goobobobooooooboooobooboog

OO00000 RSA-PSS96 0 IEEE P1363a 000000000000 0O00O0O0O
0000000000000 0000D0O00O00O00OO0D0O (OO0 RSA-PSS00O
00)00oo [PKColj]O0DOO0OO0OOOODOOO

e J0I0DODDDOODDN salt (DOO0D)0D0ODOODOO RSADOODOOD
gad

e 100D IDODOODODODOODODODOOODDO



00000000000 000000000000DO00Ob00O0 (DOoDDOO NESSIE
00000o000O00OoO0oOoooOooooooo)o

2.2 0J0OO0OOODOObOOO

RSA-PSS96 0000000 [BROS| DD ODUDODODODDOODODODOOOODODO RSA-
PSS00 D000 O0OOO [Jo01) DODOOOODOO

ggoboboboooooboboboooobboooooboooo

RSA-PSS00 000000000 RSA-GENPSS 00000 RSA-GENPSS [
0000000000000 RSA-GENPSS-REpucep O00ODOOOOOOO RSA-
GENPSS-REpUcED DO 0000 RSA-GENPSSOODOOOOOOODO (OO [JoO1]
0 Lemma 7.1)000000 RSA ODO0O0OOOOOO RSA-GENPSS-REDUCED
000000 (00000 RSA-GeENPSS 0DO0)0D0O0O0ODOOO (OO [Jo01] O
Theorem 9.1)00000

0000 RSA-PSS000 000 RSA-GeENPSSOO00DOO0OO0OO0OOOOO RSA-
PSS00 00 0000000000000 0OOO0DOO0ODOOO0ODOOODOO RSA-
GeENPSS O0O0O0O0O0O00D0OO0(D00O0OO0OD0OO0OODOODOO0) RSA-PSS00 O
ggoboboboooogn

O0000000000000 RSA-PSS00 0000000000 IDOOOOO
goodoboboooooobbbiooooooboboooooobobbuooooon
goobobobooooooboooobooboog

gogbbdoodoobbooobbouobobooobooooobooooboboo
(2 000 2% 00)00000000000O0

2.3 0O0OOODOOO

ggoboobbobooooboobbbooooobobbbooooobooboboooo
ggobboboooooboboooobobobooooobboooobo
ggoboboboooooboboboooobobooogooo

e n UUODODODOOOOO cODOO nUO ebOOOOn

ggobobbooooobooboboooobbobooooobooboa

e n UUIODODOOOOOOD cODODDO nU elOUOOOO
gdgdooooboobobobobobobobobobobboboboooooouoa
gogooooboogd

e JUODODODOUOOOODLDOOOOOO

ggoboboboogoooobogoo



0000000 4000

ggooboboooooooog

e OO edOODODO

e=3000000000000000DO0ODUOODDODOODDOODDODO
gooboboboooobooboooan

RSASP/RSAVP OO 0ODO
PSS OO00D0O0O0O00D0OOO0OOOOOOODOOOO

0)RSASP O RSAODODODODDOOODO RSAVP O RSAODOOOOOO
gogoooog

ggobobbooooooobooboooo

0000 d00000000000000000000

00 p,¢ 000000000000

oo p,qD0O0O0O0O0DODOO0O0OOODOOOODOO

RSA O00ODOOO0DOO0OO0DOOO0OOOODOO00O0O0OOOO0ODOOODOOOODOO0n
gooboboboooobooboooan
gogobbobboboooobobbboooobobbbooooobooboboooo
ggoboboboooooboobbooooobobooogooo

3 OUOooooo

RSAODODOOODOOODOOODOOOODOOODOOODO

00 » 000000 RSA-512 00000000 1024 bit 00000000 RSA-
5120 7x 10002048 bit 00000000 9x 10 0000000000000
00D000000000000D0000000d

O0D0eOd d00DD0OO0O0ODOOODOOODOOODO

4 00O

RSAODOOODOO0ODOOUOODOO0OODOODODDOO RSA OO (RSA-PSS00)0O
ggobobooboooooooobooooboboboooobboboooobbobooo
gogoboobboboooobbobbbooooobobbboooooboboboooo
ggoobooobooood
gogobobobooooobooboboooobobbooooboboooon



godad

[BR96] Bellare, M. and Rogaway, P.: “The Exact Security of Digital Signatures -
How to Sign with RSA and Rabin”, Proc. of EUROCYRPT ’96. Springer—
Verlag, 1996.

[Jo01]  Jonsson, J.: “Security Proofs for the RSA-PSS Signature Scheme and Its
Variants”, http://eprint.iacr.org/2001/053/

[PKC98] PKCS#1 vol.2.0: RSA Cryptography Standard, October 1, 1998,

http://www.rsasecurity.com/rsalabs/pkcs/

[PKCO01] PKCS#1 vol.2.1 draft 2: RSA Cryptography Standard, January 5, 2001,

http://www.rsasecurity.com/rsalabs/pkcs/



