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Ciphersto be evaluated

o Submitted cipher categories
— Ciphers submitted in FY 2000
— Other ciphers requiring evaluation } Part |
— Ciphers newly submitted in FY2001 - Part |

e Cryptographic technique categories
— Symmetric-key ciphers (64- and 128-bit block ciphers)
— Symmetric-key ciphers (stream ciphers)
— Hash functions
— Pseudo-random number generators
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|. Evaluationsin current fiscal year

o Cipherssubmitted in FY 2000 (S2000)
— Judgments based on CRY PTREC2000 report

— Verification of cipher submitter’s intention to continue
submission
- Monitored ciphers:
» Full evaluations completed with CRY PTREC Report 2000

« E-government cipher candidates

* Wewill not directly conduct an evaluation in the current fiscal year,
but we will continue to collect evaluation information from academic
societies and the like.

- Full evaluation ciphers:
» E-government cipher candidates
» Further evaluations are needed following on the full evaluations of the
last fiscal year
« External reviewerswill be contracted to conduct full evaluations, with
afocus on specialists in Japan and abroad 4



|. Evaluationsin current fiscal year (2)

e Other ciphersrequiring evaluation

— De facto standards and other ciphers the Committee
considers it necessary to evaluate (Other2000), (Other2001)

» Full evaluation by the end of FY 2002
» Full evaluation conducted by experts in Japan and abroad

— Evaluation of comment requests from external organizations

—> Specific evaluations: (Sp)
« Evaluations focusing on requested ciphers



|. Symmetric-key ciphers (64-bit)

 Monitored ciphers

— Hierocrypt-L1 (S2000)
- MISTY1 (S2000)
— T-DES (Other2000, Sp)

e Full evaluation
— CIPHERUNICORN-E (S2000) > Tokita (Member)

— RC2 (Sp)



|. Symmetric-key ciphers (128-bit)

 Monitored ciphers
— Camellia
— Hierocrypt-3
— RC6
— SC2000
o Full evaluation
— AES (Rijndagl)
— CIPHERUNICORN-A
— SEED

(S2000) (Sp)
(S2000) (Sp)
(S2000)

(S2000) (Sp)

(Other2000, Other2001)
(S2000) -> Kanda (Member)
(Other2001, Sp)



|. Stream ciphers, hash functions, and
pseudo-random number generators

Stream ciphers  Full evaluation

— MULTI-S01  (S2000) = Shimoyama (Member)
— RC4 (Sp)

Hash functions  Monitored

— RIPEMD-160 (Other2000)

— SHA-1 (Other2000)

Hash functions  Full evaluation

— Draft SHA-{256|384|512} (Other2001)
Pseudo-random number generators  Monitored
— PRNG based on SHA-1 (Other2000)



|I. Ciphersnewly submitted in
FY 2001

Evaluation procedurefor submitted ciphers
— Submission deadline Sep. 27, 2001

— Document examination

» Review of submitted documents. Possibly contracted to an
external reviewer.

— Briefing on submitted ciphers
Oct. 9, 2001-Oct. 10, 2001 Y amaha Hall

— Screening evaluation (by external reviewers)
Oct. 2001-Dec. 2001

o Externa reviewers are contracted to conduct the evaluations
based on last year’ s format

* Four people per cipher
— CRYPTREC workshop  Jan. 28, 2002
— Consider whether afull evaluation is needed next year.



1. Newly submitted cryptographic
techniques

Stream ciphers

C4-1 (Focus Systems)

* No description of algorithm information that enables third
party implementation.

* The reference program does not contain the actual submitted
cipher.

FSANngo (Fujisoft ABC)

* NoO source code for reference program and test vector
generating program.

MUGI (Hitachi)

o Screening evaluation conducted (by external reviewer) -
Sakurai (Member)
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e Pseudo-random number generators

— Creation of intrinsic random numbers with Clutter Box
(HMI)
e Specia hardwareisrequired.

» Does not include sufficient information regarding the random
number generator algorithm

— FSRansu (Fujisoft ABC)
* No source code for reference program and test vector
generating program.
— High security ultra mini random number generator
(System Industrial Laboratory)
» Special hardware isrequired.

* The reference program is a program for observing random
number series, so the random number generator algorithm
could not be evaluated.

— TAO TIME Cognition Algorithm (JCN)

» Screening evaluation conducted (by external reviewer) -
Takaragi (Member)
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I11. Challengesfor thisfiscal year and
next fiscal year

« Wrapup of current fiscal year’s specific evaluations
— RC4, RC2, SEED, AES, T-DES

e Externa reviewers have been contracted to do the
evaluations.

 Hardware performance evaluation
e Full evaluation of newly submitted ciphers (S2001)
e Continual monitoring system

e Preparation of list of e-gover nment recommended
ciphers
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