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GOALSOF NESS E

put forward a portfolio of strong cryptographic primitives that
have been obtained based on an OPEN call and an OPEN
evaluation process

edeliver input to AES

devel op evaluation methodology and software tool box
sconsensus building and dissemination

strengthen European research and industry

srecommend algorithms

ecollaborate with industry and standardization bodies on
evaluation

*NOT for government use
*NESSIE isNOT a standardization body
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ISO/IEC, NESSIE, AES
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(1)

RSA-OAEP

DSA

ECDSA in SEC1
ECDSA(ANSI X9.62)
RSA-PKCS#1v1.5
RSA-PSS

DH

ECDH in SEC1
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(64bit
CIPHERUNICORN-E
Hierocrypt-L1

MISTY1

Triple-DES

(128bit
AES FIPS 197)

Camellia
CIPHERUNICORN-A
Hierocrypt-3

RC6 Block Cipher
SC2000

SEED
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MULTI-S01

RIPEMD-160
SHA-1
Draft SHA-256/-384/-512

PRNG based on SHA-1
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ECIES in SEC1
HIME(R)

ESIGN

PSEC-KEM

MUGI
RC4
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SSL/TLS

m SSL3.0
SSL2.0
| SSL
m Internet Explorer Netscape Navigator CRL
|
m version rollback SSL/TLS

m SSL3.0 TLS1.0

mTLS
TLS
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SSL/TLS

m 40bit DES RC2
m 56bit DES
m 168bit TDES
SSL

m 128bit RC2

-

m 64bit
1bit

m 512bit RSA
2001

RC4

RC2, DES, TDES

1024bit

2002

232

TDES
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CRYPTREC

http://www.ipa.go.jp/security/enc/CRYPTREC/index.html

http://www.shiba.tao.go.jp/kenkyu/CRYPTREC/index.html

E-mail:cryptrec-call @ipa.go.jp
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