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NIST PQC: Selected Algorithms 2022

Cryptography Underlying Security Problems Algorithm

Public—key Encryption and Key— Lattice—based CRYSTALS-KYBER
establishment Algorithms
Digital Signature Algorithms Lattice—based CRYSTALS-DILITHIUM
FALCON
Hash—based SPHINCS+

https://csrc.nist.gov/Projects/post-quantum-cryptography/selected-algorithms-2022
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NIST PQC: Round 4 Submissions

Cryptography Underlying Security Problems | Algorithm

Public-key Encryption and Lattice—based BIKE
Key—establishment
Algorithms Code—based Classic McEliece
HQC
Isogeny SIKE

(The SIKE teams acknowledges that

SIKE and SIDH are insecure and
should not be used.)

https://csrc.nist.gov/Projects/post-quantum-cryptography/round-4-submissions
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NIST PQC: Additional Digital Signature Schemes (Round 1)

Round 1 # Algorithm
Additional Signatures submits (Updated July 17, 2023)

Code—based Signatures 3) Enhanced pgsigRM, Fuleeca, LESS, MEDS, Wave

Isogeny Signatures 1 SQlsign

Lattice—based Signatures 7 EagleSign, EHTv3 and EHTv4, HAETAE, HAWK, HuFu,
Raccoon, SQUIRRELS

MPC-in—the—Head Ji CROSS, MIRA, MiRitH, MQOM, PERK, RYDE, SDitH

Signatures

Multivariate Signatures 11 3WISE, Biscuit, DME-Sign, HPPC, MAYO, PROV, QR-UQOV,
SNOVA, TUOV, UoVv, VOX

Symmetric—based 4 AlMer, Ascon—Sign, FAEST, SPHINCS-alpha

Signatures

Other Signatures 3) ALTEQ, eMLE-Sig 2.0, KAZ-SIGN, Preon, Xifrat1-Sign.l

https://csrc.nist.gov/Projects/pgc—dig—sig/round—1—additional—signatures 30
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