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M FEFEE#R(Elliptic Curve) % | 51

A non-degenerate cubic curve
E:y?=x3+ax+b(a, b € F,(p>3), 4a3+27b>#0)
Feature
*Addition is defined.> E is a group.
*Addition is computed easily.

Y

4 . A+B=(x3Y3) (A#B)
T e e e 2 - xex
N / ‘ Y3 = (Y2-y1)(Xz-X1)(X1-X3)-Y;

(X1,y1) A ' computed by a few
multiplications.

(X2.Y2)
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y ECDLP is defined over
| E(F,)

p
=H{(x.y)e F,xF, | y* = x3 + ax + b }U{oo}
E(F,) is a finite abelian group.

"LJ
xX-times ECDLP

For given 6, Y €E(F,), find x
secret keyy e such that ¥ = 6 +++ 46 = x6

Public key
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MY ECDLP VS DLP/IF ST,
Security

*Any DLP/IF is solved faster than an exhaustive algorithm.
‘Well-chosen ECDLP is solved only in an exhaustive algorithm.
—ECDLP is more efficient than DLP/IF with the same security
level.

Key size of ECDLP vs DLP/IF: 1/6 (before) = 1/9 (2010)

Other Good Features

-Abundant resources of cryptosystems (FE5&ZERNDE=T4)
One DLP/IF is available for one definition field (architecture).
Many ECDLP is available for one definition field (architecture).
2 This is very useful to update a cryptosystem.
*There exist useful bilinear pairings (R#EH2E148) on an elliptic
curve. define the new security base BDHP
—~resolve some open problems in the cryptology.

CRYPTREC 2010.03.03

6/18




3 3 V= ¥ = AST) AIST
MY WEREHEAVNAEE  DBPSL.

A bilinear pairing

Elliptic curve: addition Finite Field: multiplication
e
F .
[E <G> X <G> ] ' (> <g> P ﬂ
9=¢(6.6) {
Features

Bilinear: e(aG, bG') = e(G, 6')®

keep additions on E to mult on F,. *Connect ECDLP and
Non-degenerate: g=e(6, 6')#1 =) DLP.

A subgroup in E, <G>, is isomorphic to a ‘Both features are

subgroup in Fn, <g>. available.

Bilinear Diffie-Hellman Problem (BDHP)
For given a6, bG, aG', cG' in E, compute e(6, 6')%¢ in F ~,

= Some open problems in the cryptology have been solved.
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